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Abstract: Modern cryptographic protocols such as zero-knowledge proofs and secure multi-party 1

computation have increased the demand for a novel category of symmetric primitives. These 2

primitives are not optimized for traditional platforms such as servers, microcontrollers, and desktop 3

computers but rather for their ability to be implemented in arithmetic circuits. To enable efficient 4

arithmetic operations, they define operations over larger finite fields and use low-degree invertible 5

functions to construct their non-linear layers. Grendel is an arithmetization-oriented permutation 6

that leverages the Legendre Symbol to enhance the growth of algebraic degrees in its non-linear 7

layer. In this paper, we present a preimage attack on the sponge hash function instantiated with 8

the full rounds of the Grendel permutation using algebraic methods. We introduce a technique that 9

allows us to eliminate two full rounds of substitution permutation networks (SPN) in the sponge 10

hash function with minimal or no additional cost. This method can be combined with univariate 11

root-finding techniques and Gröbner basis attacks to break the number of rounds claimed by the 12

designers. By utilizing this strategy, our attack achieves an improvement of two additional rounds 13

compared to the previous state-of-the-art attack. While not breaking its security margin, it allows us 14

to further understand the design and analysis of such cryptographic primitives. 15

Keywords: Arithmetization-oriented hash functions; Legendre Symbol; Preimage attack; Algebraic 16

cryptanalysis; Gröbner basis; Grendel 17

1. Introduction 18

Arithmetization-oriented primitives have recently been widely employed in advanced 19

cryptographic protocols, including Fully Homomorphic Encryption (FHE) protocols, Multi- 20

party Computation (MPC) protocols, and Zero-Knowledge (ZK) proofs. These advanced 21

cryptographic protocols employ arithmetic to convert normal calculations into a sequence 22

of finite field operations, such as addition and multiplication over a large finite field Fp, 23

where p is a big prime integer, at least greater than or equal to 263. In order to characterize 24

these finite field operations, arithmetization-oriented primitives are created. The design cri- 25

terion for arithmetic primitives is to lessen the multiplication complexity of cryptographic 26

algorithms because the multiplication operation primarily consumes resources in advanced 27

cryptographic protocols. Using the low-degree round function is an easy approach to 28

accomplishing this objective. 29

There are many such arithmetization-oriented primitives, such as MiMC[1], GMiMC[2], 30

HadesMiMC/Poseidon[3,4], Masta[5], Pasta[6], Ciminion[7], Chaghri[8] and Neptune[9]. 31

These primitives directly use a low-degree round function as power maps x 7→ xd. More 32

complex ones like Rescue use the low-degree power map x 7→ x3 and its inverse x 7→ x1/3
33

as round functions. A new arithmetization-oriented primitive Grendel[10] is designed for 34

zero-knowledge proof systems. Grendel uses the Legendre symbol to enhance their round 35
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functions in combination with the SHARK-like construction. Let χp(·) : Fp 7→ {−1, 0, 1} 36

is defined as χp(x) := x
p−1

2 (mod p) for the Legendre symbol. The application of the 37

Legendre symbol in cryptography dates back to 1997. Mauduit and Sárközy introduced 38

the Legendre symbol into the generation of pseudo-random bit sequences. Tóth [11] and 39

Gyarmati et al.[12] introduce new measures of pseudorandomness (avalanche effect and 40

cross-correlation) and assert that those values in the Legendre symbol sequence are high. 41

Known as the Legendre symbol PRF, x 7→ χk
p(x) := χp(x + k), k is the private key. In [13], 42

Khovratovich developed a birthday-bound attack for the security analysis of the Legendre 43

symbol PRF. This attack was later improved by Beullens et al. in [14] and Kaluderovic et 44

al. in [15]. Key-recovery attacks against the Legendre symbol PRF may be converted into 45

the solution of a certain set of multivariate quadratic equation systems over a prime field, 46

according to more recent research by Seres et al. in [16]. 47

In symmetric cryptographic schemes, to incorporate the Legendre symbol into a round 48

function, it is necessary for the resulting non-linear layer to be invertible. In [17], it was 49

first proposed to construct an invertible function using the Legendre symbol as follows: 50

x 7→ x · (χp(x) + α). This map is invertible when χp(α2 − 1) = 1. By combining the 51

Legendre symbol with the power map, the map x 7→ xd · χp(x) is obtained, which is 52

invertible when gcd(d + (p − 1)/2, p − 1) = 1. In [18], Grassi et al. further analyzed 53

the generalization of x 7→ x · (χp(x) + α) to x 7→ xd · (χp(x) + α), building upon the 54

foundations of [10,17]. They proposed new invertible functions that combine the Legendre 55

symbol and analyzed their statistical and algebraic properties. 56

When operating on large finite fields, arithmetization-oriented ciphers are less suscep- 57

tible to statistical attacks such as differential [19] and linear [20] attacks. However, they are 58

more vulnerable to algebraic attacks. For example, the cipher Jarvis[21] was found to be 59

vulnerable to Gröbner basis attacks. The high-order differential attack is also an effective 60

method, as demonstrated in [22] for the high-order differential attack on GMiMC, and 61

in [23] where Eichlseder et al. first applied the high-order differential attack on MiMC. 62

Subsequently, Bouvier et al. [24] and Cui et al. [25] analyzed the upper bounds on the 63

algebraic degrees of MiMC, reevaluating its security margin against high-order differentials 64

using different approaches. In [26], Liu et al. proposed an innovative technique called 65

the coefficient grouping technique, which reduces the evaluation of algebraic degrees to a 66

well-structured optimization problem. They applied this technique to launch a high-order 67

differential attack on Chaghri, a fully homomorphic encryption scheme. Exploring further 68

the application of algebraic methods to analyze arithmetization-oriented ciphers remains 69

an interesting avenue for future investigation. 70

Related works. In the original security analysis of the Grendel proposed by the 71

designers in [10], the utilization of S-boxes based on the Legendre symbol was highlighted 72

as a notable advantage. This choice allowed for achieving a higher algebraic degree within 73

a relatively small number of rounds, providing resilience against high-order differential 74

and interpolation attacks. Consequently, the focus of the analysis shifted towards the 75

Gröbner basis attack, which presented two distinct approaches for constructing equation 76

systems. 77

1. The first approach involves the attacker guessing all the Legendre symbols used in 78

the scheme. Subsequently, they solve the resulting system of equations and verify the 79

correctness of the guessed symbols based on the obtained solution. The complexity of 80

this attack increases by approximately a factor of 2 for each correctly guessed symbol, 81

considering the probability of accurate guessing is around 1/2. 82

2. On the other hand, the second approach avoids guessing the Legendre symbols and 83

instead relies on the introduction of auxiliary variables to facilitate the establishment 84

of the equation system. For more detailed information, please refer to [10]. 85

Additionally, after guessing all Legendre symbols, the S-boxes in Grendel exhibit a low 86

degree. As a result, it is not necessary to introduce intermediate variables in each round 87

to mitigate the degree of growth. Instead, the attacker can directly solve a higher-degree 88
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system of equations. This alternative approach has already been used to attack the full 89

hash function Grendel in [18]. In Section 3.1, we will provide a detailed description of their 90

attack. 91

Our Contribution. In this paper, we further analyze the hash function Grendel on the 92

basis of [10,18]. By introducing the Constrained Input/Constrained Output(CICO) problem 93

and leveraging its solution to obtain preimages of the hash function Grendel, we can extend 94

the previously proposed technique in [27] and enhance the preimage attack by bypassing 95

two additional rounds of the SPN structure. By introducing the CICO problem, our attack 96

is capable of attacking two additional rounds compared to the attack presented in [18], 97

as shown in Table 1. Furthermore, we leverage the CICO problem to construct a system 98

of multivariate equations for the hash function Grendel. By analyzing the introduction of 99

intermediate variables and the main complexity of Gröbner basis attacks, we have further 100

deepened our understanding of how to construct equation systems and conduct Gröbner 101

basis attacks. 102

Table 1. For a security level of s = 128 and a modulus p = 2256, the number of rounds that can be

attacked using the univariate root-finding method in different instances of the hash function Grendel.

Instance (d, n)
Attacked Rounds in

[10]
Attacked Rounds in

[18]
Our result

(2,3) 28 25 27
(2,4) 21 20 22
(2,8) 11 12 14

(2,12) 7 8 10

(3,3) 22 22 24
(3,4) 16 18 20
(3,8) 8 11 13

(3,12) 6 8 10

(5,3) 16 19 21
(5,4) 12 16 18
(5,8) 6 10 12

(5,12) 4 7 9

2. Preliminaries 103

2.1. Notations 104

In the following, let p be a prime number, and Fp be a finite field with p elements. Let 105

F
n
p denote a vector space with n elements, and each element in Fp. The notation 0u ∈ F

u
p is 106

defined as having all u components equal to zero. 107

Let Fn
p be a vector space with standard basis {e0, e1, . . . , en−1}. A vector subspace Vu 108

of Fn
p can be represented as the span of a subset of a standard basis {e0, e1, . . . eu−1}, where 109

0 < u < n. 110

Definition 1 (The Legendre Symbol). The Legendre symbol χp(·) is a function χp : Fp 7→
{−1, 0, 1} defined as

χp(x) =







1 if x is a nonzero quadratic residue modulo p,

−1 if x is a quadratic non-residue modulo p,

0 x = 0.

2.2. CICO Problem 111

In the cryptanalysis of traditional symmetric schemes, the goal is to recover the key 112

(or some subkeys) with complexity lower than 2k. However, the security of arithmetization- 113

oriented hash functions such as the hash function Grendel is based on the infeasibility of 114

solving the CICO problem. 115
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Definition 2 (CICO Problem.). Let F : Fn
p → F

n
p be a permutation, and let 0 < u < n be

an integer. For given (a0, . . . an−u−1), (b0, . . . , bn−u−1) ∈ F
n−u
p , the CICO problem aims to find

(X0, . . . , Xu−1), (Y0, . . . , Yu−1) ∈ F
u
p such that

F(X0, . . . , Xu−1, a0, . . . , an−u−1) = (Y0, . . . , Yu−1, b0, . . . , bn−u−1).

A simpler version of the CICO problem is as follows: let n = 2 and u = 1, then the 116

CICO problem is to find (X, Y) ∈ F
2
p such that F(X, 0) = (Y, 0). We observe that both the 117

input and output of the permutation belong to the same vector subspace Vu. The CICO 118

problem is highly relevant to the security of hash functions. Therefore, if the adversary has 119

the ability to solve the problem with a complexity of less than pn−u permutation calls, it is 120

possible to find a preimage or collision of the hash function under the sponge structure. The 121

CICO problem can usually be modelled as a system of equations and solved algebraically. 122

2.3. Solve the Systems of Algebraic Equations 123

Our attack is based on modelling cryptographic primitives as a system of polynomial 124

equations. In this section, we present the methods and complexities of solving some 125

univariate and multivariate equations, which are then used to attack the hash function 126

Grendel. 127

We assume that the cryptographic primitive is represented as a well-defined system, a
system of m polynomial equations consisting of n variables X = (x0, . . . , xn−1) ∈ F

n
p,







F0(x0, . . . xn−1) = 0

F1(x0, . . . xn−1) = 0
...

Fm−1(x0, . . . xn−1) = 0.

Then our purpose is to get the ordinary solution of the equation; then, we hope to get the 128

round key of the encryption schemes or the preimage of the hash function. 129

2.3.1. Solve a System of Univariate Equations 130

A univariate equation has only one variable and an equation of F(x) = 0. Solving the 131

given system is equivalent to find the roots of the univariate polynomial F ∈ Fp[x] with 132

degree D of F. Since all operations are performed on the finite field Fp, the computational 133

complexity is measured in terms of field operations. 134

1. Compute G = xp − x (mod F). 135

The computation of xp (mod F) requires O(D · log(p) · log(D) · log(log(D))) field 136

operations with a double-and-add algorithm. 137

2. Compute H = gcd(F, G). 138

H has the same roots as F in Fq since H = gcd(F, xq − x), but its degree is likely much 139

lower. This step [28] requires O
(
D · log(D)2

)
field operations. 140

3. Factor H. 141

In general, the polynomial H has only a few roots in Fp. Thus, this step is negligible 142

in complexity. 143

This root-finding approach using GCD computations is given in [28], and the final com- 144

plexity of the algorithm is estimated by 145

O(M(D) log(D) log(D · p)), (1)

where M(D) := 63.43 · D log(D) log(log(D)) +O(D log(D)) is the complexity of multipli- 146

cation of two polynomials of degree at most D over Fp. 147
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2.3.2. Solve a System of Multivariate Equations 148

The Gröbner basis attack is a method to recover a secret from a system of polynomial 149

equations. The first step is to convert the primitive into a system of multivariate equations. 150

Then, a Gröbner basis is computed for the ideal generated by these polynomials. Finally, 151

the Gröbner basis is utilized to compute the target variables in the given system. This attack 152

method involves the following three phases. 153

1. To launch a Gröbner basis attack, the first step is to construct a set of polynomial 154

equations describing the primitive. After that, a Gröbner basis for the ideal generated 155

by these equations is computed, usually concerning the degrevlex ordering for better 156

efficiency. The algorithm used for the computation of the Gröbner basis could be 157

Buchberger’s algorithm [29], F4 [30] and F5 [31]. 158

2. After computing the Gröbner basis for the given system of polynomial equations, the 159

next step is to perform a change of term order to facilitate the computation of the 160

elimination ideals and the elimination of variables. This is typically done by going 161

from the degrevlex term order to the lex one, using an algorithm such as FGLM[32]. 162

It is worth noting that in many applications, including those in cryptography, the 163

systems of algebraic equations result in zero-dimensional ideals, meaning they have 164

only finitely solutions. 165

3. The final step of a Gröbner basis attack is to solve the univariate equation for the last 166

variable using a polynomial factoring algorithm. This allows us to obtain the specific 167

value of the last variable, which can then be substituted into the remaining equations 168

to obtain the full solution of the system. This step can use the algorithm given above 169

to find the univariate equation system. Once the polynomial has been factored, we 170

can easily find its roots, which correspond to the possible values of the last variable. 171

By substituting each root into the remaining equations, we can obtain all possible 172

solutions to the system of equations. 173

Cost of Gröbner basis Computation. For a system of m polynomial equations and n
variables, there is

F0(x0, ..., xn−1) = F1(x0, ..., xn−1) = · · · = Fm−1(x0, ..., xn−1) = 0,

where Fi ∈ Fp[x0, ..., xn−1], 0 ≤ i ≤ m. The complexity of computing a Gröbner basis in
degrevlex term order [33] is

O

((
n + Dreg

Dreg

)ω)

. (2)

In [34], another bound for the complexity of computing the Gröbner basis was provided as

O

(

nDreg ·

(
n + Dreg − 1

Dreg

)ω)

, (3)

where 2 ≤ ω < 2.3727 is the linear algebra constant representing the complexity of
matrix multiplication and Dreg is the degree of regularity. By further comparing these two
complexities and computing their ratio, we can observe that

(
n+Dreg

Dreg
)

ω

nDreg · (
n+Dreg−1

Dreg
)

ω =
(n + Dω

reg)

nω+1 · Dreg
.

When n is small and Dreg is large, the complexity calculation of Formula 3 provides a 174

tighter bound. However, the authors in [18] found that when n is small, the complexity of 175

computing the Gröbner basis is asymptotically smaller than the complexity of the FGLM 176

algorithm. Therefore, for small values of n, the complexity of the Gröbner basis attack 177

depends on the complexity of the FGLM algorithm. On the other hand, the Formula 2 178
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becomes more restrictive when n has a comparatively larger value.. 179

180

Cost of FGLM algorithm. Using the FGLM[32] algorithm, the complexity of converting
the degrevlex order to lex order is:

O(n · D3
I ),

where n is the number of variables, DI is the degree of the zero-dimensional ideal. 181

182

If the polynomial system is a regular system, we assume that there are n polynomials 183

with the same degree di = δ, i ∈ [1, n] and n variables, then the Dreg can be estimated by 184

1 + ∑
n
i=1 di − 1. If the polynomial system is not a regular system, then its Dreg is less than 185

1 + ∑
n
i=1 di − 1, which is called Macaulay’s bound. 186

2.4. Description of Hash Function Grendel 187

The hash function Grendel is composed of the Grendel permutation combined with 188

sponge structure. Let p ≥ 3 be a prime number and n ≥ 2 be an integral number. The 189

Grendel permutation P : Fn
p → F

n
p is obtained by iterating R rounds of the Grendel round 190

function F : Fn
p → F

n
p. The state size is n. Each round uses a different round constant. Each 191

round function consists of three parts: a nonlinear layer, a linear layer, and adding round 192

constants respectively denoted as NL, L, and AC. 193

• The Nonlinear Layer: Let X = (x0, . . . , xn−1) ∈ F
n
p. NL : F

n
p → F

n
p consists of

independent n identical S-boxes. NL(X) = (S(x0), S(x1), . . . , S(xn−1)), where

S(x) = xd · χp(x).

χp is the Legendre symbol, and d ≥ 2 is an integer that satisfies gcd( 2d+p−1
2 , p− 1) = 194

1. 195

• The Linear Layer: The L : Fn
p → F

n
p is a n× n MDS matrixM ∈ F

n×n
p . 196

• Adding Round Constants: Round constant ci
j ∈ Fp, where 0 ≤ i ≤ R− 1, 0 ≤ j ≤ 197

n− 1. 198

The Grendel round function F consists of three parts and can be described as F (·) = 199

AC ◦ L ◦ NL(·). The Grendel permutation P is iterated R rounds by the F , which can be 200

expressed as P(·) = F ◦ · · · ◦ F (·)
︸ ︷︷ ︸

R

. The pseudocode describing the Grendel permutation is 201

shown in Algorithm 1.

Algorithm 1 The Grendel Permutation P

Input: X = (X0, X1, . . . , Xn−1) ∈ F
n
p;

Output: Y = (Y0, Y1, . . . , Yn−1) ∈ F
n
p.

1: for r = 0 to R− 1 do
2: for i = 0 to n− 1 do
3: Xi ← Xd · χp(Xi);
4: end for
5: X ←M · X;
6: for i = 0 to n− 1 do
7: Xi ← Xi + cr

i ;
8: end for
9: end for

10: Y ← X;
11: return Y ;

202

The sponge construction [35,36] is a cryptographic framework that utilizes an internal 203

cryptographic permutation or function. It offers versatility in achieving different objectives, 204
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including encryption, authentication and hashing. The construction is based on the concept 205

of a sponge, which consists of an internal permutation that operates on a fixed-sized 206

state. By appropriately configuring the sponge, it can be adapted for various cryptographic 207

applications, providing security and flexibility. In this paper, we slightly modify the original 208

approach to operate on elements of Fp instead of F2. Both the input and the output may 209

be of arbitrary size. The state size is n = r + c, where r denotes the rate and c denotes 210

capacity. To process a message m, which consists of elements from the field Fp, we utilize 211

the following operations. 212

1. Padding. If the length of the message is already a multiple of r, no padding is 213

necessary. However, if the length is not a multiple of r, we first append a 1 ∈ Fp to the 214

message. Then, we pad the message with 0 until its length becomes a multiple of r. 215

2. Absorption. The message is divided into blocks of size r. Each block is added to the 216

first r blocks of the state using the addition operation. Afterwards, the entire state is 217

processed by applying the permutation function P . Repeat the above operation until 218

all the messages are absorbed. 219

3. Squeezing. In each iteration of the squeezing phase, a block of length r is squeezed 220

out. The permutation function P is applied to the entire state and the squeezed block 221

is extracted. This process is repeated until the squeezing phase is completed. 222

Security. According to the proof presented in [36], when the inner permutation bears 223

resemblance to a random permutation, the sponge construction is indistinguishable from a 224

random oracle up to approximately pc/2 queries. Equivalently, in order to provide s bits of 225

security, we need pc/2 ≥ 2s. 226

Figure 1. The above is an example of a Grendel permutation with a state size of 2. The following is

an instance of the hash function Grendel with a sponge structure, which is built upon the Grendel

permutation.

3. Algebraic Cryptanalysis of Hash Function Grendel 227

In this section, we simply review the preimage attack proposed by [18] on a sponge 228

hash function instantiated with the Grendel permutation in Section 3.1. Then we introduce 229

the CICO problem, and further analyze the security of the hash function Grendel. 230

3.1. Preimage Attack on Hash Function Grendel in [18] 231

Let s denote the security level and p represent the prime that defines the field. The 232

authors in [18] focus on the case where p ≥ 2s, allowing for r ≥ 1, r defines the rate of the 233

sponge hash function. In this scenario, the hash function can output a single element from 234

Fp, which aligns with common practice as p is typically chosen to be large. 235
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Given a hash digest h ∈ Fp, the objective is to find a preimage. For cases where r ≥ 2, 236

[18] begin by fixing r− 1 input elements. Contrary to the analysis in [10], they refrain from 237

introducing intermediate variables. Instead, the work in [18] with fixed Legendre symbol 238

and employ polynomials of degree dR, where R denotes the number of attacked rounds. In 239

essence, the attack on R-round construction involves the following steps: 240

1. Iterating over all possible sets of Legendre symbols. The probability of a Legendre 241

symbol being ±1 is approximately 1
2 , while the probability of it being 0 is 1

p . Con- 242

sequently, the probability that l Legendre symbols are different from zero can be 243

calculated as (1− 1
p )

l . For a large number of rounds, if p is approximately 232, this 244

probability exceeds 99.99%. In their attack, l = nR − (n − 1) = n(R − 1) + 1. In 245

the first round, it is possible to compute n− 1 Legendre symbols deterministically 246

because there is no linear layer before the initial application of the S-boxes. 247

2. Solving the resulting univariate equation to identify a preimage. They focus on the 248

case in which the number of hash output elements is 1. By fixing all Legendre symbols, 249

there are only a single unknown (the input variable) and a single equation of degree 250

at most dR in the end. The equation system hence consists of only one univariate 251

equation and can be solved by applying a root-finding algorithm to this equation. 252

3. Verifying if the solution obtained is a valid preimage. Furthermore, once the roots are 253

discovered, they proceed to verify the validity of the obtained solution. They do this 254

by comparing the computed Legendre symbols to the fixed ones for the given instance. 255

If any inconsistency is found between the computed symbol using their solution and 256

the fixed symbol, they promptly terminate the verification process, indicating that the 257

trial is invalid. Considering that we only need to compute the first Legendre symbol 258

in each instance with a probability of 50%, the first two symbols with a probability of 259

25%, and so on, we can expect to compute an average of 3 Legendre symbols for each 260

trial before encountering an inconsistency. 261

3.2. Techniques to Skip SPN Rounds 262

In this section, we introduce a trick proposed by [27], which can help us skip two 263

rounds without additional consumption when analyzing the permutation based on the 264

SPN structure using the CICO problem. 265

Let permutation P : Fn
p → F

n
p be s-secure against the CICO problem. We split it into

two permutations F0 and F1, i.e., P = F1 ◦ F0(·). Vu is a vector subspace spanned by
{e0, . . . , eu−1}. We use

X = (X0, X1, . . . , Xu−1, A0, . . . , An−u−1) ∈ Vu,

Z = (Z0, Z1, . . . , Zu−1, C0, . . . , Cn−u−1) ∈ Vu

to be the input state and output state of P respectively, where (A0, . . . , An−u−1) ∈ F
n−u
p 266

and (C0, . . . , Cn−u−1) ∈ F
n−u
p are fixed constants. According to the definition of CICO 267

problem, if we can find X and Z such that P(X) = Z with a complexity smaller than 2s, 268

then we may conclude that the permutation security margin is insufficient. 269

We denote Y = (Y0, Y1, . . . , Yn−1) ∈ F
n
p as the intermediate variable after F0. If we can 270

find Y so that it also belongs to the vector subspace Vu, then we can construct a polynomial 271

system with n− u outputs through F1. So we can find its root. Finally, we can get the value 272

of X according to the value of Y , which is enough to solve the CICO problem. Then, to 273

solve the CICO problem of permutation P , only the F1 part needs to be dealt with, not the 274

whole permutation P . 275

In order to describe this technique in more detail, we assume that the permutation 276

P is the Grendel permutation. We let F0 consist of two nonlinear layers, one linear layer 277

and one round key addition in the Grendel round function. F0 can be expressed as F0(·) = 278

NL ◦AC ◦ L ◦ NL(·), then F1 can be regarded as an R− 2 round Grendel round function 279

with a linear layer and a round key addition. S is denoted as the S-box, and S−1 is the 280

inverse of the S-box. 281
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Figure 2. A detailed description of a specific trick with a state size of 4.

We need the S-box to satisfy the following property

S(A · X) = S(A) · S(X), (4)

where A, X ∈ Fp. 282

Let the linear layer MDS matrixM satisfy:

M−1 =








m0,0 m0,1 m0,2 . . . m0,n−1

m1,0 m1,1 m1,2 . . . m1,n−1
...

...
...

. . .
...

mn−1,0 mn−1,1 mn−1,2 . . . mn−1,n−1








.

Here ci
j (0 ≤ i ≤ R− 1, 0 ≤ j ≤ n− 1) denotes the round constant. Next, we show how to 283

construct univariate equations with the CICO problem. We always set u = n− 1 in the 284

following. 285

286

When n = 3. We set u = n− 1 = 2, then Vu is a vector subspace spanned by {e0, e1}. Let 287

the input states of F0 be X = (X1, X2, A0) ∈ Vu, where A0 is a fixed constant. Let the states 288

after F0 be Y = (Y0, Y1, Y2) ∈ F
3
p. When passing through the first nonlinear layer of F0, 289

there is 290

S(A0) = m2,0(S
−1(Y0)− c0

0) + m2,1(S
−1(Y1)− c0

1) + m2,2(S
−1(Y2)− c0

2)

= m2,0S−1(Y0) + m2,1S−1(Y1) + m2,2S−1 − (m2,0c0
0 + m2,1c0

1 + m2,2c0
2).

(5)

We fix Y2 to a constant value B0 = S(m−1
2,2 (m2,0c0

0 + m2,1c0
1 + m2,2c0

2 + S(A0))). Then we can 291

simplify the Equation 5 as 292

m2,0S−1(Y0) + m2,1S−1(Y1) = 0

⇐⇒m2,0S−1(Y0) = −m2,1S−1(Y1)

⇐⇒S(m2,0S−1(Y0)) = S(−m2,1S−1(Y1))

⇐⇒S(m2,0)Y0 = S(m2,1)Y1.

(6)

The S-box must satisfy the Formula 4, and the above Equation 6 can be established
successfully. We found that A0 and B0 are fixed, Y1 can be represented by Y0 as Y1 =
S(m2,0)
S(m2,1)

Y0. Then we have

X = (X0, X1, A0) ∈ V2,

Y = Y0(1,
S(m2,0)

S(m2,1)
, 0) + (0, 0, B0) ∈ V2.

293

294
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When n = 4. We set u = n− 1 = 3, then Vu is a vector subspace spanned by {e0, e1, e2}. 295

Similar to n = 3, we denote the input and output states of F0 as X = (X0, X1, X2, A0) ∈ Vu 296

and Y = (Y0, Y1, Y2, Y3) ∈ F
4
p respectively, where A0 are fixed constants. When passing 297

through the first nonlinear layer of F0, there is 298

S(A0) = m3,0(S
−1(Y0)− c0

0) + m3,1(S
−1(Y1)− c0

1) + m3,2(S
−1(Y2)− c0

2) + m3,3(S
−1(Y3)− c0

3)

= m3,0S−1(Y0) + m3,1S−1(Y1) + m3,2S−1 + m3,3S−1(Y3)

− (m3,0c0
0 + m3,1c0

1 + m3,2c0
2 + m3,3c0

3)

=
3

∑
i=0

m3,iS
−1(Yi)−

3

∑
i=0

m3,ic
0
i .

(7)
We fix Y3 to a constant denoted as B0; Y3 satisfies

m3,3S−1(Y3) =
3

∑
i=0

m3,ic
0
i + S(A0).

Then we can obtain 299

m3,0S−1(Y0) + m3,1S−1(Y1) + m3,2S−1(Y2) = 0. (8)

In order to simplify the equation, we set (Y1, Y2) = (S(Q1)Y0, S(Q2)Y0), and bring (Y1, Y2)
into Equation 8, then we get

S−1(Y0)(m3,0 + m3,1Q1 + m3,2Q2) = 0.

Therefore, if (Q1, Q2) and Y3 satisfy

{

m3,0 + m3,1Q1 + m3,2Q2 = 0

Y3 = S(m−1
3,3 (∑

3
i=0 m3,ic

0
i + S(A0))),

we will have

X = (X0, X1, X2, A0) ∈ V3,

Y = Y0(1, Q1, Q2, 0) + (0, 0, 0, B0) ∈ V3.

300

301

When n ≥ 4. In general, we set u = n − 1, Vn−1 is also a vector subspace spanned by 302

{e0, e1, . . . , en−2}. Similarly, the input and output states of F0 are in the form of X = 303

(X0, X1, . . . , Xn−2, A0) and Y = (Y0, Y1, . . . , Yn−1) ∈ F
n
p respectively. Let A0 ∈ Fp be a fixed 304

constant. When passing through the first nonlinear layer of F0, there is 305

S(A0) =
n−1

∑
i=0

mn−1,i(S
−1(Yi)− c0

i ) =
n−1

∑
i=0

mn−1,iS
−1(Yi)−

n−1

∑
i=0

mn−1,ic
0
i . (9)

We also fix Yn−1 to a constant denoted as B0, then Yn−1 fulfills

mn−1,n−1S−1(Yn−1) =
n−1

∑
i=0

mn−1,ic
0
i + S(An−1). (10)
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Just like n = 3 and n = 4, we set (Y1Y2, . . . , Yn−2) = (S(Q1)Y0, S(Q2)Y0, . . . , S(Qn−2)Y0).
By bringing (Y1, Y2, . . . , Yn−1) and the constant Yn−1 back into the Equation 9, then we can
obtain

S−1(Y0)(mn−1,0 +
n−1

∑
i=1

mn−1,iQi) = 0.

Therefore, if (Q1, Q2, . . . , Qn−1) and Yn−1 satisfy

{

mn−1,0 + ∑
n−1
i=1 mn−1,iQi = 0

Yn−1 = S(m−1
n−1,n−1(∑

n−1
i=0 mn−1,ic

0
i + S(A0))),

we will have

X = (X0, X1, . . . , Xn−2, A0) ∈ Vn−1,

Y = Y0(1, Q1, Q2, . . . , Qn−2, 0) + (0n−1, B0) ∈ Vn−1.

Let Y be the input to F1, where only Y0 is the unknown variable. We define the output
of F1 as Z = (Z0, Z1, . . . , Zn−2, C0) ∈ Vn−1, C0 ∈ Fp is a fixed constant. By considering
the final position of the output from F1, we construct a univariate equation with Y0 as its
variable, which is in the form of

F(Y0) = C0. (11)

Given a valid Y0, we can invariably infer an input X specifically tailored for the R-round 306

permutation P that projects onto the vector subspace Vn−1. 307

3.3. Application to Hash Function Grendel 308

In this section, we build upon the full-round preimage attack on the hash function 309

Grendel presented in [18] by employing the trick described in the previous section to 310

decrease the degree and complexity of the polynomial system. Let s be the security level, 311

and let p be the prime that defines the field. We limit ourselves to focus on the case in 312

which p ≥ 2s. The following are the details of our attack. 313

1. We first divide the Grendel permutation into two parts F0 and F1 as before. The
Grendel permutation has R rounds. Consider the hash function Grendel with the
following parameters: n = r + c. The Grendel S-box, denoted as S(x) : x 7→ xd · χp(x)
satisfies the Formula 4, which can be proven straightforwardly. Similarly, we set
u = n − 1, and the Vu is a vector subspace. The Grendel permutation takes an
input X = (X0, . . . , Xr−1, 0c) where X0, . . . , Xr−1 represent the input messages, and
it produces an output Z = (Z0, . . . , Zr−1, 0c). The initial value IV of Grendel is set to
all zeros, and the last c elements of the output Z are also zeros. Consequently, after
X ∈ Vu passes through F0, it yields Y = (Y0, Y1, . . . , Yn−1) ∈ Vu. As indicated in the
previous section, we have Yn−1 and (Q1, . . . , Qn−1) satisfy







mn−1,0 + ∑
n−1
i=1 mn−1,iQi = 0

Yn−1 =
(

m−1
n−1,n−1(∑

n−1
i=0 mn−1,ic

0
i )
)3
· χp

(

m−1
n−1,n−1(∑

n−1
i=0 mn−1,ic

0
i )
)

.

Thus, for F1, there is only one unknown input variable Y0. Then we can process it 314

similarly as in [18]. 315

2. According to [18], it can be observed that when p ≥ 232, the probability of the Legendre 316

symbol being ±1 is greater than 99.99%. Therefore, we only consider guessing ±1. 317

Based on the previous step, F1 has an input Y with only one unknown variable Y0. 318

The F1 has R− 2 rounds; we must guess the number of Legendre symbols, given by 319

l = n(R− 3) + 1 = nR− 3n + 1. Because only the Legendre symbol of Y0 needs to be 320
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guessed in the first round of F1, and other values are constant, the Legendre symbol 321

is known. Consequently, there are at most 2l = 2nR−3n+1 distinct sets of Legendre 322

symbols to guess until the correct set of Legendre symbols is found. 323

3. After fixing the Legendre symbols, we can construct a polynomial with Y0 as an
unknown variable. The polynomial equation, as defined in Formula 11, has a degree
of D = dR−2. To determine the specific value of Y0, we can employ the root-finding
algorithm in Section 2.3.1. The complexity T1 of the root-finding algorithm is

T1 = O(M(dR−2) log(dR−2) log(dR−2 · p)),

M(dR−2) = 63.43 · dR−2 log(dR−2) log(log(dR−2)) +O(dR−2 log(dR−2)).

4. Upon obtaining Y0’s value, we need to verify its validity. This requires checking 324

the correctness of each guessed Legendre symbol. According to [18], for each set 325

of guessed Legendre symbols, we only need to verify three of them to exclude an 326

invalid set. The complexity T2 of computing a Legendre symbol [37] is evaluated 327

as O(σ(log σ)2 log(log(σ))) for σ = log(p). Therefore, the complexity of this step is 328

3 · T2. 329

As a result, when we obtain a valid Y0, according to the CICO definition, we can always
deduce the X such that they are mapped to the vector subspace Vu through the Grendel
permutation. The overall complexity T of this attack is

T = (T1 + 3 · T2) · 2
nR−3n+1.

Therefore, this particular instance is vulnerable to attack if T ≤ 2s. As shown in Table 1, for 330

the case of security level s = 128, under different parameter settings, we can observe that 331

we are able to perform two additional rounds of attack compared to the previous work [18]. 332

However, we have not exceeded the new security margin set in [18]. 333

In our investigation of the hash function Grendel, we ascertained that capitalizing on 334

the CICO problem to devise a univariate equation is feasible solely under the conditions 335

u = r = n− 1. This premise holds because, in this specific scenario, it enables the generation 336

of an intermediate variable intimately associated with the vector subspace Vu and ensures 337

that the hash output remains confined to this subspace. 338

3.4. The Gröbner Basis Attacks for Hash Function Grendel 339

In this section, we employ the CICO problem to construct a multivariate equation 340

system for the hash function Grendel instantiation. Similarly, we consider the message 341

absorption size to be r, resulting in r hash digests being squeezed out after a Grendel per- 342

mutation. To further analyze the complexity, we utilize the Gröbner basis attack method 343

described in Section 2.3.2 and incorporate insights gained from our experimental observa- 344

tions. 345

Building upon our previous assumption of guessing the Legendre symbols, we delve 346

deeper into the analysis by considering the introduction of intermediate variables to 347

reduce the degree of the polynomials. Based on the presence of intermediate variables, we 348

categorize our attacks into two scenarios: one without the introduction of intermediate 349

variables and the other with the introduction of intermediate variables in each round. 350

Considering the hash function Grendel with input messages (X1, X2, . . . , Xr−1) of size r 351

and an IV set to all zeros, the Grendel permutation takes an input X = (X1, X2, . . . , Xr−1, 0c), 352

where 0c denotes a vector of zeros with length c. The resulting output Z = (Z0, . . . , Zn−1) is 353

subject to the CICO problem, where the input X belongs to the vector subspace Vr spanned 354

by {e0, . . . , er−1}. To satisfy this condition, the last c positions of Z denoted as C0, . . . , Cc−1 355

are fixed constants. In the following attacks, we always set r = c = 2
n . Consequently, we 356

can formulate a system of multivariate equations. 357

358
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Without Intermediate Variables. Let X and Z be the input and output of the permutation.
We don’t introduce any additional intermediate variables like Y . We can build an equation
system with c variables and c equations.







F0(X0, X1, . . . , Xc−1) = C0

F1(X0, X1, . . . , Xc−1) = C1

...

Fc−1(X0, X1, . . . , Xc−1) = Cc−1.

We obtain a system of equations with c equations and c variables, where each equation
has a degree of Di = dR, 0 ≤ i ≤ c− 1. It is evident that the degree of the equations is
much larger than the number of variables. Hence, we employ the Formula 3 to calculate
the complexity of the Gröbner basis algorithm. In particular, by setting d = 2, we compare
the complexities of computing the Gröbner basis and the FGLM algorithm. For a system of
c equations where each equation having a degree of 2R, we can compute the upper bound
on the regularity degree Dreg of the equation system and the zero-dimensional ideal DI as
follows:

Dreg ≤ 1 +
c−1

∑
i=0

(Di − 1) = (2R − 1) · c + 1, DI ≤
c−1

∏
i=0

Di = 2Rc.

Computing the Gröbner basis with respect to the grevlex term order using the Formula 3
exhibits asymptotic complexity:

TG = nDreg ·

(
n + Dreg − 1

Dreg

)ω

≤ c · ((2R − 1) · c + 1) ·

(
2Rc

2R · c− c + 1

)

.

Then, applying a fast variant of the FGLM algorithm to perform the change of term order
exhibits asymptotic complexity:

TF = (DI )
ω = 2Rcω.

By evaluating TG and TF for c = 2, there is

TG = (2R+2 − 2)×

(
2R+1

2R+1 − 1

)

= (2R+1)ω × (2R+2 − 2) ≤ 2Rw+w+r+2,

TF = 22Rw.

In this case, it is evident that TF is greater than TG, which indicates that FGLM algorithm 359

becomes the bottleneck in the Gröbner basis attack. 360

361

Intermediate Variables. Directly using the input and output of the Grendel permutation 362

are probably infeasible due to the maximum degree and dense polynomials involved. 363

To address this challenge, one possible strategy is to introduce intermediate variables. 364

This approach reduces the degrees in the equation system (and consequently reduces the 365

number of monomials) but at the expense of introducing additional variables. For the 366

Grendel permutation, we introduce new variables in each round to prevent the growth of 367

degrees. Let X and Y
0 = (Y0

0 , . . . , Y0
n−1) ∈ F

n
p represent the input and output of the first 368

round’s nonlinear layer. The relationship between X and Y
0 can be expressed through r 369

equations of degree d and c equations of degree 1. Specifically, Y0
0 = Xd

0 , in accordance 370

with the definition of the S-box (excluding the consideration of the Legendre symbol, as it 371

is determined based on the conjecture). Hence, we add n variables in each round. And we 372

simply use the output values C0, . . . , Cc−1 to construct the system of equations except for 373

the last one. Then, we have r + Rn variables and the same number of equations. Among 374
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these equations, there are Rn equations with a degree of d and r equations with a degree of 375

1. 376

Figure 3. Overview of the introduction of intermediate variables in the Grendel permutation.

When n is large, indicating the presence of a greater number of intermediate variables, 377

then Dreg becomes relatively small. Therefore, we utilize the Formula 2 to evaluate the 378

complexity of the Gröbner basis attack. 379

In summary, the complexity of the Gröbner basis attack on the hash function Grendel
can be divided into three parts. The first part is the complexity of guessing the Legendre
symbols, denoted as Tguess. The second part is the complexity of the Gröbner basis attack,
denoted as TGB (with specific calculations selected from the various scenarios mentioned
earlier). The third part is the complexity of verifying the Legendre symbols, denoted as
Tveri f y. There is

Tguess = 2(R−1)n+c,

Tveri f y = 3 · O(σ(log σ)2 log(log(σ))) for σ = log(p).

The complete complexity of the Gröbner basis attack for the hash function Grendel can be
evaluated by

(TGB + Tveri f y) · Tguess.

Table 2. For a security margin of s = 128 and a modulus p = 2256, by setting c = r = 2/n, we

can evaluate the number of rounds that can be susceptible to Gröbner basis attacks with varying

computational complexities.

Instance (d, n) Attacked Rounds with TF Attacked Rounds with TG

(2,4) 16 21
(2,8) 8 10
(2,12) 5 7

(3,4) 12 17
(3,8) 6 8
(3,12) 4 5

(5,4) 9 14
(5,8) 4 7
(5,12) 3 4

4. Conclusion 380

In this paper, we propose a preimage attack on the sponge hash function implemented 381

with full rounds of the Grendel permutation, utilizing algebraic approaches. By introducing 382

the CICO problem, we address the construction of univariate and multivariate equation 383

systems for the hash function Grendel and employ different algorithms to solve these equa- 384

tions, resulting in new analytical findings. This provides additional insights into the factors 385

that designers should consider when developing arithmetization-oriented cryptographic 386
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primitives in response to the CICO problem. Moreover, We find that the choice of different 387

algebraic methods for constructing equations can have an impact on the security analysis 388

of cryptographic primitives. Therefore, it is worth exploring the possibility of combining 389

different algebraic methods for the analysis of arithmetization-oriented cryptographic 390

primitives. 391

Author Contributions: Conceptualization, J.N. and G.W.; methodology, J.Z.; validation, J.N.; formal 392

analysis, R.L. and Y.S.; writing—original draft preparation, J.N.; writing—review and editing, R.L and 393

Y.S.; supervision, G.W. All authors have read and agreed to the published version of the manuscript. 394

Funding: This work is supported by the National Key Research and Development Program of China 395

(2022YFB2701900), the National Natural Science Foundation of China (No. 62072181), and Shanghai 396

Trusted Industry Internet Software Collaborative Innovation Center. 397

Data Availability Statement: Data is contained within the article. 398

Acknowledgments: The authors would like to thank the anonymous reviewers for their helpful 399

comments. 400

Conflicts of Interest: The authors declare no conflict of interest. 401

References 402

1. Albrecht, M.R.; Grassi, L.; Rechberger, C.; Roy, A.; Tiessen, T. MiMC: Efficient Encryption and Cryptographic Hashing with 403

Minimal Multiplicative Complexity. In Proceedings of the Advances in Cryptology - ASIACRYPT 2016 - 22nd International 404

Conference on the Theory and Application of Cryptology and Information Security, Hanoi, Vietnam, December 4-8, 2016, 405

Proceedings, Part I; Cheon, J.H.; Takagi, T., Eds., 2016, Vol. 10031, Lecture Notes in Computer Science, pp. 191–219. https: 406

//doi.org/10.1007/978-3-662-53887-6_7. 407

2. Albrecht, M.R.; Grassi, L.; Perrin, L.; Ramacher, S.; Rechberger, C.; Rotaru, D.; Roy, A.; Schofnegger, M. Feistel Structures for MPC, 408

and More. In Proceedings of the Computer Security - ESORICS 2019 - 24th European Symposium on Research in Computer 409

Security, Luxembourg, September 23-27, 2019, Proceedings, Part II; Sako, K.; Schneider, S.A.; Ryan, P.Y.A., Eds. Springer, 2019, 410

Vol. 11736, Lecture Notes in Computer Science, pp. 151–171. https://doi.org/10.1007/978-3-030-29962-0_8. 411

3. Grassi, L.; Lüftenegger, R.; Rechberger, C.; Rotaru, D.; Schofnegger, M. On a Generalization of Substitution-Permutation 412

Networks: The HADES Design Strategy. In Proceedings of the Advances in Cryptology - EUROCRYPT 2020 - 39th Annual 413

International Conference on the Theory and Applications of Cryptographic Techniques, Zagreb, Croatia, May 10-14, 2020, 414

Proceedings, Part II; Canteaut, A.; Ishai, Y., Eds. Springer, 2020, Vol. 12106, Lecture Notes in Computer Science, pp. 674–704. 415

https://doi.org/10.1007/978-3-030-45724-2_23. 416

4. Grassi, L.; Khovratovich, D.; Rechberger, C.; Roy, A.; Schofnegger, M. Poseidon: A New Hash Function for Zero-Knowledge 417

Proof Systems. In Proceedings of the 30th USENIX Security Symposium, USENIX Security 2021, August 11-13, 2021; Bailey, M.; 418

Greenstadt, R., Eds. USENIX Association, 2021, pp. 519–535. 419

5. Ha, J.; Kim, S.; Choi, W.; Lee, J.; Moon, D.; Yoon, H.; Cho, J. Masta: An HE-Friendly Cipher Using Modular Arithmetic. IEEE 420

Access 2020, 8, 194741–194751. https://doi.org/10.1109/ACCESS.2020.3033564. 421

6. Dobraunig, C.; Grassi, L.; Helminger, L.; Rechberger, C.; Schofnegger, M.; Walch, R. Pasta: A Case for Hybrid Homomorphic 422

Encryption. IACR Transactions on Cryptographic Hardware and Embedded Systems 2023, 2023, 30–73. https://doi.org/10.46586 423

/tches.v2023.i3.30-73. 424

7. Dobraunig, C.; Grassi, L.; Guinet, A.; Kuijsters, D. Ciminion: Symmetric Encryption Based on Toffoli-Gates over Large Finite 425

Fields. In Proceedings of the Advances in Cryptology - EUROCRYPT 2021 - 40th Annual International Conference on the Theory 426

and Applications of Cryptographic Techniques, Zagreb, Croatia, October 17-21, 2021, Proceedings, Part II; Canteaut, A.; Standaert, 427

F., Eds. Springer, 2021, Vol. 12697, Lecture Notes in Computer Science, pp. 3–34. https://doi.org/10.1007/978-3-030-77886-6_1. 428

8. Ashur, T.; Mahzoun, M.; Toprakhisar, D. Chaghri - A FHE-friendly Block Cipher. In Proceedings of the Proceedings of the 2022 429

ACM SIGSAC Conference on Computer and Communications Security, CCS 2022, Los Angeles, CA, USA, November 7-11, 2022; 430

Yin, H.; Stavrou, A.; Cremers, C.; Shi, E., Eds. ACM, 2022, pp. 139–150. https://doi.org/10.1145/3548606.3559364. 431

9. Grassi, L.; Onofri, S.; Pedicini, M.; Sozzi, L. Invertible Quadratic Non-Linear Layers for MPC-/FHE-/ZK-Friendly Schemes over 432

Fnp Application to Poseidon. IACR Trans. Symmetric Cryptol. 2022, 2022, 20–72. https://doi.org/10.46586/tosc.v2022.i3.20-72. 433

10. Szepieniec, A. On the Use of the Legendre Symbol in Symmetric Cipher Design. Cryptology ePrint Archive, Paper 2021/984, 434

2021. https://eprint.iacr.org/2021/984. 435

11. Tóth, V. Collision and avalanche effect in families of pseudorandom binary sequences. Period. Math. Hung. 2007, 55, 185–196. 436

https://doi.org/10.1007/s10998-007-4185-1. 437

12. Gyarmati, K.; Mauduit, C.; Sárközy, A. The cross-correlation measure for families of binary sequences. In Applied Algebra and 438

Number Theory; Larcher, G.; Pillichshammer, F.; Winterhof, A.; Xing, C., Eds.; Number Theory, Cambridge University Press, 2014; 439

pp. 126–143. https://doi.org/10.1017/CBO9781139696456.009. 440

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 June 2023                   doi:10.20944/preprints202306.1506.v1

https://doi.org/10.1007/978-3-662-53887-6_7
https://doi.org/10.1007/978-3-662-53887-6_7
https://doi.org/10.1007/978-3-662-53887-6_7
https://doi.org/10.1007/978-3-030-29962-0_8
https://doi.org/10.1007/978-3-030-45724-2_23
https://doi.org/10.1109/ACCESS.2020.3033564
https://doi.org/10.46586/tches.v2023.i3.30-73
https://doi.org/10.46586/tches.v2023.i3.30-73
https://doi.org/10.46586/tches.v2023.i3.30-73
https://doi.org/10.1007/978-3-030-77886-6_1
https://doi.org/10.1145/3548606.3559364
https://doi.org/10.46586/tosc.v2022.i3.20-72
https://eprint.iacr.org/2021/984
https://doi.org/10.1007/s10998-007-4185-1
https://doi.org/10.1017/CBO9781139696456.009
https://doi.org/10.20944/preprints202306.1506.v1


16 of 17

13. Khovratovich, D. Key recovery attacks on the Legendre PRFs within the birthday bound. Cryptology ePrint Archive, Paper 441

2019/862, 2019. https://eprint.iacr.org/2019/862. 442

14. Beullens, W.; Beyne, T.; Udovenko, A.; Vitto, G. Cryptanalysis of the Legendre PRF and Generalizations. IACR Trans. Symmetric 443

Cryptol. 2020, 2020, 313–330. https://doi.org/10.13154/tosc.v2020.i1.313-330. 444
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