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Article 
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Abstract: This study proposes a risk analysis model based on the principles of ISO 31000 and decision theory 
for biological agents with potential for offensive use in Brazil. Bibliographic research was conducted on the 
main models already published on the subject. The German risk classification system was adopted as the main 
reference because it is adjustable and adopts a semiquantitative approach. After translating and adapting this 
model to the Brazilian context, the analytic hierarchy process (AHP) was applied to generate a hierarchical tree 
with criteria and subcriteria to be considered in the risk assessment. A questionnaire was administered to a 
group of experts to evaluate the relevant criteria and subcriteria and the risks related to three biological agents 
(Bacillus anthracis, Yersinia pestis and Francisella tularensis), which were selected in an exploratory manner to 
exemplify the application of the model. According to the results, the criterion of impact of a biological attack 
was given greater importance when compared with the probability of occurrence of this event. According to 
the subcriteria, the greatest weight was attributed to human health when compared with agriculture, the 
environment, or the economy. Finally, in the evaluation of the three pathogens, B. anthracis was identified as 
having the highest risk for offensive use in Brazil. This research is focused on a practical approach and can be 
implemented by competent agencies to foster their capacity for biological defense by determining which 
pathogens represent the greatest risk to society. 

Keywords: bioterrorism; biological attacks; risk assessment; biological agents 
 

1. Introduction 
This article proposes a risk analysis model using multiple expert opinion. The model is applied, 

according to the ISO 31000:2018 and ISO 31010:2019 standards, to compare biological agents in Brazil 
[1,2]. The significant contribution is the application of the Analytical Hierarchy Process (AHP) to rank 
the input from experts in the field of biological agents, contributing to fill a gap in the Brazilian 
legislation.  

The structure of criteria and subcriteria was extracted from the model proposed by Tomuzia et 
al. (2013) [3]. A board of Brazilian experts evaluated a sample of three biological agents, basing their 
assessments on a standard AHP psychometric scale, whose characteristics mitigate distortions 
identified in the reference model. 

The family of ISO 31000 standards is valuable for any organization seeking to implement a 
comprehensive approach to risk management with advantages such as internationally accepted 
principles and guidelines for risk management, a structured framework for implementing risk 
processes and standard criteria for monitoring, reviewing and improving risk management [1]. The 
ISO 31010:2019 lists 42 techniques that represent structured ways of risk analysis, including the Multi 
Criteria Analysis. The use of AHP in the proposal of this article falls into this category. 

The proposed model is an improvement over the existing process in Brazil. Since 2002, the 
Health Biosafety Commission (CBS) of the Brazilian Ministry of Health has prepared and updated 
the classification of biological agents associated with potential risk to human health to indicate the 
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level of biosafety and practices for handling the infectious agent [4–6]. In the Risk Classification of 
Biological Agents, published by the Ministry of Health, biological agents are distributed into four 
risk classes, focused on occupational risks, which are important for regulating the manipulation of 
those agents in Brazilian laboratories, but do not address the offensive use of these assets or any other 
biosecurity aspects [7]. 

The document brings the explicit recommendation to “analyze the nature of the biological agent, 
virulence, mode of transmission, stability, concentration and volume, source of the potentially 
pathogenic agent, availability of prophylactic measures and effective treatments, infective dose, and, 
if the agent was genetically modified”. Despite that, it offers no guidance on how to accomplish this 
or what weights to assign to these criteria in a risk assessment [7]. 

The main research questions of this article include “how” to perform risk analysis, “what 
weights” to consider for the various criteria listed, and, additionally, “how to combine” the effects of 
attacks with biological agents with the probabilities of their occurrence. It is necessary to propose a 
practical model that allows filling these gaps to ensure that public policy makers and damage control 
teams will be able to perform the risk analysis [8].  

The availability of such a model makes possible to direct the efforts of public authorities to those 
biological agents with a greater risk of being used by terrorists. This capacity is essential for 
protecting the population by providing conditions for early warning, adopting preventive measures 
and planning site decontamination, among other preventive and damage control measures [9].  

Researches in Brazil have focused on the analysis of microbiological risks from the general point 
of view of biosafety, neglecting biosecurity [10–12]. Due to this scarcity of studies on biosecurity in 
the Brazilian literature, this research has an exploratory and propositional character. In fact, in Brazil, 
the current risk classification system does not offer tools for analyzing risks related to biosecurity, 
especially those concerning the urgency expected in the event of biological attacks. 

2. Background – AHP in Risk Analysis 
AHP has been frequently used in risk analysis problems. A search in the Web of Science (WoS) 

and the SCOPUS databases, performed on Feb. 24th 2024, identified a significant number of scientific 
articles published in journals with high impact factor. The keywords "Analytic Hierarchy Process” or 
“AHP” and “risk” in titles returned 320 articles in scientific journals and 342 Proceedings papers in 
the WoS database. In the SCOPUS database, 591 articles in scientific journals, 18 book chapters and 
426 Proceedings papers were found. Graphs of the annual academic production of this search indicate 
that research has increased in recent years, showing that the use of AHP in risk analysis is increasing 
in academia (Figure 1). 
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Figure 1. Articles using AHP for risk analysis. Source: R package "Bibliometrix" [13]. 

Table 1 ranks a sample of top cited articles in the SCOPUS database (collected on 24 feb. 2024), 
with at least 200 citations, and highlights features found in those papers such as number of 
experts/decision makers elicited for pairwise evaluations, validation procedure of these evaluations 
and type of sensitivity analysis.  

Table 1. Most cited papers exploring AHP and Risk Analysis. 

Ref.1 Title Journal Year 
Citations 
(27 feb. 

2024) 

Experts / 
DM 1 

Valid.1 Sens. 
An.1 

[14] 
Global supplier development considering risk 
factors using fuzzy extended AHP-based 
approach 

OMEGA 2007 994 N N Y 

[15] 
Construction projects selection and risk 
assessment by fuzzy AHP and fuzzy TOPSIS 
methodologies 

Applied Soft 
Computing Journal 2014 435 7 N N 

[16] 

Urban flood vulnerability and risk mapping 
using integrated multi-parametric AHP and 
GIS: methodological overview and case study 
assessment 

Water (Switzerland) 2014 413 16 Y N 

[17] 

A novel approach to risk assessment for 
occupational health and safety using 
pythagorean fuzzy AHP & fuzzy inference 
system 

Safety Science 2018 385 N Y N 

[18] 
Risk analysis in green supply chain using fuzzy 
AHP approach: a case study 

Resources, 
Conservation and 
Recycling 

2015 368 16 N Y 

[19] 
Comprehensive flood risk assessment based on 
set pair analysis-variable fuzzy sets model and 
fuzzy AHP 

Stochastic 
Environmental 
Research and Risk 
Assessment 

2013 308 6 Y N 

[20] 
An integrated decision support system based 
on ANN and fuzzy AHP for heart failure risk 
prediction 

Expert Systems with 
Applications 

2017 290 N N Y 

[21] 
Safety risk assessment using Analytic 
Hierarchy Process (AHP) during planning and 
budgeting of construction projects 

Journal of Safety 
Research 

2013 275 N Y N 
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Ref.1 Title Journal Year 
Citations 
(27 feb. 

2024) 

Experts / 
DM 1 

Valid.1 
Sens. 
An.1 

[22] 
Managing risks in the supply chain using the 
AHP method 

The International 
Journal of Logistics 
Management 

2006 273 4 N N 

[23] 
Risk evaluation using a novel hybrid method 
based on FMEA, extended MULTIMOORA, 
and AHP methods under fuzzy environment 

Safety Science 2018 272 5 N Y 

[24] Project risk assessment using the Analytic 
Hierarchy Process 

IEEE Transactions on 
Engineering 
Management 

1991 268 N N Y 

[25] 
A two-stage fuzzy-AHP model for risk 
assessment of implementing green initiatives in 
the fashion supply chain 

International Journal 
of Production 
Economics 

2012 252 N N N 

[26] Risk management in the construction industry 
using combined fuzzy FMEA and fuzzy AHP 

Journal of 
Construction 
Engineering and 
Management 

2010 247 1* Y N 

[27] 
Quantifying risks in a supply chain through 
integration of fuzzy AHP and fuzzy TOPSIS 

International Journal 
of Production 
Research 

2013 241 3* Y N 

[28] 
Assessing risk and uncertainty inherent in 
chinese highway projects using AHP 

International Journal 
of Project 
Management 

2008 228 4 Y N 

1 Ref.: references, DM: number of decision-makers, Valid.: validation procedure; Sens. An.: sensitivity analysis, 
Y.: yes, .: N.: no. * Other experts supported system development and validation;. 

A refined search in the set of articles at the WoS and the SCOPUS databases with the term 
“biological” in the abstract associated with risk analysis to biosecurity issues, returned only six 
SCOPUS articles, four of which also indexed by the WoS database, and one conference paper. These 
seven articles showed the suitability and potential of using AHP for biosecurity risk analysis [29–35].  

This brief literature review showed that applications of the AHP method in risk analysis have 
increased in recent years. Our survey on the WoS and SCOPUS databases found no similar articles 
in Brazil, and features such as the use of nine experts, the use of an index to validate the logical 
consistency of the expert evaluations and the inclusion of sensitivity analysis of the results added 
value to this research.  

3. Materials and Methods 
The steps for preparing the research are described in Table 2, which shows the specific objectives 

raised to the steps and procedures carried out. 

Table 2. Research design 

Main Goal 

Propose a risk analysis model for biological agents with potential offensive use in Brazil 

Specific Objectives Steps and Procedures Sections 

a. Review the literature on 
biosecurity risk analysis 

1. Search the literature for 
risk analysis models for 
biological agents; 

Sections 2 and 3.2 

 2. Select a reference system 
that meets the requirements 
for this study; 

Section 3.2 

b. Adapt a reference system 
to the Brazilian conditions 
(geographic, epidemiological 
aspects, others) 

3. Translate the selected 
model; 

Supplementary material [36] 

 4. Adapt the criteria and 
subcriteria to the Brazilian 
context; 

Section 3.3 
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Main Goal 

Propose a risk analysis model for biological agents with potential offensive use in Brazil 

Specific Objectives Steps and Procedures Sections 

 5. Select biological agents to 
test the model 

Section 3.4 

c. Select a decision support 
method for risk analysis 

6. Survey a suitable method 
to address the problem; 

Section 2 

d. Test the proposed system 
with experts. 

7. Prepare a questionnaire; Section 3.5 and the 
Supplementary material [36] 

 8. Select a panel of Brazilian 
experts; 

Section 3.5 

 9. Design the algorithm and 
calculation procedures; 

Section 3.6 

 10. Collect experts’ answers; Supplementary material [36] 

 11. Compute experts’ 
answers; 

Section 4 

 12. Analyze the results. Section 5 

 
Steps 1 to 6 integrate the preliminary part of the methodology of an applied research using 

models derived from Operational Research, with the respective indications of the sections in the text. 
Steps 7 to 12 correspond to the proposed process itself, with details in the respective sections. 

3.1. Defining Risk 
In studies concerning biological threats, terms related to risk assessment and analysis have 

historically been defined in different ways by researchers and organizations [37]. Therefore, a first 
step in the development of this proposal is to standardize the definition of risk to be adopted. ISO 
31000, an international standard that describes the principles, structure, and process of risk 
management, defines “risk” as the “effect of uncertainty on objectives”. Risk is normally expressed 
in terms of its probabilities of occurrence and consequences. This provides an objective basis for 
evaluating appropriate risk prevention or mitigation strategies [38–40]. 

The definition adopted here is in accordance with the concept of the Brazilian Ministry of 
Defense, which defines biological risk as the “combination of the probability of occurrence and 
impact of adverse effects on human, animal and plant health, and damage to the environment due to 
manipulation, exposure, escape, intentional authorized or unintentional release of biological agents 
and materials” [41]. 

In this study, the “probability of occurrence” is not understood in the strictly statistical sense, 
but rather in the perception that a biological agent will be chosen with criminal intent due to its 
technical and methodological suitability for offensive purposes [42]. The estimation of “impact 
severity” considers and examines the effects of the dispersion of the biological agent on human and 
animal public health, as well as the impact on the economy and the environment [9]. 

3.2. Survey for a Reference System 
In the bibliographic review, an electronic search for articles in Portuguese and English was 

conducted on the periodical portal of the Coordination for the Improvement of Higher Education 
Personnel (CAPES), PubMed, and Google Scholar. The following terms were used: risk assessment, 
categorization, prioritization, bioterrorism, biological agents, and pathogens. The exclusion criteria 
were as follows: reports, news, editorials, nonscientific texts, and articles that did not fall within the 
scope of this study. 

Classification systems published in scientific periodicals or magazines strictly applicable to the 
offensive use of biological agents were selected, in addition to government reports published on the 
official pages of the respective countries. Based on the results, an analysis of these publications was 
conducted regarding the methodology applied for risk assessment, the definition of risk adopted, 
and the criteria used for its classification. 
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Risk analysis models can be created using qualitative, quantitative, or semiquantitative 
approaches. In strictly qualitative assessments, the risk is calculated based on the opinion of experts, 
and the reproducibility of the results is sometimes low. However, a quantitative assessment requires 
a detailed collection of information to obtain reliable results. For several biological agents with 
potential offensive use, the available data are not accurate, thereby affecting the predictive value of 
the quantitative assessment [42]. 

An intermediate approach is semiquantitative risk assessment, which represents a compromise 
between the precision of the result and the complexity of the assessment. This method involves 
establishing scales to estimate the probability and impact of using specific biological agents. 
Therefore, compared with quantitative classifications, the dependence of this method on exact data 
is lower, although it maintains its commitment to the precision of the results [3]. 

In the emergency context of attacks with biological agents, promptness in risk assessments is 
essential for decision making by competent authorities. Furthermore, the analysis model must be 
flexible to allow for adaptability to the realities of different countries. The One-Health approach must 
also be adopted, weighing the criteria evaluated and considering humans, animals, or the 
environment as the target of the biological attack [43]. Finally, the proposed model must be based on 
scientific evidence and be intuitively clear to decision makers and other interested parties. 

This study adopted the German model, “Comparative risk classification system for agents 
posing a bioterrorism threat to human or animal populations”, developed by the Federal Institute for 
Risk Assessment (BfR), which was later published as a scientific article in the journal “Biosecurity 
and Bioterrorism: Biodefense Strategy, Practice, and Science” [3]. This model was the theoretical 
reference for the research because it represents an adjustable system focused on the comparable 
assessment of pathogens that can be weaponized. Furthermore, the German system is based on a 
semiquantitative approach, which was deemed to be suitable for the objectives proposed for this 
study. This model includes several criteria and subcriteria, extending the analysis to human, animal, 
or plant health and applicable to national, regional, or local populations. The subcriteria that refer to 
German geographic location data were adapted to the regional context of Brazil. 

3.3. Structure of Criteria and Subcriteria 
The model considered the two macro criteria of ISO 31000 to assess risks: the probability of using 

the biological agent and the resulting impact on society and the environment [39]. These two macro 
criteria and the subordinate levels of subcriteria were extracted from [3], with the geographic 
adaptation from Europe to South America. To assess the probability of occurrence (C1), the following 
subcriteria were considered: historical aspects (SC1.1), accessibility (SC1.2), viability (SC1.3), and 
dispersion (SC1.4). The categories associated with the severity of the impact (C2) are related to human 
public health (SC2.1), animal health (SC2.2), containment measures in the human population (SC2.3), 
containment measures in the animal population (SC2.4), detection measures (SC2.5), economic and 
environmental consequences (SC2.6), and potential for panic in the population (SC2.7). Figure 2 
shows the hierarchical structure of criteria (first level) and subcriteria (second level). 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 17 July 2024                   doi:10.20944/preprints202407.1235.v1

https://doi.org/10.20944/preprints202407.1235.v1


 7 

 

 
Figure 2. Hierarchical structure of criteria and subcriteria. Source: adapted from Tomuzia et al (2013) 
[3]. 

Regarding the probability of occurrence, the first relevant category identified in the literature 
survey was “history of use”. In addition to considering attacks or attempted attacks with a specific 
agent (SC1.1.1), the history of state biological weapon programs (SC1.1.2) has also been evaluated, 
which may have resulted in stocks of the pathogen being stored in military installations. The 
“accessibility” criterion considers the availability of the agent for offensive purposes in terms of 
natural or laboratory existence (SC1.2.1 to SC1.2.5). The “feasibility” category is represented by 
production efforts (SC1.3.1) and the possibility of storing larger quantities of the biological agent in 
a stable form (SC1.3.2) (Figure 3). 

 
Figure 3. Hierarchical structure of Criterion 1 (all levels). Source: adapted from Tomuzia et al (2013) 
[3]. 

Regarding the impact on society and the environment, the first category is related to public 
health (SC2.1) and is translated by the type of treatment in medical facilities (outpatient, inpatient, or 
intensive care) (SC2.1.1), the potential of the biological agent to cause death or damage to civilian 
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populations, notably lethality (SC2.1.2), morbidity (SC2.1.3), disease severity (SC2.1.4) and the 
transmission mechanisms directly related to the infectious potential (SC2.1.5). 

In addition, the impact on animals (SC2.2) must be assessed considering subcriteria such as 
lethality (SC2.2.1), morbidity (SC2.2.2), disease severity (SC2.2.3), and mode of transmission 
(SC2.2.4). A biological agent with a high transmission potential tends to have a greater impact, as 
observed in human populations during the COVID-19 pandemic or in animal populations with a 
foot-and-mouth disease outbreak in the United Kingdom in 2001 (Figure 4a). 

 

 

 
Figure 4. a. Hierarchical structure of Criterion 2 (all levels of subcriteria 2.1 to 2.3). Source: adapted 
from Tomuzia et al (2013) [3]. b. Hierarchical structure of Criterion 2 (all levels of subcriteria 2.4 to 
2.7). Source: adapted from Tomuzia et al (2013) [3]. 

When assessing the severity of the impact, the existence of countermeasures in the human 
population (SC2.3) must be considered, i.e., procedures or methods to contain the spread of the agent 
in the population (SC2.3.1), such as vaccines (SC2.3.1.1), considering their effectiveness (SC2.3.1.2) 
and necessary contingency efforts, such as quarantine or social isolation (SC2.3.1.3). For infected 
subjects, it is necessary to evaluate the treatment capacity (SC2.3.2), both in its existence (SC2.3.2.1) 
and in its effectiveness (SC2.3.2.2). 

Detection and diagnostic measures represent another relevant category for estimating the 
associated impact. The possibility and viability of detecting the agent in human or animal samples 
(SC2.5.1) using standardized methods (SC2.5.1.1) or commercial kits (SC2.5.1.2) available on the 
market were evaluated. The aspects that allow specific detection of the disease in production food 
matrix (SC2.5.2), by legislation and surveillance over the production of human food (SC2.5.2.1) and 
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animal feed (SC2.5.2.2) or a biological agent detection system (SC2.5.2.3). The identification of disease 
in humans in humans (SC2.5.3) or in animals (SC2.5.4) are also evaluated and divided in the existence 
of a mandatory disease identification (SC2.5.3.1 and SC2.5.4.1, respectively) and first symptoms 
(SC2.5.3.2 and SC2.5.4.2, respectively) (Figure 4b). 

Economic consequences (SC2.6) represent another relevant category for estimating the impact. 
Environmental impact is represented by the toxicity of disinfectants, and the need to establish 
permanent or long-term exclusion zones (SC2.6.1). Economic impact can be caused by direct 
economic losses (SC2.6.2), in terms of the livestock slaughter (SC2.6.2.1), mandatory by legislation 
after the introduction of the agent, or the lack of a Differentiating Infected from Vaccinated Animals 
- DIVA - vaccine (SC2.6.2.2). Indirect economic damage (SC2.6.3) arises from medical treatment costs 
and social isolation measures, trade restrictions/barriers or consumer rejection of a potentially 
contaminated product. Finally, the damage caused by public panic should not be underestimated. 
Bioterrorist incidents may have the main objective of disrupting the social system or provoking public 
panic due to the release of an infectious agent. In this sense, the absence of self-protection measures 
can worsen the population’s feeling of insecurity (SC2.7). 

3.4. Selecting Biological Agents 
The risk analysis model was tested with three bacteria that, due to their diversity and ability to 

survive in a variety of environments, have potential for offensive use: B. anthracis, Yersinia pestis, 
and Francisella tularensis. 

B. anthracis, the etiological agent of anthrax, has raised historical concerns in the context of 
biological weapons because of its notable pathogenic features and ease of use and production of large 
amounts of biomass. The lethality associated with B. anthracis can be extremely high, especially in its 
inhaled or pulmonary form, with mortality rates without proper treatment exceeding 80%. Anthrax 
is endemic in several regions of the world, and laboratory diagnostic methods for this disease are 
relatively effective, which may allow early identification and treatment of cases [44]. 

Y. pestis, the etiological agent of plague, is highly virulent and has multiple modes of 
transmission and the ability to escape the host’s immune mechanisms [45]. Despite the wide 
availability of this pathogen in wild animals (especially rodents), it occurs almost exclusively in 
endemic regions, particularly in Africa and Asia. The main mode of transmission is through flea bites 
or direct contact with infected animals, with limited interpersonal transmission. Mortality rates can 
vary from 30% to 100%, depending on the clinical form of the infection and the availability of 
treatment [46]. 

F. tulariensis is the etiological agent of tularemia, a disease characterized by several clinical 
presentations that can lead to death if untreated. Mortality rates vary according to the clinical form 
of the disease (up to 30% in untreated cases of pneumonic tularemia). Tularemia is most commonly 
spread through vectors such as ticks and mosquitoes in endemic regions of North America, Europe, 
and Asia [47]. All laboratory tests available to detect the disease have limitations in terms of 
sensitivity and specificity, which may increase the risk related to their offensive use [48]. 

3.5. Panel of experts 
To avoid subjectivity in risk analysis, we opted for the support of experts with academic training 

in the area and, preferably, with professional and laboratory experience. Considering the specificity 
of this study, the population of specialists with significant experience in the area is restricted to Brazil. 
The demographic data of the nine experts who supplied their evaluations are shown in Table 3. In 
compliance with the premise of confidentiality, the experts were identified by numbers. 

Table 3. Expert demographics 

Expert Undergrad. Postgrad. Occupation 
Professional 
experience 

(years) 

Laboratory 
experience 

(years) 

Exp 1 
Microbiology 
and 
Immunology 

Master's and PhD in 
Microbiology 

Researcher at a 
governmental Public 
Health Institute 

20 25 

Exp 2 
Veterinary 
medicine 

Master’s in 
Microbiology 

Military 
Veterinarian 19 12 
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Expert Undergrad. Postgrad. Occupation 
Professional 
experience 

(years) 

Laboratory 
experience 

(years) 

Exp 3 Veterinary 
medicine 

Master's in Health 
Surveillance 

Federal Agricultural 
Tax Auditor 21 27 

Exp 4 
Veterinary 
medicine 

Master's in 
Parasitology and 
PhD in Biochemistry 

Full Professor 25 25 

Exp 5 Engineering 

Specialization in 

Epidemiology; 

Master's in 

Environmental 

Sciences; 

PhD in Public 
Health 

Technologist 24 -- 

Exp 6 Nursing 

Specialization in 
Public Health, 
Infectious Diseases, 
Emergency 
Management, 
Disasters and 
Epidemiology 

Full Professor 19 -- 

Exp 7 Pharmacy and 
Medicine 

Specialization in 
Occupational 
Medicine and 
Nuclear Medicine 

Coordinator of 
sensitive goods in 
the biological area 

20 10 

Exp 8 Biological 
Sciences 

Master's and PhD in 
Molecular Pathology 
(Immunology) 

Environmental 
Analyst and Federal 
Environmental 
Agent 

19 10 

Exp 9 Biological 
Sciences 

PhD in Cellular and 
Molecular Biology 

Public Health 
Researcher 

35 35 

 
The respondents were invited by email so that they could properly consider their desire to 

participate or not participate in the research by completing the questionnaire. The invitation provided 
information about the objectives of the study and basic guidelines for completing the risk assessment 
form. In total, 31 experts were contacted, from which 9 responses were obtained, representing a 
response rate of 29%.  

The technical and highly specialized nature of the questionnaire may have influenced the 
response rate. Furthermore, the questionnaire itself was extensive and required significant effort from 
the participants. The contact with experts was conducted exclusively via email, which may have 
limited the scope of the research, as some experts may not have had regular access to their emails or 
may have ignored the request due to work overload.  

The Questionnaire, available in the supplementary material [36], contained examples of the type 
of assessment required from experts, to reduce the incidence of filling errors. Furthermore, the logical 
consistency of each evaluation is calculated in AHP, which considers CR results below 10% 
acceptable. Group data collection procedure or search for consensus on assessments was not 
performed, and the data collected was treated individually. 

The limitation of a small sample of experts was compensated for by the level of specialization 
and experience of the professionals consulted. The presence of qualified experts in the field of 
biological threats in Brazil provides additional robustness to the results obtained, as their 
perspectives are based on extensive experience in academic and laboratory research. Therefore, 
although the sample can be considered limited in terms of quantity, the quality and depth of the 
experts’ contributions guarantee the credibility and relevance of the results. 

3.6. Mathematical Model 
The scientific literature indicates a wide variety of quantitative models for risk assessment. AHP, 

developed by Thomas Saaty [49], is one of the most popular multicriteria decision aid approaches 
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because of its simplicity, ease of use, and great flexibility [50]. AHP has been applied in various fields 
such as education, healthcare, site selection, industry, engineering, manufacturing, sports, suitability 
analysis, regional planning, land slide susceptibility, and transportation [51–53]. In risk analysis, 
AHP has also been frequently explored, generating relevant research, as indicated in Table 1. 

AHP incorporates a logic consistency check of the answers provided by the various participants 
in the process, helping to identify arbitrary judgments that contain logical errors [54]. AHP involves 
assessing scales rather than measures; hence, it is capable of modeling situations that lack measures 
(e.g., modeling risk and uncertainty) [21]. The choice of the AHP was also motivated by the possibility 
of reducing distortions related to the scale applied to the German model [4].  

AHP structures a decision aid problem in the form of a hierarchical tree, the top of which is 
occupied by the research objective, followed by the decision criteria, eventual subcriteria, and, finally, 
the alternatives capable of solving the problem, illustrated in Figure 5. At each level of the hierarchical 
tree, pairwise comparisons are made to the next higher level based on a standardized nine-point 
scale, as shown in Table 4. The assessments are translated into points on the scale, used to calculate 
weights at each hierarchical level. Further details of the AHP calculations can be found in the 
supplementary material [36]. 

 

 
Figure 5. Generic decision tree. 

Table 4. Nine-point scale 

Pairwise 
evaluation 

Scale 
points Expert’s perception 

Example of pairwise evaluation 
(see Figure 5) 

Equivalent 1 

Two criteria are equivalent with respect 

to the main objective; 

Two alternatives are equivalent with 
respect to a criterion. 

“Criterion 1 is equivalent to 
Criterion 2, in relation to the main 
objective” 

Moderate 3 

One criterion is little more important 

than another in relation to the objective; 

One alternative is little more important 
than another with respect to a criterion. 

“Alternative 3 is little more 
important than Alternative 1, 
considering the Criterion 2” 

Little strong 5 

One criterion is more important than 

another in relation to the objective; 

One alternative is more important than 
another in relation to a criterion. 

“Criterion 4 is more important 
than Criterion 2, in relation to the 
main objective” 

Stronger 7 

One criterion is much more important 

than another in relation to the objective; 

One alternative is much more important 
than another in relation to a criterion. 

“Alternative 2 is much more 
important than Alternative 1, 
considering the Criterion 3” 

Extreme 9 

One criterion is extremely more 

important than another in relation to the 

objective; 

“Criterion 2 is extremely more 
important than Criterion 3, in 
relation to the main objective” 
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Pairwise 
evaluation 

Scale 
points Expert’s perception Example of pairwise evaluation 

(see Figure 5) 
One alternative is extremely more 
important than another in relation to a 
criterion. 

Intermediate 
intensities 

2, 4, 6, 
8 

Gradations of relationships by 
intermediate values of the nine-point 
scale. 

“Alternative 1 is between 
equivalent and little more 
important than Alternative 2, in 
relation to Criterion 3” 

Source: adapted from Saaty (1977, p. 246) [55]. 

The scale used by AHP has advantages over the scale proposed by Tomuzia et al. (2013) [3]. To 
evaluate different high-risk biological agents, each metric in [3] was defined in a class ranging from 
‘‘1’’ to ‘‘4’’ points, as described in a previous method [56]. For those authors, the gradation into 4 
classes allows a clear and easily distinguishable subdivision of values for each measure and avoids 
central values for measures in which expert opinion is necessary. However, this procedure generates 
distortions. For example, for the variable “accessibility to the agent in humans or animals”, measured 
by the number of cases on the continent or in the world, class “1” is defined as between 0 and 100 
cases, class “2” between 101 and a 1,000 cases, class “3” between 1,001 and 10,000 cases, and class “4” 
for more than 10,000 cases. The difference between two agents with 100 and 101 cases implies a 
doubled value in this criterion (from “1” to “2”), with an impact on the agent’s final risk result. This 
cascading distortion can overstate or understate the true risk posed by the biological agent.  

In this case, the biological agents are pairwise compared and can be considered equivalent in 
this criterion or, depending on the rigor of the evaluator’s judgment, with a slight superiority of one 
in relation to the other. Weighting a set of qualitative and quantitative variables to form a common 
scale of priorities can be dealt with by AHP [49]. Criteria may be measured on different scales or may 
even be intangible for which no scales yet exist. Measurements on different scales, of course, cannot 
be directly combined [57]. Pairwise judgements are made based on the best information available and 
the decision maker’s knowledge and experience [16]. In any case, the assessment of the AHP scale 
avoids distortions of the scale adopted by [3].  

AHP requires the collection of pairwise evaluations of all variables in a decision problem. 
Depending on the hierarchical structure and the number of variables, the effort required to collect 
these judgments becomes excessive, involving a workload almost impracticable for using the method 
in complex problems.  

In the literature there are several studies that focus on reduce data collection, emulating values 
for incomplete evaluations. In Benítez et al (2019)  [58], graph theory was explored, based on studies 
by Benítez et al (2014) and Benítez et al (2015) [59,60]. Kułakowski et al (2019) [61] also explored graph 
theory, but with few incomplete elements in the matrix to be filled, which still requires a significant 
amount of judgment. In Srdjevic et al (2014) [62], a method to fill gaps in matrices is proposed, also 
based on the principle of transitivity, based on knowledge from consolidated methodologies [63–65]. 
Ergu et al 2016) [66] propose a model that estimates missing ratings in an incomplete matrix, 
extending the bias induced by the geometric mean presented in Ergu et al (2012) [67]. In Bozóki et al 
(2016) [68], the approach sought to classify professional tennis players over the last 40 years, 
proposing results of virtual matches between tennis players from different generations. Zhou et al 
(2018) [69] solved the problem of incomplete evaluations with using the DEMATEL method. 

Other studies have solved problems of incomplete judgments using algorithms that deal with 
uncertainty problems. Certa et al (2013) [70] and Hua et al (2008) [71] integrated the AHP method 
with the Dempster-Shafer evidence theory [72], using a mixed Dempster-Shafer-AHP approach [73]. 
This method makes it possible to deal with experts' uncertainty and determine preference 
relationships between decision alternatives. Dong et al (2015) [74] proposed filling in missing 
preference information based on fuzzy logic, focusing the study on multi-criteria decision support 
problems in groups, in which preference alternatives are expressed by triangular fuzzy numbers. 

The proposal for data collection reduction in this article uses the logical principle of additive 
transitivity. This principle was proposed by Gavião et al (2021) [75] and later applied in AHP 
problems by Gavião et al (2021) [76], Assis et al (2022) [77] and Borges, Gavião (2023) [78]. The 
principle of additive transitivity in decision support problems is not new in the literature. Liao et al 
(2022) [79] reduced the burden of experts when providing pairwise preference information with 
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fuzzy numbers. Liu et al (2021) [80] proposed the concept of transitivity measurement to quantify the 
transitivity degree of fuzzy preference relations. Li et al (2018) [81] reviewed the consistency 
measurements of the different types of reciprocal preference relation (RPR), highlighting that 
additive consistency is one of the most commonly used property to measure the consistency of RPR. 
Ureña et al (2015) [82] presented a review of the foundations and developments in estimating missing 
preferences in decision making with different kinds of preference relations used as the preference 
representation format: additive, multiplicative, intuitionistic, interval and linguistic preference 
relations. Herrera-Viedma et al (2007) [83] proposed an iterative procedure to estimate the missing 
information in an expert’s incomplete fuzzy preference relation. This procedure is guided by the 
additive consistency (AC) property and only uses the preference values the expert provides. 

In fact, the original AHP already uses the principle of reciprocity to reduce the effort of experts 
[84]. On the Saaty scale, if the expert judges that Criterion A is less important than Criterion B, B is 
more important than A by reciprocity. This saves an evaluation in the opposite direction from B to 
A, assuming that the expert would follow a rational approach to assign the reciprocal value of the 
pairwise evaluation A to B. Figure 6 illustrates this principle in the Saaty scale. 

 

Figure 6. illustration of a pairwise evaluation by reciprocity. Source: adapted from Gavião et al (2021) 
[75]. 

The principle of additive transitivity generalizes the reciprocity to other pairwise evaluations. If 
Saaty assumed a logical rationality of the expert in the reciprocal evaluation, here we extend the same 
rationality to other evaluations. The reference to the mathematical principle of additive transitivity is 
necessary because reciprocity is met with the "sum" of intervals on the Saaty scale, as seen in Figure 
7. 

 
Figure 7. Illustration of additive transitivity in the Saaty scale. Source: adapted from Gavião et al 
(2021) [75]. 

For the three variables in Figure 7, an expert would have carried out two pairwise evaluations, 
from A to B and from A to C, as a vector (1, 1/5, 3), generating the matrix in the Figure 8. Evaluations 
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based on B and C are assumed by offsetting the axis of these variables to the "equivalent" value in the 
Saaty scale. The complete matrix to start the calculations in AHP would be: 

 

 
Figure 8. – Pairwise matrix of A, B and C. 

AHP calculations are derived from linear algebra using the concepts of eigenvectors and 
eigenvalues of matrices to calculate the weights of variables. In Table 5, the equations extracted from 
Liu and Lin (2016) [85] are applied to each data matrix. These calculations can be performed using 
the Excel software; however, there are algorithms available on other platforms, such as R and Python, 
including libraries specific to AHP [86,87]. 

The logical consistency of the evaluations was also measured, with up to 10% evaluator 
inconsistency allowed [88]. For example, if an expert judges that variable “A” is more important than 
variable “B” and “B” is more important than variable “C”, then, it is not acceptable for variable “A” 
to be equivalent to or less important than variable “C”. For the three variables, this logical 
inconsistency is noticeable; however, for a greater number of pairwise comparisons, it is common for 
the evaluator to make a logical mistake. 

Table 5. AHP calculations 

Equations Description Examples  

 

A:  matrix of pairwise 

evaluations of an Expert 

aij: value of a pairwise 

evaluation 

n:  number of 
criteria/alternatives 

 

(1) 

 

wi: matrix eigenvectors 

(weights of the criteria or 

alternatives) 

i: matrix line 

j: matrix column 

∑: sum 

∏: product 

wA = 0.1884 

wB = 0.7306 

wC= 0.0809 

(2) 

 

As: product matrix of 
evaluations and eigenvector 
(w) 

w'A = 0.5774 

w’B = 2.2393 

w’C= 0.2481 

(3) 

 
λmax: maximum eigenvalue 
of the reciprocal matrix λmax = 3.0649 (4) 

 
IC: Consistency Index IC = 0.0324 (5) 

 

RC: Consistency Ratio 

(evaluator logic) 

IR = 0.58 

RC = 0.0559 
(6) 
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Equations Description Examples  
RC<0,1 – threshold for 

logical consistent 

evaluations 

IR: Random Index based on 
Table 6 

Source: Adapted from Liu and Lin (2016) [85]. 

Table 6. AHP Random Index Values. 

Number of variables 
in the matrix 

1 2 3 4 5 6 7 8 9 

Random Index (IR) 0 0 0.58 0.9 1.12 1.24 1.32 1.41 1.45 

Source: Adapted from Liu and Lin (2016) [85]. 

3.7. Structuring the Questionnaire 
The structure of the questionnaire is a consequence of the characteristics of the AHP (pairwise 

evaluations and a psychometric proposed by Saaty) and the simplification of data collection 
according to the mathematical principle of additive transitivity, as described in the mathematical 
model (supplementary material [36]). 

Each hierarchical level must be evaluated in a pairwise manner, based on the immediately 
superior hierarchical level. For instance, the four SC1 subcriteria needs to be assessed in relation to 
Criterion C1, and the seven SC2 subcriteria in relation to criterion C2 (Figure 2). In the original AHP 
model, the SC1 level would require six pairwise evaluations, while SC2 would require 21 pairwise 
evaluations. Applying the mathematical principle of additive transitivity, the SC1 level reduces the 
number of six to only three pairwise evaluations and 21 to six evaluations at the SC2 level. The 
questionnaire is available in the supplementary material [36]. 

4. Results 
After calculations, the weights of the criteria and subcriteria for the proposed risk analysis were 

obtained according to the experts’ perceptions (Figures 4, 5 and 6). Subsequently, the risks of the three 
specific biological agents were calculated. 

4.1. Criteria and Subcriteria Weights 
In relation to the two macro criteria evaluated (C1 = probability; C2 = impact), the experts’ 

average evaluation presented an unequal distribution (Figure 4). For the “probability” criterion, the 
average of the evaluations was 0.21. On the other side, evaluations of the “impact” criterion presented 
an average of 0.79, as shown in Table 7. 

Table 7. Results of expert assessments in relation to the main criteria and subcriteria. 

Crit/ 
SubC 

Exp 1 Exp 2 Exp 3 Exp 4 Exp 5 Exp 6 Exp 7 Exp 8 Exp 9 Mean 

C1 0.14 0.50 0.11 0.17 0.50 0.10 0.17 0.11 0.10 0.21 

SC1.1 0.05 0.04 0.04 0.06 0.06 0.04 0.07 0.07 0.10 0.06 

SC1.2 0.37 0.32 0.37 0.52 0.49 0.32 0.47 0.62 0.56 0.45 

SC1.3 0.21 0.32 0.21 0.21 0.31 0.32 0.29 0.07 0.25 0.24 

SC1.4 0.37 0.32 0.37 0.21 0.13 0.32 0.17 0.23 0.10 0.25 

C2 0.86 0.50 0.89 0.83 0.50 0.90 0.83 0.89 0.90 0.79 

SC2.1 0.34 0.16 0.52 0.02 0.19 0.10 0.09 0.12 0.10 0.18 
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Crit/ 
SubC Exp 1 Exp 2 Exp 3 Exp 4 Exp 5 Exp 6 Exp 7 Exp 8 Exp 9 Mean 

SC2.2 0.15 0.05 0.08 0.02 0.04 0.02 0.03 0.03 0.02 0.05 

SC2.3 0.09 0.16 0.08 0.15 0.19 0.10 0.33 0.12 0.10 0.15 

SC2.4 0.09 0.16 0.05 0.15 0.03 0.10 0.03 0.07 0.16 0.09 

SC2.5 0.05 0.16 0.14 0.15 0.19 0.58 0.17 0.41 0.04 0.21 

SC2.6 0.05 0.16 0.08 0.15 0.19 0.01 0.04 0.12 0.10 0.10 

SC2.7 0.23 0.16 0.05 0.35 0.19 0.10 0.33 0.12 0.48 0.22 

 
For the subcriteria associated with “probability”, the experts evaluated the weights of four 

aspects. According to the evaluation averages, reduced importance was given to the history of use of 
the pathogen as a biological weapon (SC1.1 = 0.06). However, greater weight was considered by 
experts to be accessible to biological agents in humans, animals, the environment, or laboratories 
(SC1.2 = 0.45). Next, two other subcriteria presented similar weights in the experts’ assessments: 
production and stock efforts (SC1.3 = 0.24) and dispersion possibilities (SC1.4 = 0.25). 

Regarding the subcriteria associated with “impact”, the experts evaluated the weights of seven 
aspects. In this category, the subcriteria associated with human health (SC2.1; SC2.3; SC2.5) far 
exceeded the results for animals, economics, and the environment (SC2.2; SC2.4; SC2.6). Furthermore, 
there is great relevance given to the subcriterion related to the potential for panic in the population 
(SC2.7). 

4.2. Assessment of Biological Agents 
Figure 9 presents the weights attributed by experts to each criterion (probability and impact) 

and the consequent risk associated with each biological agent. At the end of the table, the final 
average is presented, summarizing a value that reflects the evaluations of the experts. 
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Figure 9. Results of expert assessments of biological agents. 

Based on the experts’ final assessments, B. anthracis (risk = 0.49) was the pathogen with the 
highest risk associated with offensive use in Brazil, followed by Y. pestis (risk = 0.28) and F. tularensis 
(risk = 0. 23). Figure 10 shows the 27 probabilities referring to the aggregate results for each biological 
agent for the nine experts, indicated on the vertical axis, and the final mean of these evaluations, on 
the horizontal axis. 

 

 
Figure 10. Agent risks by experts and arithmetic mean. 
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It is possible to identify that B. anthracis received a higher rating from most experts. The other 
agents, however, fluctuate in their assessments. Therefore, these results were subjected to statistical 
testing to verify whether the differences between the evaluations could be considered significant.  

The Wilcoxon rank sum test checks the equality of population medians. This non-parametric 
test eliminates the need to verify the normality of samples. The main steps of the Wilcoxon test 
include to assemble all observations of the two populations and rank them in the ascending order; 
the Wilcoxon statistic is calculated by the sum of all the ranks associated with the observations from 
the smaller group; finally, the hypothesis decision is made based on the p-value, which is found from 
the Wilcoxon rank sum distribution table [89].  

Firstly, we certify that the evaluations of B. anthracis are statistically superior to those of other 
agents, with a confidence level of 95%. The p-value of the test between B. anthracis and Y. pestis equals 
0.01953, and with F. tularensis was 0.01427. However, the Wilcoxon test between these last two agents 
obtained a p-value of 0.2031, not allowing the rejection of the null hypothesis. In other words, the 
final preference between Y. pestis and F. tularensis is not statistically significant. 

 

 
Figure 11. Boxplots of results and outliers. 

 
In addition, it is important to investigate the presence of outliers. Values that deviate from the 

standard can distort the aggregation measures, in this case the means. Boxplot graphics highlight 
these values and allowed us to identify Experts 4 and 6 as outliers (an extreme or unusual value) in 
the results for Y. pestis and Expert 9 for F. tularensis, as shown in Figure 11.  

Sensitivity analysis with the exclusion of outliers is common in scientific literature [90–93]. 
Therefore, we carried out the combinatorial exclusion of Experts 4, 6 and 9, individually, in pairs and 
in total, to verify the behavior of the remaining results. It is possible to observe the robustness of the 
previous results, which kept the preference rank of B. anthracis, followed by Y. pestis and F. 
tularensis (Figure 12). Hypothesis tests were applied to check whether there was a "decoupling" 
between the agents classified in 2nd and 3rd place (Table 8). 
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Figure 12. Exclusion of outliers and new means 

Table 8. Wilcoxon tests without outliers. 

Excluded outliers P-value Significant difference between Y. pestis and F. 
tularensis risks (confidence level 95%) 

Exp 4 0.05469 No (p-value > 0.05) 

Exp 6 0.3828 No (p-value > 0.05) 

Exp 9 0.1484 No (p-value > 0.05) 

Exp 4 and Exp 6 0.1094 No (p-value > 0.05) 

Exp 4 and Exp 9 0.03125 Yes (p-value < 0.05) 

Exp 6 and Exp 9 0.2969 No (p-value > 0.05) 

Exp 4, Exp 6 and Exp 9 0.0625 No (p-value > 0.05) 
 
In fact, only in the case of excluding Experts 4 and 9, is it possible to consider that the preferences 

of Y. pestis over F. tularensis is statistically significant, at the 95% confidence level. The other cases 
reinforce the tie between these two agents, even with the differences between their arithmetic means. 

5. Discussion 
Risk analysis is a context dependent issue, where a one-fit-for-all list of prioritized risks is not 

appropriate. Each different context or security risk situation requires a team of analysts to carry out 
a risk analysis, and this aspect is highlighted in different areas involving crisis management [94–97]. 
A gap in Brazilian legislation is related to "how" to carry out risk analysis in a biosecurity context, 
and the official lists indicated in the literature review do not address this situation.  

This research explored a panel of nine qualified experts, checked the logical validation of 
expert's assessments by the Consistency Ratio (CR) (all evaluations under the threshold of 0.1), which 
is an embedded index in the AHP method, and included a sensitivity analysis of the results. Table 1 
shows that only two papers required a higher number of experts, almost half made a judgement 
validation of experts’ evaluations and only five carried out some type of sensitivity analysis. 

The discussion that follows seeks to understand and analyze the results of the weights for 
criteria and subcriteria, in addition to the risk priorities attributed to biological agents, being careful 
not to consider any risk priority list as definitive. In addition, the model weights the degree of 
prevalence of one risk in relation to the other. In what proportion was one biological agent superior 
to the others? In what criteria or subcriteria was this agent superior to the others, where is it weakest? 
AHP and statistical tests support answering these questions. 

5.1. Criteria and Sub Criteria Weights 
For the weights attributed to the two main macro criteria (probability = 0.21 and impact = 0.79), 

the unequal distribution presented indicates that experts consider this type of risk to have a “black 
swan” behavior, in which events have a low probability of occurrence but high consequences if they 
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materialize. The black swan theory in risk analysis was proposed by Nassim Nicholas Taleb in 2007 
[98–100]; this theory proposes that even if an event is outside the scope of common expectations, 
constituting a rarity (called “outlier” by Taleb), it can occur and, in addition, cause an extreme impact.  

This "black swan" behavior leads analysts to consider the severity of the risk with more 
relevance, which can be used to justify, for example, a sensitivity analysis based only on the severity 
subcriteria. Another aspect to consider in this type of behavior is that the AHP method composes the 
result through matrix sum, instead of multiplying the probability and severity criteria. In other 
words, AHP "benefits" the treatment of "black swan" risks because it reduces the impact of low 
probability by adding it to the severity, instead of applying multiplication.  

Between 1970 and 2019, 33 bioterrorist attacks involving 9 deaths and 806 injuries were recorded 
worldwide [101]. The low occurrence of this type of event over almost 50 years proves the perception 
that it is an “outlier”, an event outside common expectations since the past does not convincingly 
point to its possibility. Furthermore, it is an event associated with an extreme impact, and despite its 
atypical status, human nature explains its occurrence after the event, making it explainable and 
predictable. Such attributes characterize biological attacks in the logic of a “black swan” event and 
can justify the experts’ assessments presented in Figure 4 in relation to criteria C1 and C2. 

For the weights attributed to the subcriteria associated with “probability”, the lowest weight 
attributed to SC1.1 (history of use of the biological agent as a weapon or “weaponization” in the 
laboratory) reiterates the “black swan” logic considered by experts. In other words, the relative rarity 
with which an event occurred in the past should not serve as the main basis for calculating the 
probabilities of future occurrences. 

On the other hand, the greater weight attributed by experts to SC1.2 (accessibility to the 
biological agent) is in accordance with the concept recommended by Parker (2013) [102], which states 
that three basic requirements are necessary for the development of a biological weapon: scientific 
knowledge, equipment, and pathogens. With recent advances in biotechnology and the 
democratization of knowledge, barriers related to the search for necessary technical–scientific 
knowledge have been reduced. The popularization of life sciences has also facilitated access to 
equipment that is cheaper and widely available on the market. Thus, aspects related to the third 
requirement (assessed by SC1.2), access to pathogens, gain relevance. 

Despite the greater weight given to the subcriteria associated with human health, it is 
noteworthy that the presence of the other subcriteria in this risk assessment system (although with 
less weight assigned) recognizes the interconnection between people, animals, plants, and their 
shared environment within the concept of “One Health” recommended by the WHO. Considering 
the importance of this topic and the reduced relevance attributed to it in this study, an alternative 
would be the creation of a similar tool, but with an exclusive focus on the agricultural sector, 
considering only animals and crops as targets of biological attacks. 

Finally, the great relevance given by experts to the subcriterion related to the potential for panic 
in the population (SC2.7) agrees with the theory defended by Radosavljevic and Belojevic (2009) [103] 
that despite resulting in illness and death, the main objective of bioterrorism is the psychological and 
emotional imbalance of the population, with the spread of panic and insecurity, enhancing behaviors 
considered pathological and manifested socially. 

5.2. Biological Agents 
According to the experts’ assessment of the highest risk pathogens, B. anthracis stands out 

among the three microorganisms evaluated in relation to its use in the manufacture of biological 
weapons. In addition to being easy to obtain and store, this pathogen is characterized by low 
nutritional requirements, as it is possible to produce large quantities of bacterial mass with simple 
culture media and equipment [44]. 

Among the 33 bioterrorist attacks recorded worldwide between 1970 and 2019, B. anthracis was 
the most common pathogen (20 events). This pathogen also has a high fatality rate in humans: of the 
nine deaths recorded in the same period, seven were related to anthrax attacks [101]. The experts’ 
assessment also corroborates the classification of the U.S. CDC, which classifies B. anthracis as a 
category A agent, the highest priority group, as it represents a high risk to national security [104,105]. 

Y. pestis, the second highest risk pathogen according to comparative assessments carried out by 
experts, is highly virulent and has multiple modes of transmission and the ability to escape the host’s 
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immune mechanisms [45]. Historically, the pathogen marked the collective imagination and led to a 
profound restructuring of medieval society after the pandemic recorded in the 14th century, which 
killed approximately 30% of the European population. Despite the wide availability of this biological 
agent in wild animals (especially rodents), its occurrence occurs almost exclusively in endemic 
regions, which Brazil is not part of. Furthermore, mortality rates related to Y. pestis were considerably 
reduced when Y. pestis was treated with antibiotics [46]. These characteristics must have been decisive 
in the risk assessment by experts when compared with B. anthracis. 

Finally, F. tularensis occupied third place in the comparative ranking proposed in this study 
according to experts. As the causative agent of tularemia, it is a highly virulent pathogen with 
significant potential for use as a biological weapon. Tularemia is a disease characterized by several 
clinical symptoms and can lead to death untreated patients, with the fatality rate varying according 
to the clinical form of the disease (up to 30% in untreated patients with pneumonic tularemia). The 
pathogen, which is endemic to regions of North America, Europe, and Asia, is spread through vectors 
such as ticks and mosquitoes [47]. 

The fact that it is not endemic to South America may have influenced experts’ assessment of the 
risk associated with this pathogen in Brazil. However, other factors may have influenced the increase 
in the perception of risk, such as the difficulty related to the ability to diagnose tularemia. Because of 
the wide range of symptoms, specialized laboratory tests are required to confirm F. tularensis 
infection. The isolation of bacteria from clinical samples is possible in only 10% of patients, and 
serological tests are diverse and poorly standardized. Currently, there is no reference diagnostic test 
for tularemia, and all of these tests have limitations in terms of sensitivity and specificity [48]. 

In brief, B. anthracis, Y. pestis, and F. tularensis are recognized for their ability to cause severe and 
even fatal diseases in humans and animals. However, the distinct characteristics related to these 
pathogens influence the perception of risk related to their offensive use in Brazil. For example, the 
ability of B. anthracis to produce resistant spores, the ability of Y. pestis to spread through fleas and 
rodents, and the difficulties related to the detection and diagnosis of F. tularensis are factors that may 
have positively influenced experts’ perceptions of the risk related to these biological agents. 
However, the absence of Brazil as an endemic region and the low mortality associated with the use 
of antibiotic therapy may have negatively influenced the risk assessment for a given pathogen. 

6. Conclusion 
This research sought to answer three questions: “how” to conduct the analysis of risks related 

to the offensive use of biological agents in Brazil, “what weights” to consider the criteria and 
subcriteria that structure the problem, and “how to combine” the effects of attacks with the 
probabilities of occurrence. The main theoretical bases for answering these questions were the 
standardization proposed by ISO 31000, the choice of AHP, as it is an established decision support 
method for this type of problem, and the selection of the German model to outline the risk analysis 
after a survey of the main models already published on the subject. 

The risk classification system developed in Germany in 2013 was then translated and adapted 
to the geographic and epidemiological aspects of Brazil, establishing risk criteria associated with 
biological agents with potential offensive use in the nation. To reduce the subjectivity of the analysis, 
the AHP methodology was applied through a questionnaire answered by experts, who determined 
weights for the criteria and subcriteria related to risk, in addition to carrying out the assessment 
regarding three specific biological agents. 

As a result, the criteria related to the impact of the biological attack received greater importance 
according to the experts’ assessment than did the criteria related to the probability of this event 
occurring. Furthermore, specialists attributed greater weight to the subcriteria associated with 
human health when compared with aspects related to agriculture, the environment, or the economy. 
Special relevance was also attributed to the subcriterion of the potential for panic among the 
population, highlighting one of the main intentions of any bioterrorist action. Finally, in the 
illustrative evaluation of three different biological agents, B. anthracis was identified as the greatest 
risk for offensive use in Brazil. 

The risk classification model presented in this study is adaptable, allowing us to change the 
proposed criteria or establish new parameters. Such adaptations can meet specific demands, such as 
agricultural defense, by establishing which biological agents are at greater risk of being offensively 
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used in agriculture or by Brazilian livestock. Similar assessments can be conducted for other areas, 
such as environmental and economic areas, to determine the probability and impact of a biological 
attack. 

Finally, the proposal presented here can contribute to increasing biological defense capacity in 
Brazil through the development of public policies related to the topic. Based on the results, we 
propose that new guidelines be adopted and implemented by the Brazilian State to fill an important 
gap in knowledge on the subject in the country. Discussion of its implementation must occur in a 
multidisciplinary manner involving different actors related to biological risks. 

The first limitation of this study is the number of experts consulted in the tool validation phase. 
Assuming the premise that a panel of experts with an extensive knowledge in the field provides 
greater quality and coherence to the responses, the selection of experts was carefully conducted, 
focusing on professionals with academic training in the area and, preferably, with professional and 
laboratory experience with pathogens. Considering these as mandatory requirements, the universe 
of specialists is restricted in Brazil. Furthermore, the questionnaire was extensive and complex, which 
may have limited the number of responses achieved. 

Any process that involves human judgment is embedded with bias, errors and subjectivity. 
Although this limitation is also present in the proposal, AHP is one of the few Operations Research 
methods that offer an index to evaluate the logical coherence of each expert's judgments. 
Furthermore, the pairwise evaluation approach simplifies the process into a model with dozens of 
criteria and subcriteria, which is also a rare feature among hundreds of multi-criteria decision aid 
techniques. Another way to minimize the effects of human subjectivity in the process was to search 
for historical evidence that corroborated the judgments. This showed that the results were not 
inconsistent with reality. 

No method that requires human participation offers guarantees that an expert is 100% 
committed to the process and free from bias in their assessments. In fact, any expert-based approach 
is essentially a snapshot since different experts or even the same experts might provide different 
scores in a second assessment. These limitations are not exclusive to this research, but it is necessary 
to assume the premise that a group of experts with recognized academic and laboratory experience 
has sufficient scientific knowledge to carry out a consistent risk analysis to advise decision makers, 
in a biosecurity context. 

Another limitation was the selection of biological agents that were evaluated by experts (B. 
anthracis, Y. pestis and F. tularensis). Considering that the focus of this study was the risk analysis 
model (i.e., the process itself), only three biological agents were selected, in an exploratory manner 
to exemplify the application of the AHP method with the three criteria and subcriteria adapted from 
the model proposed in Germany. 

As a way to overcome the first limitation observed in this research, regarding the restricted 
universe of specialists in Brazil, an alternative would be to seek support from academic institutions, 
where the majority of specialists in this area can be found. Such a partnership would facilitate contact 
with the main experts in Brazil and encourage participation in the research. Furthermore, as an 
alternative to the complexity and length of the questionnaire, the development of a simplified 
questionnaire maintaining its internal coherence could be a viable option. 

Considering the limitations observed in the selection of biological agents evaluated, one way to 
overcome this barrier would be to apply the tool to a greater number of biological agents, including 
viruses, bacteria, and toxins. 

As a suggestion for future work based on this research, we propose the development of three 
similar classification systems, but with specific focuses according to the target of any biological attack: 
(1) public health (impact on humans); (2) agricultural sector (impact on animals and crops); and (3) 
environment (impact on biodiversity). The same AHP methodology used in this study should be 
applied to specifically establish the risks for these three areas. This research could determine, for 
example, that a certain biological agent, despite not posing risk to Brazilian public health, could pose 
a significant risk to the country’s agricultural sector. 

This aspect is particularly relevant for Brazil, which is one of the world’s main exporters of 
agricultural and livestock products and plays an important role in ensuring global food security. In 
addition to the impact on the national economy, an attack on the Brazilian agricultural sector can also 
affect food supply chains in different regions of the world. Considering the vast territorial extension 
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of Brazil and its rich biodiversity, it is considered relevant to conduct future studies that assess the 
risk of biological attacks by specific biomes, such as the Cerrado and Atlantic Forest. This approach 
would allow for a more comprehensive understanding of potential vulnerabilities and a more 
effective response strategy, considering the environmental and economic particularities of each 
region. 

Adopting the German model as a reference implied following the structure of criteria and 
subcriteria of the reference. The modifications performed were indicated in the text. At the first level 
of criteria, the German model only established the probability and severity of risks. In reliability 
engineering, Failure Mode and Effect Analysis - FMEA models add a detectability criterion to the 
analysis. The addition of a third criterion, at the same level of the two traditional ones used in risk 
analysis, could also be an interesting development for new research in biosecurity. 

Supplementary Materials: The evaluations of the specialists and questionnaires in English and Portuguese are 
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