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Abstract: The lack of application of management models that allow strategies to be converted into action and 
then measure their results in order to apply improvement actions to meet the objectives in small and medium-
sized companies (SMEs); they generate problems in their management causing the closure of their operations 
unexpectedly; To mitigate the risks of closure and bankruptcy with the support of ICT, an alternative was 
presented considering that risk management is important in decision making at a strategic, tactical and 
operational level. The objective is to design a prototype to mitigate risks and prevent threats to avoid the closure 
of this type of company. Through the analysis of related articles, applying sequences of methodological steps; 
It was determined that the proposed results are aimed at how to identify and mitigate the risks and threats that 
cause their bankruptcy and closure. Prototypes resulted that allow mitigating risks, preventing threats and 
minimizing vulnerabilities in the management of SMEs. It was concluded that the proposed prototype to detect 
threats and vulnerabilities provides an optimal security model for small and medium-sized companies; As a 
result of the simulations, a security percentage of 77.92% was established, which means that the greater the 
number of risks and threats, the greater the probability that a small and medium-sized company will close. 

Keywords: information systems; risk management model; risk assessment; threats and 
vulnerabilities; closure and bankruptcy of SMEs; information technologies; security of the 
information 

 

1. Introduction 

Currently there are a significant number of small and medium-sized companies that close their 
operations unexpectedly. The effect it causes is the decrease in sources of employment at the local 
and even regional level. Since their emergence, which is linked to the global economic crisis of recent 
decades, SMEs have contributed to reducing the consequences of unemployment and poverty, 
through the creation of small artisan workshops and family maquiladoras, some of which have even 
become developed into large companies [1]. 

In fact, in Latin America they represent 99.50% [2]. In Ecuador, there are 849,831 active 
companies, of this total 91.89% are microenterprises; and 7.65% are small and medium-sized 
companies [3]. While it is true, startups manage to grow and become micro-businesses and some of 

Disclaimer/Publisher’s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and 
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting 
from any ideas, methods, instructions, or products referred to in the content.

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 12 April 2024                   doi:10.20944/preprints202404.0845.v1

©  2024 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202404.0845.v1
http://creativecommons.org/licenses/by/4.0/


 2 

 

them into large companies with national and international recognition [4]. However, not all of them 
have achieved this exponential growth due to many factors that have limited their expansion, such 
as: Lack of administrative management, lack of financing, unskilled labor, lack of knowledge of 
economies of scale, market analysis, among others [5]. 

This situation has caused micro, small and medium-sized companies to carry out their processes 
in a traditional way, not establish strategies to improve their organizational performance, and worse 
still use indicators that allow them to measure their management to achieve institutional objectives. 
The lack of a management model that allows turning strategies into action, and then measuring their 
results to apply improvement measures to meet the objectives in SMEs, is due to ignorance of the 
existence of this type of methodologies, as well as also the cost of implementation until subsequent 
monitoring and control. Some companies that have adopted this type of methodologies have not been 
able to complete the process, due to the lack of commitment on the part of management and the 
excessive number of indicators to control. 

The main problem consists of business stagnation, due to the lack of definition of strategies to 
meet the objectives of this type of organizations. The vast majority of micro, small and medium-sized 
companies do not measure their management, they make decisions without having indicators that 
allow them to determine if it is correct or not and if it will bring positive results that improve 
organizational performance. Contributing to this problem is the absence of controls, monitoring and 
measurement of the results obtained, through an administrative management model defined 
exclusively for SMEs, with the support of ICT. 

The existence of these threats, which can even remain hidden for a long period of time, generates 
uncertainty and puts the proper management of SMEs at risk. To reduce the inventory of risks due 
to threats that could cause the closure of this type of organizations, risk assessment is a primary 
aspect, since it allows us to determine what they are exposed to and propose immediate solutions, 
such as: mitigate, share, avoid and minimize risk. 

Apart from the risk assessment, it is important to carry out an analysis and establish a 
measurement model for business management in this sector. In order to provide useful information 
for adequate decision making, compliance with objectives and the effectiveness of established 
strategies. Finally, a prototype will be established to minimize the risk of bankruptcy in SMEs. 

The results are a conceptual model for risk evaluation and minimization, risk prototype, 
algorithm to prevent the risks of bankruptcy of companies. 

It is concluded that the proposed prototype to detect threats and vulnerabilities provides an 
optimal security model for small and medium-sized SMEs; According to the simulation carried out, 
the greater the number of risks and threats, the higher the probability that a closure will occur in 
companies. 

2. Materials and Methods 

The articles, presentations and conference proceedings that were compiled served as a basis for 
analyzing risk prototypes and administrative management models, with the aim of establishing the 
most appropriate and optimal one applicable to small and medium-sized companies. For the design 
of the prototype, the administrative structure of small and medium-sized SMEs was considered, 
validated by the different administrative management models. 

2.1. Materials 

2.1.1. Related Works 

The reasonableness of the information is crucial for the survival of SMEs, since it affirms that the 
figures presented are real and consistent with business reality, minimizing the threats of bankruptcy 
risk that endanger the continuity of the companies [6]. When unexpected closures occur due to 
company bankruptcies, there is a risk of affecting other companies in their production chain, even 
more so when they are small and medium-sized companies [7]. The authors in this research establish 
the objective of providing an exhaustive review of the current literature on risk management to 
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minimize bankruptcies and unexpected closures of small and medium-sized companies, with one of 
the most important components being the evaluation of risks [8]. 

They define the situational management process of production systems, based on a 
comprehensive scorecard, establishing indicators and selecting options for management decisions 
[9]. They determined that the Balanced Scorecard allows verifying compliance with the goals that a 
company sets for itself when implementing its strategies [10]. 

The business world provides precise information on the threats and vulnerabilities, the positive 
and negative effects of closing a microenterprise, such as the dismissal of people, illiquidity, non-
compliance with obligations with third parties, etc. [11]. The ISO 31000 Risk Management Standards 
establish a comprehensive methodology for risk management for SMEs, however, this regulation 
does not clearly indicate how to manage risks [12]. 

Bankruptcy has been a problem and cause for concern, due to its negative effects on areas of the 
economy, society and politics. The purpose of this research is to develop a model to predict bankruptcy 
that allows predicting the probability of financial difficulties of the company, we worked with random 
forest regression methods and synthetic minority sampling techniques, however, the results obtained 
are not significant to define that the model can be adapted to any type of company [13]. 

They propose how to introduce their risk adversity into decision making with risk estimation, using 
the best coherent risk measure derived from the risk adverse utility of the decision maker, a dynamic risk 
minimization problem is analyzed in the decision making process. Markov decision [14]. However, there 
are many risk models for the phenomenon of bankruptcy, the authors point out that none of the existing 
models can be applied in a plural way, and that many of them consider the cash flow between companies, 
for which they present a model multi-agent bankruptcy contagion based on cash flow graph [15]. 

It is also important to consider the support provided by ICTs in predicting bankruptcy; Indeed, 
one of the strategies to predict bankruptcy is to implement parallel computing and the use of 
prediction algorithms (CBR) based on historical data, which has satisfactory results, but has low 
performance at the time of calculation, due to the enormous historical financial data [16]. The 
development of an intelligent information system for the evaluation of the bankruptcy risk of a 
company based on fuzzy logic and the synthesis of neural network technologies is a contribution that 
not only allows for a current evaluation of the bankruptcy risk of the company, but also provides the 
opportunity to track how it changes when one or several indicators with inadequate current values 
vary. The implementation of such a capability makes it possible to simulate development, select an 
appropriate way to normalize a level of bankruptcy risk, and make timely management decisions [17]. 

The COBIT method calculates the maturity level of a process. This allows the risks and threats 
to be determined in order to predict whether or not there is a risk of bankruptcy from the IT 
environment, becoming an important factor in a financial company [18]. The methodology known as 
the Chinese Wall that regulates the "Conflict of Interest" relationship, whose acronym is CIR, allows 
you to identify the risks and threats and the consequences that conflicts of interest entail among the 
stakeholders of a company [19]. 

Adequate risk management focuses on determining the threats and vulnerabilities that affect 
companies, to establish the impact on each process [20]. The authors present six types of risks as 
detailed in table 1 [21]. 

Table 1. Shows the types of risks. 

Type Ref. 

Business Risk  

Investment Risk  

Quality Risk  

Operational Risk  

Technological Risk  

Financial Risk [21] 
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2.2. Methods 

2.2.1. List of Risks and Threats of Bankruptcy 

The threats that could cause the bankruptcy of companies, especially small and medium-sized 
ones, have been pointed out by some authors as detailed in Table 2. 

Table 2. List of Bankruptcy Risks and Threat. 

Thread Process Ref. 
Creative Accounting Creative practices that serve to improve or worsen financial 

information according to the interests of the Stakeholders. 
[22] 

Fraud Risk Incidence of fraud risks on financial performance. [23] 
Financial Crimes Financial crimes in the Web3-Empowered Metaverse: 

taxonomy, countermeasures, and opportunities. 
[24] 

Data mining Method of data extraction for financial purposes, through 
Data Mining. 
Detection of fraud in account statements to support the 
decisions of interested parties. 

[25] 

Money Laundering Intelligent two-phase method based on data analysis and 
machine learning techniques to identify suspected money 
laundering accounts from transaction data. 

[26] 

2.2.2. Methodologies and Models of Risks and Administrative Management 

Regarding the administrative management models, which allow the improvement of processes 
and therefore minimize the risk of company closure, the following are defined: Canvas, Six Sigma, 
Kanban, comprehensive dashboards, among others. 

2.2.2.1. Canvas Model 

It is a management tool designed by Osterwalder and Pigneur [27] for the development of new 
business models that understand the company as a whole. The model is made up of nine modules 
that represent the key areas of the company that must be taken into account in the business model to 
achieve its income [28]. The modules are: Key partnerships, key activities, value propositions, 
customer relationships, market segments, key resources, channels, cost structure and revenue 
sources. 

2.2.2.2. Six Sigma Model 

As for the Six Sigma model, it is a continuous business improvement strategy that seeks to find 
and eliminate the causes of errors, defects and delays in business processes, focusing on those aspects 
that are critical for the client [29]. The 6σ strategy is based on a highly systematic and quantitative 
methodology aimed at improving business results with three priority areas of action: customer 
satisfaction, reduction of cycle time and reduction of defects [30]. 

2.2.2.3. Kanban Model 

Kanban, on the other hand, is a methodology that seeks to achieve a productive, organized and 
efficient process. This technique was created at Toyota to monitor the progress of work performed 
throughout a supply chain. Kanban is part of the Lean Manufacturing methodology that is based on 
the use of just-in-time (JIT) techniques. The main objective of Kanban is to ensure sustainable 
production to avoid excess final product, bottlenecks and delivery delays [31]. 
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2.2.2.4. Balanced Scorecard (BSC) Model or Balanced Scorecard 

The Balanced Scorecard (BSC) is a powerful tool in the management of an organization. The 
implementation of a management model based on a balanced scorecard allows companies to define 
strategies and measure their management [32]. Balanced Scorecard (BSC) created by professors 
Robert Kaplan and David Norton [33]. It is a methodology that translates strategy into action, and its 
subsequent monitoring. Its analysis is based on four perspectives: financial, customer, internal 
processes, learning and growth. The balanced scorecard allows you to create strategic maps that help 
obtain a complete visual representation of the strategy in an organization. 

For Zamora [34] The objective of organizational performance is to change the culture, defined in 
its traditions, systems and outdated procedures, promoting innovative means different from those of 
the past, maintaining and improving what has been done well and therefore must continue. In this 
context, the Balanced Scorecard is a powerful management tool that helps design strategic maps, 
balanced scorecards, define management indicators, and above all, align business strategies. SMEs 
seek to achieve growth and positioning indicators for their products and services in the markets. This 
tool will allow them to monitor progress in meeting the proposed goals. 

Having a control panel based on indicators designed based on the four perspectives of the BSC, 
allows the owners, managers and administrators of SMEs to have at hand a tool that helps verify if 
they are on the right path. In the event that there are deviations, delays, non-compliance, the control 
panel provides alerts to managers so that they can implement improvement actions immediately. 
Thus contributing to organizational development, leading them to the objectives they want to 
achieve, based on an evaluation of the organization that considers its structure, activities, purpose, 
budget and resources it has to carry out its function. 

The Balanced Scorecard and the Canvas model can be linked as complementary tools for 
entrepreneurs. The first develops objectives and operational measures in four main perspectives to 
achieve the mission and strategy. The second has meant a revolution in the generation of business 
models, establishing nine sections that reflect its logic [35]. 

2.2.2.5. COSO Report 

This report addresses the need for organizations to improve their risk management approach to 
meet the demands of an evolving business environment. Align performance and risk management to 
understand the impact of risk on performance. 

The focus of the report is based on five aspects: 

1. Governance and Culture: Governance is responsible for managing institutional risks and 
establishing responsibilities. Culture refers to ethical values, desired behaviors and 
understanding of risk. 

2. Strategy and goal setting: business risk management, strategy and goals (strategic planning) 
3. Performance: Risks that may impact the achievement of the strategy and the business 
4. Review: When reviewing entity performance, an organization can consider how well enterprise 

risk management components are working over time 
5. Information, communication and reporting: It is a continuous process of obtaining and 

exchanging the necessary information, from internal and external sources [36]. 

2.2.2.6. Risk Matrix 

To The risk matrix is one of the methodologies most used by companies to measure the risk 
levels to which they are exposed. For this purpose, elements such as: Impact and Probability are used 
[36], considering the ranges established in detail in Table 3. 
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Table 3. Risks Impact Matrix. 

Impact Level Assessment 
Mild Risk 1 
Low Risk 2 
Half Risk 3 
High Risk 4 

Extreme Risk 5 

The methodology also establishes the probabilities of a risk occurring, according to Table 4. 

Table 4. Probability of Occurrence Matrix. 

Occurrence Assessment 
Unlikely occurrence 1 

Likely occurrence 2 
Very likely occurrence 3 

Highly probable occurrence 4 
Extremely likely occurrence 5 

Likewise, the following importance criteria for a risk were used. Table 5 contains the importance 
index that risks can have. 

Table 5. Risk Importance Scale. 

Importance Level Scale 
Mild Risk 1-5 
Low Risk 6-10 

Normal Risk 11-15 
High Risk 16-20 

Criticism Risk 20-25 

To determine the risk value in the indicated matrices, the following formula will be used: 

VR POxI=  [37] (1) 

Where: 
PO = Probability of occurrence 
I = Impact 
VR = Risk Level 
With the matrices and the indicated formula, Table 6 was prepared, which establishes the risk 

level of each identified risk factor. 

Table 6. Risk Matrix. 

Risk Probability of Ocurrence 
(PO) 

Impact (I) Risk Value (VR) 

Operational Risks (Market, customers, product, logistics.) 4 5 20 
Financial Risk (Liquidity, solvency, profitability, debt) 5 5 25 
Fraud Risk 4 4 16 
Reputational Risk 3 3 9 
Technological Risks 4 3 12 

In the example cited, the table shows that if there are values that do not exceed 5 points, there is 
no risk, up to 10 points generate a relatively low risk and those that exceed 20 points are extremely 
high and must be monitored. 
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2.2.3. Methodology 

2.2.3.1. Conceptual Model 

The references [31,32,36] served as a basis for the development of the conceptual model of the 
prototype of bankruptcy risks in SMEs. 

2.2.3.2. Security Prototype 

For the construction of the prototype to prevent risks and threats, the following references were 
taken into account: Phases to obtain the value of a risk [38], Risk Categories [39]. 

2.2.3.3. Algorithm 

The references cited below were used in the construction of the algorithm [13,14,18,22,23], were 
taken into account; for this purpose, the phases of the bankruptcy risk prototype were defined; At 
the end a formula will be defined to verify the stability of the algorithm. 

2.2.3.4. Construction of the Formula 

The variables used to construct the formula were the number of risks and the companies' 
mitigation capacity. For this purpose, security level tables were used to improve the prototype. 

2.2.3.5. Simulations 

The simulations help determine if there is a probability that a problem will occur, for which five 
different scenarios were analyzed. 

3. Results 

The objective of this research is to reduce the bankruptcy risks of small and medium-sized 
companies. To explain the results, they have been divided into four parts. 

• Conceptual model to minimize risks 
• Risk control prototype 
• Algorithm to prevent the risks of bankruptcy and closure of small and medium-sized companies. 
• Analysis and evaluation of risks. 

3.1. Conceptual Model to Evaluate and Minimize Risks 

The proposed model allows minimizing the availability of threats and vulnerabilities of small 
and medium-sized companies, in order to determine what they are exposed to in order to propose 
immediate solutions, such as: mitigate, share, avoid and eliminate the risk. The model is detailed in 
Figure 1 below. 
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Figure 1. Conceptual model of the proposed protocol. 

The model presented in Figure 1 allows the following activities to be carried out: Evaluate the 
vulnerabilities and threats that may affect organizational performance; Determine the actual risk 
mitigation capacity; Determine the probability of impact on organizational performance; And 
establish the value of the risks, for this purpose, the probability of occurrence will be multiplied by 
the impact of each risk [37]. 

Below is the formula used to calculate the prototype of the conceptual model 

1
( )

3

n

i
D T R

x =

+ +
=
∑

 
(2) 

Where: 
X = Average of mitigation indicators 
D = Mitigation Detection (range value 0 - 10) 
T = Mitigation Tolerance (range value 0 - 10) 
R = Mitigation Response (range value 0 - 10)  

10
x xCM

CME
= =     [37] (3) 

Where: 
CM = Actual Mitigation Capacity 
CME = Estimated Mitigation Capacity 

( )% *100
!

R CMCM eP R
R

−

=  (4) 

Where:
 P (R) % = Probability that risks affect companies 

R = Number of Risks 
e = Euler [37] 

100 ( )%EP P R= −  
(5) 

Where: 
EP = Mitigation Efficiency of the prototype, which will be verified in Table 7. 

  

EVALUATE

Detection Tolerance Answer

ANALYSIS
Prototype to mitigate risks and threats 
for the closure of small and medium-

sized businesses with the support of ICT

Risk MitigationLoss of 
information

Protection 
Strategies

Risk value 

Vulnerabilities Threats

Risks

Determine the 
probability of 

occurrence

Determine the 
impact
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Table 7. Mitigation scale. 

Scale Assessment 
80-100 Excellent rating 
50-70 
20-40 

Optimal valuation 
Regular Assessment 

0-10 Poor valuation 

Example: 
If we have a company that presents a mitigation (Detection = 10, Tolerance = 8, Response = 9), in 

which 9 risks were found. If we apply formulas 2, 3, 4 and 5 we have: 

10 8 9
3

x + +
=  

9x =  

9
10

XCM
CME

= =  

0.9CM =  

( )% *100
!

R CMCM eP R
R

−

= [37] 

9 0.9(0.9)( )% *100
9!

eP R
−

=  

5( )% 4.34 10P R x −=  

5100 4.34 10EP x −= −  

99.99%EP =            [37] 

(6) 

According to Table 5, the prototype for the scenario presented in the example shows that it is 
optimal. 

3.2. Risks Prototype 

The prototype proposes to minimize the risks that can cause bankruptcy in companies, by 
identifying the vulnerabilities and threats that erroneous financial information can generate. Select 
mitigation strategies in order to design and implement an action plan, until its monitoring. 

Mitigation strategies are important for risk mitigation, since they can be shared, minimized and 
eliminated. 

The proposed prototype is the following: 
Figure 2 shows the five phases of the prototype 
First phase: 
In this phase, the administrative and financial information of the companies, employees, clients, 

suppliers, investors, etc. is detailed 
Second stage: 
It allows identifying vulnerabilities that cause risks that threaten the survival of small and 

medium-sized businesses: 
Third phase: 
Once the risks have been identified, they must be analyzed and classified according to their level 

of impact and probability, in order to implement risk mitigation strategies. 
Fourth phase: 
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This stage allows risks to be mitigated, for which risk response categories are established, such 
as: eliminate, minimize and share the risk. 

Fifth Phase: 
In the final phase, an action plan must be made that will contain mitigation strategies. 

Subsequently, it will be monitored to make corrections and suggestions. 

 
Figure 2. Risk Prototype. 

3.3. Prototype Flowchart 

The algorithm and flowchart of the proposed methodology establish the activities that 
companies must execute to mitigate vulnerabilities, threats and risks to prevent company closure.  

Figure 3 describes the algorithm in a flow chart, and what its phases are. 
Description: 

• Phase 1.- Administrative and Financial Information: An administrative and financial diagnosis 
must be carried out to determine which aspects may be compromised if any negative event 
occurs that affects the survival of SMEs. 

• Phase 2.- Vulnerabilities and threats: Once they are identified, the existing risks in SMEs can be 
determined. If the prototype determines that they do not exist, the process ends. 

• Phase 3.- Risks measurement: To carry out this phase it is necessary to determine the value of 
the risks. Which is calculated by multiplying the probability of occurrence by the impact it can 
generate. Then they must be categorized, giving importance to those that can cause serious 
consequences that require inmediate attention. 

• Phase 4.- Mitigate risks: Risks are analyzed to design mitigation strategies, which can be: 
Eliminate, minimize or share. If there are no mitigation strategies, the risks must be created and 
reanalyzed. 

FINANCIAL
PHASE 1 INFORMATION
COMPANY INFORMATION

PHASE 2
IDENTIFIQUE THREATS
AND VULNERABILITIES

PHASE 3
RISK IDENTIFICATION

ELIMINATE THE RISK
PHASE 4
DEFINITION OF MINIMIZE THE RISK
STRATEGIES

SHARE THE RISK

ACTION PLAN

PHASE 5
RISK MANAGEMENT IMPLEMENTACION

MONITORING

MITIGATION STRATEGIES

VULNERABILITES

COMPANIES

THREATS

RISKS RISK ANALYSIS
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• Phase 5.- Risk Management: In this phase, strategies must be selected, described, executed and 
monitored based on the action plan. 

Next, the respective algorithm is defined. 

• Phase 1: Administrative and Financial Information. - Financial and non-financial management 
indicators are detailed. 

• Phase 2: Identification of threats and vulnerabilities. - Vulnerabilities and threats are described. 
If they do not exist, the process will be terminated. 

• Phase 3: Risk identification and mitigation. - The risks are categorized and the value of each one 
is calculated. 

• Phase 4: Risk Management. - With the selected strategies, an action plan must be created, which 
will be implemented and monitored. 

 

Figure 3. Prototype algorithm expressed in a flow chart. 

Once the prototype has been created, it must be demonstrated that it is stable; for this purpose, 
the formulas mentioned above will be used. 

*

1
o

R
RP

CM

−
=

 

(7) 

(100%)os P=  (8) 

Where: 
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R = Number of risk 
R * = Number of high and critical risks  
Po = Security level 
CM = Mitigation capacity 
s = Algorithm stability percentage [37]. 
Example: 
A company that has the following mitigation indicators: (Detection = 9, Tolerance = 8 Response 

= 7) in which 8 risks were found, of which 4 are high and critical levels: 
The results are the following: 

       1- 4 
   P0 =    8 

               0.8 

      P0 = 0.6250 

Therefore, the safety percentage is as follows: 
S =     0.6250 (100%) 

     S =     62.50% 

The security percentage is 69.44%, according to the ranges established in Table 11, the algorithm 
is optimal to implement it. 

Table 8. Security algorithm percentage [37]. 

Scale Assessment Safe Level 
76-100 Excellent rating Excellent 
51-75 
25-50 

Optimal valuation 
Regular Assessment 

Optimun 
Regular 

0-24 Poor valuation Deficient 

In order to obtain more security in the algorithm, five scenarios were carried out, where values 
related to the number of identified risks, the number of high and significant risks and the mitigation 
capacity were modified according to the data presented in the table. 

Table 9. Percentage of security in five scenarios. 

Values Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 5 
Detection 9 10 8 7 9 
Tolerance 8 9 7 8 8 
Answer 7 9 7 8 7 
Number of risks 8 11 11 6 8 
Number of critical risks 4 3 8 3 4 
Mitigation Capacity 0,80 0,93 0,73 0,77 0,80 
Security Level (Po) 0,63 0,78 0,37 0,65 0,63 
Safety percentage (s) 62,50 77,92 37,19 65,22 62,50 
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Figure 4. Percentage of security in five scenarios. 

As can be seen, scenario 2 obtained the highest percentage of security. 

3.4. Determination of the Formula to Detect the Probability of Closing as SME 

With the following formula, the probability of closure problems occurring in companies can be 
determined, taking into account the number of risks and threats. 

#( ) [(# ) ] / !n RP n R e n−=  (12) 

Where: 
P (n) = Probability of a problem occurring in the company 
n = Number of threats  
#R = Number of system risks [37] 
For this purpose, a simulation was carried out of a problem occurring that ends with the closure 

of a company, considering a scenario of 9 risks and 12 threats. By replacing in formula (12) the result 
was a percentage of 7.27% of occurrence that could cause a closure of the company. 

3.5. Risk Analysis and Evaluation 

After having analyzed the risk and administrative management methodologies and models, it 
was determined that the identification and evaluation of risks is the most critical process within an 
organization. Indeed, the Coso report, the risk matrix and the characterization of risks, allow 
prioritizing the impact of risks, to determine an indicator of threats to companies and the damage 
they may cause. 

The ability of companies to mitigate risks is compromised by compliance with various 
parameters, measured through quantitative scales and for this purpose, formulas were used to 
determine if the prototype is stable and will allow minimizing risks and threats that compromise 
continuity. Of companies and be able to determine actions that mitigate vulnerabilities, threats and 
risks. 

4. Discussion 

As a result of the analysis, it was established that there are several risk and administrative 
management methodologies and models. In the investigation, a model based on the methodology of 
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the Coso report and the risk matrix was applied. It is important to note that the prototype does not 
determine the implementation values, this will depend on each organization. 

In the article [13] Random Forest Regression methods and synthetic minority sampling 
techniques were used to develop a model to predict bankruptcy that allows predicting the probability 
of financial difficulties of the company. In the article [14] a dynamic risk minimization problem in the 
Markov decision process is analyzed to introduce its risk adversity in decision making with risk 
estimation. A multi-agent bankruptcy contagion model based on the cash flow graph is presented in 
paper [15]. The support provided by ICTs in predicting bankruptcy is important; In the article [16], 
parallel computing and the use of prediction algorithms (CBR) are implemented to predict 
bankruptcy. 

According to the administrative and risk management models, risk management is essential 
because it allows us to know what the main threats and vulnerabilities are that can cause the closure 
of small and medium-sized businesses. 

As a result of the simulations, a security percentage of 77.92% was established, which means that 
the greater the number of risks and threats, the greater the probability that a small and medium-sized 
company will close. 

Companies must apply risk prototypes to mitigate vulnerabilities, threats that can cause the 
closure of small and medium-sized companies with high bankruptcy rates. 

5. Future Work and Conclusions 

In the future, research should be carried out to define a methodology to diagnose small 
companies and formulate strategies to avoid company bankruptcy. 

It was concluded that the proposed prototype to detect threats and vulnerabilities provides an 
optimal security model for small and medium-sized companies; As a result of the simulations, a 
security percentage of 77.92% was established, which means that the greater the number of risks and 
threats, the greater the probability that a small and medium-sized company will close. 

The results obtained from the simulation demonstrate that companies must have a good 
mitigation capacity for the efficiency percentage to be high. 

The present investigation allowed us to propose a conceptual map that shows the mitigation 
efficiency formula of the prototype. Determining that each phase helps avoid the loss of information 
to minimize the threats detected. On the other hand, the algorithm was established to verify that the 
protocol is optimal against the risks obtained in small and medium-sized companies, with the 
proposed formula it was possible to verify the mitigation efficiency of the prototype 

Finally, the simulation showed the possibilities of a company closure occurring given the 
number of threats and risks. 
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