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Abstract: This paper proposes a methodology for the development and its Verification and Validation(V&V)
of safety-rated software. The development methodology is based on the structured analysis and structured
design methodology, which has been proven in the field of safety software development during long period.
The suggested the development and the V&V methodology additionally focuses on the quality attributes 3C+T
(completeness, Correctness, Consistency and traceability), which are important criteria in IEC international
standards. The software development life cycle is compiled from IEC international standardization, which are
of the requirements analysis phase, design phase, implementation phase, testing phase,
installation/commissioning phase, and operation & maintenance phases. The activities of the development
process method were defined from requirements analysis to implementation, and the activities of the
verification and validation were defined to include the scope of the developer’s activities and then to include
the test phase, installation/commissioning phase, and operation phases additionally. In other words, testing
phase performed by the developer was defined as informal testing, and testing performed by the verifier
according to test criteria, test plans, and test procedures was defined as formal testing. According to proposed
methodology, the requirements phase defines the sequence of Entity Relationship Diagram (ERD)-Context
Diagram-Data Flow Diagram (DFD), functional decomposition process and defines operational scenario. In the
design phase, module design such as task analysis and task allocation were defined. In the implementation
phase, we listed the coding guidelines that must be followed for safety-related system. The test phase defined
the test criteria, test plan, test procedure, and test result report activities. In the installation/commissioning and
operation phases, recommendations for improving reliability, quality, and safety were proposed for
deliverables such as user documentation and technical documentation.

Keywords: development; methodology; software configuration management; software safety
analysis; software qualification; software quality assurance; safety-related;
verification and validation

1. Introduction

1.1. V-Model

It addresses background of software development lifecycle and methodology. Software
development lifecycle models include the waterfall model, V-model, and Spiral-Model etc. The V-
model is an extension of the waterfall model and is commonly used the development the software in
safety-related systems. It emphasizes the importance of early planning and verification activities for
each software development life cycle. Unlike the waterfall model, the V-model processes in a linear
downward direction at the form an alphabetical V, as shown in Figure 1. The V-model maps the
relationship between each phase of the development lifecycle and the corresponding phase of
software testing on both sides of the V-shape. The V-model is a well-organized model to work
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through each phase of software development with detailed documentation. It is also a good model
to start testing activities, such as test design, in the beginning of a project rather than after coding,
which can be cost-effective approach overall project by saving of cost and time.
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Figure 1. The V-Model and the Agile Methodology.

1.2. Agile Methodology

Agile methodologies, such as Scrum, are used by many developers in software development due
to their flexibility and iterative characteristics. In the beginning of project, Agile methodologies can
be applied to safety-related software systems to solve problems and errors by demonstrating and
iterating on issues related to traceability, documentation, and formal verification in advance. Agile
methodology is a flexible approach for developing software quickly and modifying it to meet user
needs and changing circumstances. (Figure 1)

The proposed JY(JangYeol) methodology in this paper modifies and transforms the structural
analysis and structured design methodology of Yourdon/Demacro [1] to a little combine the
development and verification processes by interaction them, and defines detailed activities for each
role in the development and verification of safety-related software referenced by NUREG-0800/BTP-
14. By defining detailed activities for each role in the development and validation of safety-related
software as required by NUREG-0800/BTP-14, it will be easy for preliminary conformance assessment
for license applications to regulatory body. Figure 2 illustrates the classification of the JY
development and verification methodology proposed in this paper. It belongs to structural analysis
and structured design and, it corresponds to semi-formal in terms of methodology classification. In
terms of simplification and standardization principles, we set up the analysis phase (requirements),
design phase, implementation phase, test phase, and operation and maintenance phase.

Methedology

Component
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| Formality | ‘ Informal ‘ » lSemi—Forma\ ‘ » ‘ Formal |

‘ Reguirement ‘ ‘ Design ‘ Implemenzatior. ‘ | Test | I Soaaticran/ ‘
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Figure 2. The category of software development methodologies.

1.3. Proposed JY- Development Methodology and Its V&V Activities

A safety-related system is a system whose failure or malfunction may result in one or more
outcomes, which are death or serious injury to people loss or severe damage to equipment/property
environmental harm. Examples of such systems include elevator systems, medical device systems
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that use irradiation, process control systems in chemical plants, aircraft control systems, and nuclear
reactor protection systems. Especially, this paper proposes a development methodology and its
verification methodology that can be used to develop software for small digital devices used in
safety-related systems, such as digital indicators, graphic recorders, M/A (Manual/Auto) stations,
optical modems, and loop controllers. Activities in the development of safety-related software
produce design outputs (plan, requirement specification, design specification, implementation
specification, test plan, test procedure, test result report, and operations manual) along the software
life cycle as shown in Figure 3. Activities on the verification and validation side include review, audit,
testing & evaluation, software safety analysis, configuration management, and Commercial Off-The
Shelf (COTS) dedication. This paper describes the JY-methodology and its V&V activities for
application to Safety-related Systems. It is mainly described from the perspective of software
development and verification methodology process, excluding equipment qualification (i.e.,
environmental, seismic, and EMI/RFI), which is the field of hardware qualification. V&V tasks for the
development of safety-related software and the corresponding verification methods should be
considerate information engineering process from the beginning of initial development to final
completion. The development and verification and validation methodology shall be consistent with
NUREG-0800/BTP-14, IEEE 7-4.3.2, and IEEE 1012, which are the digital software licensing criteria
for nuclear power plants, and have been considered to satisfy their topical issues. Their contents are
summarized as follows, and the detailed activities are shown in Figure 3.[2]

e  Setting the scope of development and V&V

e Acceptable framework criteria based on international standards

e  Relevance between development and the V&V organization and other organizations involved.
¢ Independence requirements

e V&V Task entrance and exit criteria

e V&V Material, Configuration Management (CM), Packing policy

1. Plan Evaluation of QA Level (1015)

- SMP —
- SOP Development Team Organization
(VEY Target) \S;mm«cu 5
s oS

Dresign Cratput
1 =

e, Pk

Notes. SMP: Software Management Plan, SDP: Software Development Plan, SQAP: Software Quality Assurance Plan,
SVVP: Software Verification and Validation Plan, SCMP: Software Configuration, SDP: Software Development Plan,
SPMP: Software Project Management Plan, SSP: Software Safety Plan, CDP: Commercial Dedication Plan, SQA: Software
Quality Assurance, SVV: Software Verification and Validation, SCM: Software Configuration Management, SSA:
Software Safety Analysis, SR: Software Review, SA: Software Analysis, FCA: Functional Configuration Audit, PCA:
Physical Configuration Audit, PDS: Pre-Development Software, COTS: Commercial Off-The Shelf

Figure 3. Safety-related software development and its V&V activities.

2. Setup Development and Verification Activities for Safety-Related Software of Small
Digital Devices

Safety-related software systems should be designed to ensure the reliability, safety, and quality
of the system based on simplification, standardization, and specialization. These systems must be
supported by software engineering processes such as development methodologies and verification
methodologies that adhere to strict requirements and criteria to minimize the probability of failure.
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In this paper, a strict development and V&V methodology is defined according to the software life
cycle, and the JY-methodology is proposed to satisfy traceability by separating the developer’s
activities from the verifier’s activities to generate verifiable outputs at each software development life
cycle as shown in Figure 4. The developer’s process defined in this paper are the ERD-Context
Diagram-functional decomposition process and operational scenario in the requirement phase. In the
design phase, task analysis and task allocation and module design activities are defined. In the
implementation phase, it was recommended to utilize essential coding guidelines for safety.
Verification and Validation activities defined the developer’s activities to include the left-hand side
of the V-shape to include the test phase, installation and commissioning phase, and
operation/maintenance phases. The developer’s testing was characterized as informal testing, while
formal testing ac-cording to standards, plans, and procedures was categorized as a verifier activity.
The detailed process of their development and verification activities is shown in Figures 4 and 5. The
development methodology is based on structured analysis and structured design, which have been
proven in the software engineering field for a long time. The development methodology is as follows:
Information modeling -> Context diagram -> Functional decomposition -> Task analysis & Allocation
-> Module design -> Implementation -> Module test -> Integration/System test ->
Installation/commission & operation. (Figures 4 and 5) The verification method according to the
development methodology is verified by Traceability Analysis and Ranked Check List method from
Information modeling to Module design. At this time, FMEA related to safety is performed at the
design phase. In the test phase, independent testing is performed according to the verification
guidelines from the informal testing performed by the developer separately. The developer performs
informal testing and the verifier performs formal testing. The main difference between them is that
informal testing is performed without formal test criteria and formal test procedures. Formal testing
means to perform test according to formal test criteria and test procedures. During formal testing, the
verifier tests the module to satisfy statement coverage, condition/decision coverage, and Modified
Condition/Decision Coverage (MC/DC). In the integration test phase, memory leak test and load
balancing test are performed. System tests include interface tests, functional tests, and performance
tests. The main difference between the tests performed by the developer and the verifier is that the
verifier’s tests are performed independently of the developer, according to the verification criteria
and procedures, and are formally tested with additional test cases created by the verifier. Detailed
processes are shown in Figures 4 and 5 respectively.

Select the candidate Entity and Attribute:
NPP, sensor_detector, mechanic, registration etc

o Define the Data Dictionary (DDE)
- NPP = @plant_no + model_type + construction_date + life_span

- sensor_detector = @sensor_id + location + timing_tag etc

o Define the Relationship

-1 “exactly one”
-N “one or more”
- 0<=N “zero or more”

- 0<=N<=1 “at most one”

3.JY Development Methodology Process

The most important part of the development process is information modeling (data modeling).
In information modeling, an E-R Diagram (Entity-Relationship Diagram) is created and data
dictionary is created. The data dictionary is commonly used to maintain consistency throughout the
all of the lifecycle. Some kinds of tools can be used to create databases based on E-R diagrams, and
the creation of the database can be automated. The data modeling is the basis of any design. Here’s a
simple example.
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Figure 4. JY Development and Verification Activities and Process Setup (a).

| —

| Evaluation of Design Output |

Evaluation of Design Output |

Implementation(coding) Integration/System Test

‘ Module test ‘

Installation/commissioning &

Operation

Development Installation configuration

table

SRC list
Methodology

User Documentation

Tech. Manual

sis Informal testing(a) |

Module test log and test

log and result report
result report

‘ Integration/System test

Test result Doc., SG, Cyclomatic graph, DDE, Call to report,

Line Court Report, Module metrics

+ module chart based simulation & testing
« formal testing (a+[3)
(Structured Testing & Quality attributes)

N Condition/Branch Coverage Analysis, MC/DC

vav
Methodology

(same as the left)
Memory leak, Load Balancing

Function/Performance/Interface Test
| FCA

[ Path Coverage Analysis |

« Statement Coverage Analysis
V&V Summary Report
Anomaly report

* SQA (Cyclometric, Essential, Module metric)
Figure 5. JY Development and Verification Activities and Process Setup (b).

PCA

The following process creates an Event-Response List (ERL) table. For every event in the target
system you want to develop, create Event[condition]/Response in the form of input, output, and
storage (memory) in the form of Trigger/Action. Using the ERL create a Context Diagram so that you
can grasp the means and goals you want to overall development status at a glance. Context Diagram
defines the marginal environment such as input, output, etc. and creates an operation scenario. The
Context Diagram is the beginning of the requirements phase, which includes functional analysis.
Through functional analysis, control specification and process specification are defined, and later, a
test plan is created for system testing. The hierarchical functional decomposition is done in a top-
down format with three to five layers (not more than seven layers). Each function reuses design data
from the previous information modeling (E-R Diagram). The design phase assigns the features
defined in the previous requirements phase to tasks. This can be a 1:1 assignment or a M:1
assignment. Task allocation is done through task analysis such as transform rules and transaction
rules. When designing, we define the top class, sub-class, and the lowest leaf-module, and design the
leaf-module to be the smallest unit. Leaf-modules are represented by pseudo code or algorithms. In
the implementation phase, a programming language is selected to generate the source code. It is
recommended to use a programming language that is already proven in safety-related system.
Examples include Ada, C, and Pascal etc. It is important to note that scripted languages should never
be used in safety applications because of vulnerabilities. The left part of Figure 6 is the JY-
development methodology, which is a reference of the Yourdon/Demacro [1] structured analysis and
structured design methodology proposed in this paper. Here, the unit test, integration test, and
system test are performed by the developer, but as an informal procedure, and all formal
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test/verification procedures are performed by the verification and validation team according to the
test plan and test procedure.

4. JY Verification and Validation Methodology Processes

The verification process corresponds to each development methodology process. The blue color
part in Figure 7 is the verification methodology that corresponds to the development methodology.
It should be performed in all software development life cycle activities. At the top level, itis reviewed
with a ranked checklist and traceability analysis is performed. In the requirements phase, HAZOP-
based safety analysis is performed, and FMEA is performed after the design phase. In the
implementation phase, code inspections are performed based on safety-related source code rules.
Test and verification after the implementation phase consist of module/unit test, integration test, and
system test.

——+= ErD
Informatier - DDE R Operation &
Mo/dEIIng + |/O Data Base ™~ Maintenance
i - E . .S
7 = Context-Diagram
Vi L * Operational Scenan%\
X R . t » Functional Decompaosi ion
/ Eﬂﬂ:f”?e” - DFD \ System Test
/ Yz + Process-5pec \
{ = Control-Spec \
___* TestPlan A
| - Function Allocation
| Basic Design * Applied Boss rule Integration Test
\ « Transform rule II
\ —————— = Transaction rule| R

1

b

\ Detailed Design / Unit Test ‘
\ /
« Structured Chart /
N + TopClass
, = Subclass Imglementation
e - Leafmodule | "o lis Development Methodology

Figure 6. JY Development Methodology.

The pass/fail criteria for V&V in the test phase is that the module/unit test must satisfy statement
coverage, condition/decision coverage, and MC/DC coverage. The pass/fail criteria for the integration
test is to verify interface errors between the modules/units being integrated, and it is important to
maintain load balancing so that the degree of integration is not skewed to one side. During the
integration process, it is essential to verify that there are no memory leaks. During the system testing
phase, error-based malfunction tests are performed to verify functionality, performance, and
interfaces and to ensure that there are no potential errors. At the end of the malfunction test, the
results of the FMEA are finally synthesized and an incremental safety case demonstration is
performed. After the safety case demonstration, the Functional Configuration Audit (FCA) and
Physical Configuration Audit (PCA) are performed and the verification is done finally (Figure 7).
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Figure 7. JY Verification and Validation Methodology.

Detailed Process with V&V Tasks

The definition of V&V activities from a technical point of view based on the developer’s
deliverables along the software lifecycle is shown in Table 1. V&V consists of review & audit, analysis,
testing and evaluation. The most important thing in software verification activities is to perform
COTS dedication for development tools and verification tools in advance. In addition, safety analysis
and configuration management should be performed at all software development life cycle. In Table
1 [2], lowercase r and lowercase a stand for review and audit, respectively, with technical support
from the SVV team. A capitalized R indicates a formal review process according to the quality
assurance procedure, which can be divided into the responsibilities and roles of higher-level system
quality assurance and lower-level software quality assurance. Depending on its importance,
configuration management can be performed under quality assurance or it can perform
independently of quality assurance. Configuration management activities include performing a
configuration control board and release managements. Changing management is also performed as
determined by configuration control board, and configuration control and configuration baselines
are managed. Safety analysis is performed throughout the entire software development life cycle,
and safety analysis uses traceability information as input for the SVV team to verify the software. The
main activities are traceability analysis, testing/validation, and evaluation. There are three types of
audits: functional configuration audits, physical configuration audits, and in-process audits. Among
them, in-process audits can be performed by the auditor on a random sample of software
development life cycles. Functional configuration audits differ from physical audits in that they are
performed during development activities and physical audits are performed at the end from a
delivery perspective.
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Table 1. V&V Methodology for Safety-related Software [2].

SWLC« | Analysis« | Design< | Impleme | Testing« Maintenance«| DOR#

V&YV tasks e (SRS)« (SDS)~ ntatione | (Test Plan, | (Manual)~
Test Doc)«

o reviews Re Re Re e e SQA«
o supported reviewe | re re re e e SWe
o audite . . . - - -
-Functional 0 o FCA« FCA« FCA« SCMe
Configuration Audite
-Physical o o o PCA« PCA« SCMe
Configuration Audite
-In process audite 1Ae 1Ae 1Ae 1Ae 1Ae SQA«
o supported audite 0 o ae ae ae SWe
o testing< Ve Ve Ve \ \ SWe
o evaluations Ve Vo Ve Ve Ve SWa
o tracing» Ve Va \'% Ve \' SWe
o SW safety analysis+ | « @
-use of trace info.s Se Se Se Se Se SSA«
o COTS evaluation« C : Evaluation of a COTS product is only done once+ SSA«
o support of COTS SW | c» co ce ce [ SWe
evaluation.

Legend R : Major review, r : Minor review(support review), a : Minor audit(support audit)~

V_: Verification and Validation, C : Major COTS evaluation, ¢ : Minor COTS evaluation(support
evaluation), S : Software Safety Analysis, FCA : Functional Configuration Audit, PCA : Physical
Configuration Audit, IA : In-process Audit.

Software quality attributes have many different primary and secondary characteristics, such as
functionality, reliability, usability, efficiency, validity, and portability. Especially, secondary
characteristics belongs to Correctness, Completeness, Consistency and Traceability etc. One of the
most important of these characteristics is 3C+T. In 3C+T, 3C stands for Correctness, Completeness
and Consistency and T stands for Traceability. The verifier should check the 3C+T through a checklist
of quality attributes from the beginning to the end of the development process. (Table 2). Summary
information in this paper is as shown in Table 2.

Table 2. Summary of JY development and its verification and validation.

SWLC - Requirement - Design - Implementation - Test - Operation and
Maintenance -
Goal » Functional Robustness . | Security « Coverage criteria | Operational
Safety, Reliability - Scenario »
Performance -
Design output +| Software Software Source Code | Test User
Requirement Design Listing - Documentation | documentation -
Specification - Specification .
V&V . 3C+T, 3C+T, Secure coding | Independent FCA.
Malfunction Malfunction | evaluation. test, . PCA.
check . check+FMEA .| Malfunction Malfunction Malfunction
check . check . check .

Malfunction includes fault, error and failures, FMEA: Failure

Mode and Effect Analysis. FCA:

Functional Configuration Audit, PCA: Physical Configuration Audit .
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5. Challenges and Recommendations

5.1. Complexity and Scale

Safety-related software systems often face challenges arising from complexity and scale. In this
paper, strategies to address the challenges of modular design, code reuse, and model-driven
development and verification have been described.

5.2. Certification and Compliance

Safety-related systems must comply with strict qualification/certification requirements. This
paper emphasized the importance of qualification criteria and recommended strategies for their
systematic development to streamline the V&V process.

6. Results

This paper concludes that the development and V&V of safety-related software systems requires
a multifaceted approach that includes an appropriate development methodology and a
comprehensive set of verification and validation techniques. Therefore, the use of JY-development
methodology and its verification methodology facilitates the assessment of licensee conformance in
safety-related systems. It is an alternative approach to addressing emerging issues and challenges in
safety-related software development and verification, and requires continuous improvement and
adaptation. In the future, I will study safety-critical software development methodology and its
verification and validation in details.
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