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Abstract 

Recent advances in the integration of artificial intelligence (AI) and microbiome analysis have 

expanded our understanding of gastrointestinal diseases, particularly in inflammatory bowel disease 

(IBD), colitis-associated colorectal cancer (CAC), and sporadic colorectal cancer (CRC). While IBD 

and CAC are mechanistically linked, recent evidence also implicates dysbiosis in sporadic CRC. The 

progression from IBD to CAC is mechanistically linked through chronic inflammation and microbial 

dysbiosis, whereas distinct dysbiotic patterns are also observed in sporadic CRC. In this review, we 

examined how machine learning (ML) and AI were applied to the microbiome and multi-omics data 

which enabled the discovery of non-invasive microbial biomarkers, refined risk stratification, and 

prediction of treatment response. We highlighted how emerging computational frameworks, 

including explainable AI (xAI), graph-based models, and integrative multi-omics, were advancing 

the field from descriptive profiling toward predictive and prescriptive analytics. While emphasizing 

these innovations, we also critically assessed current limitations, including data variability, lack of 

methodological standardization, and challenges in clinical translation. Collectively, these 

developments enabled AI-powered microbiome research as a driving force for precision medicine in 

IBD, CAC, and sporadic CRC. 

Keywords: microbiota; gastrointestinal microbiome; multiomics; dysbiosis; artificial intelligence; 

inflammatory bowel diseases; colorectal neoplasms; machine learning 

 

1. Introduction 

The gut microbiome has been comprehensively analyzed over the past two decades, such as the 

Human Microbiome Project, which provided data resources and revealed the interactions between 

the host and gut microbiome across various body sites, laying the groundwork for subsequent 

microbiome research [1]. To date, extensive studies have robustly identified associations between gut 

microbiota and a wide range of digestive diseases, including irritable bowel syndrome (IBS), 

inflammatory bowel disease (IBD), colorectal cancer (CRC), and metabolic or hepatic disorders such 

as non-alcoholic fatty liver disease,—all commonly linked to a state of microbial imbalance referred 

to as dysbiosis [2–5]. 
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Among such digestive diseases, IBD and colitis-associated colorectal cancer (CAC) have 

received particular attention due to their mechanistic link: chronic intestinal inflammation is a well-

established risk factor for tumorigenesis via mechanisms such as epithelial proliferation and 

oxidative stress injury. In addition, IBD and CAC demonstrate partially overlapping patterns of 

microbial dysbiosis, including reduced diversity and enrichment of pro-inflammatory taxa, though 

these signatures may differ from those seen in sporadic CRC [6–8]. Moreover, microbial metabolites, 

including bile acids, which reshape gut microbial composition and modulate intestinal immunity, 

play a crucial role in the development and progression of IBD, CAC, and sporadic CRC [9]. 

IBD, encompassing Crohn’s disease (CD) and ulcerative colitis (UC), affects about 10 million 

individuals worldwide and is steadily rising in newly industrialized regions [10]. Similarly, CRC is 

the third most commonly diagnosed cancer and the second leading cause of cancer-related mortality, 

accounting for nearly one million deaths annually [11,12]. Given that IBD is a chronic and progressive 

inflammatory disease—and long-standing colonic inflammation increases the risk of malignant 

transformation—the need for early, non-invasive diagnosis and microbiome-based prediction of 

treatment response has grown [13–16]. 

Specific microbiota - such as Fusobacterium nucleatum, an anaerobic gram-negative bacterium - 

have been shown to promote persistent inflammation by stimulating release of proinflammatory 

cytokines (e.g., IL-1β, IL-6, tumor necrosis factor (TNF)-α), and to activate oncogenic signaling 

pathways which encourage epithelial-to-mesenchymal transition (EMT) in CRC, as well as accelerate 

oncogenesis in inflammation-induced model of colitis-associated cancer (CAC) [17,18]. Additionally, 

genotoxic metabolites produced by certain microbes, such as colibactin-producing Escherichia coli, can 

induce DNA double-strand breaks and a specific mutation in the APC gene [19]. Moreover, 

inflammation-driven changes in microbial composition have been shown to promote CAC 

development in colitis-susceptible mouse models, implicating specific taxa such as F. nucleatum and 

pks+ E. coli [20]. 

Dysbiosis plays a pivotal role not only in inducing chronic inflammation in IBD and driving 

CAC, but also in modulating metabolism, immune responses, and genotoxicity in sporadic CRC 

[21,22]. Together, these findings refine the traditional concept of an IBD–CAC continuum by 

highlighting how the gut microbiome plays distinct yet significant roles in both CAC and sporadic 

CRC. This recent insight allows for more precise risk prediction, earlier detection, and therapeutic 

decisions. 

Microbiome sequencing methods allow researchers to scrutinize the genomic composition and 

function of microbial communities. The rapid evolution of sequencing technologies has greatly 

enhanced our ability to investigate the complexity of the microbiome. Among these, 16S ribosomal 

ribonucleic acid (rRNA) gene sequencing is commonly used for genus-level classification by 

examining the variable regions (V1-V9) of bacterial rRNA. For instance, dual-region 16S rRNA 

analysis identifies rare microbial taxa in patients with UC, improving clarity and specificity 

compared to relying on a single 16S rRNA region [23]. Shotgun metagenomic sequencing involves 

fragmenting and assembling microbial genes to identify their composition and function through gene 

prediction. A meta-analysis of shotgun sequencing demonstrated that this method allows predictive 

clustering of microbiomes from CRC patients, and that both taxonomic and functional classification 

models generalize well across studies [24]. Beyond taxonomy, integrating transcriptomics, 

proteomics, and metabolomics into multi-’omics’ facilitates mapping host-microbiome interactions, 

enabling systems-level insights. For example, omics-based signatures have been shown to be a 

diagnostic marker of IBD to differentiate between CD and UC [25]. 

The complexity and high dimensionality of microbiome data, particularly when it comes to 

multi-omics, necessitate advanced novel computational analysis, artificial intelligence (AI), and 

machine learning (ML). Broadly, these models fall into several categories: 

(1) Supervised learning models (e.g., Random Forest (RF), Support Vector Machine (SVM), and 

Extreme Gradient Boosting (xGBoost)) 
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(2) Unsupervised learning models (e.g., Principal Component Analysis (PCA) and k-means 

clustering) 

(3) Deep learning models (e.g., Artificial Neural Network (ANN) and Convolutional Neural 

Network (CNN)) 

(4) Graph-based models (e.g., Graph Neural Networks (GNN) and Graph Convolutional 

Networks (GCN)) 

(5) Explainable AI (xAI) (e.g., SHapley Additive exPlanations (SHAP) and Local Interpretable 

Model-Agnostic Explanations (LIME)) [26] 

Among classical ML methods, RF has shown strong performance on microbiome data. RF 

aggregates multiple decision trees, each built from randomly sampled features, and combines their 

outputs, thereby improving accuracy and reducing overfitting compared with a single tree model 

[27]. 

xAI refers to a set of methods designed to clarify the decision-making of complex machine 

learning models. Its primary goal is to provide human-understandable explanations that improve 

transparency and trust, enabling safer use of black-box models in sensitive domains such as 

healthcare. Yet their practical limitations constrain clinical applicability. These methods are 

computationally expensive, hindering their scalability and feasibility in real-time settings [28]. 

Moreover, xAI models suffer from strong model-dependency and instability in the presence of 

feature collinearity, which may yield inconsistent or misleading feature rankings across different 

models [29]. Particularly, LIME oversimplifies complex relationships into local linear models, causing 

loss of non-linear dependencies, while SHAP explanations may be distorted when correlated 

predictors are present. Together, these issues illustrate that while xAI provides tools to interpret 

“black-box” models, current approaches still struggle with balancing interpretability, computational 

cost, and reliability of outputs, underscoring the need for cautious interpretation in biomedical 

applications. 

2. From Dysbiosis to Carcinogenesis: A Pathophysiological Perspective 

Chronic inflammation and intestinal microbial dysbiosis are well-established contributors to the 

development of CAC, thus playing essential roles in the transition from IBD to CAC, forming a 

mechanically connected disease continuum. Recent evidence suggests that the microbiome regulates 

mucosal immunity and disrupts epithelial barrier function, and has established itself as an active 

driver of neoplastic transformation through microbial toxins and metabolites such as colibactin, 

dysregulated bile acids (BA), and altered short-chain fatty acids (SCFAs). In this section, we cover the 

multi-kingdom ecological disruption of bacteria, viruses, archaea, fungi, and their downstream 

effects across UC, CD, and CAC. We also compare and contrast these with sporadic CRCs to identify 

distinct and overlapping mechanisms, providing a mechanistic basis for AI-guided diagnostics and 

therapeutic strategies, which will be discussed later. 

2.1. Etiology and Epidemiologic Relationship 

The risk of CRC is increased in both UC and CD, with UC posing a higher risk of CAC due to 

persistent colonic inflammation [30,31]. CAC occurs without adenomatous precursors and follows a 

unique mutation sequence, which differs from sporadic CRC— early TP53 mutation, followed by 

APC loss [32,33]. It typically appears earlier, exhibits multifocality, and is triggered by inflammation. 

Global epidemiological trends are associated with simultaneous increases of IBD and CRC in 

industrialized regions, which are associated with westernized diets, antibiotic overuse, and loss of 

microbial diversity [31,32]. Major risk factors for IBD-associated CRCs include disease duration (>10 

years), pan-colitis, persistent histologic inflammation despite endoscopic remission, coexisting 

primary sclerosing cholangitis (PSC), early-onset disease, CRC family history, and male sex 

[30,31,33]. These factors guide surveillance strategies and suggest that microbial disturbance plays 

an active pathogenic role rather than merely serving as a bystander. 
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2.2. Pathophysiology vs Healthy Control (HC) 

Intestinal microbiota disruptions precede and potentiate mucosal inflammation, shaping host–

microbe dynamics across IBD and CAC. These changes include bacterial shifts, virome remodeling, 

archaeal enrichment, and fungal overgrowth. Collectively, these changes impair barrier function, fuel 

immune dysregulation, and activate carcinogenic signaling as depicted in Figure 1. 

 

Figure 1. Landscape Summary of Microbial Disruption, Barrier Dysfunction, and Carcinogenesis in IBD and 

CRC. Abbreviations: AIEC, adherent-invasive Escherichia coli; SCFA, short-chain fatty acids; FMT, fecal 

microbiota transfer; DCA, deoxycholic acid; LCA, lithocholic acid; EMT, epithelial–mesenchymal transition; 

CAC, colitis-associated cancer; CRC, colorectal cancer; AOM, azoxymethane; DSS, dextran sodium sulfate; TP53, 

tumor protein 53; APC, adenomatous polyposis coli; SNP, single nucleotide polymorphism; pks+, polyketide 

synthase-positive strain; cGAS, cyclic GMP–AMP synthase; Treg, regulatory T cell; FAP, familial adenomatous 

polyposis. 
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2.2.1. Microbiome Community Disruption 

Bacteria 

Healthy individuals possess diverse microbial communities enriched in Faecalibacterium 

prausnitzii, Roseburia, and Akkermansia muciniphila. These commensals produce SCFAs, which support 

barrier integrity, regulate immune tolerance, and serve an anti-inflammatory role [34,35]. IBD 

patients, especially those with CD, show reduced alpha diversity, Firmicutes depletion, and expansion 

of Proteobacteria. Among these, adherent-invasive E. coli (AIEC) disrupts barrier function by adhering 

to and invading epithelial cells and survives within macrophages, playing a pro-inflammatory role 

[36,37]. This bacterial dysbiosis is exacerbated across CAC and, to a lesser extent, in sporadic CRCs, 

where F. nucleatum predominates. It binds to E-cadherin in epithelial cells via surface adhesin FadA, 

which then activates β-catenin signaling, promoting epithelial proliferation [38]. It also interferes 

with immune surveillance and induces chemoresistance by autophagy through the TLR4-MyD88 axis 

[39,40]. Thus, its presence correlates with advanced tumor stage, poor prognosis, and chemotherapy 

resistance [39,40]. Parvimonas and Peptostreptococcus are also abundant in both CAC and sporadic 

CRC, while in familial adenomatous polyposis (FAP), they show milder microbial changes, including 

depletion of SCFA producers and an increase in opportunists [41]. 

Archaea 

Archaea, especially increased Methanobrevibacter smithii, are increasingly reported in patients 

with CRC, showing consistent enrichment across multiple cohorts. AI-driven metagenomic analysis 

using international cohorts revealed that the methanogenesis pathways are upregulated with 

enrichment of archaea along the adenoma-carcinoma sequence [42]. M. smithii consumes hydrogen 

and produces methane, which modulates intestinal transit and luminal pH. These changes may 

facilitate the buildup of carcinogenic metabolites and may increase oxidative stress of the intestinal 

mucosa. These effects may indirectly favor carcinogenic signaling. The classifier model incorporating 

archaeal signatures achieved high diagnostic performance (AUC up to 0.931), which represents 

excellent discriminatory accuracy for distinguishing CRC cases from controls, thereby positioning 

archaea as one of the functionally relevant contributors of the tumor-promoting microbiota. 

Virus/Phages 

IBD subtypes exhibit distinct virome expansion, particularly in bacteriophages (Caudovirales). 

The richness of temperate phages of the Caudovirales family: Siphoviridae and Myoviridae, increases 

in CD, forming cohort-specific viral profiles [43]. In UC, an elevated, but distinct Caudovirales profile 

is seen. As the inflammation progresses to CRC, the virome composition undergoes further shifts: 

across nine cohorts from France, China, Austria, the USA (including a USA–Canada cohort), Italy, 

Germany, and Japan, Microviridae were significantly enriched in CRC in 5 of 9 studies with a positive 

cross-cohort meta-analytic effect (ℓ = 0.34, q = 0.02). Virome-based models achieved LOCO-validated 

AUCs of ~0.81 for CRC and ~0.77 for adenoma, values considered acceptable to good in a diagnostic 

context [44]. Microbial co-occurrence network analysis shows that phages can regulate bacterial 

proliferation, inflammation, and horizontal gene transfer along the IBD-CAC continuum. 

Fungi 

Fungal dysbiosis, such as enrichment of Malassezia, Candida, as well as members of the phylum 

Basidiomycota has been observed in both IBD and CRC [45,46]. Fungal components such as mannans, 

β-glucans, and chitin activate innate immune receptors including Dectin-1, TLRs, and NLRP3, thus 

triggering proinflammatory cytokine cascades leading to chronic inflammation [45]. Additionally, 

fungal dysbiosis is implicated in CRC progression. CRC tumors harbor intra-tumoral fungal 

heterogeneity, with increasing fungal diversity within different tumor regions from adenoma to 

advanced CRC [46]. In CD patients, elevated Malassezia restricta exacerbates colitis through CARD9-

mediated immunomodulation, which supports the mycobiome-immune axis [47]. Emerging 
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evidence also indicates fungal dysbiosis may influence inflammation of distal organs such as the skin, 

thus forming a potential gut-skin axis in conditions such as atopic dermatitis [48]. Therefore, these 

shifts link mycobiota to gut inflammation and systemic immune crosstalk. 

Similar reductions in fungal alpha diversity can also be seen in recent research using regional 

data from Saudi UC cohorts. However, regional overrepresentation of Candida albicans and M. 

restricta differed from fungal composition observed in western cohorts, where Candida tropicalis or 

Debaryomyces hansenii may dominate, which implicates the geographical divergence in the fungal 

microbiota [49]. 

2.2.2. Microbial Metabolites and Toxins 

Microbial metabolites mediate the transition from inflammation to carcinogenesis. In healthy 

individuals, compounds such as SCFAs serve as an energy source for colonocytes, regulate immune 

tolerance, and promote mucosal repair. In dysbiosis, depletion of such beneficial metabolites, 

accompanied by the accumulation of genotoxins, harmful secondary BA derivatives, and succinate, 

promotes chronic inflammation, DNA damage, and tumor progression. 

Short-Chain Fatty Acids (SCFAs) 

SCFAs: primarily acetate, propionate, and butyrate, are products of dietary fiber by symbionts 

such as F. prausnitzii and Roseburia spp. As signaling molecules via G-protein coupled receptors 

(GPCRs), they exert their effect on intestinal epithelial cells (IECs), immune cells, and enteric neurons. 

In IECs, it serves as an energy source and maintains epithelial barrier integrity by upregulating tight 

junction proteins such as claudin-1 and occludin. SCFAs also exert anti-inflammatory effects by 

acting on IECs and induce differentiation of regulatory T cells (Tregs) through Histone deacetylase 

(HDAC) inhibition [50]. In IBD and CAC, loss of these beneficial taxa leads to the depletion of SCFAs. 

Thus, contributing to mucosal dysfunction and amplification of inflammatory conditions [51]. 

Bile Acids and the Bai Operon 

Primary BAs synthesized in the liver are converted to secondary BAs by intestinal microbiota 

through enzymes such as bile salt hydrolases (BSHs) and 7α-dehydroxylases. In dysbiosis, this 

pathway is enhanced via the bai operon, particularly in Clostridium spp., generating harmful 

secondary BAs: deoxycholic acid (DCA) and lithocholic acid (LCA) [52]. Through its action on 

Farnesoid X receptor (FXR) and TGR5 (a GPCR for BA), it leads to inflammation and tumorigenesis 

through enhancing epithelial proliferation [53]. It also induces ROS, DNA strand breaks, and 

activates NF-κB and Wnt signaling, which fosters senescence and promotes colonic neoplasia. 

Elevated DCA/LCA is observed through the IBD-CAC spectrum with distinct disease-specific 

profiles [53]. 

Colibactin and Genotoxic E. coli 

E. coli strains harboring the polyketide synthase (pks) island — hereafter denoted as pks+ strains 

— produce colibactin, a DNA alkylating agent that induces inter-strand crosslinks and double-strand 

breaks. Therefore, it causes single-nucleotide variants (SNVs) and insertion-deletion mutations with 

a characteristic mutational signature: termed SBS88. These mutations affect tumor suppressor genes 

like APC and TP53, promoting carcinogenesis [54]. Detected in both UC and CRC tissues, these pks+ 

strains resemble extraintestinal pathogenic E.coli and display conserved virulence loci [55]. Their 

ability to drive oncogenic mutational signatures has been confirmed in organoid and in vivo studies, 

especially in CAC, where inflammation-induced oxidative stress facilitates genotoxin transmission 

[54]. 
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Succinate and the “Succinotype” 

Succinate accumulation has been proposed to reflect a pro-inflammatory shift in microbial 

metabolism. In this context, the concept of “succinotype”, a microbiome stratification tool based on 

metabolite output, has been introduced. Succinotype 1, characterized by elevated succinate, showing 

Bacteroides and Prevotella dominance, is known to be strongly associated with IBD and CRC [51]. 

Recent evidence indicates succinate enhances epithelial proliferation through succinate receptor 

SUCNR1, which activates MAPK/ERK signaling [56]. It also suppresses Treg and enhances 

inflammation. In CRC, F. nucleatum-derived succinate is known to induce tumor resistance in 

immune checkpoint blockade chemotherapy. Through its action on GPR91 (a succinate-specific 

receptor) on CRC cell lines, it suppresses the cGAS-interferon-β axis, thereby reducing the CD8 + T 

cell infiltration [57]. In addition, elevated succinate levels are also present in FAP and CAC, indicating 

a conserved metabolic signature. 

2.2.3. Carcinogenesis Pathways 

Chronic inflammation accelerates neoplastic transformation in IBD. Although CAC and 

sporadic CRC share end-point mutations such as APC, KRAS, and TP53, the sequence of their 

occurrence varies. Sporadic CRC follows the adenoma-carcinoma model (APC → KRAS → TP53). On 

the other hand, CAC begins with TP53 mutation in the inflamed mucosa and acquires APC loss later 

[33]. This inflammatory-driven sequence reflects increased genomic instability. Recent multi-omics 

classifiers using immune and transcriptomic profiles have demonstrated improved performance in 

differentiating CAC from sporadic CRC [58]. 

Bacterial Oncogenesis 

Through activation of the FadA - E-cadherin → β-catenin axis, F. nucleatum promotes epithelial 

proliferation. Additionally, activation of TLR4/MyD88 → cytokine signaling recruits MDSCs, 

contributing to evading immune surveillance. Collectively, these effects promote carcinogenesis [38–

40]. In a mouse model, co-colonization with F. nucleatum and pks+ E. coli significantly increases the 

tumor burden, demonstrating in synergistic oncogenicity [54]. 

Viral and Phage Contributions 

Phages regulate carcinogenesis by transferring toxin genes (e.g., colibactin clusters) between 

microbes and reshaping microbial community structures. An ecological model termed ‘Piggyback-

the-winner’ (PtW) proposes that, in environments with high microbial abundance, such as intestinal 

mucosa, temperate phages preferentially integrate as prophages (lysogeny), favoring coexistence 

[59]. This contrasts with the conventional ‘Kill-the-winner’ (KTW) model, in which lytic phages 

suppress the most abundant and fastest-growing bacterial strains, thereby regulating community 

composition [59]. Through auxiliary gene exchange and horizontal gene transfer, they propagate 

virulence factors and immune modulators. These processes contribute to phage-modulated bacterial 

virulence and toxin pathways. Phage–bacteria co-occurrence network analyses have revealed strong 

correlations between phage and bacterial community structures, supporting the role of phages in 

modulating dysbiosis and promoting the proliferation of carcinogenic taxa [60]. 

Host–Microbiome Interaction and Immune-Metabolic Signaling 

Host responses to specific microbial taxa may vary across the context of the disease. Along the 

disease spectrum, from health to IBD and CRC, individuals possess different underlying genetic 

susceptibilities, epithelial barrier status, and immune tone. For instance, Ruminococcus gnavus and 

Bacteroides fragilis have emerged as key taxa with distinct immunometabolic consequences in CRC 

and exhibit stage-specific abundance [61]. Multi-omics integration further reveals that these taxa are 

significantly correlated with host gene expression changes involved in immune and metabolic 

pathways, such as iron uptake systems, virulence, and biofilm-related genes [62]. Therefore, 
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integrating metagenomic data with host transcriptomic and immunologic profiles, such as 

inflammatory gene signatures, including cytokines and chemokines, provides insight into how 

distinct microbial communities interact with host pathways [62]. 

2.3. Experimental Validation 

Causality between intestinal dysbiosis, chronic inflammation, and colorectal carcinogenesis has 

been identified through preclinical models. These experimental systems span across chemical 

induction, fecal transfers, and gene-targeted strains. Together, they demonstrate that specific 

microbial communities and virulence factors can drive both colitis and tumorigenesis as depicted in 

Figure 1. 

AOM/DSS Model 

The inflammation-driven carcinogenic environment in CAC can be simulated by combining 

azoxymethane (AOM), a chemical carcinogen, with dextran sulfate sodium (DSS), which induces 

colonic inflammation [39]. This model serves as a baseline for researchers to gain insight into 

microbial causality in tumorigenesis. For example, pks+ E. coli promotes colonic DNA damage via 

colibactin, while Δpks mutants do not, confirming genotoxin dependence [20,54]. Additionally, 

mechanistic analysis can identify molecular pathways, such as how F. nucleatum enhances tumor 

burden by activating EGFR–AKT–ERK, β-catenin signaling, and epithelial–mesenchymal transition 

[40]. 

Germ-Free Mice + FMT 

Transplantation of human microbiota into germ-free (GF) mice demonstrates causality in disease 

development. GF mice receiving fecal microbiota from IBD donors developed more severe DSS-

induced colitis than those receiving healthy donor microbiota. These mice exhibited increased pro-

inflammatory cytokines, particularly IL-6 and TNF-α, and more extensive epithelial damage [63]. 

Similarly, when AOM-treated GF mice received FMT from CRC donors, they showed greater tumor 

burden, enhanced epithelial proliferation (indicated by elevated Ki-67 staining), enrichment of pro-

oncogenic bacteria like F. nucleatum, and depletion of beneficial SCFA-producing bacteria compared 

to controls [64]. 

Colitis-Microbiome Transfers 

Transplantation of colitis microbiota can induce colitis even in immunologically naïve 

individuals. Experimental evidence demonstrates that when transferred to wild-type recipients, 

colitic microbiota from TRUC (T-bet−/− × Rag2−/−) mice with innate immune dysfunction or IL-10−/− 

mice that develop microbiota-dependent colitis, led to histologically confirmed colitis. The causative 

pathobionts were mainly Proteobacteria, including Helicobacter, and the condition was reversible with 

antibiotic treatment [65]. This shows that the colitic phenotype is transmissible and that dysbiosis 

alone is sufficient to trigger disease. 

Colibactin-Deficient Strains 

Strains of E. coli with pks genomic island (pks+) produce colibactin. In both organoids and 

AOM/DSS mice, pks+ E. coli induced DNA damage and mutational signatures that resemble human 

CRC. On the other hand, Δpks strains lack this effect, which allows for the establishment of a direct 

genotoxic–oncogenic link [20,54]. 

2.4. Regional and Demographic Variability in Microbiome Research 

It is critical to understand regional and demographic variability in microbiome research 

regarding IBD and CRC. Microbial composition is shaped by geography, diet, genetics, and 

environmental exposures. Therefore, such variability influences disease risk, alters biomarker 
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reproducibility, and affects the generalizability of predictive models across populations. Without 

accounting for these differences, classifiers trained in one cohort may perform poorly when applied 

to another, which in turn underscores the need for careful consideration of variability in both 

biological interpretation and clinical translation. 

Non-genetic factors: geography, diet, and environment largely shape the composition of 

intestinal microbiota. Traditional high-fiber diets in Africa and South America favor Prevotella and 

Xylanibacter dominant enterotypes. Conversely, industrialized populations such as the USA or Italy, 

with western diets rich in animal fat, are associated with the selection of Bacteroides-dominant profiles 

[66,67]. These findings collectively suggest that early-life exposures and urbanization exert a more 

immediate and dominant influence on gut microbiota composition than host genetic background. 

These regional differences extend beyond bacteria. In Saudi pediatric UC cohorts, M. restricta 

was enriched in the gut mucosa, suggesting a potential pathogenic contribution of the mycobiome to 

disease severity [49]. Virome profiling in the same population revealed overrepresentation of 

Salmonella phage SEN4 and crAssphage. These findings were distinct from Western UC cases, 

forming a Middle Eastern-specific viral signature [68]. 

Universal (e.g., F. nucleatum) and population-specific taxa were both identified through global 

CRC microbiome meta-analyses [24,61]. However, AI models trained on Euro-American datasets 

often failed when applied to Middle Eastern or East Asian cohorts. This performance gap was 

attributed to regional microbiome divergence and host–microbe variability [69]. Collectively, these 

limitations underscore the need for regionally stratified microbiome atlases, rigorous external 

validation, and context-aware modeling, particularly in underrepresented or resource-limited 

populations. 

3. Translating Microbiome Signals into Clinical Action: Diagnosis, Treatment, 

and Prognosis 

3.1. Microbiome-Based Diagnosis and Classification 

3.1.1. CRC 

Detection Across the Disease Spectrum 

Across the spectrum from HC to adenoma and CRC, non-invasive detection through ML using 

taxonomic and functional microbiome data has been studied. Genus-level RF models distinguished 

CRC from HC (AUC: 0.84) and adenomas (AUC: 0.73), while a 3-genus signature reached 0.87 and 

0.67. CRC was consistently enriched in LPS biosynthesis and sulfur metabolism pathways [70]. This 

study also underscored reproducible enrichment of LPS biosynthesis and sulfur metabolism 

pathways as essential risk factors of CRC, and validated these signatures across studies. A meta-

analysis using amplicon sequence variant (ASV)-level profiles constructed RF models to classify 

adenoma and CRC separately, validating performance across two independent cohorts (AUC: 0.78, 

0.84), and associating CRC with elevated vitamin K2 biosynthesis [71]. Interestingly, learning from 

western populations and validating in the eastern cohort gained better performance, suggesting 

potential transfer ability across populations despite limited variables. A diagnostic model combined 

20 cross-cohort-stable microbial features, from multiple countries, with clinical variables 

outperformed microbiome-only models (AUC: 0.939 for CRC, 0.925 for adenoma) [72]. While the use 

of publicly available datasets limited the specificity of the clinical information and prevented 

incorporation of time-series data, the study demonstrated that combining microbiome with 

demographic and clinical features improved stability and generalizability compared with 

microbiome-only models. 

Function-based profiles (KEGG, eggNOG) outperformed taxonomic data in adenoma 

classification, with eggNOG models achieving full group separation (HC < adenoma < CRC) [73]. 

These results are promising for CRC prevention by enabling detection at earlier stages, but were 

demonstrated only in discovery cohorts. With Neural network models incorporating FIT-positive 
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samples and 16S rRNA profiling, colorectal cancer (CRC) and adenoma cases were stratified [74]. 

This improved screening specificity while maintaining sensitivity above 97%. However, because both 

training and validation were restricted to FIT-positive cohorts, the models remain dependent on pre-

screened populations, raising concerns about spectrum bias and leaving their generalizability to 

average-risk screening untested. Beyond stool, blood-based microbial cfDNA markers detected CRC 

(AUC: 0.9824) and adenoma (AUC: 0.8849) but lacked external validation [75]. While promising as a 

minimally invasive tool, the study was limited to a single-center cohort with only internal train–test 

splits. Moreover, because microbial cfDNA reads represent less than 1% of total sequences, technical 

variability remains a barrier to clinical translation. 

Viral signatures also showed diagnostic value; a phage-based RF model using 405 vOTUs 

reached cross-cohort (AUC: 0.830) and was further externally validated (AUC: 0.906) [44]. This study 

showed virus–bacteria interaction networks, linking reduced CRC-associated viruses with butyrate-

producing taxa, and enriched viruses with oral bacteria, thereby suggesting a role of gut virus–

bacterial synergy. Meanwhile, Microbiome alterations following FOBT highlight the need for 

confounder-aware models in screening [76]. 

At the precancerous stage, a model targeting advanced adenoma (AA) (AUC: 0.799) linked 

disease with decreased diversity, network complexity, and altered tryptophan metabolism [77]. 

Microbial and SNP comparisons between AA and CRC provided insight into adenoma–carcinoma 

transition [78]. However, both studies are based on a small cohort recruited from a single region, 

underscoring the need for further validation in larger, multi-center populations [74,75]. 

One study combined feature engineering with mediation analysis and incorporated clinical 

variables such as BMI and smoking status, improving interpretability and increasing AUC by 13% 

[79]. Specifically, the pipeline applied a taxonomy-aware feature reduction strategy to merge 

redundant taxa and an iterative feature selection procedure to retain only the most predictive 

microbial variables, thereby producing more stable and biologically meaningful representations of 

the microbiome. Likewise, the combination of multitarget stool DNA (MT-sDNA), six gut genera, 

and tumor markers (e.g., CEA) showed higher diagnostic accuracy than either MT-sDNA or tumor 

markers alone. The accuracies were 97.1%, 83.0%, and 94.3%, respectively [80]. While this 

demonstrates translational potential, the study was limited by reliance on single-center recruitment, 

and prospective validation is still needed before adoption into screening programs. 

Classification of CRC Subtypes 

ML classifiers have been applied to distinguish CRC by tumor location, histologic grade, and 

microbial enterotypes. Stool RNA-seq-derived microbial features differentiated right- vs left-sided 

CRC (AUC: 0.89), identifying region-specific taxa [81]. Metagenomic sequencing of tumor tissue 

confirmed these signatures, with distinct taxa found only in right-sided CRC [82]. The convergence 

of stool- and tissue-based observations supports biological plausibility, although the sample size was 

small and external validation was lacking. 

Histologic grading was predicted using microbial profiles, with RF achieving perfect 

classification between poorly and moderately differentiated CRC, based on differences in genera such 

as Pseudoramibacter and Bifidobacterium [83]. While the model even reached 100% accuracy, these 

results were derived from small sample sets, underscoring the risk of overfitting and the need for 

replication in larger, independent datasets. Enterotype-based stratification (Bacteroides, Blautia, 

Streptococcus-dominated clusters) revealed progressive microbial shifts from HC to adenoma to CRC; 

Streptococcus-dominated subtype achieved the highest classification accuracy (AUC: 0.78) [84]. This 

supports the potential of community-level clustering for risk stratification, although the study 

acknowledged limitations such as sample imbalance across enterotypes, reliance on genus-level data, 

and the need for further validation before clinical application. 
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Methodological Advances 

A study comparing 16S rRNA with shotgun metagenomics revealed that both can identify 

common patterns in CRC. However, they demonstrated that the shotgun often offers a more detailed 

snapshot than 16S, while 16S tends to give greater weight to dominant bacteria [85]. Processing 

approaches such as OTU clustering, DADA2, and Deblur differed in detected diversity, yet 

consistently identified key CRC-associated taxa and achieved similar model performance, 

underscoring the importance of bioinformatics consistency [86]. 

Table 1. CRC Models. 

Reference Objective 
DL model (highest 

performance) 
Input Output 

Publication 

Date 

[44] 

Diagnosis of CRC 

using gut viral 

signatures 

RF 

Stool virome (405 

CRC-associated 

vOTUs) 

AUC 0.830(cross-

cohort, CRC vs HC) 

2 October 

2022 

[70] 

Diagnosis of CRC 

using microbial and 

functional profiles 

RF 

Stool microbiota 

(genus-level), 

KEGG functional 

profiles 

Genus-level 

 AUC 0.84(CRC vs 

HC), 0.73(CRC vs CA) 

 3-genus signature 

 AUC 0.87(CRC vs 

HC). 0.67(CRC vs CA) 

3 November 

2022 

[71] 

Diagnosis of 

colorectal adenoma 

and CRC 

RF 

Stool microbiota 

(ASV-level), age, 

sex, and BMI 

AUC 0.78 (adenoma vs 

control), AUC 0.84 

(adenoma vs CRC, 

external validation) 

24 May 2021 

[72] 

CRC and adenoma 

diagnosis integrating 

microbiome and 

clinical data 

RF 

Large-scale 

metagenomic data 

+ clinical variables 

AUC 0.939 (CRC), 0.925 

(adenoma) 

22 January 

2024 

[73] 

Interpretable ML 

model for CRC and 

adenoma 

classification using 

functional profiles 

Explainable Boosting 

Machine (EBM) 

Stool 

microbiota(WGS), 

KEGG, eggNOG 

functional profile 

eggNOG profile 100% 

hit ratio for all the 

performed tests 

10 January 

2022 

[74] 

Risk stratification of 

FIT-positive 

individuals using 

microbiome 

signatures 

Neural Network 

16S rRNA(V3–V4) 

8 selected taxa, 

age, sex, fecal 

hemoglobin 

concentration 

(FIT) 

Sensitivity: 98.98% 

(CRC), 97.98% (CR 

lesions) 

25 Dec 2022 

[75] 

Diagnosis of 

adenoma and CRC 

using blood cfDNA 

microbiome 

RF Blood cfDNA 
AUC 0.8849 (adenoma), 

AUC 0.9824 (CRC) 

29 April 

2025 

[76] 

To evaluate the 

impact of FOBT on 

gut microbiota 

composition and 

improve CRC 

prediction models 

SVM 

Gut 

microbiota(16S 

rRNA, genus-

level), FOBT 

status 

Accuracy without 

FOBT: 89.71% → with 

FOBT: 92% 

20 January 

2025 

[77] 

Diagnosis of 

advanced adenoma 

using gut microbiota 

RF 

Shotgun 

metagenomic data 

(species-level 

abundance) 

AUC 0.799(adenoma vs 

control) 

10 October 

2024 

[78] 

Discriminating 

Advanced Adenoma 

from CRC using 

metagenomic 

RF (SNP model) 

Microbial SNPs 

from fecal 

metagenomic data 

Accuracy 92.31% 
1 December 

2022 
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microbiome and 

SNP data 

[79] 

Improve the 

Colorectal Cancer 

Diagnosis Using Gut 

Microbiome 

RF, BART 

16S rRNA / 

Shotgun 

metagenomics 

AUC 0.867 (RF), 0.882 

(Bart) 

12 August 

2022 

[80] 

Improve CRC 

diagnostic accuracy 

by combining gut 

microbiota, MT-

sDNA, and tumor 

markers 

RF 

16S rRNA(genus-

level), MT-sDNA, 

CEA 

Accuracy 97.1% 

Sensitivity 98.1%, 

Specificity 92.3% 

15 August 

2023 

[81] 

Classification of 

right- vs. left-sided 

colorectal cancer 

using tumor-

associated microbial 

features 

RF 

Tumor-derived 

microbial RNA-

seq expression 

data 

AUC 0.9, 0.76, and 0.89 

for the human 

genomic, microbial, 

and combined feature 

sets, respectively 

11 July 2023 

[82] 

Tissue microbiome 

analysis by site and 

type in CRC patients 

RF 

Tissue-derived 

metagenomic 

data(WGS) 

Site- and tissue-specific 

microbial signatures 
27 May 2025 

[83] 

Classification of 

poorly vs. 

moderately 

differentiated 

colorectal cancer 

using gut microbiota 

RF 
Fecal 16S rRNA 

data (V1–V4) 
Accuracy 100% 

20 December 

2022 

[84] 

Classification of 

healthy, adenoma, 

and CRC based on 

enterotype-specific 

gut microbiota 

RF 

Fecal 16S rRNA 

sequencing data 

(genus-level), 

stratified by 

enterotype  

AUC 0.78, S_E model, 

CRC vs non-CRC 

27 February 

2024 

[85] 

CRC and adenoma 

diagnosis integrating 

microbiome and 

clinical data 

RF 

Large-scale 

metagenomic data 

+ clinical variables 

AUC 0.939 (CRC), 0.925 

(adenoma) 

22 January 

2024 

Abbreviations: CRC, colorectal cancer; CA, colorectal adenoma; HC, healthy control; cfDNA, cell-free DNA; 

WGS, whole genome shotgun sequencing; ASV, amplicon sequence variant; DL, deep learning; ML, machine 

learning; EBM, explainable boosting machine; FIT, fecal immunochemical test; vOTU, viral operational 

taxonomic unit; FOBT, fecal occult blood test; MT-sDNA, multi-target stool DNA test; SNP, single nucleotide 

polymorphism; BART, Bayesian additive regression trees; RF, random forest;. 

3.1.2. IBD 

IBD vs HC 

An increasing number of studies have applied machine learning to distinguish IBD from HC. 

An open-source diagnostic tool (LightCUD), trained on 349 samples, achieved high performance 

(AUC > 0.95) using WGS and 16S data, identifying Ehrlichia canis and Burkholderia gladioli as key 

features [87]. In a large Korean multicenter study (n > 1,800), sparse partial least squares-discriminant 

analysis (sPLS-DA) achieved excellent accuracy (AUC: 0.992), while also emphasizing that 

differences in sample collection timing between UC and CD cohorts (e.g., post-diagnosis/pre-

treatment in UC vs various treatment stages in CD) and pre-collection interventions such as 

discontinuation of antibiotics or probiotics could confound microbial diversity, underscoring the 

need for careful cohort design in future studies [88]. Also, a pilot study, which applied sPLS-DA to 

classify HC, inactive UC, and active UC, identified potential microbial markers, such as Haemophilus 

parainfluenzae and Bifidobacterium adolescentis [89]. 
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Integration of microbiota profiles with fecal biomarkers, fecal calprotectin (FCal) and the novel 

marker HBD2, enhanced the classification performance, highlighting the complementary value of 

both markers [90]. A longitudinal ITS2 sequencing study examined the fungal microbiome 

concerning disease activity in UC [91]. Candida abundance increased by approximately 3.5-fold 

during active disease. Using fungal features alone, random forest models achieved moderate 

classification performance, with an AUC of around 0.8, but remained cohort-bound. Moreover, the 

lack of dietary intake data, limited clinical metadata, and absence of antifungal usage records further 

constrained the interpretability of the findings. 

Beyond standard approaches, a leveraging scheme that incorporated external samples improved 

model robustness and generalizability. When over 25% of target samples were included for 

classifying CD and HC, AUC increased by up to 0.075 across independent microbiome cohorts [92]. 

In summary, internal resampling often inflates apparent performance, whereas true gains in external 

validation were observed only when explicit cross-cohort alignment strategies were implemented. 

Differentiating UC and CD 

Compared to IBD vs HC classification, differentiating UC from CD remains substantially 

challenging. A WMS-based ML model using species-level features showed the limits of cross-cohort 

transferability [93]. The AUC dropped from 0.778 in internal validation to 0.633 in external validation. 

Still, it identified taxa specific to CD (E. coli, Shigella dysenteriae) and UC (Lactobacillus ruminis, 

Lachnospira eligens), and found broader functional alterations in CD than in UC. 

An RF model based on genus-level microbiome was externally validated in separate UC and CD 

datasets (AUC: 0.74, 0.76), though its predictive capacity was constrained by cohort heterogeneity, 

lack of gender information, and limitations of the American Gut Project training data [94]. The same 

LightCUD platform built separate classifiers for UC vs CD using WGS and 16S data (AUC: 0.989 and 

0.966, respectively) [87]. A phylotype-level model employing sPLS-DA was evaluated across multiple 

cohorts and demonstrated excellent internal performance (AUC = 0.988, accuracy = 94.5%), 

suggesting strong discriminatory power despite limited generalizability [88]. Another model 

included quantified absolute microbial load in combination with clinical markers such as CRP and 

FCal as input features. The model achieved an AUC of 0.86, with 90% sensitivity and 82% specificity 

[95]. Collectively, these findings indicate that UC/CD discrimination remains particularly vulnerable 

to cohort heterogeneity and technical variation; even when internal metrics appear robust, the 

absence of standardized sampling and cohort-aware validation renders such models difficult to 

generalize. 

Pediatric IBD (PIBD) 

In PIBD, stool-based RF models achieved accurate discrimination from HC and IBS (AUC: 0.88, 

0.84), with enrichment of Escherichia-Shigella and Enterococcus, and depletion of SCFA-producing 

genera, which also correlated with nutritional status [96]. Disease activity classification improved by 

integrating fecal and serum bile acid profiles with microbial features (AUC: 0.84). Altered bile acid 

ratios were the most influential variable [97]. Logistic regression using serum amino acids and 

microbial taxa yielded high performance (AUC: 0.94); key features included leucine and E. coli, 

distinguishing PIBD from HC [98]. 

Despite these promising results, several limitations remain. The diagnostic tool excluded 

patients with extraintestinal manifestations [96]. Cohort sizes were often small and microbial 

profiling relied mainly on 16S rRNA rather than metagenomic sequencing, restricting functional 

resolution [97]. Environmental factors such as diet, age-related differences, and heterogeneous 

control groups were insufficiently standardized, and single-sample designs precluded assessment of 

intra-individual variability over time [98]. Collectively, these constraints highlight the need for larger, 

longitudinal, and multi-omic pediatric studies that incorporate both dietary and host factors to 

establish more reliable biomarkers for early diagnosis and disease monitoring. 
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3.1.3. IBD-Associated CRC (CAC) 

Diagnostic Challenges in the IBD Context 

In CAC, a specific microbiome that can be distinguished from IBD has not been consistently 

found. In one study, there was a greater frequency of pks+ E. coli in CAC than IBD, confirmed with 

Pathobiont-specific qPCR [99]. However, pks+ E. coli is closely related to IBD and sporadic CRC [100]. 

Furthermore, the study presented the timing of sample collection as a limitation. In most cases, 

samples were collected after the tumor had already fully developed. This makes it difficult to 

determine clearly whether microbial changes, such as pathogen proliferation, precede CAC 

development. Further validation is needed to determine whether the microbiome is a suitable 

biomarker for monitoring CAC, which progresses through a gradual inflammatory - dysplasia - 

carcinogenesis pathway [100]. 

Table 2. IBD Models. 

Reference Objective DL model 

(highest 

performance) 

Input Output Publication 

Date 

[87] Development of 

LightCUD for IBD 

and UC/CD diagnosis 

LightGBM WGS (strain-

level), 16S 

rRNA (genus-

level) 

AUC 0.984 (IBD 

vs HC-WGS), 

AUC 0.989 (CD 

vs UC-WGS) 

19 January 2021 

[88] Diagnosis of IBD and 

subtype 

differentiation (CD vs 

UC) 

sPLS-DA 16S rRNA 

(phylotype-

level, V3–V4) 

AUC 0.992 (IBD 

vs HC), AUC 

0.988 (CD vs 

UC) 

24 December 

2023 

[89] Identify the 

microbiota signature 

by UC disease 

activity 

sPLS-DA 16S rRNA (V3–

V4) 

Perfect class 

prediction 

(Active UC / 

Inactive UC / 

HC) 

28 December 

2021 

[90] Non-invasive 

diagnosis and 

monitoring of IBD 

using fecal 

biomarkers and 

microbiome 

Logistic 

Regression 

Fecal HBD2, 

FCal, 16S rRNA 

(Genus-level) 

AUC 0.93 (IBD 

vs IBS) 

7 June 2021 

[91] Classify disease 

activity in UC based 

on gut fungal 

(mycobiome) 

signatures 

RF ITS2 AUC ~0.80 

(Active vs 

Remission UC) 

19 April 2024 

[92] Incorporating 

external samples to 

improve model 

robustness and 

generalizability. 

RF, among 

others 

16S 

rRNA(Genus 

level) 

AUC increased 

by up to 0.075 

8 February 2023 

[93] Diagnosis of UC and 

CD patients 

Regularized 

Logistic 

Regression 

Fecal WGS 

(species-level) 

AUC 0.873 

(train), 0.778 

(test), 0.633 

(validation) 

11 November 

2023 

[94] Diagnosis of UC and 

CD patients 

RF 16s rRNA 

(genus-level 

OTU) 

AUC 0.76 (HC 

vs CD), 0.74 

(HC vs UC) 

17 May 2022 

[95]. Including absolute 

microbial load and 

clinical markers 

RF Fungal 18S 

rDNA copies, 

bacterial 16S 

rDNA copies 

AUC 0.86(UC 

vs CD) 

27 April 2021 
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[96] Diagnosis of PIBD 

using fecal 

microbiota 

RF Stool 

microbiota (11 

OTUs) 

AUC 0.88 (HC 

vs PIBD), 0.84 

(IBS vs PIBD) 

7 December 

2021 

[97] Classifying PIBD 

activity using bile 

acid 

RF Serum BAs AUC 0.84 21 February 

2024 

[98] Noninvasive 

diagnosis of Pediatric 

IBD using fecal AAs 

and microbiota 

Logistic 

Regression 

Fecal 

microbiota, 

AAs 

AUC 0.94 

(Discovery), 

0.84 

(Validation) 

4 June 2025 

Abbreviations: IBD, irritable bowel disease; rRNA, ribosomal ribonucleic acid; AUC, area under curve; HC, 

healthy cohort; CD, crohn disease; UC, ulcerative colitis; ITS2, internal transcribed spacer 2; FCal, fecal 

calprotectin; BMI, body mass index; RF, random forest; sPLS-DA, sparse partial least squares-discriminant 

analysis. 

3.2. Prediction of Treatment Response 

3.2.1. CRC 

Microbiota interactions dictate treatment toxicity and response in CRC. For example, F. 

nucleatum-mediated KLK10 expression was associated with poor immune checkpoint blockade 

response and worse survival [101]. However, this analysis relied mainly on TCGA/GEO datasets 

without independent clinical validation, raising concerns about dataset reuse and generalizability. In 

addition, chemotherapy alters the intestinal microbiota, influencing the risk of toxicity [102,103]. 

Microbiome-driven systems could allow for preventive interventions like early dose adjustment or 

microbiota modulation. 

Induced elevated KLK10 expression, facilitated by F. nucleatum, was associated with pro-

inflammatory tumor microenvironments and immune resistance. This gene emerged as a potential 

microbial-influenced biomarker of immunotherapy failure [101]. Capecitabine (CAP) alters gut 

microbiota, significantly increasing Escherichia species and menaquinol (vitamin K2) biosynthesis in 

a way that was associated with reduced neuropathy risk; patients enriched for vitamin K2 genes had 

fewer side effects [102,103]. The novel model employed a KO-based random forest framework and 

predicted CAP-related toxicity. The novel model predicted CAP-related toxicity (AUC: 0.92 

internally, and AUC: 0.72 externally) [103]. Although the modest cohort size and the sharp decline in 

performance on external validation highlight limited robustness, the significance of this study lies in 

its attempt to build a model on baseline gut microbiome functional signatures rather than taxonomic 

abundance. 

Gut microbiota also predicted leukopenia risk: hematologic toxic patients had lower diversity 

and Fusicatenibacter, Cetobacterium depletion [104]. An early risk identification was made possible by 

a taxonomic RF model, supporting dose adjustment or leukocyte-stimulating agents. Nevertheless, 

the leukopenia subgroup was very small (n=13) and no external validation was performed, making 

overfitting likely. 

3.2.2. IBD 

Response to IBD treatment varies widely due to complex factors, but clinical indicators alone 

(e.g., age, sex, disease extent, inflammatory markers) have shown poor predictive power. For 

example, only ~50% of UC patients respond to 5-aminosalicylic acid (5-ASA), and up to 40% exhibit 

primary resistance to anti-TNF therapy. In pediatric CD, exclusive enteral nutrition (EEN) induces 

clinical remission in ~80%, but <50% achieve biomarker normalization. These limitations have 

motivated the integration of biological data into prediction models [105,106]. 

Microbial features have also shown promise in predicting treatment response. In UC, non-

responders to 5-ASA had lower baseline abundance of F. prausnitzii, Blautia massiliensis, and 

Phascolarctobacterium faecium [106]. An RF model trained on these three taxa achieved internal (AUC: 

0.8) and external validation (AUC: 0.82), with a specificity of 88%. Clinical variables showed no 
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significant differences between groups, highlighting the microbiome’s added value. However, this 

study was limited by a small, single-center cohort. In pediatric CD, a prospective study integrating 

clinical, dietary, cytokine, proteomic, microbiome, and fecal metabolite data predicted response to 

EEN [105]. A multicomponent RF model performance was superior to the clinical-only model (78% 

accuracy, 80% sensitivity, and 77% specificity), highlighting key predictors including SCFA-related 

taxa such as Ruminococcaceae and Bacteroides, as well as fecal metabolites like butyrate and acetate. 

Yet, the paradoxical finding that lower baseline SCFAs were linked to response and the modest 

sample size highlight mechanistic and generalizability concerns. 

Multi-cohort analyses have reported distinct microbial signatures associated with remission 

after biologic therapy. An RF model derived from baseline stool microbiota profiles predicted 

remission of IBD at 22 weeks after biologic treatment (AUC: 0.895 internal, 0.75 external), reporting 

enrichment of SCFA-producing genera in responders [107]. While this study used multi-cohort data, 

residual batch effects may persist despite correction. Heterogeneity across cohorts and the relatively 

limited number of patients in the final analysis (133 internal and 29 external) remain important 

concerns. In addition, subgroup heterogeneity in response between anti-TNF and anti-IL-12/23 

treatments may act as a confounder, so a larger-scale, balanced prospective validation is needed in 

the future. Withdrawal of anti-TNF in UC was examined by transcriptomic and mucosal microbiome 

characterization that identified microbial and gene expression biomarkers of durable remission and 

enabling biomarker-guided treatment de-escalation [108]. However, this work remained a proof of 

concept approach with only nine patients (n=9). Also, the requirement for escalation of IBD therapy 

was forecasted using baseline metagenomic and EHR data (AUC ~0.75), where a lower abundance of 

SCFA-producing bacteria, such as Roseburia, was related to higher risk for escalation [109]. However, 

following FDR corrections for multiple testing (FDR > 0.1), no microbial species or pathways were 

significant. This lack of reproducibility likely reflects substantial inter-individual variability as well 

as methodological differences in sample processing and bioinformatic pipelines. 

For FMT, donor–recipient microbial interactions influenced treatment response [110]. 

Specifically, enterotype combinations (such as Bacteroides-dominant recipients with Prevotella-

dominant donors) showed higher remission rates (69.3% vs 34.5%). An enterotype-based donor 

selection (EDS) model achieved an AUC of 0.80, and external validation cohorts demonstrated 

significantly improved outcomes with EDS-guided donor–recipient matching (response rates 93.3% 

vs 37.0%). Nonetheless, the lack of standardized enterotyping methods, restricted donor availability, 

and uncertain reproducibility across centers constrain clinical translation. 

Microbiome-informed models consistently outperform clinical predictors in CRC and IBD. 

However, translation is limited by small sample sizes, modest external validation, batch effects, and 

therapy-specific heterogeneity. Reproducibility is further hindered by inter-individual variability, 

dietary and treatment confounders, and inconsistent analytic workflows. 

3.3. Prognosis from Risk Stratification to Surveillance 

3.3.1. Prognosis in CRC 

Baseline microbiota patterns stratified CRC prognosis. A study using RF and LASSO identified 

three microbial clusters differing in diversity and survival outcomes. Eight taxa (e.g., Synechococcus, 

Candidatus Nitrosotenuis) were strongly associated with survival based on Cox regression [111]. While 

encouraging, these associations varied by preprocessing pipeline, underscoring methodological 

instability. 

In a longitudinal analysis, stool samples collected before and one year after curative CRC 

surgery showed that while F. nucleatum declined, bile acid–producing species like Clostridium 

scindens and carcinogenic metabolites like DCA increased [112]. A post-surgery RF model revealed 

that some patients retained high microbiome-derived risk scores, indicating incomplete microbial 

restoration. However, this study was limited by its single-center design, short one-year follow-up, 

and lack of external validation, restricting generalizability. 
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CRC with BRAF V600E mutations possessed distinct microbial signatures, including ten taxa, 

such as Prevotella enoeca and Ruthenibacterium lactatiformans, which distinguished mutation status 

(AUC: 0.85), with potential implications for stratifying molecular subtypes [113]. Although 

biologically plausible, the results were derived from modest sample sizes and may be confounded 

by tumor sidedness and overlapping molecular features. 

3.3.2. Prediction of Flare, Relapse, and Progression in IBD 

A metagenome-based RF classifier distinguished relapse in CD (AUC: 0.769), linked to specific 

taxa and metabolic pathways like propionate metabolism [114]. The signal was linked to propionate 

metabolism rather than community diversity, highlighting functional over taxonomic relevance. A 

mucosal biopsy-based XGBoost model incorporating multi-omics data predicted CD and UC relapse 

frequency (AUC: 0.84). Novel stratification by succinotype (Dialister vs Phascolarctobacterium) 

reflected relapse rates (0.51 vs 0.26/year) within 4 years of colonoscopy [115]. While novel, these 

findings were not replicated externally, leaving uncertainty about reproducibility. 

An RF model incorporating stress reactivity (SR), based on fecal and plasma metabolites and 

mucosal microbes, predicted future flares in UC (AUC up to 0.91). SR was associated with elevated 

Ruminococcaceae and Lachnospiraceae and metabolites [116]. This underscores the value of 

psychosocial–microbiome interactions, but the study was also limited to a small single-center cohort 

with internal validation only. 

Long-term progression in CD was stratified using mucosal-luminal microbiota, metabolomics, 

and host genetics. Worse phenotypes were linked to Faecalibacterium and Parasutterella loss [117]. 

However, this was derived from a tertiary referral center, raising concerns about referral bias. A 

multimodal XGBoost model, including magnetic resonance imaging, microbiome, and metabolome 

data, predicted bowel injury. Erysipelatoclostridium and fecal alanine emerged as key predictors [118]. 

Despite this methodological advance, the study was geographically confined to Chinese cohorts, 

potentially limiting applicability to broader populations. 

Postoperative recurrence in CD was predicted using mucosal microbiota sampled after ileocecal 

resection, and clinical factors (AUC: 0.78) [119]. Recurrence was associated with Fusobacteriaceae of 

recolonization and loss of butyrate producers, but perioperative exposures such as antibiotics and 

diet were potential confounders. 

3.3.3. Early Detection and Shared Modeling 

A GNN model captured structural patterns across IBD, CRC, and HC, achieving predictions of 

IBD (AUC: 0.93) and CRC (AUC: 0.90), which emphasized disease-specific microbial connectivity 

[120]. However, validation was limited to public datasets with internal splits, leaving external 

reproducibility untested. A logistic regression model with demographics, lifestyle, and microbiome 

data predicted colorectal adenoma (AUC: 0.84) [121]. Addition of F. nucleatum and pks+ E. coli 

improved risk estimation. The research suggested screening individuals with high risk at age 42, ten 

years before the present general practice. But lifestyle data were collected through questionnaires 

subject to recall bias, and multicohort replication was geographically restricted, raising questions 

about cultural specificity. 

4. Beyond Feces: Expanding the Microbiome Landscape 

Although fecal microbiome profiling has been widely used in gastrointestinal disease research, 

it provides only a limited perspective of the gut ecosystem. Site-specific microbial communities in the 

oral cavity, intestinal mucosa, and small intestine have their distinct taxonomic and functional 

profiles linked to inflammation in IBD and tumorigenesis in CRC. These under-explored niches may 

provide enhanced diagnostic precision, particularly when fecal biomarkers fall short (Figure 2). Key 

diagnostic metrics, representative taxa, sampling considerations, and current AI applications for each 

niche are summarised in Table 3. 
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Figure 2. Conceptual workflow linking site-specific microbiota to intestinal disease and computational 

analysis. Three anatomical niches—oral cavity, mucosal-associated microbiota (MAM), and small-intestine 

microbiota—converge to drive dysbiosis and chronic inflammation, which progresses to IBD and CRC. 

Downstream, an AI/ML Integration layer illustrates current analytics: validated niche-specific classifiers (saliva 

AUC 0.90–0.97; mucosal AUC 0.85–0.93), explainable AI (SHAP), and emerging multi-omic or graph-based 

models for cross-site risk prediction. Solid arrows trace this biological-to-computational flow. Abbreviations: 

AI, Artificial Intelligence; ML, Machine Learning; IBD, Inflammatory Bowel Disease; CRC, Colorectal Cancer. 

Table 3. Comparative summary of gut-associated microbiota niches across five domains. Side-by-side 

comparison of Oral, MAM, and Small-intestine microbiome across five domains: diagnostic utility, key bacterial 

taxa, sampling methods, challenges, and current AI/ML integration. Quantitative AUCs are drawn from peer-

reviewed studies. 

 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 5 September 2025 doi:10.20944/preprints202509.0494.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202509.0494.v1
http://creativecommons.org/licenses/by/4.0/


 19 of 35 

 

Abbreviations: IBD, Inflammatory Bowel Disease; CRC, Colorectal Cancer; F. nucleatum, Fusobacterium 

nucleatum; S. anginosus, Streptococcus anginosus; P. intermedia, Prevotella intermedia; F. prausnitzii, 

Faecalibacterium prausnitzii; A. muciniphila, Akkermansia muciniphila; AIEC, adherent-invasive Escherichia 

coli; R. gnavus, Ruminococcus gnavus; xAI, explainable Artificial Intelligence; AI, Artificial Intelligence. 

4.1. Oral Microbiome 

4.1.1. Oral–Gut Axis: Microbial Translocation and Systemic Inflammation 

The dense microbial ecosystem of the oral cavity affects systemic health via the oral–gut axis. 

Barrier dysfunction is permissive for the translocation of oral bacteria to distal gastrointestinal 

locations. Fusobacterium nucleatum binds to intestinal epithelial cells [122], enhances immune 

evasion [123], and promotes tumorigenesis in CRC models [124]. Oral and tumor isolates are identical 

through strain-level detection using CRISPR–Cas genotyping, establishing molecular evidence of 

oral-gut translocation. [125]. In IBD, weakened barrier integrity permits colonization by oral 

pathobionts such as Veillonella, Streptococcus, Prevotella, and Porphyromonas gingivalis, triggering 

immune activation and fostering inflammation [126–129]. 

4.1.2. Dysbiosis of Oral Microbiota in IBD and CRC 

Distinct oral microbial populations have been reported in both IBD and CRC. In IBD, the salivary 

microbiome often shows increased levels of Prevotella, Veillonella, Atopobium, and Megasphaera [130]. 

By contrast, CRC-associated profiles frequently include higher detection of Streptococcus anginosus, 

Peptostreptococcus stomatis, Prevotella intermedia, and Fusobacterium nucleatum [131]. Notably, P. 

intermedia has been connected to periodontitis severity [132], while F. nucleatum appears more 

common in advanced cases and associates with overall salivary makeup [133]. Moreover, tongue-

coating research has revealed high levels of Streptococcus sanguinis and Prevotella oris in CRC, with 

Atopobium rimae contributing most to predictive models [134]. These findings may suggest that oral 

and dental conditions could serve as indicators of IBD and CRC. 

4.1.3. Diagnostic Potential of Salivary Microbiome 

Saliva serves as a useful non-invasive medium for assessing microbial communities because of 

its ease of collection. In CRC, Bifidobacterium functions as a bacterial biomarker, whereas 

Fusobacterium, Dialister, and Catonella distinguish patients from controls [135]. In a study using 16S 

rRNA sequencing with sPLS-DA, diagnostic AUCs reached 0.966 for IBD versus control and 0.923 for 

distinguishing CD from UC, with key differential taxa including CD-enriched Fusobacterium and 

Dialister, and UC-enriched Prevotella and Bacteroides [136]. Findings indicate the potential of oral 

microbiota in paralleling intestinal pathology. 

4.1.4. AI-Driven Approaches 

Rather than relying on individual taxa, ML trained on several salivary profiles has shown 

stronger performance. For instance, Streptococcus infantis and Desulfovibrio desulfuricans achieved 

modest AUCs (0.74 and 0.653), whereas salivary microbiome-based models yielded an AUC of 0.91 

for CRC prediction [137] and C-index of 0.866 in ML-powered nomograms [138]. xAI promises to 

transform research by revealing risk mechanisms, building on fecal microbiome successes using RF 

models with SHAP analysis [26]. 

4.2. Mucosal-Associated Microbiota (MAM) 

Mucosal-associated microbiota differ markedly from luminal communities, and mounting 

evidence shows they provide superior bacterial “footprints” for phenotype discrimination [139,140]. 

Along the intestinal segments, mucosal profiles retain 94.7% similarity regardless of clinical status, 

highlighting their stability and value for the detection and diagnosis of IBD and CRC [141]. Proximity 
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to the epithelium permits direct immune modulation: commensals such as F. prausnitzii and A. 

muciniphila bolster barrier integrity, whereas adherent-invasive E. coli breach the epithelium and 

drive CD [142,143]. Endoscopic biopsies now enable high-resolution spatial analyses. In murine 

colitis, spatial transcriptomics revealed localized down-regulation of barrier genes and up-regulation 

of antimicrobial peptides at sites of microbial infiltration [144]. 

Based on such molecular and spatial data, advanced computational approaches, including ML, 

are increasingly applied to decipher complex host–microbe interactions. For instance, in large human 

cohorts integrating mucosal RNA-seq with 16S sequencing, researchers apply sparse canonical 

correlated analysis (CCA)-based ML to map co-association networks between microbial taxa and host 

gene modules linked to IBD inflammation [145]. Complementarily, graph-based models such as 

MGMLink infer mechanistic host–microbe interaction pathways from knowledge-graph data [146]. 

4.3. Small Intestine (SI) Microbiome 

Compared with the colon, the small intestine has rapid transit, acidic pH, bile exposure, and low 

microbial density [147,148]. This milieu favors inflammation-prone taxa. In early CD, expansions of 

E. coli strain 35A1 and R. gnavus are reported in the ileal mucosa, and their metabolites can injure the 

epithelium [149]. Concomitantly, anti-inflammatory species decline [150]. Genetic mutations that 

disrupt bile-acid regulation further aggravate these shifts [151]. In CRC, small-intestine–derived bile-

acid metabolites may influence tumorigenesis at distal colonic sites, positioning the SI microbiome as 

an upstream regulator of gut ecology and host responses [53]. 

Sampling remains difficult because of anatomic inaccessibility. Conventional endoscopy reaches 

the duodenum and jejunum but carries discomfort and sampling bias. Newer approaches, which 

include string tests, capsule endoscopy with sampling, and nasoduodenal tubes, increase access yet 

are not widely adopted [148,152]. Stoma effluent offers a practical window into SI communities, 

though cohorts are small and confounded by clinical and dietary factors [153]. Analytically, low 

biomass, higher oxygen tension, and contamination risk complicate profiling; rapid transit and diet-

driven fluctuations add temporal variability, weakening longitudinal inference and statistical power 

[148]. 

5. Considerations When Applying AI to Microbiome-Based Prediction 

5.1. Limitations of Previous Machine Learning Approaches 

While ML has been widely applied to predict diseases based on the microbiome, earlier research 

has had methodological difficulties in developing sufficiently advanced models for clinical usage. 

Major points were that the training and evaluation workflows were improperly separated. Some 

models selected features prior to cross-validation, which was reported to result in information 

leakage and overestimated performance, or repeated or non-independent samples were treated 

randomly, thereby compromising generalizability across the data [154]. In other cases, many models 

were tested within a single cohort and became susceptible to technical artifacts, such as batch effects, 

which were shown to have lower AUC in external validation [69]. Benchmark of Data Processing 

Inconsistent preprocessing and handling of metadata also hindered reproducibility [155]. Input data 

based on OTU or ASV tables was sometimes found to be dependent on inaccurate or incomplete 

taxonomic labels, potentially missing biologically meaningful assessments [156]. Moreover, the 

coexistence of high dimensionality and sparsity of microbiome data made extracting stable patterns 

by conventional ML challenging [157]. Overlooking specific factors of subgroups was found in 

ensemble models [158], and the complexity of decision path classes decreased their interpretability 

[159]. Although many models have identified associated taxa to each disease, few have set the 

findings into biologically coherent models or mechanistic frameworks to overcome these problems 

[160]. 
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5.2. Considerations for Robust Generalization 

It should ensure robust generalization for the prediction models to be distributed to the clinical 

field. One widely used method is leave-one-dataset-out cross-validation (LODOCV), 

which excludes each dataset by turn from training iteration, to mimic identifying model 

performance on cohorts not encountered before [69]. To prevent information leakage, a study was 

designed to confine preprocessing steps, such as feature selection and normalization, to the training 

set, and to balance the distribution of each class by disease type and sample origin, allowing it to 

learn clinically relevant patterns. Moreover, normalization by study size on evaluations minimized 

bias from the size of each cohort. In a distinct approach, from paying attention to the property of real-

world data lacking diagnostic labels, preprocessing relied on batch metadata rather than disease 

status alone [157]. Some metrics, such as LISI and PERMANOVA, were applied to determine whether 

batch correction effectively removed noise without discarding relevant variations. Another study 

nested feature selection within cross-validation iterations, ensuring each selection was made 

exclusively within the training set [154]. These methodological endeavors demonstrate how the 

design of validation and preprocessing can critically affect a model’s generalizability. 

Addressing generalization beyond cross-checking, control augmentation strategies enabled the 

model to learn from baseline variability and reduce overfitting, such as introducing samples from 

HC from an external dataset into the training set [154]. Another study introduced the transformer, 

pretrained on the data, and a frozen encoder while fine-tuning the classifier layer only, resulting in 

stable performance without further adaptation [161]. Ensemble methods, such as stacking, combined 

distinct models trained on clinical and microbial data into a meta-learner that weighted each model 

based on its generalizability [162]. However, it was criticized that the combination of taxonomic and 

functional profiles, which were eventually derived from the same sequencing data, did not improve 

performance, but taxonomic features alone could suffice [157]. 

Another unique and comprehensive attempt to improve robustness was an end-to-end pipeline 

titled ‘comprehensive data optimization and risk prediction framework’, which incorporated triple 

optimization imputation, reduced dimensionality by adopting an importance-weighted variational 

autoencoder, and tuned hyperparameters, achieving surpassing generalizability compared to 

traditional ML [163]. 

5.3. Strategies for Data Optimization and Preprocessing 

Preprocessing also plays a critical role in predicting well in the flood of real-world data, by 

structuring and cleaning the dataset. Unsupervised filtering and normalization, such as introducing 

prevalence thresholds, minimized noise while restraining information leakage [154]. Another study 

adjusted data distribution to normality, applied rank transformations to reduce noise, and filtered 

high-dimensionality before modeling [164]. 

In parallel, data optimization aims to enhance the quality of input. The log-ratio transformation 

was shown to stabilize recursive feature elimination, reducing sensitivity to scaling, and led to the 

identification of more reproducible predictive taxa [155]. Stability selection to CCA identified 

microbial and metabolomic variables, which emerged consistently across subsampled datasets [165]. 

An alternative framework bypassed conventional OTU or ASV altogether, and caught graph-based 

representations from raw 16S sequences, yielding structured inputs [156]. 

5.4. Explainability as a Translational Consideration 

Interpretability is also a crucial component for the clinical application. Post hoc explanation 

tools, such as SHAP, have been widely utilized to highlight not only globally but also individually 

important microbial features concerning patient-specific factors, including diet and medication usage 

[158,166]. However, some researchers have attempted to build unique frameworks to interpret the 

model from the beginning. Logic-based rule extraction extracted readable rules from decision trees, 

revealing specific taxa combinations related to disease states [159]. Another framework utilized 
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sparse generalized CCA filtering to build biologically coherent modules from multi-omic features 

[160]. Interestingly, utilizing natural language processing allowed it to learn contextual relationships 

among taxa, revealing key clusters [161]. Collectively, these methods show that explainability can be 

an integral part of the design. 

6. Conclusions 

Recent efforts in microbiome research utilizing AI have revolutionized our insights into IBD and 

CRC, reinforcing their distinct pathological mechanisms while revealing both shared and unique 

dysbiotic patterns. This review highlights how AI-powered microbiome analysis has enabled early 

detection, non-invasive diagnosis, treatment stratification, and prognosis prediction in both IBD and 

CRC patient populations. Despite these practical feasibility challenges, such as generalization and 

data optimization, the most critical barrier remains the limited interpretability of AI models, which 

arises from their inherent complexity. Moreover, acquisition is limited to feces, while the nature of 

the microbiome varies along anatomical locations; therefore, there are emerging approaches to gather 

data from other sites. Ultimately, the integration of AI and microbial data would become a standard 

tool in the management of digestive diseases, translating the complexity of individual diversity into 

precision medicine approaches tailored for the distinct pathologies of IBD and CRC. As these 

approaches mature, they are expected to support the development of precision medicine, enabling 

more tailored prevention, diagnosis, and treatment strategies that directly improve patient outcomes. 
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