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Abstract

As Intelligent Transportation Systems (ITS) transition towards automated ecosystems, the deployment
of advanced wireless charging technologies becomes a critical infrastructure requirement. Central
to the management of these networks is the Open Charge Point Protocol (OCPP), which ensures
interoperability across diverse hardware vendors. However, the reliance on digital communication for
power transfer introduces significant cybersecurity vulnerabilities. This paper presents a methodology
for evaluating the impact of cyber-threats on urban transport services, with a specific focus on the
communication layers that support these Advanced Wireless Power Transfer (WPT) environments.
Utilising Stochastic Petri net (SPN) ontology, we model the operational states of an Electric Vehicle (EV)
service—including the activation and the arrival phases—to quantify how protocol-level vulnerabilities
affect service reliability. We introduce an Extended Vulnerability List (EVL) and analyse two distinct
scenarios: a public transport service and a weather forecasting integration. Our results demonstrate
that as wireless charging moves towards standardization, the security of the OCPP-based backbone
is a fundamental necessity for preventing service disruption. The proposed assessment framework
provides a roadmap for securing the next generation of dynamic wireless charging infrastructures
against evolving cyber-physical threats.

Keywords: Intelligent Transportation Systems (ITS); Advanced Wireless Power Transfer (WPT);
cybersecurity; Open Charge Point Protocol (OCPP); Stochastic Petri Nets (SPN); EV charging networks

1. Introduction

In the framework of Intelligent Transport Systems (ITS), the integration of IoT-based solutions
provides the architectural interoperability required to improve service availability and quality. These
intelligent layers transform the ITS decision-support system by enabling real-time, secure data ex-
change between vehicles, infrastructure, and third-party stakeholders. While this data-driven approach
accelerates the decision-making cycle, it fundamentally redefines the operational logic of ITS functions.
By incorporating complex external variables and edge-computed data into the system, the original
execution models of key services—most notably automated fleet management and traffic flow opti-
misation—are structurally altered to accommodate a more dynamic and interconnected operational
environment.

The security of the fleet-management process is vital for the greater acceptance and development
of an IoT-based transportation service. Because such a service incorporates many devices and appli-
cations, the overall security depends on the individual vulnerabilities of each hardware or software
component within the service. When data from a third-party service is integrated, the third-party
vulnerabilities also become security factors for the transportation service.
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Fleet management in an IoT-based transportation service also includes the important subpro-
cess of fleet charging, when the fleet consists of smart electric vehicles (EVs). EVs are part of smart
transportation and operate within the smart electrical infrastructures to which they connect, forming a
complex system composed of a variety of entities and technologies [1-4]. Although security technolo-
gies have already been integrated into certain Vehicle-to-Infrastructure (V2I) systems [5-7], specific
challenges of the EV charging infrastructure have not been adequately addressed.

The rapid expansion of Electric Vehicle (EV) infrastructure is being accelerated by global sustain-
ability goals and supportive government policies. In the European context, this growth is driven by
new legislative frameworks such as the EU AFIR [8] for the deployment of alternative fuel infrastruc-
tures, which require standardised communication and secure data exchange for all public charging
points. Consequently, the transition towards advanced wireless charging within ITS must now comply
with strict regulatory requirements for interoperability and resilience. Within this framework, the
Open Charge Point Protocol (OCPP) has emerged as the primary standard.

OCPP stands out as the de facto protocol among the protocols used for the communication within
an EV charging network, also known as Plug-in Electric Vehicle (PEV) network. The protocol is used
in 148 countries, supported by more than 65,000 installed and operational charging stations [9]. More
than 40 charger manufacturers have also been reported to incorporate OCPP into their products [10,11].
OCPP is supported by the global consortium of public and private EV-infrastructure leaders, the Open
Charge Alliance (OCA), which consists of more than 220 member companies active in the field of
electric mobility [12].

As the industry shifts towards the standardisation of Advanced Wireless Power Transfer (WPT)
systems [13,14], the role of OCPP becomes even more critical. It serves as the primary communication
backbone that ensures interoperability between various hardware vendors and charging infrastruc-
tures. However, this interoperability—while essential for the scaling of Intelligent Transportation
Systems—also creates a broader unified attack surface by expanding the set of ITS vulnerabilities.
Ensuring the security of the protocol is therefore not just a software requirement but a fundamental
necessity for the safe and reliable deployment of automated wireless charging ecosystems. The recent
development and release of the protocol indicate that the study of the level of OCPP security is ongoing
[15,16]. Equally worthy of study is the level of security for an overlying ITS and the impact of the
OCPP-based PEV network on the transport service.

Although OCPP 1.6 offered only basic security, the transition to OCPP 2.0.1 and the subsequent
standardisation of IEC 63584:2024 [17] introduced mandatory security profiles that prioritise encrypted
transport via TLS and certificate-based authentication. Although these architectural changes are
designed to mitigate legacy threats, the slow industry adoption of 2.0.1 means that older high-impact
vulnerabilities—such as those analysed in this paper—remain prevalent in current operational fleets.
Analysing these indicative vulnerabilities provides a baseline for evaluating whether modern security
profiles effectively close these persistent gaps.

The contributions of this paper regarding the security problem under study in the vehicle-fleet
charging subprocess are summarised as follows:

(a) the modelling and security evaluation of the fleet-management process of the formerly proposed
iBuC IoT-based transport service in two data-exchange scenarios, each involving a different
third-party service;

(b)  the description of the entities involved in the OCPP-based PEV network within the iBuC service;

(c) the presentation of the extended vulnerability list of the iBuC service considering the OCPP-
based PEV network active components;

(d)  the security evaluation of the proposed iBuC transport service on the basis of the extended
vulnerability list.

The paper is structured as follows; in Section 2, related work on ITS and OCPP-based PEV

network security issues is presented; in Section 3, the formerly proposed security assessment method
is presented, as well as the modelling and security evaluation of the fleet-management process of
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the formerly proposed iBuC IoT-based transport service; in Section 4, the impact evaluation of the
OCPP-based PEV network on the iBuC security is shown; in Section 5, the results of the OCPP-based
PEV network impact evaluation on the iBuC security are further analysed. Finally, the conclusions and
future research directions are presented in Section 6.

2. Related Work

Communication security in the transportation ecosystem is crucial. Recent studies attempt to
identify critical security vulnerabilities in ITS [18-22]. The security issues of internal ITS processes,
such as the ITS interconnection with third-party services, were noted to be of great importance
[23-25]. The internal process of an ITS EV charging network was studied using a security risk
assessment framework, in a high-level approach without focusing on the recorded vulnerabilities of
the architectural components of ITS EV charging [26].

The modelling of an IoT-based service has to address the challenges of depicting the behaviour
of distributed, heterogeneous, and interconnected nodes. Based on these grounds, the tool named
Apparatus [27] was proposed for domain-specific modelling and security analysis of an IoT-based
service, while a code generation framework using a respective modelling language, namely ThingML
[28], provided the semantics for modelling the software components and enabled automatic code
generation from the model. The Hierarchical Attack Representation Model (HARM) [29] was used
to model an IoT-based network. The HARM assessment was based on the security metrics for the
respective vulnerabilities, as they were provided by the National Vulnerability Database (NVD) [30].
This assessment was conducted for different time intervals and taking into account the mobility of the
nodes. In [31], security metrics were classified into two categories, host-based and network-based. The
former category was studied on the basis of the probability of attack success, while the latter category
was studied on the basis of the proximity of the attacker to one or more assets.

A stochastic modelling approach was evaluated using Petri nets for the security analysis of an
IoT-based service [32]. The Petri net ontology was used for the model of a well-known malware
infection and the evaluation of a mitigation method [33]. Furthermore, the Petri net ontology was used
to model the orchestrating mechanisms within IoT-based services [34]. Changes in IoT entities and
the IoT environment were shown to be unable to fully rely on static modelling methods. In addition,
operational representations of the IoT in meta-models were found to enable verification and simulation
in various fields, such as cybersecurity [35].

OCPP was studied as the main communication protocol amongst the components of a PEV
network, namely the Charging Station (CS), the Electric Vehicle Supply Equipment (EVSE) and
the Charging Station Management System (CSMS) [7,36,37]. A more recent study identified the
vulnerabilities of the OCPP and the main components of the PEV network [38,39]. In other cases, a
mathematically orientated model was analysed on the basis of vulnerabilities in the components of the
PEV network to produce a security metric [40]. However, the identification of all the vulnerabilities in
an OCPP-based PEV network is still in progress mainly due to the spread of PEV networks. Moreover,
the security evaluation of the OCPP-based PEV network is usually not focused on the impact of the
network on the overlying ITS.

3. Modelling and Security Assessment Method

In [41], we applied a modelling and security assessment method in the fleet management of
the Intelligent Transportation Service (ITS), namely the intelligent Bus on Campus (iBuC), which we
previously proposed in [42], that facilitates electric vehicle transit between internal campus nodes and
peripheral public transport interchanges. We studied the service in two scenarios, in each scenario,
the integrated third-party IoT service was different. The fleet management process model for each
scenario was based on the Stochastic Petri net (SPN) service model. The models were compared and
contrasted in terms of states and transitions to provide a baseline indicator of how data flows shift
between the two scenarios and how third-party IoT integration impacts the service life cycle.
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Moreover, in [41], we investigated how the IoT third-party service affects the service life-cycle. In
this context, the SPN models of the two service scenarios were then used as the basis for the security
assessment, leading to a numeric representation of the security level of each case, as another indicator
of how data flows shift between the two scenarios.

The security assessment process resulted in the security metric of the service, based on the
components participating in every state and the associated weaknesses, expressed by indicative
vulnerabilities. The findings indicated that shifts in the service life cycle and security posture are
directly associated with the incorporation of third-party IoT services.

The security assessment process included three phases; (1) Stochastic model of the service in each
scenario and analysis of the models, (b) compilation of the vulnerability list of the iBuC service and
identification of actors within the service, and (c) security assessment of each model.

In this work, the security assessment process will demonstrate the impact of the OCPP-compliant
PEV charging infrastructure on the iBuC service.

3.1. Stochastic Modelling of the Service

The actors in the fleet management process of the iBuC service are: (1) the autonomous vehicle
(AV) fleet; (b) the Control Unit (CU) of the service that gathers fleet data (e.g., the position, direction,
and speed of the EV, the number of passengers on-board and pending service requests) and supports
the decision-making process [43]; (c) the client application, which is accessible via smartphone devices
and the web and offers a user interface to place and monitor itinerary requests; and (d) the third-party
services.

The iBuC fleet management was implemented considering two scenarios: in the first scenario, the
data from the Public Transportation System (PTS) was integrated, and in the second scenario, the data
from a Weather Forecasting Service (WFS) was integrated.

The third-party data integration feature introduces events that cannot be fully and timely pre-
dicted. Nevertheless, the lack of a detailed time-sequence for events and the inherent complexity of an
IoT service can be sufficiently depicted by employing the Stochastic Petri net (SPN) modelling method
[44]. The SPN formalism allows for modelling the duration of activities and the delay between events
by using tokens and the firing settings of the transitions [45,46]. Thus, the adoption of the SPN model
can form the basis of the IoT service security assessment method [47] at the service design phase.
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Figure 1. iBuC-PTS fleet management model
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Figure 2. iBuC-WFS fleet management model

In the iBuC-Public Transport Service (iBuC-PTS) scenario (Figure 1), the service life cycle was
dynamically adjusted based on real-time PTS itinerary data to optimize (a) passenger wait times at
interchange nodes and (b) the on-time arrival rate per PTS route. Under this adjustment, the EV fleet
was triggered to navigate a comprehensive route through all service boarding nodes (BNs) within the
local network, terminating at the destination node (DN) closest to the public transit hub.

Conversely, in the scenario of the iBuC-Weather Forecasting Service (iBuC-WFS) (Figure 2), the
service life cycle adapted to the incoming WFS alerts regarding extreme weather to prioritise passenger
and fleet safety. These tactical adjustments included (a) the expedited completion of all active routes
based on real-time EV positioning and service status, and (b) the suspension of operations by the iBuC
Control Unit (CU) as a protective measure.

The states P0O:[Fleet idle - EV charging] to P5:[Third-party incoming data] were common for both
the iBuC-PTS and iBuC-WFS models. However, P6:[Full-route service triggered] was the state in which
a full-route service was activated for all EVs in the fleet and the state that preceded the activation of
state P5 in the iBuC-PTS model. The state that preceded the activation of the P5 state in the iBuC-WFS
model was the PO state, as is the case where an incoming alert leads to a service suspension.

Table 1. Fleet Management States

States iBuC-PTS | iBuC-WFS
PO Fleet idle - EV charging ) | °
P1 EV activated ° | °
P2 EV arrives at BN ° ‘ °
P3 Service request is placed ° | °
P4 EV arrives at DN ° | °
P5 Third-party incoming data ° | °
P6 Full-route service triggered ° | o

The states P1:[EV activated] and P2:[EV arrives at BN] were critical transition points in the
operational lifecycle of the EV fleet. In the context of dynamic WPT (charging-while-driving), these
states require near-instantaneous and secure OCPP handshakes as the vehicle moves across various
charging segments. Unlike static charging, where time-delays in authentication are manageable, the
mobility inherent in states P1 and P2 requires a communication framework that can handle rapid,
secure authentication to maintain continuous energy transfer without compromising the service
cybersecurity.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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3.2. Weaknesses and Vulnerability List

The next phase of the service assessment process was the identification of service weaknesses,
using the Architectural Concepts list provided by the Massachusetts Institute of Technology Research
& Engineering (MITRE) database [48]. This weakness list also included an indicative vulnerability for
every weakness, chosen based on the following two criteria; (a) the relevance between a vulnerability
and the component of the service, and (b) the impact of a vulnerability on the integrity and privacy of
the service data, represented by the vulnerability security score [30]. These criteria ensured that the
selected vulnerabilities were the most significant for the service weaknesses.

The relevance of a vulnerability was defined by the logical association of the vulnerability with
the state of the service. The relevance criterion helped to select the group of vulnerabilities that were
inherent in the software and in the hardware included in the service. Within this group of relevant
vulnerabilities, some had a rather greater impact, due to their more frequent exploitation. The use
of the Common Vulnerability Scoring System (CVSS) Base Score [30] showed the level of impact for
the specific entity (i.e., software, hardware component and OS, among others) that suffered from the
vulnerability. The CVSS Base Score represented the severity of the vulnerability on a scale of 0 to 10,
where 10 was the most critical value. The impact criterion limited the group of relevant vulnerabilities
to the most critical ones.

The security issues of the iBuC service depend on the weaknesses of the CU, the EV fleet, and the
consumers (i.e., their smart device or the service’s passenger application). The selection of the iBuC
Vulnerability List (VL) was made taking into account the vulnerabilities of the service weaknesses
(Table 2). Each vulnerability was represented by the CVE-ID and had metrics that reflected the
exploitability and the impact of the vulnerability [30]. The CVSS Temporal Score was a numeric
representation of the mitigation of vulnerability in the case of applying patches or fixes, if available. In
case no patches or fixes existed, the CVSS Temporal Score had the same value as the CVSS Base Score.

Table 2. Vulnerability List (VL)

. CVSS
CVE Description BS | TS
CVE-2017-7214 Information Exposure 9.8 | 9.1
CVE-2018-4878 (Resource) Use After Free 9.8 | 9.1
CVE-2018-8174 Failure to Constrain Operations 75173
CVE-2017-0199 Access Control (Authorization) Issues 7.8 | 6.6
CVE-2018-7600 Improper Input Validation 9.8 | 85
CVE-2018-12942 OS Command Injection 8.8 | 8.1
CVE-2018-14643 Improper Authentication 9.8 | 88
CVE-2018-10635 Missing Critical Function Authentication 98179
CVE-2016-6829 Use of Hard-coded Credentials 9.8 | 87
CVE-2016-5788 Improper Authorisation 10 | 8.3
CVE-2016-5062 Incorrect Resource Transfer 9.8 | 83
CVE-2016-8209 Improper Check 75| 6.6
CVE-2017-5239 Inadequate Encryption Strength 75|71
CVE-2017-17717 Broken Cryptographic Algorithm 9.8 193
CVE-2017-7901 Use of Insufficiently Random Values 8.6 |76
CVE-2017-18146 Improper Crypto Verification 9.8 | 85
CVE-2016-5069 Insufficient Session Expiration 9.8 | 9.1
CVE-2016-7124 Deserialization of Untrusted Data 9.8 | 85
CVE-2018-12689 LDAP Injection 9.8 193

BS: Base Score TS: Temporal Score

3.3. Security Metric Calculation

The final phase of the assessment provides a quantitative representation of the service security
level by calculating the Frequency of Occurrences (R), Severity (W), and Risk (P). This process is taking
under consideration the Common Vulnerability Scoring System (CVSS) values from the Vulnerability
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List (VL) to derive the Security Metric (SMy ). The aforementioned metrics were calculated with the

following equations:

K

R=—Z——, (1)
i1 Ai

where K is the number of vulnerabilities per weakness, 7 is the number of model SPN states, and the
denominator is the sum of states affected by the K vulnerabilites of the weakness [49].

W_i# @)
~ Z K CR-IR-AR’

where V; is the CVSS base score of each vulnerability, and CR, IR, and AR are the Environmental
Metrics of the vulnerability. The Environmental Metrics quantify how specific deployment contexts
influence the likelihood of vulnerability mitigation versus exploitation [30].

R
p= ’ (3)
:

where R is calculated using Eq.1, and the denominator is the total Frequency of Occurrences of the m
number of weaknesses.

1=

SMyL(0) = ) _(P-W), 4)

l
—

where P is the result of Eq.3 and W is the result of Eq.2 respectively, for the m number of the weaknesses.
As the value of SM y(0) increases, a more critical level of service security is depicted. As the
vulnerabilities are mitigated or even eliminated, the Environmental Metrics vary, the vulnerability
severity decreases, leading to a mitigated security metric SMyy ().

Table 3. Security Metrics

Models Metrics
iBuC-PTS SMy(0) =9.14 | SMy(t) =8.15
iBuC-WFS SMy(0) =9.09 | SMy(t) = 8.09

SMy1(0): Based on CVSS Base Scores  SMy(t): Based on CVSS Temporal Scores

The security assessment process was conducted separately for the iBuC-PTS and iBuC-WFS
models, in both cases considering the iBuC VL. The results of the evaluation process are shown in
Table 3. The metrics SMy (0) are the result of the evaluation based on the CVSS Base Score of the
VL items, whilst the metrics SMy () are the result of the evaluation based on the CVSS Temporal
Score of the VL items. It is noted that SMy (0) is 0.5% lower in the iBuC-WFS model compared to the
iBuC-PTS model. This small value deviation of the two SMy (0) metrics is caused by the additional
state of the iBuC-PTS model compared to the iBuC-WFS model. So, the dynamic adaptation of the
iBuC to the third-party service affects the security, even if only one new state (i.e., the P6 state) arises.
By comparing the two metrics SMy (t), a deviation in mitigation is also observed. More specifically,
in iBuC-PTS the mitigated metric SMy (¢) is 10.8% lower than the respective SMy (0) metric, and
in iBuC-WFS the mitigated metric SMy () is 11% lower than the respective SMy (0) metric. This
differentiation is also associated with the one additional state and the degree of mitigation for the
VL items that affect that specific state. Hence, the dynamic adaptation of the iBuC to the third-party
service affects the security more if the additional states are affected by critical vulnerabilities.

The above showed that the security assessment process can be used to highlight the data flow
changes in the two scenarios and how the IoT third-party service affects the service life-cycle. In this
vein, the same method will be followed to highlight the impact of the PEV network on the security
level of the service.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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4. PEV Network Security Impact

In this section, the security assessment method presented in the previous section is implemented
to evaluate the impact of the PEV network security level on the ITS security level. In the first phase, the
list of weaknesses and the list of selective vulnerabilities of the PEV network and its active components
will be presented. The former iBuC VL is expanded to include the PEV network entries and to form the
iBuC Extended Vulnerability List (EVL). Then, the security assessment process is applied to iBuC-PTS
and iBuC-WEFS, this time based on the EVL to highlight the impact of the PEV network on the security
level of the service.
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Figure 3. Architecture of an OCPP-based PEV network

As proposed by the architecture of a PEV network supported by the Open Charge Point Protocol
(OCPP) [50], the components of the PEV network within an ITS such as iBuC are (a) the Charging
Station (CS), (b) the Charging Station Management System (CSMS), (c) the Electric Vehicle Supply
Equipment (EVSE), (d) the Energy Management System (EMS) if existing, (e) the Electric Vehicle (EV)
and (f) the OCPP protocol (Figure 3). In the case of the iBuC service, as with other ITS, the CSMS
serves as the iBuC CU system. Consequently, CSMS vulnerabilities are excluded from this specific
study, as they were considered within the previously discussed iBuC VL security assessment of the CU.
Additionally, communication between the components of the iBuC PEV network complies exclusively
with the OCPP.

4.1. Security Weaknesses and Vulnerabilities

The following list includes vulnerabilities that are directly related to the active components of the
OCPP-based PEV network of the iBuC fleet.

¢ CVE-2018-7800 - This vulnerability allows the attacker to access the EVSE with full privileges.
With these access privileges, the attacker gains full control and can affect the availability of the
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service by enforcing the following [51,52]; (a) stopping any ongoing charging process, (b) falsely
setting the CS status to 'not availiable” or ‘charging’, and (c) unlocking the charging cable to allow
malicious or uncontrolled use.

CVE-2018-7800 falls under the weakness [CWE-798: Use of Hard-coded Credentials] and is
classified as critical severity (CVSS Base score: 9.8) [30].

e CVE-2018-7801 - This is a high-risk vulnerability, the exploitation of which allows the attacker to
access the EVSE with full privileges, using some arbitrary code. With these access privileges, the
attacker gains full control of the charging station operating system [51,52]. CVE-2018-7801 falls
under the [CWE-94: Improper Control of Generation of Code ("Code Injection’)] weakness and it
is classified as of high severity (CVSS Base score: 8.8) [30].

e CVE-2018-7802 - This vulnerability allows the attacker to access the EVSE with full privileges,
using Structured Query Language (SQL) code injection [51],[52]. CVE-2018-7802 falls under
the [CWE-89: Improper Neutralization of Special Elements used in an SQL Command ("SQL
Injection”)] weakness and is classified as of high severity (CVSS Base score: 8.8) [30].

e CVE-2020-27813 - This vulnerability allows attacks against OCPP messages, through manipulated
JSON messages, which are used to violate the constraints governing the charging site. These
messages may also include circular or encapsulated code structures [53]. CVE-2020-27813 falls
under the weaknesses [CWE-190: Integer Overflow or Wrap-around] and [CWE-400: Uncontrolled
Resource Consumption] and is classified as of high severity (CVSS Base score: 7.5) [30].

e CVE-2021-22706 - This vulnerability allows the attacker to impersonate a trusted user of the
charging station and to submit malicious parameters to the charging station web server [54].
CVE-2021-22706 falls under the [CWE-79: Improper Neutralization of Input During Web Page
Generation ('Cross-site Scripting’)] weakness and is classified as of medium severity (CVSS Base
score: 6.1) [30].

e CVE-2021-22722 - This vulnerability allows the attacker to change the operating parameters of
the charging station by injecting malicious code through CSV files [54]. CVE-2021-22722 falls
under the [CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting’)] weakness and is classified as of medium severity (CVSS Base score: 5.4) [30].

e CVE-2021-22729 - This vulnerability allows the attacker to bypass authorisation checks and access
the charging station web server with administrative rights [54]. CVE-2021-22729 falls under the
[CWE-259: Use of Hard-coded Password] weakness and is classified as of critical severity (CVSS
Base score: 9.8) [30].

e CVE-2021-22730 - This vulnerability allows the attacker to bypass authorisation checks and access
the charging station web server with administrative rights [54]. CVE-2021-22730 falls under the
[CWE-798: Use of Hard-coded Credentials] weakness and is classified as of critical severity (CVSS
Base score: 9.8) [30].

e CVE-2018-16669 - This vulnerability allows the attacker to discover the administrator credentials
of the service, as they are stored in XML files [30]. CVE-2018-16669 falls under the weakness
[CWE-259: Use of Hard-coded Password] and is classified as of critical severity (CVSS Base score:
9.8) [30].

These vulnerabilities were incorporated into the vulnerability list of the iBuC service. Regarding
this integration, the following should be noted:

(a) CVE-2021-22730 replaced the iBuC vulnerability CVE-2016-6829, which falls under the same
weakness [CWE-798: Use of Hard-coded Credentials]. CVE-2021-22730 prevailed for being more
contemporary and having a better CVSS Temporal Score. CVE-2021-22730 was chosen over
CVE-2018-7800, which also falls under CWE-798 for being more contemporary;

(b) CVE-2018-7802 replaced CVE-2018-12942, which falls under the same weakness [CWE-89: SQL
Injection]. CVE-2018-7802 prevailed for having a better CVSS Temporal Score, while also being
relevant to the charging process;

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202605.0706.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 May 2026

d0i:10.20944/preprints202605.0706.v1

10 of 18

(c) CVE-2021-22706 replaced CVE-2021-22722 which falls under the same weakness [CWE-79: Im-
proper Neutralization of Input During Web Page Generation ('Cross-site Scripting’)], due to
higher severity (i.e., CVE-2021-22706 has CVSS Base score: 6.1 while CVE-2021-22722 has CVSS
Base score: 5.4).

The aforementioned vulnerabilities were added to the list of vulnerabilities of the iBuC service,
forming the Extended Vulnerability List (EVL) shown in Table 4. The EVL includes two new vul-
nerabilities related to the OCPP-based charging process. In addition, the EVL includes five new
vulnerabilities.

It is important to note that while the vulnerabilities listed in Table 4 are based on historical
exploits recorded in earlier OCPP implementations, they represent the very security concerns that the
Advanced Security module of OCPP 2.0.1 [55] was developed to address. Specifically, features such
as secure firmware updates and encrypted security logging in 2.0.1 were introduced to prevent the
unauthenticated access and code injection scenarios described in CVE-2018-7801 and CVE-2018-7802.
By modelling these specific weaknesses, this study evaluates the robustness of transport services that
may still rely on legacy protocol versions or incomplete security profile implementations.

Table 4. Extended Vulnerability List (EVL)

. CVSS
CVE Description BS | TS
CVE-2017-7214 Information Exposure 9.8 | 9.1
CVE-2018-4878 (Resource) Use After Free 9.8 | 9.1
CVE-2018-8174 Out-of-bounds Write 75173
CVE-2017-0199 Access Control (Authorization) Issues 7.8 | 6.6
CVE-2018-7600 Improper Input Validation 9.8 | 85
CVE-2018-7802 SQL Injection 88 | 7.9
CVE-2018-14643 Improper Authentication 9.8 | 8.8
CVE-2018-10635 Missing Critical Function Authentication 98179
CVE-2021-22730 Use of Hard-coded Credentials 9.8 | 8.8
CVE-2016-5788 Improper Authorisation 10 | 8.3
CVE-2016-5062 Incorrect Resource Transfer 9.8 | 83
CVE-2016-8209 Improper Check 75 | 6.6
CVE-2017-5239 Inadequate Encryption Strength 75171
CVE-2017-17717 Broken Cryptographic Algorithm 9.8 193
CVE-2017-7901 Use of Insufficiently Random Values 8.6 |76
CVE-2017-18146 Improper Crypto Verification 9.8 | 85
CVE-2016-5069 Insufficient Session Expiration 9.8 | 9.1
CVE-2016-7124 Deserialization of Untrusted Data 9.8 | 85
CVE-2018-12689 LDAP Injection 9.8 | 9.3
CVE-2018-7801 Code Injection 8.8 | 8.2
CVE-2020-27813 Uncontrolled Resource Consumption 7.5 | 6.7
CVE-2021-22706 Cross-site Scripting 6.1 | 5.7
CVE-2021-22729 Use of Hard-coded Password 9.8 | 8.8
CVE-2018-16669 Insufficiently Protected Credentials 9.8 | 8.7

BS: Base Score  TS: Temporal Score

4.2. Impact on the iBuC Service Security

The security of the iBuC fleet management is affected by the security of the PEV network and the

vulnerabilities of the actors of the charging process.
In the iBuC-PTS scenario, the states PO:[Fleet idle - charging of EV], P4:[EV arrives at DN] and

Pé6: [triggered Full-route service] are mostly affected by vulnerabilities in the PEV network, that is, a
percentage of 43% of the service states (i.e., three of seven model states). In the iBuC-WFS scenario,
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only the states PO:[Fleet idle - EV charging] and P4:[EV arrives at DN] are affected by the vulnerabilities
of the PEV network, that is, a 33% percentage of service states (i.e., two of six model states).

Table 5. Comparative analysis of security metrics for iBuC scenarios.

Scenario Operational State SMyr, SMgyr, ASM
{BuC-PTS Initial (f = 0) 9.14 8.93 0.21
Mitigated (f) 8.15 7.99 0.16
{BUC-WFS Initial (+ = 0) 9.09 8.87 0.22
Mitigated (t) 8.09 7.94 0.15

SMyy,: iBuC metric considering the Vulnerability List; SMgvyy: iBuC metric considering the Extended Vulnerability List;
ASM = SMEVL — SMVL

This time, the security of the iBuC service is evaluated on the basis of the EVL that includes
vulnerabilities in the OCPP-based EV charging process. Table 5 resumes the security metrics of the
previous evaluation process on the vulnerability list of the iBuC service (Table 5, column SMy) and
of the last evaluation process based on the extended vulnerability list of the iBuC service (Table 5,
column SMgyy).

In both scenario models of the iBuC service, the metrics based on the EVL are improved in relation
to the respective metrics based on the VL by 0.15 to 0.22. This decrease is associated with the following
factors.

(a) EVL includes more vulnerabilities than VL for the same service states, resulting in an increased
frequency of occurrence R), an inversely reduced proportional risk P, and, finally, reduced
security metrics SMy (0) and SMy (f).

(b) The majority of the EVL additions (i.e., four of seven vulnerabilities) have a CVSS Base Score of
less than 8.9 and are therefore classified as of high severity, rather than of critical severity, and
two out of seven of the EVL additions have a CVSS Temporal Score of even less than 6.9, which
classifies them as vulnerabilities of medium severity.

(c) The EVL additions are affecting 43% of the iBuC-PTS states and 33% of the iBuC-WEFS states and
the impact of the added vulnerabilities increases.

In summary, the fact that (a) the PEV network vulnerabilities are included in the iBuC vulnerability
list (i.e., the EVL), (b) the new entries of the EVL have lower CVSS scores than the existing entries, and
(c) the new EVL entries affect nearly half of the service life-cycle states are the factors that lead to the
reduced metrics.

In the context of advanced wireless charging, SM y1,(0) represents the initial risk profile of the
inductive charging service, while SM v () reflects the improved security posture after implementing
protocol-level mitigations such as those defined in IEC 63584:2024.

Although the mathematical results derived from the SPN models provide the formal basis for the
analysis, a visual comparison of steady-state probabilities (P) reveals how the integration of external
IoT data, such as weather forecasting, fundamentally alters the operational profile of the service. This
shift is particularly relevant for advanced wireless charging infrastructures within ITS, where timing
and synchronisation are critical for both energy efficiency and communication security. Figure 4
illustrates the probability distribution in the seven identified states for both iBuC-PTS and iBuC-WEFS
scenarios.

The steady-state analysis illustrated in Figure 4 reveals that the probability that the system resides
in the P3:[Service request is placed] state where the EV is in charging mode increases from 0.35 in
the PTS model to 0.50 in the WFS model. From a cybersecurity perspective, this increased residence
time in the charging phase expands the "exposure window" for protocol-level attacks. In advanced
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Figure 4. Comparison of steady-state probability distributions (Pi) for the iBuC-PTS (PublicTransport-integrated)
and iBuC-WFS (Weather-integrated) models

wireless charging environments, this prolonged state suggests that the synchronisation between the
OCPP handshake and the physical inductive power transfer is more susceptible to latency-induced
vulnerabilities or signal-jamming. The data indicates that as ITS becomes more interconnected with
external data providers, the complexity of the service chain directly impacts the vulnerability surface
of the service, necessitating more robust high-speed authentication protocols to maintain service
continuity.

5. Discussion

The security within an Intelligent Transport Service is affected by the characteristics of the third-
party service which the ITS shares data with, in the context of the IoT interoperability. The service
security is also affected by the internal sub-processes, such as the fleet parking and charging. The
majority PEV networks are based on the OCPP protocol. OCPP security vulnerabilities have not yet
been fully recorded, as the study and development of the protocol began the last decade.

The purpose of this work was to evaluate the level of security of the transport service considering
the challenges of the service vehicle charging process. The iBuC service was used as a testbed. The
vulnerabilities related to active components of the PEV network [50] were embedded in the respective
list of iBuC fleet management vulnerabilities (iBuC VL), forming the iBuC Extended Vulnerability List
(iBuC EVL).

The first step was the collection of the PEV network vulnerabilities that are relative to the
two service cases already presented, namely iBuC-PTS and iBuC-WEFS. This led to a list of nine (9)
vulnerabilities. The majority (78%) of these vulnerabilities were added to the iBuC VL forming the
iBuC EVL based on the following criteria:

(a) Every vulnerability has the highest CVSS Base score within the respective weakness;

(b) Every vulnerability has the highest discrepancy between CVSS Base and Temporal scores (re-
spectable mitigation rate);

(c) Every vulnerability affects service components which participate in several or, even better, the
majority of the service states.
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The 29% of the seven (7) PEV network vulnerabilities included in the iBuC EVL replaced the
vulnerability entries in the iBuC VL that were less contemporary or felt short according to the afore-
mentioned criteria. The 71% of the seven (7) PEV network vulnerabilities included in the iBuC EVL
are new entries in the iBuC VL.

In general, the vulnerabilities of the PEV network are 29% of the iBuC EVL entries, which is
related to the fact that the PEV network subprocess is vital for the life-cycle of the transport service.
The importance of the PEV network subprocess is shown by the level to which security issues in the
subprocess affect the security of the transport service.

Each vulnerability was correlated with the individual actors within the PEV network architecture,
to ensure that the security assessment of the PEV charging process was feasible. Related countermea-
sures or good practice suggestions were also considered, and a correlation was made between the EVL
contents and the affected service lifecycle states, as described by the security assessment method.

As already mentioned, in the iBuC-PTS case 43% of the total service states, and in the iBuC-WFS
case 33% of the total service states are affected by the vulnerabilities of the PEV network. These rates
show that nearly half of the service life-cycle is affected by the PEV network security issues, another
indicator of the latter criticality.

The iBuC-PTS and the iBuC-WFS were finally evaluated on the basis of EVL. In both scenario
models of the iBuC service, the metrics based on the EVL were improved in relation to the respective
metrics based on the VL by a mean percentage of 18%.

In summary, the security assessment of the two service cases based on the EVL was found to have
metrics with lower values. The decreased metrics are due to the fact that the EVL increases the sum
of the Frequency of Occurrence (R) for each vulnerability, inversely decreases the Proportional Risk
(P;) of each vulnerability and consequently reduces both Security Metrics, the basic SMgy1(0) and
the mitigated SMgy (t). In addition, it was observed that most vulnerabilities introduced by the EVL
were classified as high rather than critical severity, and all mitigated to be classified as medium severity.
In conclusion, it was shown that the security level of the IoT transport service is further affected by the
security issues of the PEV network.

Our results indicate that the system transitions into state P2 with a high degree of frequency
in both the PTS and WFS models. In a real-world ITS deployment, this state is no longer merely a
physical arrival but a complex digital interaction; for instance, modern infrastructures are now utilising
the Differential Inductive Positioning System (DIPS) as defined in the latest SAE J2954 update [56] to
ensure precise coupling during P2 state. Although this standard optimises power transfer efficiency,
our analysis suggests that this automated alignment phase also represents a critical point where
secure OCPP handshakes must be maintained to prevent unauthorised access during the positioning
sequence.

6. Conclusions

The security of the various functions within an Intelligent Transport Service is affected by the
internal sub-processes, such as the fleet parking and charging processes. The purpose of this work
was to evaluate the level of security of the transport service considering the challenges of the service
vehicle charging process. The iBuC, an OCPP-based Intelligent Transport Service, was used as a
testbed. The vulnerabilities in the PEV network were embedded in the respective list of iBuC fleet
management vulnerabilities, and a security assessment was undertaken, considering the security
challenges introduced by the fleet charging sub-process.

The fleet management security metrics of the two service cases already presented, namely iBuC-
PTS and iBuC-WFS, were evaluated based on the EVL of the service. Although the two IoT-based
transport services have functional differences (e.g., the third-party service and the number of service
states), in both cases the security metrics were decreased. Therefore, it is safe to conclude that the
evaluation of an IoT-based transport service in terms of security is more robust if the vulnerabilities of
the PEV network are considered.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202605.0706.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 May 2026 d0i:10.20944/preprints202605.0706.v1

14 0f 18

The majority of PEV networks are based on the OCPP protocol, as happens with the iBuC-PTS
and the iBuC-WEFS. The OCPP security vulnerabilities have not yet been fully recorded, as the study
and development of the protocol began the last decade. Until now, the list of recorded vulnerabilities
has not been exhaustive. However, related research efforts are intensive and the more vulnerabilities
recorded, the more mitigation measures will be suggested, making the assessment of the security level
of IoT-based transport services more accurate.

The results of the security assessment can be evaluated to suggest changes within the service
so that the level of security improves without affecting the nature of the service. The integration
of Artificial Intelligence (AI) algorithms in the future could assist the process of finding the key-
changes needed to reach higher service security levels. Moreover, the application on the service of
Reinforcement Learning (RL) features can be considered, so that the service decision-making will be
able to continuously adapt based on interaction with the environment.

The security assessment methodology presented in this study offers a scalable framework to
address the unique signal-security challenges of wireless inductive charging pads. Unlike physical
plug-in stations, wireless systems rely on proximity-based handshakes and inductive communication
channels that are susceptible to specialised man-in-the-middle (MitM) attacks and signal jamming. By
applying our Stochastic Petri net (SPN) model to these wireless scenarios, researchers can quantify
the impact of "foreign object detection” spoofing or unauthorised power-draw requests on the overall
stability of the Intelligent Transportation System. Integrating OCPP-based security profiles with the
physical-layer authentication of wireless pads will be a critical step in ensuring the resilience of future
autonomous charging ecosystems against both digital and signal-level intrusions.

This study presented a robust methodology to evaluate the cybersecurity resilience of ITS by
focusing on the OCPP-based communication backbone. Through the application of SPNs, we have
quantified how the integration of external IoT data—such as weather forecasting—impacts the steady-
state probabilities of charging services, notably increasing the exposure window during the critical
charging phase. As the industry moves towards global standardisation of Advanced WPT in frame-
works such as IEC 63584:2024 [17] and SAE ]J2954 [57],[56], the security of the underlying protocols
ceases to be a secondary concern and becomes a fundamental requirement for system safety. Our
findings demonstrate that protecting the digital handshake is as vital as the physical efficiency of the
inductive coils. Future work will extend this assessment framework to dynamic wireless charging
scenarios, where high-speed mobility and rapid authentication handshakes will present new challenges
for the cyber-physical security of automated transport ecosystems.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

AV Autonomous Vehicle

BN Boarding Node

CS Charging Station

CSMS  Charging Station Management System
CU Control Unit

CvVss Common Vulnerability Scoring System
DN Destination Node

EMS Energy Management System

EV Electric Vehicle

EVL Extended Vulnerability List
EVSE Electric Vehicle Supply Equipment
HARM  Hierarchical Attack Representation Model

iBuC intelligent Bus on Campus
IoT Internet of Things
ITS Intelligent Transportation Service

MITRE Massachusetts Institute of Technology Research & Engineering
NVD National Vulnerability Database

OoCA Open Charge Alliance

OCPP  Open Charge Point Protocol

PEV Plug-in Electric Vehicle

PTS Public Transportation System
RL Reinforcement Learning

SPN Stochastic Petri net

V2I Vehicle-to-Infrastructure

VL Vulnerability List

WES Weather Forecasting Service
WPT Wireless Power Transfer
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