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Abstract

Once a large language model is released, training-time alignment is hard to revise; yet deployment intro-
duces context-specific risks that the original training cannot anticipate: evolving safety policies, jurisdic-
tional constraints, retrieval contamination, and adaptive adversarial prompting. In this paper, we unify
inference-time techniques for trustworthy generation across safety, privacy, fairness, and factuality un-
der a single framework: the inference-time control plane, with three tiers of intervention—External Controls
(Context Engineering, Guardrails, Decoding Strategies), which act around the model; Internal Manipula-
tions (Representation Engineering, Unlearning, Pruning), which act inside it; and System-Level Orchestra-
tion (Multi-Agent Systems), which coordinate several models. We also introduce a meta-axis evaluation
framework that crosses the four trustworthiness dimensions with five evaluation axes (effectiveness,
locality, generality, interpretability, efficiency), and describe representative metrics at each intersection.
We identify four cross-cutting open problems: brittleness under adaptive adversaries, the control—-
utility tradeoff, verification of removal, and the composition of layered interventions. A curated paper
list is available at https://github.com/leopoldwhite/ Awesome-Inference-Time-Trustworthiness.

Keywords: large language models; trustworthy AL inference-time control; safety; privacy; fairness;
factuality; guardrails; decoding strategies; representation engineering; machine unlearning; multi-
agent systems

1. Introduction

Large Language Models (LLMs) and Multimodal Large Language Models (MLLMs) have rapidly
moved from research prototypes to deployed systems in domains such as healthcare, law, and finance.
Models are now accessed primarily through APIs, regulatory frameworks like the EU Al Act are
imposing new behavioral requirements, and new vulnerabilities are discovered continuously after
deployment. Existing work has largely emphasized train-time trustworthiness, where safety, fairness,
privacy, or factuality objectives are encoded during parameter learning through data curation, super-
vised alignment, or preference optimization. These methods aim to shape the model’s default behavior
globally and persistently by modifying what the model internalizes.
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In this paper, we distinguish this perspective from inference-time trustworthiness, which concerns
mechanisms that regulate model behavior at runtime after training has been completed. Rather than
changing the model’s learned parameters alone, inference-time methods operate on the generation
process through contextual control, decoding-time intervention, representation engineering, internal
steering, or multi-agent verification. This distinction extends beyond considerations of efficiency or
convenience. More fundamentally, train-time and inference-time methods differ in where control is
exercised, how persistent the intervention is, and what level of guarantees it can provide. Train-time
methods primarily shape a model’s behavioral prior, whereas inference-time methods determine how
that prior is enacted, constrained, or corrected in a specific interaction context.

These two forms of trustworthiness are complementary. Train-time alignment is well suited
for establishing broad and stable default behavior, but deployment introduces context-specific risks
that cannot always be fully included during training, including changing policies, user-specific con-
straints, retrieval contamination, adversarial prompting, and jurisdiction-dependent requirements.
Inference-time mechanisms provide a second control plane that is local, adaptive, and often more
directly auditable at the level of individual interactions, as evidenced by guardrail families that ex-
pose per-query policy identifiers, risk scores, and decision traces [1-4]. They offer a complementary
control layer that can steer, constrain, or monitor model behavior after deployment. Because they are
often lightweight and modular, they are well suited to dynamic and context-specific trustworthiness
requirements. Conversely, inference-time control alone cannot substitute for robust underlying mod-
els, because runtime interventions may be brittle, reactive, or incomplete without strong train-time
foundations—for example, adversarial probing can recover supposedly unlearned knowledge [5,6],
and guardrails remain susceptible to adaptive jailbreaks that evade fixed detectors [7]. A full account
of trustworthy LLM deployment therefore requires treating trustworthiness as a multi-layer property
spanning both training and inference.

The necessity of this multi-layered approach is especially salient in high-stakes deployments
such as clinical decision support, legal drafting, and financial advising, where even low-frequency
trustworthiness failures can translate into concrete harm and where jurisdiction-specific constraints
make a single global default behavior insufficient. As general-purpose reasoning capabilities continue
to strengthen, a complementary framing has gained traction in the recent agent literature. Often
termed harnessing, this approach treats deployment-time trustworthiness as the problem of wrap-
ping capable but imperfectly aligned models in runtime scaffolding, such as context management,
policy enforcement, and agent coordination. This concept is commonly summarized by the equation
Agent = Model + Harness. This framing maps naturally onto two tiers of our taxonomy: Tier 1 Exter-
nal Controls and Tier 3 System-Level Orchestration. However, it excludes an equally important class of
interventions that act on the model’s internal computations, such as Representation Engineering, Un-
learning, and Pruning. These internal methods become essential when trustworthiness requirements
cannot be met by surface scaffolding alone, requiring us instead to bound what the model can recall,
represent, or activate in the first place. We therefore adopt a broader inference-time scope that unifies
harness-style external controls with internal manipulations under a single framework, capturing the
full stack of deployment-time intervention points available after training concludes.

Many inference-time techniques were first developed to improve model performance, such as
reducing latency, improving fluency, or grounding outputs through retrieval. More recently, they have
also been adapted to support trustworthiness during deployment, including safety, privacy, fairness,
and factuality. This shift calls for a more unified view of the field. In this paper, we organize inference-
time trustworthiness methods by the mechanism and locus of control they introduce during generation.
As shown in Figure 1, we group them into three tiers: External Controls, Internal Manipulations,
and System-Level Orchestration. This perspective highlights shared design patterns and clarifies
trade-offs in granularity, invasiveness, and modularity. These tiers differ in where and how they
intervene, ranging from black-box control around the model, to white-box intervention inside the
model, to coordinated control across multiple agents.
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Figure 1. Taxonomy (top) and attachment points in an inference-time pipeline (bottom). We organize seven
inference-time methods into three color-coded tiers—Tier 1: External Controls (cyan, black-box: Context Engi-
neering, Guardrails, Decoding Strategies), Tier 2: Internal Manipulations (lavender, white-box: Representation
Engineering, Unlearning, Pruning), and Tier 3: System-Level Orchestration (green, system-level: Multi-Agent
Systems). Each tier mapped to its point of intervention in the generation pipeline.

Tier 1: External Controls.

Black-box methods that intervene at the context assembly, input/output policy checks, and decoding
stages of the pipeline:

e  Context Engineering (Section 2.1): Strategic prompt design through rules, instructions, or few-
shot exemplars to guide outputs without modifying model parameters.

®  Guardrails (Section 2.2): External modules that inspect inputs or outputs against safety or policy
constraints, blocking, redacting, or regenerating content when violations occur.

*  Decoding Strategies (Section 2.3): Manipulation of token-level distributions during generation to
promote desired attributes or suppress undesired ones.

Tier 2: Internal Manipulations.
White-box methods that operate within the LLM generation stage of the pipeline:

*  Representation Engineering (Section 3.1): Direct modification of internal activations by adding
or subtracting steering vectors associated with specific concepts.

*  Unlearning (Section 3.2): Targeted removal of information, behaviors, or biases from a pre-trained
model to fulfill data-forgetting requirements or disable harmful capabilities.

*  Pruning (Section 3.3.1): Post-training removal of weights, neurons, or attention heads, originally
for efficiency but now increasingly explored for trust-related effects.

Tier 3: System-Level Orchestration.

A single category, Multi-Agent Systems (Section 4.1), in which a tool use / agents loop spans
the entire pipeline through coordinated agent interactions such as debate, cross-verification, and
role specialization.

These three tiers form a defense-in-depth view of inference-time trustworthiness. External
controls provide lightweight and modular policy enforcement. Internal manipulations enable more
direct and fine-grained behavioral intervention. System-level orchestration introduces an additional
layer of reliability through collaborative reasoning and feedback. Across this taxonomy, we focus on
four dimensions of trustworthiness: Safety, which concerns preventing harmful, biased, or malicious
outputs and defending against misuse such as jailbreaks; Privacy, which concerns limiting training-
data leakage and protecting user inputs during inference; Fairness, which concerns reducing systematic
disadvantages toward individuals or groups; and Factuality, which concerns grounding model outputs
in verifiable knowledge and reducing hallucinations. These three tiers and four dimensions together
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define the inference-time control plane, and we analyze how its components trade off and compose
under deployment constraints.

1.1. Related Work

This work sits at the intersection of three research strands. Efficiency-focused work on inference-
time optimizations such as quantization, distillation, speculative decoding, and Mixture-of-Experts
deployment [8-10] targets computational performance rather than trustworthy behavior. Post-training
capability research on prompting and reinforcement learning aims to make models more capable
reasoners or tool users [11,12]; deployment-time enforcement of safety, privacy, or fairness is peripheral.
Trustworthy Al research either takes a broad view [13,14] or focuses on specific facets such as text-to-
image bias [15], autonomous agent safety [16], and machine unlearning [17,18]. To our knowledge,
no prior work provides a unified framework that treats inference-time methods as a control plane for
trustworthiness across safety, privacy, fairness, and factuality.

1.2. Contributions and Organization
Our key contributions are:

* A Pipeline-Grounded, Three-Tier Framework. We propose a three-tier framework grounded in
the generation pipeline (Figure 1). The framework covers seven inference-time control methods
and groups them by their intervention point, access requirements, and composability within a
defense-in-depth design.

. Cross-Dimensional Analysis. We analyze how each category addresses Safety, Privacy, Fairness,
and Factuality, clarifying capabilities, limitations, and trade-offs under deployment constraints.

¢  Cross-Cutting Open Problems. We identify open problems on scalability, evaluation, and
composition that cut across the framework, and discuss directions for future work.

The remainder is organized as follows. Sections 2—4 cover the three tiers in turn. Section 5
analyzes evaluation benchmarks and trade-offs. Section 6 discusses open problems and limitations,
and Section 7 concludes.

Table 1. Comparison with related work on inference-time trustworthiness metrics and methods.

Inference-time Metrics Inference-time Methods

Prior Work Trustworthiness Dimensions External Controls Internal Manipulations (s)}ll‘:;\ee‘:t-r];iiv:rl\

Safety Privacy Fairness Factuality En?i):et::itng Guardrails Decoding Rg’]‘;;ee:::;“ Unlearning Pruning M;;:;:f\:m
Ours v v 4 v v v 4 4 v v v
Donisch et al. [8] X X X X X X v X X 4 X
Kumar et al. [12] v v X v X v v v X v v
Tie etal. [11] 4 X v v X X v v X 4 v
Huang et al. [13] v v v v 4 v v v X 4 X
Liu etal. [14] v v v v v v X v v X X
Wan et al. [15] v X v v v X X v X X X
Yuetal. [16] v 4 v v v X X X X X v
Barez et al. [18] v v x X 4 v v v v X X
Liuetal. [17] v v 4 4 v X X v v v X

2. External Controls

External controls treat the model as a black box, shaping its behavior by manipulating inputs, the
decoding process, or outputs—without accessing or modifying internal weights or activations. These
methods are the most modular and widely applicable, as they require no white-box access and can be
deployed on proprietary, API-only models. In the inference-time pipeline (Figure 1), they attach to the
context assembly, input policy checks, decoding, and output policy checks stages.

2.1. Context Engineering

Within the landscape of inference-time methods for trustworthy LLMs, context engineering (CE)
has emerged as a central paradigm. Instead of modifying model parameters, CE emphasizes the
deliberate design and orchestration of the information presented to the model at inference time. This
approach is particularly important for trustworthiness: by shaping the context, one can systematically
influence factuality, safety, fairness, etc, without modifying model’s parameters.
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Safet Kumar et al. [19], Cao et al. [20], Zhou et al. [21], SemanticSmooth [22], Wei et
al. [23], Hong et al. [24], Zhong et al. [25], SafetyAnalyst [26], SAFFRON [27].
Wu et al. [28], Chaudhari et al. [29], PoisonedRAG [30], InferDPT [31].
Context Engi-
neering (§2.1) Fai Dwivedi et al. [32], Huang et al. [33], FACTER [34], SPICA [35], FairRAG [36],
[ TR ] Dhingra et al. [37], Kamruzzaman et al. [38].
Factuality & Dhuliawala et al. [39], Press et al. [40], Think Twice [41], Feng et al. [42],
Zhou et al. [43], REPLUG [44], SELF-RAG [45], DELL [46], Yu et al. [47],
Faithfulness MetaRAG [48], Chen et al. [49], Wang et al. [50].

Figure 2. A taxonomy of Context Engineering for enhancing LLM trustworthiness.

2.1.1. Core Principle

Context engineering is the systematic discipline of designing, optimizing, and managing the
information payload provided to LLMs at inference time. Unlike early prompt engineering, which
treated the context as a flat string, CE models the context as a structured composition of four compo-
nents: directive instructions encompassing rules and constraints; knowledge inputs such as retrieved
documents or prior dialogue; interaction mechanisms including tools, APIs, or system affordances; and
the live user query specifying the task at hand. An assembly function integrates these heterogeneous
elements into the final sequence consumed by the model.

The CE framework rests on three foundational pillars that together form a pipeline. Context
retrieval and generation is responsible for sourcing task-relevant material through prompt design,
retrieval from external knowledge bases, and adaptive assembly strategies. Context processing
transforms raw material into model-ready input through compression, refinement, and multimodal
or structured integration. Context management ensures coherence and efficiency across stages by
dynamically organizing, prioritizing, and updating contextual elements under system constraints
such as the maximum context length. Together, these pillars support higher-level methods such as
Retrieval-Augmented Generation (RAG), persistent memory, tool-augmented reasoning, and multi-
agent collaboration.

2.1.2. Applications
Safety

Context engineering promotes safety by controlling the informational boundary within which a
model operates, encoding explicit constraints at the prompt level, grounding generation in trusted
external sources, and embedding verification routines into the reasoning process. Prompt engineering
offers a lightweight first layer of defense, ranging from certifiable defenses with robustness guarantees
against adversarial prompts [19] and robust alignment prompting [20] to baseline defenses such as
paraphrasing, in-context refusals, and perplexity checks [21], as well as smoothing-based methods like
SemanticSmooth that guard against both token- and prompt-level attacks [22]. Retrieval-augmented
generation further enhances safety by grounding responses in verifiable external knowledge, reducing
hallucinations and lowering the risk of unsafe misinformation [23,24], though vulnerabilities such as
corpus poisoning attacks that insert adversarial passages into knowledge bases remain a concern [25].
Reasoning-oriented approaches complement these strategies by enabling models to regulate their own
outputs during inference through structured step-by-step verification [26] and safety-aware scoring
that resists jailbreaks at scale [27].

Privacy

Context engineering for privacy focuses on controlling what enters the model’s context. Instead
of modifying parameters, privacy is preserved by assembling the context such that sensitive elements
are masked, filtered, or abstracted while retaining task-relevant information. Recent work shows that
CE can both introduce and mitigate privacy risks. Prompts themselves may leak sensitive training
data through property and membership inference attacks [28], and RAG pipelines are vulnerable
to poisoned documents that can exfiltrate private passages or bias model outputs [29]. On the
defense side, certified privacy-preserving mechanisms for RAG offer robustness against adversarial
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manipulation [30], while frameworks for selective retrieval and privacy-aware generation control
personal data exposure [31]. Together, these studies underscore that privacy risks often stem from
how external context is engineered into models, and effective mitigation requires careful control,
sanitization, and certification of injected information.

Fairness

Bias in LLMs often arises from skewed training data and emergent model behavior, and con-
text engineering provides a practical means of mitigation without retraining. Carefully designed
prompts have been shown to reduce bias, from employing in-context learning to mitigate gender
stereotypes [32] to frameworks for testing and reducing social bias in code generation through iter-
ative, feedback-driven prompting [33] and embedding explicit fairness constraints in prompts [34].
Retrieval-augmented methods enhance fairness by grounding outputs in curated, balanced evidence,
with fairness-aware retrieval mechanisms prioritizing diverse and representative sources to reduce
stereotype reinforcement [35,36]. A third line of work integrates structured reasoning through chain-
of-thought [37] or deliberative reasoning [38] to enforce fairness constraints, decomposing decisions
into interpretable steps that enable bias detection and correction during inference.

Factuality

A core challenge in trustworthy Al is mitigating factual errors and hallucinations, and context
engineering offers several complementary strategies. Prompt engineering improves factual consistency
through structured instructions, including self-detection prompts that require models to evaluate
multiple candidate answers before finalizing a response [39-41], abstention-oriented prompting that
encourages models to decline uncertain answers in multilingual settings [42], and opinion-based
or counterfactual demonstrations that reduce reliance on parametric knowledge [43]. Retrieval-
augmented generation enhances factual grounding by supplementing LLMs with external documents,
with frameworks enabling adaptive and reflective retrieval such as SELF-RAG [45], integration of
retrieval with proxy explanations for misinformation detection [44,46,47], and metacognitive loops
that detect insufficient or conflicting knowledge and adjust retrieval accordingly [48]. Memory-based
methods further improve factuality by allowing models to retain and update knowledge across
interactions through external memory buffers where user feedback persists across sessions [49] and
modular memory systems combining episodic traces and semantic caches [50].

2.2. Guardrails
2.2.1. Core Principle: Modular and External Control

Guardrails provide a modular and external mechanism for controlling LLM behavior, operating
as independent components that monitor and filter inputs or outputs without modifying the model’s
parameters. Unlike training-time interventions, guardrails function post-deployment, treating the
LLM as a black-box system. This external positioning enables rapid deployment and updates, allowing
systems to quickly adapt to evolving safety requirements and emerging threats. Their modular design
supports flexible integration into existing pipelines, where multiple guardrails can be layered or
combined to target specific risks. As external controls, guardrails ensure trustworthy outputs by
intercepting potentially harmful content before it reaches the user or by regenerating outputs when
violations are detected. While this principle draws conceptually from traditional content moderation
systems, it is now tailored to the dynamic and interactive nature of LLMs, emphasizing flexibility and
minimal interference with the model’s core functionality.

2.2.2. A Typology of Guardrail Mechanisms

Guardrail mechanisms can be classified according to their underlying approach, spanning from
simple deterministic techniques to advanced LLM-driven systems.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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NeMo Guardrails [51], LlamaFirewall [52], Wildflare GuardRail [53], SoK [54],
Llama Guard [1,55], Constitutional Classifiers [56], WildGuard [57], Granite

Guardian [2], ShieldGemma [58,59], PolyGuard [60], X-Guard [61], AEGIS [62],
SafeRoute [63], LLM-as-a-Judge [64], GuardReasoner [3], R?-Guard [65],

RSafe [66], Palisade [67], Rebuff [68], Azure Prompt Shield [69], Prompt
Guard [70], Zou et al. [71], ArtPrompt [72], Hackett et al. [73], POSTE-

RIAL [74].

Guardrails (§2.2) —m Llama Guard [1], Azure Prompt Shield [69].
Davidson et al. [75], Borkan et al. [76], HateXplain [77], ToxiGen [78], Perspec-
GIIELEEE) tive API [79].

Factuality &
Faithfulness

(Limited recent guardrail-specific research; see §2.2).

Figure 3. A taxonomy of Guardrails for enhancing LLM trustworthiness.
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Figure 4. A typology of guardrail mechanisms for LLM trustworthiness. The four categories—Rule-Based,
Model-Based, LLM-Based (discriminative and generative), and Hybrid—are distinguished by their underlying
detection approach, with representative systems shown for each. Hybrid guardrails combine multiple mechanism
types in a layered “defense-in-depth” strategy for comprehensive coverage.

Rule-Based Guardrails

Rule-based guardrails rely on predefined rules, such as keyword lists, regular expressions, or
pattern matching, to detect and filter prohibited content. For example, NeMo Guardrails [51] intro-
duces programmable rails for dialog flow, topic blocking, and tool use; LlamaFirewall [52] incorpo-
rates customizable scanners including regex-based code filters for agentic workflows; and Wildflare
GuardRail [53] integrates modular rule-based wrappers as part of a multi-stage pipeline. While trans-
parent and low-latency, these systems are brittle against novel adversarial strategies specific to LLMs,
such as prompt injection and jailbreak attacks [54].

Model-Based Guardrails

Model-based guardrails employ smaller, specialized classifiers—typically non-LLM models such
as neural networks or fine-tuned smaller transformers—for nuanced detection of safety violations.
Early work focused on hate speech and toxicity detection, addressing challenges such as distinguishing
hate speech from offensive content [75], fairness-oriented evaluation for toxicity detectors [76], and ad-
versarially generated datasets for implicit toxicity [78]. These insights informed practical deployments
such as the Perspective API [79], which detects toxicity across languages, and explainable models like
HateXplain [77] that provide human rationales alongside labels.

s). Distributed under a Creative Commons CC BY license.
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LLM-Based Guardrails

LLM-based guardrails employ another large language model to evaluate and filter generated
content, capturing nuance, abstraction, and intent that smaller classifiers often miss. Discriminative
guardrails use LLMs as safety classifiers: Llama Guard [1,55] detects unsafe multimodal content
categories, while Constitutional Classifiers [56], WildGuard [57], Granite Guardian [2], and Shield-
Gemma [58,59] provide fine-tuned drop-in safety classifiers. Recent work has expanded to multilingual
coverage with PolyGuard [60] and X-Guard [61], while ensemble approaches like AEGIS [62] and
adaptive routing via SafeRoute [63] reflect a shift toward scalable, real-time solutions. Generative (rea-
soning) guardrails employ an LLM as a deliberative judge that critiques and justifies another model’s
output. Building on the LLM-as-a-judge paradigm [64], recent methods incorporate explicit reasoning
chains before producing verdicts, such as GuardReasoner [3], R2-Guard [65] with knowledge-enhanced
logical reasoning, Guard Advisor [80] with a soft-gating pipeline, and RSafe [66] with adaptive guided
safety reasoning.

Hybrid Guardrails

Hybrid guardrails combine multiple mechanisms for comprehensive coverage through a “defense-
in-depth” strategy. For example, Palisade [67] proposes a three-layer pipeline combining a rule-based
filter, an ML classifier, and a companion-LLM check, while Rebuff [68] integrates heuristics, canary
tokens, a database of known attacks, and an LLM-based check.

2.2.3. Applications
Safety

Guardrails are predominantly applied in safety, where they serve as critical defenses against
emerging threats inherent to LLMs. On the input side, guardrails detect and block attacks such as
jailbreaks that aim to bypass alignment constraints [71,72] and prompt injections where adversaries
embed malicious instructions to hijack model outputs [73,74]. Systems like Azure Prompt Shield [69]
and Prompt Guard [70] employ adversarial-input detectors to identify injection attempts and block
unsafe prompts. On the output side, guardrails evaluate and filter model generations before delivery
to end users, with systems like Llama Guard [1] enforcing a taxonomy of unsafe categories—including
violent crimes, sex crimes and child exploitation, defamation, hate speech, self-harm, and election
misinformation—by classifying outputs and blocking or regenerating unsafe completions.

Privacy

In the privacy domain, guardrails protect against the disclosure of personal or sensitive informa-
tion. Output-side guardrails can classify and block generations that contain personally identifiable
information, confidential data, or intellectual property violations. Systems such as Llama Guard [1] in-
clude disclosure of sensitive information as an explicit unsafe category, while Azure Prompt Shield [69]
detects attempts to exfiltrate private data through prompt injection. However, guardrail-specific
research for privacy remains limited compared to safety, and most privacy protections are currently
bundled within broader safety taxonomies rather than addressed by dedicated guardrail mechanisms.

Fairness

Guardrails for fairness have historical roots in pre-LLM content moderation, where classifiers were
designed to detect and reduce bias in generated content [76,77]. Toxicity and hate speech detectors such
as Perspective API [79] and ToxiGen classifiers [78] serve as fairness-oriented guardrails by flagging
content that disparages or stereotypes specific demographic groups. In the LLM era, however, fairness-
specific guardrail research has received less attention, likely due to the assumption that post-training
alignment methods such as RLHF improve baseline fairness, leaving a gap for dedicated fairness
enforcement mechanisms at inference time.
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Factuality

Guardrails for factuality represent the least developed dimension in current research. While
output-side guardrails could in principle verify factual claims against trusted knowledge bases or flag
low-confidence generations, there is limited recent work on dedicated factuality-focused guardrail
mechanisms for LLMs. This gap presents an opportunity for future research to develop fact-checking
guardrails that complement retrieval-augmented and decoding-based approaches to factual grounding.

2.3. Decoding
2.3.1. Core Principle: Real-Time Logit and Probability Manipulation

Decoding strategies involve real-time manipulation of the token probability distribution or logits
at each generation step to steer the model’s outputs toward desired characteristics. At each step, the
model produces a probability distribution over its vocabulary conditioned on the preceding tokens,
and decoding interventions modify this distribution—by suppressing, amplifying, or re-weighting
specific token probabilities—before sampling the next token. This approach allows for fine-grained
control over output without modifying the model’s parameters, making it computationally efficient
and adaptable to diverse trustworthiness requirements.

Adversarial Contrastive Decoding [81], Alignment-Enhanced Decoding [82],
ROSE [83], SafeDecoding [84], SafeAligner [85], Zeng et al. [86], MoGU [87],
Controllable Safety Alignment [88], MetaSC [89], FlexLLM [90], Safelnfer [91],
CoCA [92], Immune [93], CleanGen [94].

Safety

|

Factuality & Octopus [95], HELPD [96], ConVis [97], Liang et al. [98], Chen et al. [99],
N af: iy Huang et al. [100], DeCo [101], Bi et al. [102], Reference Trustable Decod-
Decoding (§2.3) Faithfulness ing [103].

Fairness Dhamala et al. [104], Das et al. [105]. |

Privacy-Aware Decoding [106], Ok et al. [107], Wei et al. [108], Borec et
al. [109], Majmudar et al. [110], Isonuma et al. [111].

I

Privacy

Figure 5. A taxonomy of Decoding Strategies for enhancing LLM trustworthiness.
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Figure 6. Overview of trustworthiness-oriented decoding strategies. A frozen LLM produces logits that are
modified at each autoregressive step by three complementary families of interventions before token sampling. Con-
trastive Decoding (balance icon) contrasts outputs from paired prompts or paired models—e.g., safe versus unsafe
prompts, or an expert against an amateur model—to penalize unsafe or ungrounded tokens. Dynamic/Context-
Aware Decoding (neural-network icon) adjusts decoding hyperparameters, attention weights, or layer fusion on
the fly, based on context complexity or intermediate signals. Reference-Based Decoding (document-with-shield
icon) constrains logits toward facts or safety policies sourced from external references such as retrieved documents
or rule sets. These three families feed into a shared Logit Manipulation & Distribution Shaping stage, optionally
combined with external knowledge or safety signals, which reweights or suppresses risky, unsupported, or unsafe
tokens before the next token is sampled.
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2.3.2. Applications
Safety

Decoding strategies for safety center on inference-time intervention to prevent harmful outputs
without altering model weights, and are crucial for defending against adversarial attacks such as
jailbreaks. Contrastive decoding enhances safety by comparing logits from safe and unsafe distribu-
tions: methods like Adversarial Contrastive Decoding [81] and Alignment-Enhanced Decoding [82]
use opposite or malicious prompts to penalize unsafe continuations, while SafeDecoding [84] and
SafeAligner [85] contrast logits from safety-trained expert models against base or unsafe models, and
ROSE [83] applies reverse prompt contrastive decoding with step-by-step correction [86]. External
guidance approaches use separate models or signals to steer generation, such as MoGU’s dynamic
routing between a usable and a safe LLM [87], inference-time adaptation through safety configura-
tions [88], and meta-critique optimization of safety specifications [89]. Context-adaptive and dynamic
defenses adjust safety measures based on specific inputs, including moving target defense through
dynamic decoding hyper-parameters [90] and context-adaptive safety amplification [91]. Specialized
defense work addresses safety in multimodal LLMs through output distribution calibration [92] and
safety reward model alignment [93], as well as countering backdoor attacks via speculative decoding
to identify suspicious tokens [94].

Factuality

Diverse decoding strategies have been developed to mitigate hallucinations and ensure context-
aware outputs in LLMs and MLLMs. Contrastive decoding reduces hallucinations by contrasting
output distributions derived from original and perturbed inputs: Octopus [95] adapts to input com-
plexity with noise, HELPD [96] employs hierarchical feedback with vision-enhanced penalty decoding,
ConVis [97] penalizes hallucinated content via text-to-image reconstruction, and further methods
re-balance distributions to prioritize visual grounding [98] or integrate multi-layer fusion with con-
trastive decoding [99]. Context-aware decoding dynamically adjusts strategies to ensure faithfulness
to input context, such as dynamically adjusting attention mechanisms to prioritize context-relevant
tokens [100] and adaptively selecting preceding layers to correct output logits [101]. Reference-based
decoding enhances factual consistency by contrasting knowledge states to improve confidence on
edited facts [102] or using reference information to ensure output consistency without additional
training [103].

Privacy

Decoding strategies address privacy concerns by targeting two objectives: reducing privacy
leakage and reducing memorization. For leakage prevention, Privacy-Aware Decoding [106] filters
outputs in RAG systems to prevent disclosure of sensitive retrieved data, selective teacher supervision
during decoding avoids leaking data from untrusted sources [107], and privacy vulnerabilities in
speculative decoding have been identified where accelerated inference may increase leakage risks [108].
For memorization reduction, nucleus sampling has been shown to only modestly reduce memorization
due to peaked output distributions [109], differential privacy applied during decoding by adding noise
to logits provides formal guarantees [110], and contrastive generation encourages novel outputs to
reduce reliance on memorized training data [111].

Fairness

While decoding strategies have been explored for safety, factuality, and privacy, their impact on
fairness remains a nascent and under-explored domain. Dhamala et al. [104] provide a pioneering
analysis of how decoding parameters such as top-k, top-p, and temperature sampling influence
fairness in open-ended text generation, demonstrating that specific hyperparameter configurations can
exacerbate or mitigate group-level disparities. Similarly, Das et al. [105] explore bias across the entire
decoder hyperparameter space, revealing critical trade-offs between bias reduction and generation
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quality. These studies highlight fairness as an emerging frontier in decoding methods, where systematic
methodologies and robust interventions remain a pressing need.

3. Internal Manipulations

Internal manipulations require white-box access to the model. They intervene directly in the
model’s computation, for example by modifying activations during a forward pass, selectively remov-
ing targeted behaviors or knowledge in context, or pruning architectural components. Compared with
external controls, these methods often provide finer-grained and more persistent behavioral changes.
In return, they require white-box access to internal representations or model components during
generation. In the inference-time pipeline shown in Figure 1, they operate at the LLM generation stage
by acting on internal representations or model components.

3.1. Representation Engineering
3.1.1. Core Principle

Representation Engineering (RepE) is an inference-time control paradigm for LLMs that directly
modifies internal activations, often in the residual stream at selected layers, to steer high-level behaviors
such as refusal [118,120] or truthfulness [122]. Unlike methods that focus on individual neurons or fully
specified circuits, RepE treats concepts as directions or low-rank subspaces in population activations
and manipulates them directly. This top-down view supports both probing and steering of abstract
properties within a single forward pass [135]. In practice, RepE identifies how a concept is encoded in
activations, represents it as a direction or subspace, and applies targeted control through activation
steering or related interventions. This makes RepE a flexible, efficient, and interpretable way to shape
model behavior while largely preserving overall capabilities [136].

InferAligner [112], O’Brien et al. [113], Arditi et al. [114], CAST [115], AlphaS-
Safety teer [116], Zhou et al. [117], DRO [118], SafeSwitch [119], Gao et al. [120], La-
tent Guard [121].

Representation E:ftt}‘ﬁiz: IT1 [122], NLITI [123], LITO [124], ACT [125], Liu et al. [126], Li et al. [127]. |
Engineering (§3.1)

Fairness FairSteer [128], INLP [129], LEACE [130], TaCo [131], Sent-Debias [132]. |

i

Privacy Nakka et al. [133], Suri et al. [134]. |

ll

Figure 7. A taxonomy of Representation Engineering for enhancing LLM trustworthiness.
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Figure 8. Overview of internal manipulation methods at inference time, including representation engineering,

inference-time unlearning, and structure-level interventions such as pruning.
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3.1.2. Mechanism

RepE typically works by constructing steering vectors, which are directions in activation space
associated with a target concept, and injecting them during inference. This process has two stages:
identifying concept-relevant representations and applying them at selected layers.

Let 1Y) € R? denote the hidden representation at layer / in the residual stream, where d is the
representation dimension. Given two prompt sets, Xt for the target concept and X~ for its contrast,
we compute their mean activations at layer ¢

1 1
o Loy 0w, = Y ().

xeXt xeX—

The steering vector is then defined as

o= -,
representing the concept as a direction in activation space. More generally, dimensionality reduction
methods such as PCA [137], SVD [138], and SAE, as well as optimization-based methods, can be used
to extract low-rank subspaces that capture the concept beyond a single direction [139-141].

During inference, the model is steered by modifying the residual activation before it is passed to
later layers. For an input x with hidden state 1) (x), the steered representation is

1O (x) = 1O (x) 4 av,

where « € R controls the strength and direction of the intervention. Positive « strengthens the target
concept, while negative a suppresses it. This intervention is lightweight because it adds no trainable
parameters and only requires a vector addition at inference time. By adjusting «, model behavior can
be continuously controlled without retraining or weight updates [140]. Some extensions replace the
additive form with affine transformations,

RO (x) = whO (x) +b,
where (W, b) are low-rank steering operators that provide more expressive but still efficient control [139,141].

3.1.3. Applications
Safety

Representation engineering has become an important tool for safety control at inference time.
Existing work mainly uses activation-level steering to modulate refusals, suppress harmful outputs, or
reduce false refusals. Some methods inject safety vectors during generation, either through cross-model
guidance or harm-specific steering, to improve safety while preserving utility [112]. Others use sparse
autoencoders to identify refusal-related features or derive steering directions for detoxification, which
improves controllability but may introduce utility trade-offs [113]. Mechanistic studies further suggest
that refusal behavior can often be traced to a small set of latent directions or attention components,
which enables more targeted interventions such as conditional activation steering and false-refusal
ablation [114-117].

This line of work also provides a clearer view of how safety steering interacts with jailbreak
robustness. Prior studies show that generic safety prompts often over-shift representations toward
refusal, which can increase blanket refusals even when the model can distinguish harmful from benign
inputs [118]. In response, later methods study more selective steering strategies and more robust
safety control under adversarial prompting [119-121]. Overall, these results show that representation
engineering offers a lightweight and increasingly precise toolkit for inference-time safety control.
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Fairness

Fairness can also be improved through interventions on internal representations rather than
full retraining. In inference-time settings, activation steering uses bias-related directions to modify
hidden states and reduce demographic or ideological skew. Recent methods further adapt the inter-
vention layer and strength to improve fairness with limited utility loss [128]. Related work studies
concept erasure, which removes protected-attribute information from embeddings or activations
through projection or transformation. Representative methods include INLP, LEACE, TaCo, and
Sent-Debias [129-132]. Together, these studies suggest that representation-level interventions can help
reduce bias without full model retraining.

Privacy

Representation engineering also plays a dual role in privacy, as activation steering can both
expose and mitigate leakage. On the attack side, Nakka et al. [133] identify refusal-related attention
heads for sensitive attributes and steer a small subset of them at inference time to bypass safeguards,
leading to high disclosure rates across several LLMs. On the defense side, Suri et al. [134] show that
activation steering can suppress verbatim memorization on a controlled benchmark with limited
quality loss. Together, these results suggest that inference-time steering can serve both privacy auditing
and mitigation without retraining.

Factuality and Faithfulness

A major line of work in representation engineering steers internal activations at inference time
to improve truthfulness without updating model weights. ITI shifts a small set of attention-head
activations along truth-related directions and substantially improves Truthful QA accuracy on Al-
paca [122]. NL-ITI extends this idea with multi-token non-linear interventions and reports further
gains over ITI [123]. To avoid fixed intervention strengths, LITO learns an instance-specific schedule
and can back off through uncertainty-aware refusal, improving truthfulness while preserving task
accuracy [124,124]. ACT learns a bank of steering vectors and adapts intervention strength by hal-
lucination category, showing gains across the LLaMA family [125]. Other studies provide a more
mechanistic view by identifying global truth-related structure in representation space or finer-grained
truth neurons associated with truthful output [126,127].

3.2. Unlearning
3.2.1. Core Principle

LLMs are trained on massive corpora, so controlling what knowledge they retain and express
has become increasingly important. At the same time, harmful, private, copyrighted, or otherwise
undesirable content may be absorbed during training, raising legal, ethical, and safety concerns.
These concerns have made unlearning an important problem for trustworthy LLM deployment. At
a high level, unlearning aims to prevent targeted knowledge from influencing model behavior. In
inference-time settings, this goal is pursued not by rewriting model parameters, but by intervening
during generation to suppress, bypass, or reduce the influence of unwanted knowledge and behaviors.
Such methods act as runtime control mechanisms. They limit the model’s tendency to express targeted
content while preserving its broader capabilities.

Safet GUARD [142], Ripple Effect Unlearning [143], In-context Knowledge Unlearn-
ing [144) ALU 1]
Unlearnin 3.2 . In-Context Unlearning [146], Fast Exact Unlearning [147], Visual In-Context
8O Py | leming ) COARD 1)
Fagtuahty & In-context Knowledge Unlearning [144].
Faithfulness

Figure 9. A taxonomy of Unlearning for enhancing LLM trustworthiness.
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3.2.2. Mechanisms

Inference-time unlearning methods can be grouped into two main families: gradient-based methods
and influence-based methods. Gradient-based methods apply dynamic penalties or control signals during
the forward pass to steer generation away from targeted knowledge. Influence-based methods instead
estimate and remove the contribution of specific in-context examples at inference time.

Gradient-Based Methods

Gradient-based unlearning methods suppress targeted knowledge by applying gradient-inspired
penalties during the forward pass. Rather than updating model weights, they modify the model’s
runtime computation to steer generation away from undesirable outputs.

A representative example is GUARD [142], which introduces adaptive restriction and detection
during generation. By identifying knowledge associated with sensitive concepts and applying penalties
in real time, the model is guided away from unsafe continuations while maintaining fluency. Related
work also suggests that inference-time forgetting can emerge through runtime control signals that
redirect generation toward refusal rather than factual recall [143]. Overall, these methods make
unlearning flexible and reversible at deployment time, but they also highlight a central limitation: the
targeted knowledge is often suppressed in output rather than fully erased from the model.

Influence-Based Methods

Influence-based methods treat forgetting as the removal or reduction of specific contextual
influence at inference time. Rather than steering the model globally, they estimate how particular
training or in-context examples contribute to a prediction and then cancel, exclude, or replace that
effect during generation. In this sense, they frame unlearning as a counterfactual reasoning problem
rather than direct intervention on the forward trajectory.

For example, Pawelczyk et al. [146] introduce In-Context Unlearning, where LLMs are taught to
disregard selected in-context examples by relabeling or suppressing their contribution, thereby simu-
lating forgetting within the prompt. Building on this idea, Muresanu et al. [147] propose Fast Exact
Unlearning, which efficiently removes the influence of in-context training examples from model predic-
tions without weight updates. Although originally motivated by privacy compliance, these methods
show how influence estimation can support inference-time unlearning guarantees. This perspective
also extends to multimodal settings. Zhou et al. [148] study unlearning in large vision-language
models through visual in-context learning and show that selectively excluding visual exemplars at
inference time can reduce leakage of sensitive information. Together, these works show that influence-
based unlearning is a clean and flexible inference-time mechanism across both text and multimodal
generation.

3.2.3. Applications

Although inference-time unlearning methods differ in mechanism, they share a common goal
of reducing the influence of harmful, private, or outdated knowledge during generation. Below, we
highlight their applications to privacy, safety, and factuality /faithfulness.

Safety

A key application of unlearning is the suppression of dangerous or toxic capabilities. Because
LLMs are trained on large web corpora, they may retain knowledge of illegal activities or unsafe
behaviors that can be elicited at deployment time. Gradient-based methods such as GUARD [142]
address this problem by applying adaptive restriction and detection during generation, steering the
model away from unsafe continuations without retraining. In-context knowledge unlearning [144]
uses unlearning tokens to trigger selective refusal in context, enabling dynamic suppression of unsafe
or irrelevant knowledge. Ripple Effect Unlearning [143] further shows that suppressing harmful
capabilities, such as bomb-making instructions, can reduce jailbreak success but may also propagate
to related benign domains. Multi-agent inference frameworks such as ALU [145] extend this line
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by formulating safety control through coordinated unlearning-oriented reasoning under diverse
jailbreak settings.

Privacy

Privacy is one of the clearest motivations for unlearning, especially under regulations such
as the right to be forgotten [149,150]. Because LLMs can memorize sensitive data and disclose it
during interaction, inference-time unlearning provides a lightweight way to reduce such leakage
without retraining. In-Context Unlearning [146] suppresses the influence of forgotten examples within
the prompt, while Fast Exact Unlearning [147] removes the effect of sensitive in-context examples
at inference time without changing model parameters. In multimodal settings, Visual In-Context
Learning [148] further shows that excluding visual exemplars at inference time can reduce leakage in
large vision-language models.

Factuality and Faithfulness

Inference-time unlearning also relates to factuality and faithfulness, especially when models rely
on outdated, incorrect, or untrusted knowledge during generation. Instead of recalling such content,
unlearning can redirect the model toward abstention or explicit forgetting. In-context knowledge
unlearning [144] provides a direct example, showing that unlearning tokens can suppress forgotten
content and induce explicit “forgotten” responses rather than unsupported answers. This suggests that
inference-time unlearning can improve factual reliability by preventing the model from expressing
knowledge that should no longer be trusted. At the same time, this connection remains underexplored,
and it is still unclear when runtime suppression should be viewed as genuine forgetting rather than
controlled abstention. Recent diagnostic frameworks argue that single-value unlearning metrics
obscure exactly this distinction, and propose cognitive-diagnosis-style evaluations that jointly probe
retention, removal, and transfer effects across difficulty levels [151].

3.3. Pruning
3.3.1. Core Principle

Pruning has traditionally been studied as a tool for improving efficiency by reducing inference
cost, memory footprint, and latency. As foundation models move into safety- and regulation-sensitive
settings, this framing is no longer sufficient. The key question is no longer only how to make models
smaller or faster, but also how to make them safer, fairer, more privacy-preserving, and more reliable.

w Wei et al. [152], Zhang et al. [153], SafePTR [154]. |
—m FASP [155], Ma et al. [1560]. |

Pruning (§3.3.1)
Dissecting LMs [157], Liu et al. [158], FedPrLLM [159]. |

Factuality &
Faithfulness

Chrysostomou et al. [160]. |

Figure 10. A taxonomy of Pruning for enhancing LLM trustworthiness.

From this perspective, pruning becomes a form of structural control over model behavior rather
than a purely efficiency-driven reduction technique. By selectively suppressing weights, neurons,
heads, or subnetworks associated with bias amplification, unsafe generation, or privacy leakage,
pruning can reshape the pathways through which the model produces outputs. Methods such as
fairness-aware sparsification, safety-constrained pruning, and privacy-oriented structural reduction
reflect this shift by embedding trust-related objectives into the model’s active computation rather
than treating them only as post hoc corrections. Under this view, pruning serves not only to improve
efficiency, but also to support leaner and more trustworthy deployment.
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3.3.2. Applications

Empirical evidence shows that utility metrics alone can miss important trustworthiness shifts
after pruning. Compression may preserve perplexity while still degrading refusal behavior, toxicity
control, or other safety properties. This means safety should be treated as a first-class constraint in
pruning rather than checked only after compression.

Safety

Naive pruning can weaken safety even when utility loss is small. Wei et al. [152] show that
removing only ~3% of parameters, or ~2.5% of low-rank components, in safety-critical regions can
sharply degrade refusal behavior, suggesting that aligned safety depends on structurally sparse
components. Zhang et al. [153] further show that efficiency-oriented activation approximation can also
introduce safety vulnerabilities, reinforcing the need to account for safety during compression rather
than after it. Recent work therefore explores more targeted pruning strategies. In multimodal LLMs,
SafePTR [154] selectively prunes harmful tokens at vulnerable layers and restores benign features
at later layers, improving jailbreak resistance while preserving utility. Overall, these results suggest
that pruning can support safety only when the intervention is explicitly trust-aware. Otherwise,
compression may remove precisely the components that sustain aligned behavior.

Fairness

Fairness-oriented pruning is less clearly aligned with inference-time trustworthiness than safety-
oriented runtime pruning. Existing work mainly studies post-processing structural interventions, such
as pruning attention heads associated with bias or comparing head- and neuron-level pruning for
bias mitigation [155,156]. These results suggest that selective structural suppression can reduce bias,
but they are better viewed as adjacent pruning-based debiasing methods than as clean inference-time
interventions. As a result, fairness remains relatively underexplored for pruning under the stricter
inference-time setting considered here.

Privacy

Pruning has also been explored for privacy protection, though much of this work is closer to
deployment-oriented structural intervention than to strict runtime control during generation. Existing
methods identify and remove neurons or subnetworks associated with memorized sensitive content,
aiming to suppress privacy leakage while preserving general utility. Examples include data-efficient
neuron pruning in language models, modality-aware pruning in MLLMSs, and federated pruning
schemes that exchange pruning masks rather than raw data [157-159]. These results suggest that
pruning can support privacy-preserving deployment, but most current methods rely on structural
modification before deployment rather than conditional pruning at inference time.

Factuality and Faithfulness

Pruning has also shown some potential for improving factual reliability, although evidence
remains limited. One large summarization study reports that pruned models hallucinate less and rely
more on source content, suggesting that pruning may suppress spurious generation pathways [160].
However, it is still unclear whether this effect transfers beyond summarization or supports stronger
notions of faithfulness. At present, factuality and faithfulness remain promising but underexplored
directions for pruning in trustworthy model deployment.

4. System-Level Orchestration

System-level orchestration moves beyond single-model interventions to coordinate multiple LLM
agents into collaborative architectures. Rather than controlling one model in isolation, trustworthiness
here emerges from structured interaction patterns—debate, cross-verification, role specialization, and it-
erative self-correction. In the inference-time pipeline (Figure 1), the tool-use / agents loop spans context
assembly, generation, and output checking, creating feedback cycles that enable collective reliability.
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4.1. Multi-Agent Systems

Multi-agent systems (MAS) shift control from a single model to a coordinated group of LLM-based
agents. Trustworthiness is no longer a property enforced on one model; it emerges from the interaction
protocols that connect the agents. By structuring those interactions through debate, adversarial
simulation, or multi-perspective deliberation, MAS can reach levels of robustness, safety, and factuality
that single agents struggle to attain.

AutoDefense [161], MARO [162], PeerGuard [163], GUARDIAN [164],

Ebrahimi et al. [165], RedDebate [166], MASTER [167], PsySafe [168], Qi et

al. [7], He et al. [169].

Factuality & Du et al. [170,171], CEMAD [172], Markov-chain debate [173], MAMM-
; —[W]— REFINE [174], MADR [175], Audit-LLM (EMAD) [4], CausalGPT [176], CO-
Multi-Agent Faithfulness OPERATE/COMPETE [177], Collaborative Calibration [178].
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Ki et al. [179], Mitigation via Selective Rewrite (MSR) [180], Multi-LLM
BIIHILED) (Owens et al.) [181], Borah & Mihalcea [182], Wan et al. [183].
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Figure 11. A taxonomy of Multi-Agent Systems for enhancing LLM trustworthiness.

4.1.1. Core Principle: From Monolithic Control to Collaborative Systems

Multi-agent systems decentralize reasoning and decision-making. A complex problem is decom-
posed and assigned to specialized agents, each with its own role, persona, or expertise. Trustworthiness
is shaped by the interaction protocol, which may use adversarial debate, cooperative problem-solving,
peer review, or hierarchical verification. For example, a “propose” agent generates an initial response,
a “critic” agent challenges its assumptions, and a “synthesize” agent integrates the feedback into a
final answer. This structured interaction adds error correction and validation at inference time, so
reliability depends less on any single agent’s quality and more on the collaborative architecture itself.
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Figure 12. Overview of multi-agent system architectures for LLM trustworthiness across four dimensions. Safety
employs structured defense via role diversity and adversarial red-teaming; Factuality relies on structured debate
with cross-verification and calibrated uncertainty; Fairness uses multi-agent debiasing with self-reflection as well
as orchestrated plan-and-refine loops; and Privacy leverages specialized agents (Extractor, Executor, Checker) for
data sanitization. Representative systems and interaction patterns are shown for each dimension.

4.1.2. Applications
Safety

Multi-agent systems make safety an emergent property of structured interaction rather than a static
property of a single model. Specialized agents run a propose—-attack—audit-adjudicate loop: they gen-
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erate responses, probe for failures, cross-check reasoning, and arbitrate outcomes. A unifying pattern
is structured defense via role diversity and cross-verification. AutoDefense combines intention analysis,
prompt inference, and final judgment to filter unsafe outputs [161]. Committee-style analyzers extend
coverage by combining linguistic, comment, and fact-checking expertise for misinformation risks [162].
Peer-based scrutiny hardens internal logic: PeerGuard has agents verify consistency between each
other’s chain-of-thought and final outputs to expose backdoors [163]. At system scale, collaboration
can be modeled as a temporal interaction graph to trace and contain the spread of hallucinations or
injected errors [164], while dynamic credibility weighting down-ranks unreliable contributors [165].
Safety also benefits from adversarial simulation for proactive discovery: automated red-teaming with
debate iteratively elicits, refines, and patches unsafe behaviors using persistent memory [166]. The
same interactive channels, however, expand the attack surface. Structured debates can amplify jail-
break success [7], communication links invite Agent-in-the-Middle manipulation [169], and persuasive
agents can steer group consensus toward unsafe actions [168]; taxonomies such as MASTER map these
vulnerabilities [167], and analyses of emergent social risks show how misaligned agent interactions can
produce system-level harms that no individual agent was designed to cause [186].

Factuality

Multi-agent systems enhance factuality and faithfulness by replacing a single model’s unverified
reasoning with structured interaction among multiple agents. Rather than trusting one model’s first-
pass answer, MAS organize a propose—critique-adjudicate loop in which agents advance claims, attack
each other’s reasoning, and converge under a judge. Foundational work shows that debating agents
can reach more accurate conclusions than individuals, as critiques expose faulty logic that a single
model may miss [170]; debates judged by weaker raters still tend to favor truthful arguments [171].
Forced-disagreement variants such as CFMAD assign counterfactual stances to improve robustness to
initial mistakes [172]. This pattern scales to long-form tasks by decomposing outputs into atomic claims
and verifying each through coordinated agents: role-structured stateful debates [173], discriminative
reranking pipelines [174], complementary-perspective feedback for explanation faithfulness [175],
and domain-specific evidence cross-examination [4]. Beyond surface correctness, MAS also promote
reasoning integrity by separating faithful reasoners from causal evaluators [176], and yield calibrated
uncertainty through peer feedback and adversarially generated alternatives that reveal knowledge
gaps and trigger abstention [177,178].

Fairness

Multi-agent systems address demographic biases that simpler mitigation methods leave intact.
One direction uses multi-agent debate for cultural adaptability: Ki et al. [179] propose a framework
where LLM agents handle culturally situated questions through debate and self-reflection, with a
judge LLM resolving disagreements based on debate history. For demographic fairness, multi-agent
architectures decompose the debiasing task across specialized roles: Mitigation via Selective Rewrite
uses an LLM agent to give targeted feedback on removing gender bias in language style [180]; multi-
LLM frameworks place multiple models in conversational settings with centralized and decentralized
debiasing configurations [181]; and self-reflection mechanisms let models identify and self-correct
societal biases through a critique step [182]. Most recently, Wan et al. [183] proposes an agentic
planning pipeline that runs an iterated diagnose-and-refine loop until the output is satisfactory.

Privacy

Multi-agent systems introduce mechanisms for safety and factuality, but they also create new
privacy challenges that remain a research gap. The interconnected structure of MAS opens new
vectors for data leakage: the MASLEAK framework shows systematic, worm-like attacks that extract
intellectual property such as system prompts, tool definitions, and topological structure from black-box
MAS applications by propagating through agent communication chains [184]. The same architectural
principles can also be used for defense: multi-agent approaches decompose privacy preservation into
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specialized roles, such as an Extractor Agent to identify private data, an Executor Agent to generate
sanitized outputs, and a Checker Agent for verification, reducing leakage of sensitive information
while preserving output quality [185]. Together, these studies show that the collaborative structure of
MAS is both a liability and an asset for privacy. A unified treatment that combines robust defenses,
secure communication protocols, and verifiable information-flow controls remains largely unexplored.

5. Evaluation

Inference-time trustworthiness methods intervene after model training to shape LLM behavior
under deployment constraints. As these interventions differ a lot in where and how they act, such as
in prompts, logits, activations, external filters, or the system workflow, evaluation cannot be unified by
one benchmark or one metric family. Although foundational benchmarks such as TrustGPT [187] and
dynamic evaluation toolkits such as TrustEval [188] provide valuable unified views over multiple trust-
worthiness dimensions, they were not designed to isolate the runtime-specific properties introduced
by inference-time controls. We therefore adopt a meta-axis evaluation view on the inference-time
evaluation. The goal is to capture deployment-relevant properties that arise specifically from runtime
trustworthiness. In practice, such enforcement is shaped by latency, cost, and integration constraints.
Each axis highlights a distinct evaluation question, and while the axes are conceptually unique, they
can overlap in practice:
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Figure 13. A meta-axis evaluation framework for inference-time trustworthiness methods. Rows correspond
to four trustworthiness dimensions (Safety, Privacy, Fairness, Factuality), and columns represent five com-
plementary evaluation axes (Effectiveness, Locality, Generality, Interpretability, Efficiency). Each cell lists
representative metrics specific to the dimension-axis intersection, highlighting the multi-faceted nature of
deployment-time evaluation.

e  Effectiveness / Behavioral Accuracy: To what extent does the inference-time mechanism reliably
enforce the intended behavioral constraints, and under what conditions does it fail?

*  Locality / Utility Preservation: To what extent are the intervention effects localized to the targeted
behaviors while preserving general task performance and user utility?

*  Generality / Robustness / Adaptivity: How well does the mechanism generalize across tasks,
domains, and input distributions, and how robust is it to distributional shifts?

e Efficiency / Latency / Cost: What additional runtime overhead does the mechanism introduce in
terms of latency, compute, memory, or token usage?

e Interpretability / Transparency: To what extent are the mechanism’s actions, triggers, and
decision rationales transparent to human auditors or downstream systems?
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Although these axes separate different deployment concerns, they often trade off against one
another. Building on this framing, this section organizes evaluation along the axes above and describes
representative metrics across four categories: Safety, Privacy, Fairness, and Factuality.

5.1. Effectiveness / Behavioral Accuracy

Effectiveness / Behavioral Accuracy evaluates whether an inference-time mechanism M changes
model behavior in the intended direction on a target evaluation distribution. Consider an LLM that
produces an output Y (x) for an input x ~ D under M. Effectiveness asks whether M increases the
likelihood of desired trust-aligned behavior and decreases the likelihood of undesired behavior:

EffeCtiveness(M) & EXND [I{YM (x> € ydesired} - I{YM (x> € yundesired}} .

In inference-time settings, this axis primarily measures the runtime behavior induced by a plug-in
control layer, such as refusal, redaction, constrained decoding, evidence grounding, or verification.
However, Effectiveness alone does not tell whether improvements come from overly broad suppression
of benign behavior, from brittle operating thresholds, or from masking the underlying capability.
These trade-offs motivate complementary axes such as Locality (utility and over-refusal), Robustness
(bypassability and shift), Efficiency (latency/cost), and Interpretability (auditability).

5.1.1. Rate-Based Metrics

Rate-based metrics capture how often undesired behavior still occurs at inference time, and are the
most prevalent family across all trustworthiness categories. In safety, jailbreak success rate measures
whether an adversarial prompt elicits a harmful response from the model, unsafe completion rate tracks
the overall proportion of harmful outputs across all queries, and the complementary defense success
rate captures how often the mechanism successfully blocks such outputs. Risk-score formulations take a
continuous toxicity or harm score assigned to each output instead of a binary attack outcome and report
the fraction exceeding a predefined threshold [19,84,85,142,154,163,189,190]. In privacy, extraction
success rate captures whether an attacker can recover memorized or sensitive text from model outputs,
while disclosure rate measures how often outputs contain personally identifying or otherwise private
information across a broader query distribution [30,106,109,146]. In factuality, hallucination rate counts
the proportion of outputs that are unsupported or factually incorrect, groundedness rate measures the
fraction of claims in a response that are explicitly supported by retrieved or provided evidence, and
edit success rate verifies whether a targeted fact has been correctly updated following a knowledge
editing intervention [39,45,48,191,192].

5.1.2. Classifier-Style Metrics

Classifier-style metrics treat the inference-time intervention as an explicit detection task and
evaluate how well the mechanism separates harmful, private, or hallucinated outputs from benign
ones. Rather than reporting a single operating point, metrics such as AUC and AUPRC summarize
performance across all possible decision thresholds, while Precision, Recall, and F1 show the trade-off
between false positives and false negatives at a chosen threshold. These metrics are important when
the intervention involves a learned or rule-based classifier, such as a safety guardrail or hallucina-
tion detector, where threshold calibration governs deployment behavior. They appear across safety
guardrails [1-3,60], privacy membership-inference evaluations [30,133], and factuality hallucination
detection [45,48].

5.1.3. Group-Disparity Metrics

Group-disparity metrics quantify fairness effectiveness by comparing outcomes across demo-
graphic groups, capturing whether a mechanism treats different populations equitably. Bias scores
on curated benchmarks measure stereotyping or differential toxicity for specific groups, worst-group
performance identifies the most disadvantaged subpopulation, and disparity gaps capture the abso-
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lute difference in an outcome metric such as toxicity, error rate, or refusal rate between two groups.
Together, these metrics reveal whether a fairness intervention reduces imbalance in model behavior
or merely shifts it. They are reported across prompt-based interventions [32,33,38], fairness-aware
retrieval [35,36], and pruning methods that target bias-related internal structure [155,156,193].

5.1.4. Task-Performance Metrics

Task-performance metrics such as exact match, F1, and accuracy measure whether trustworthiness
gains come at the cost of general capability, serving as a sanity check on standard benchmarks. They
are widely reported among representation or context engineering evaluations to confirm that they do
not disrupt unrelated competencies [122,124,125,191], and also appear in multimodal hallucination
settings [96,97].

5.2. Locality / Utility Preservation

Locality / Utility Preservation evaluates whether an inference-time mechanism M limits its be-
havioral changes to the intended outputs while preserving user utility. Unlike training-time alignment,
inference-time controls are typically implemented as plug-in layers. As a result, the locality failure
mode is behavioral spillover, in which the system becomes safer by being less helpful, issuing more
refusals, or providing less information. Formally, let Dyg denote the targeted distribution (e.g., harmful
or sensitive prompts) and Dpenign denote benign traffic. A generic utility retention view is:

Aubenign(-/\/l) = ExNDbenign[u(YM (x)) - u(Y(x))],

where u(-) can be task accuracy (EM/F1/Acc), LLM-as-judge helpfulness, or win-rate. In inference-
time deployment, locality is coupled to thresholding and pipeline composition. When multiple
strategies are combined, such as guardrails and decoding, they can amplify suppression of benign
outputs even if each component appears acceptable in isolation.

5.2.1. False-Positive and Over-Refusal Rate Metrics

These metrics capture whether a mechanism incorrectly suppresses or refuses inputs it was not
designed to target. In safety, benign response rate measures how often the defense leaves safe prompts
unaffected, and is usually reported alongside attack success rate to confirm that refusal gains are not
simply the result of refusing more broadly [19-22]. In guardrail systems, false-positive rate and benign
blocking rate capture how often clean inputs are incorrectly filtered or routed. These summarize
the trade-off between blocking harmful content and passing benign traffic [1-3,60]. In multi-agent
defenses, false alarm rates on clean interactions are essential because a monitoring agent that incorrectly
flags benign exchanges can suppress the entire downstream workflow [163,166]. In privacy, false
positives of the privacy action through blocking harmless queries, measure damage on non-sensitive
content [106,146]. In fairness, refusal disparity measures the absolute difference in refusal rate between
demographic groups under the intervention, capturing whether the mechanism disproportionately
suppresses responses for certain groups rather than improving equitable helpfulness [32,33,38].

5.2.2. Utility Retention Metrics

Utility retention metrics measure whether general task performance is preserved on non-targeted
inputs after the intervention. Common metrics include exact match, F1, and accuracy on held-out
benchmarks, MT-Bench scores, instruction-following rates, LLM-as-judge helpfulness, and win-rate. In
safety, these are reported for decoding, representation engineering, pruning, and unlearning interventions
to confirm that modifications do not distort normal generation quality [84,114,142,143,154,189]. In privacy,
downstream task accuracy on non-sensitive queries confirms that filtering or constrained generation does
not broadly reduce answer quality [30,109]. In fairness, per-group utility retention tracks whether task
success is preserved equitably across demographic groups, ensuring bias reduction is not obtained by
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broadly degrading helpfulness for any subpopulation [36,155,156,193]. In factuality, retain-set task utility
on benign factual QA is reported alongside hallucination reductions [39,45,48,122].

5.3. Generality / Robustness / Adaptivity

Generality / Robustness / Adaptivity evaluate whether an inference time mechanism M keeps
its intended effect when inputs, tasks, or attackers change at deployment. This axis is not about a
single test set. It is about performance over a family of conditions, which is likely out-of-distribution.
Let {D;}X | be test distributions and let s, (M) be a score on Dy. A common summary reports both
the average and the worst case:

R =

Savg (M) =

K
sg(M), Smin (M) = min s, (M).
LM (M) = min si(M)

5.3.1. Worst-Case and Cross-Distribution Rate Metrics

These metrics summarize how a mechanism’s core effectiveness signal holds up across multiple
conditions rather than a single fixed distribution. In safety, attack success rate and benign answering
rate are reported across multiple jailbreak families and prompt styles, with worst-case values serving
as the primary robustness summary. Sensitivity to threshold changes is captured by reporting deltas
when guard strength varies [19-21]. Decoding and representation engineering methods report harmful
score and safety score under stronger or more diverse attacks. Tracking utility accuracy on task suites
to confirm that robustness gains do not come at the cost of normal performance [84,112,142]. In
privacy, attack success rate is reported across multiple attack types and privacy budgets to capture
how leakage behavior changes as the adversary changes. N-gram leakage rate measures whether the
control generalizes beyond exact span matches to broader overlap with sensitive content [29,31]. In
fairness, bias scores and stereotype index are reported across demographic categories, topics, and
occupations to evaluate whether bias reduction holds beyond a fixed template. Fairness violation
rates are tracked alongside utility metrics such as NDCG [32,33,38]. In factuality, accuracy and F1 are
reported across cross-domain splits to test whether robustness comes from better evidence selection
rather than longer contexts [39,45,46,48].

5.3.2. Classifier-Style Metrics Across Domains and Languages

When the intervention involves an explicit detector or classifier, robustness is evaluated by
reporting precision, recall, F1, AUC, and AUPRC across multiple benchmarks, domains, and languages.
In safety, guardrails and multi-agent systems use these metrics to evaluate whether detection quality
generalizes across domains and languages [2,62,166]. In privacy, precision, recall, and F1 for detecting
poisoned passages evaluate whether the control generalizes to different poisoning strategies, since
both false positives and false negatives matter [25,30]. In fairness, detailed metrics such as sentiment
gap, toxicity scores, and regard-based labels are reported across demographic groups to evaluate how
robust the fairness conclusion is to different measurement approaches [155,194].

5.3.3. Calibration and Stability Metrics

These metrics evaluate whether a mechanism remains consistent and reliable as conditions shift.
In safety, expected calibration error tests whether the same decision threshold remains reliable under
distribution shift. In factuality, representation engineering methods track shift measures such as cross-
entropy and KL divergence to detect distribution change, and stability measures such as cosine similarity
to check whether the intervention direction stays consistent as training data changes [122,124,135]. In
fairness, cross-split and cross-capability comparisons, reporting generality scores on train-test splits, check
whether bias reductions are stable rather than artifacts of a particular evaluation setup [193,195].
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5.4. Interpretability / Transparency

Interpretability / Transparency evaluates whether an inference-time mechanism M is observable
and auditable. When M changes the system behavior (e.g., refusal, redaction, or rewriting), it should
be clear (i) what action was taken, (ii) what condition triggered the action, and (iii) what evidence
supports the decision. This is particularly important at inference time because many controls are
deployed as modular plug-ins. Formally, let ay4(x) € A denote the runtime action on input x, and let
Tr(x) be the trigger set (policy IDs, detectors, or threshold crossings). Let z 4 (x) be the transparency
artifact (logs, scores, or traces). A generic transparency score is:

T(M) = Exopldanm (%), Ta(x), 2 (x))],
where s(x) is a risk score (or classifier confidence) and t is the deployed threshold.

5.4.1. Provenance and Audit Metrics

These metrics measure whether each intervention is accompanied by a sufficient audit record
that identifies what component acted, what policy triggered it, and at what operating point. In
safety, provenance completeness captures whether each intervention includes a stage identifier, policy
identifier, risk score, and threshold value, making it possible to distinguish targeted filtering from
broad over-refusal [3,4,154,164]. In factuality, provenance logs of what was retrieved and used at
runtime help separate retrieval failures from generation failures, and verification loops or critique-style
retrieval augmentation leave intermediate records that make the reasoning process auditable [39,45,46].

5.4.2. Human Judgment Metrics

These metrics evaluate whether the mechanism’s explanations are understandable to human
annotators. In safety, agreement rate measures the fraction of explanations that annotators judge as
correct or helpful, evaluating whether intermediate reasoning steps and policy triggers are meaningful
rather than superficially plausible [22,65]. In factuality, faithful explanation rate measures the fraction
of explanations that humans consider consistent with the provided evidence, evaluating whether
verification rationales are genuinely grounded [45,175]. LLM-as-a-judge is widely used as a scalable
proxy for human judgment, but recent work shows that judge models themselves carry systematic
biases—e.g., position, verbosity, and self-preference biases—which can distort transparency evaluations
and should be reported alongside raw judge scores [196].

5.4.3. Distributional Transparency Metrics

These metrics evaluate whether the mechanism’s behavior across groups or confidence levels is
auditable from the output distribution. In fairness, an explicit probability gap between two matched
identity terms in the same context measures how much the mechanism shifts likelihoods across
groups [193]. In pluralistic settings, NLI entailment coverage measures how much the final response
reflects provided group viewpoints, capturing whether the mechanism genuinely incorporates in-
tended perspectives [195]. In factuality, calibration metrics such as the Brier score measure whether
reported confidence aligns with actual correctness, making the system’s factuality claims auditable
across varying operating points [171,178].

5.5. Efficiency / Latency / Cost

Efficiency / Latency / Cost evaluates how practical it is to deploy an inference-time mechanism
M by measuring the computational resources consumed during the control process. Unlike training-
time alignment, which spreads costs over the model’s lifetime, inference-time methods operate on the
critical path of user interaction. Even small increases in latency or compute per request can noticeably
worsen user experience and raise operational costs. The main efficiency failure mode is excessive
overhead, where the mechanism requires many extra forward passes, memory, or auxiliary calls
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to achieve safety or accuracy improvements. Formally, let Cp,s0(x) denote the cost of generating a
response for input x using the base model. A general overhead measure is:

AC(M) = Erp[Cp (x) — Coase(x)],

where Cp(x) is the cost under the mechanism. The commonly used metrics are:

*  Relative Latency and Runtime Overhead. A standard way to measure deployment cost is relative
latency, often reported as the Average Token Generation Time Ratio or its equivalence [82,84,94]. It
measures the slowdown caused by the defense during inference:

1 & Tyef(xi)
ATGR = — ) &t
N g Tbase(xi)

where Tgef(x;) is the wall-clock time for prompt x; under the defense, and Ty, (x;) is the
baseline time.

e  Computational Cost and FLOPs-Based Budgeting. To study scaling behavior in a way that is
less sensitive to hardware, several works use floating point operations as a compute proxy [27,63].
This gives a hardware-independent view of how much extra computation is needed for a given
safety gain, often reported as performance under a compute budget:

Performance(Cpyudget) = Metric(M | Cpq < Cbudget)-

This is used to plot safety outcomes such as Attack Success Rate against inference TFLOPs, tracing
a safety—compute trade-off curve.

¢  Token Usage and Throughput. For methods that expand context—such as guardrail prompting,
meta-prompting, or retrieval augmentation—token growth is a direct cost driver [36,74,86]. A
simple and widely used summary is the Token Usage Ratio:

B Total Tokensgefense
T = "Total Tokensp,ee

This captures cost increases from longer prompts, extra intermediate steps, or additional retrieved
content. Throughput in tokens per second is also commonly reported to reflect serving capacity
under the defense.

6. Discussion and Open Problems
6.1. External Controls

Context engineering, guardrails, and decoding strategies share a common strength: they treat
the model as a black box, making them model-agnostic, composable, and rapidly updatable without
retraining. Context engineering is training-free and flexible, with different techniques addressing
distinct challenges: prompting for lightweight alignment, RAG for factual grounding, memory for
persistence, and reasoning for self-regulation. Guardrails add an independent policy-enforcement
layer that can be swapped across providers, while decoding strategies enable fine-grained, real-time
steering of token distributions across multiple trustworthiness dimensions.

However, all three tiers are soft controls and share similar failure modes. Context engineering is
fragile to small phrasing changes and vulnerable to context poisoning; guardrails face a continuous
cat-and-mouse dynamic against adversarial evasion; and hard decoding constraints can produce brit-
tle, incoherent outputs [85]. A common “Control Tax” runs through these methods: strict guardrails
increase false positives and reduce helpfulness, while aggressive logit suppression [81] or noise in-
jection [110] compromises generation quality. LLM-based judges and multi-layer decoding also add
latency overhead. None of these methods can provide formal safety guarantees in isolation, and inte-
grated pipelines that combine context engineering, guardrails, and decoding remain underexplored.
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6.2. Internal Manipulations

Representation engineering, unlearning, and pruning offer more direct behavioral control by
intervening on internal model components. Representation engineering treats hidden states as con-
trollable objects and supports concept-level steering through activation addition or sparse autoen-
coders [122,135,140]. Unlearning steers outputs away from sensitive knowledge through runtime
penalties or influence subtraction, which is practical when regulatory requirements shift. Pruning
provides structural control by removing heads, neurons, or tokens associated with unsafe or biased
behavior, and is compatible with broader compression pipelines.

Despite these strengths, internal methods share several fragilities. Representation engineering
depends heavily on intervention strength, layer choice, and normalization; multi-concept steering
remains brittle, and strong interventions risk pushing activations out of distribution [136]. Unlearning
faces a verification problem: many methods suppress rather than truly remove knowledge, leaving
models vulnerable to adversarial recovery [5]. Pruning is highly sensitive to where sparsity is intro-
duced; even small amounts of naive pruning can sharply weaken safety-critical behavior. All three
methods exhibit a utility—control trade-off, where stronger interventions can degrade fluency, accuracy,
or reasoning [197]. Representation engineering also carries dual-use risks, as the same activation-level
controls can strengthen or weaken safety [198]. Robust deployment across internal methods will
require better verification protocols, principled intervention selection, and careful integration with
broader safety governance [199].

6.3. System-Level Orchestration

Multi-agent systems introduce reliability through collaborative reasoning, but their most immedi-
ate obstacle is operational overhead: each query may trigger multiple agents over several rounds, with
performance gains often diminishing quickly [170,172], which leaves many architectures impractical
for real-time applications [4]. The collaborative dynamics designed to foster trustworthiness can also
become vectors for emergent failures. Agents sharing the same base model exhibit “groupthink,”
reinforcing shared hallucinations [172], and adversaries can exploit the collaborative structure: a
single persuasive adversary can sway an entire group [200], while debate frameworks can be more
vulnerable to jailbreaks than single agents [7]. Evaluating MAS trustworthiness is also more complex,
as effectiveness depends on roles, topology, protocols, and agent count [167].

7. Conclusions

As large language models are deployed in real applications, controlling their trustworthiness
after training has become as important as alignment during training. In this paper, we have presented
a unified framework for inference-time control of trustworthy LLM behavior across safety, privacy,
fairness, and factuality. The framework spans external guardrails, internal representation engineering,
and system-level orchestration. Our analysis shows that no single method is sufficient; each trades off
control strength, computational cost, and model utility against the others. Building reliable systems
will therefore require composing these methods rather than choosing among them. Inference-time
intervention is not an afterthought to alignment but a coherent design space in its own right, and
treating it as such is a starting point for verifiably trustworthy LLMs.
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