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Abstract

The fifth-generation mobile network (5G-MN) technology is regarded as an evolution of traditional
networks originated from the first, second, third, and fourth generation mobile network respectively.
All generational mobile networks are vulnerable to security concerns that are common to traditional
mobile communication networks. The security concerns can be hackers compromising the networks
by sending malicious packets to authorize user devices which eventually lead to breach of legitimate
users’ data and also causes high latency in the networks. This security concern evolves with the
evolution of communication networks. Therefore, the main objective of this study is to implement a
robust mitigation scheme in Mobile Edge Computing (MEC) due to the limitations of traditional
approaches in addressing evolving security concerns. MEC is one of the significant technologies in
the implementation of 5G-MN. MEC enhances the capabilities of cloud computing and brings
computational capability closer to the network edge. This reduces latency in 5G, resulting in better
end-user experience. This study focuses on MEC security concerns called distributed denial of service
(DDoS) attacks which can occur at different network layers of the network. The aim was to tackle
security issues such as DNS flooding attacks and identify effective techniques for mitigating DDoS
attacks in MEC systems. We suggested employing Supervised Machine Learning (SML) algorithms
as the proposed solution or mitigation techniques, which are Random Forest (RF), Decision Tree (DT),
Naive Bayes (NB), K-Nearest Neighbor (K-NN), Logistics Regression (LR), and Blending/Stacking
Model (BM/SM). Subsequently, we then conducted an evaluation of these techniques. The evaluation
was based on multiple performance metrics such as accuracy, detection/recall, precision, F1-Measure,
Matthew’s correlation coefficient (MCC). Machine learning (ML) models were stacked to implement
ML-based hybrid model. Our evaluation demonstrated that hybrid models surpassed traditional ML
models in performance, with RF being the most effective in mitigating DDoS attacks in MEC. The
results were supported by statistical analysis such as Probability Density Function (PDF), Area Under
the Receiver Operating Characteristic (AUROC) and hypotheses testing, reinforcing the superiority
of hybrid models.

Keywords: ML based hybrid model; distributed denial of services attacks; mobile edge computing

1. Introduction

Out of the five technologies associated with 5G-MN, namely millimeter-wave, Massive multi-
user Multiple-Input Multiple-Output (MIMO), Small cell stations, Beamforming, Non-Orthogonal
Multiple Access (NOMA), and MEC. MEC is considered crucial technology for cellular
communication [1]. MEC extends the capabilities of cloud computing by locating them near the edge
of the network. Our study specifically focuses on MEC among the mentioned 5G-MN technologies.
In the current era, the society still make use of 4G-MN which can sometimes face limitations of
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ultralow latency in certain applications such as real-time gaming or industrial automation (robotics)
[2]. In the year 2020, the initial phase of the 5G-MN was deployed and expected to be ten times faster
than the fourth-generation mobile network (4G-MN) [3]. 5G-MN is projected to offer higher peak
download speeds and more efficient bandwidth utilization when compared to 4G-MN [3].
Additionally, 5G-MN supports a wide array of applications, including cloud systems, augmented
reality, industrial automation, mission-critical applications, and self-driving vehicles.

MEC's primary objective is to enhance the efficiency, stability, and integrity of a 5G-MN [1]. Its
successful implementation relies heavily on robust security measures, as any vulnerability can lead
to compromised end-user experiences. To safeguard against attacks, such as DDoS attacks, security
devices are used on enterprise networks to defend against threats from carrier networks.
Strengthening security measures not only protects against attacks but also improves the overall
quality of network services. As 5G-MN technologies are integrated into application systems, high-
security measures are essential to ensure their safety.

DDoS attacks can cause service interruptions, and disruptions rendering the central objective of
MEC unrealized [4]. This study is aimed at developing a mitigation strategy to counter DDoS attack
effectively. DDoS attacks are characterized by multiple compromised computers working together to
target a server, website, or network resource, resulting in disruptions and restricted access for
legitimate users. The proposed mitigation scheme aims to address and prevent these disruptive
attacks, ensuring the stability and reliability of the MEC system.

Drawing from existing literature recommendations [5,6] et al, we propose the integration of ML
techniques (DT, LR, NB, RF) to develop our solution. The purpose of building Stacking hybrid model
was to optimize or to improve the mitigation capabilities against DDoS attacks in MEC. The main
objective of this research is to develop a hybrid model and assess its performance compared to
traditional ML algorithms in mitigating DDoS attacks. The performance of ML models can be affected
by the configuration of parameters. Consequently, the SML models implemented with default
parameters to avoid biased findings.

This study consists of the two cases. In the first case of the study, we evaluate ML algorithms
which are LR, DT, NB, and k-NN, and their performance evaluation based on metrics such as recall,
precision, F1-measure, and accuracy. The second case of the study focuses on the evaluation of ML
models (DT, NB, and LR) against the proposed Hybrid models. Statistical analysis such as AUROC,
PDF of normal distribution, and hypothesis testing are used to evidently support the evaluated
findings of the second case of the study.

2. Reviewed Papers

According to paper [7], ML based model was proposed to detect and prevent cyber-attacks on
Internet of Things (IoT) networks whereas the focal point of this study is based on mitigating DDoS
attacks in MEC environment. The limitation involves that the model’s detection performance may
vary due to incompetency when applied into big dataset. Therefore, this study utilizes hybrid ML-
based which have the capability to perform effectively even when applied to large datasets.

In this paper [8], an ML-driven framework for network intrusion detection was proposed
whereas this study proposed hybrid ML-based model for MEC network environment DDoS attacks
detection. The evaluation lacks statistical significance testing, preventing definitive claims about
model performance differences. Limitation of class imbalance poses challenges to generalizability, as
no oversampling techniques were employed. Therefore, this study utilizes statistical metrics (PDF,
AUROC, and hypothesis testing) to measure the performance of both traditional and hybrid models.
Additionally, random under sampling (RUS) and over sampling (ROS) was utilized to ensure there
exists unbiased improvement of effective detection rate.

According to [9], cloud computing has become a significant area of focus for researchers due to
its extensive applications and advantages. However, its dependence on the internet for service
delivery and its distributed nature present security challenges, particularly the severe threat of
insider DDoS attacks that can completely disable services. Conventional defense mechanisms such
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as firewalls are ineffective in identifying insider attacks. To address this issue, the paper proposed an
anomaly intrusion detection approach within the hypervisor layer, aimed at thwarting DDoS
activities between virtual machines.

The proposed intrusion detection employs an evolutionary neural network that combines
particle swarm optimization with neural networks for the detection and classification of traffic
exchanged between virtual machines. Therefore, our research proposes a hybrid ML model to boost
the ability to combat DDoS attacks in MEC. The performance analysis of their proposed intrusion
detection demonstrated a success in detecting and classifying the DDoS attacks in the cloud
computing environment, with minimal false alarms and high accuracy.

Research in paper [10] introduces a novel mechanism for identifying Low-Rate Denial of Service
(LDoS) attack flows in a cloud environment using hypothesis testing. LDoS attack traffic exhibits
striking similarities to legitimate traffic, making real-time detection with a low false positive rate
challenging. However, the proposed approach, which relies on t-statistic, effectively addresses LDoS
attacks. Their findings provide a solid foundation of theoretical and mathematical concepts to
substantiate its claims.

To validate the effectiveness of the proposed approach, the researchers conducted numerous
experiments using appropriate standard datasets. The results of these experiments demonstrated that
the schemes are successful with minimal computing operational overhead. The authors
acknowledged that enhancing the efficiency and robustness of the proposed approach can be
achieved by incorporating a greater number of parameters for LDoS attack detection. In contrast, they
utilized hypothesis testing for identifying the flows of LDoS attack in cloud environment whereas
our study uses ML-based hybrid model to detect DDoS attacks in MEC, and thereafter evidently use
hypothesis testing to support our findings.

In paper [6], the authors introduced a DDoS detection system employed using both ML and
signature-based detection methods. Detecting attacks is a crucial area of investigation in cloud
computing, with the aim of ensuring that cloud computing becomes a secure and trustworthy
platform for future Internet of Things (IoT) services. The researchers specifically focused on detecting
flooding-based attacks that target layer 3 (network layer) and layer 4 (transport layer) in the open
system interconnection model which is an application layer model. They employed the DT technique
to identify abnormal traffic patterns. A comparative analysis of various ML strategies and algorithms
was conducted, leading them to conclude that their proposed approach, using the DT algorithm for
DDoS attacks detection, yielded more accurate results compared to other ML algorithms such as NB,
and K-NN. Conversely, this study employs an ML-based hybrid approach to mitigate DDoS attacks
in the MEC, which is different from their use of ML algorithms, and signature-based detection
techniques.

Paper [11] presents a fog computing-based DDoS attack mitigation framework designed to
achieve rapid and precise detection. The convergence of 5G and fog computing allows for the
effective implementation of security solutions in IoT networks. 5G facilitates the connection of
numerous devices with high-speed and low-latency communication capabilities, while fog
computing provides the necessary resources (storage and computation) for security measures,
including anomaly mitigation.

The framework utilizes an anomaly-based mitigation approach, employing a k-NN classification
algorithm in conjunction with a signature database. The database stores previously identified attack
signatures, enabling swift detection when a similar attack is launched again. The researchers assessed
the effectiveness of the k-NN classifier within the framework using the Canadian institute of cyber
security dataset, and the results indicated that the k-NN classifier successfully detects DDoS attacks
with high accuracy. Their study is based on fog computing and 5G security issues mitigation, whereas
our study focuses on MEC, and 5G security issues.

Paper [12] has introduced a framework that aims to inspect and diagnose DDoS attack traffic.
The framework includes a fog defender module, pre-trained with ML algorithms, which assesses
incoming data traffic and determines whether it should be forwarded to the cloud server. By
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deploying this module within a software defined network (SDN) controller, the framework
successfully blocks infected packet IP’ addresses, allowing only legitimate requests to proceed to the
cloud server.

The detection and mitigation of DDoS attacks take place at the network edge through the
implementation of SDN, which offers an efficient solution in terms of response time and resource
utilization for both fog and cloud environments. Their results demonstrate that the difference in CPU
utilization before and after the attack is approximately 13%, indicating that this amount of CPU
resources is the overhead required for running the fog defender module. However, this limitation
can be mitigated by using high-end machines. The current scheme effectively defends against TCP,
UDP, and ICMP attack traffic, and the proposed model performs well with the KNN algorithm,
achieving an accuracy of 86%. Our study designed an ML-based hybrid model in MEC to detect DDoS
attacks, while their study focused on implementing an ML model to detect DDoS attacks in fog
computing.

Authors in [5] initially examines the prediction performance of various ML classification
algorithms using a real-time IoT traffic dataset that underwent authentication and validation. The
findings demonstrate that LR proves to be the most effective SML classifier, achieving an impressive
prediction accuracy of 97% in detecting IoT DDoS attacks. Additionally, the researchers explored the
hybridization of LR with optimization algorithms, and the Grasshopper Optimizer Algorithms
(GOA) emerged as the most effective in enhancing prediction accuracy to 99%. Consequently, they
developed a solution by combining LR with GOA, creating an optimal IoT DDoS attack detection
approach.

This study lays the groundwork for a data-driven method to mitigate emerging variants of
malicious IoT DDoS attacks, including zero-day attacks. This paper focuses on using ML algorithms
for detecting MEC DDoS attacks and designing ML-based hybrid models to enhance the detection
capacity whereas their study uses ML to detect IoT DDoS attacks but utilizes GOA to enhance
mitigation capacity.

Based on paper [13] a novel approach was introduced in detecting DDoS attacks, combining
deep belief network (DBN) feature extraction with the Particle Swarm Optimization and Hybrid Long
Short-Term Memory (PSO-LSTM) model. The method primarily focuses on mining IP packet features
using DBN and subsequently employs the PSO-LSTM model to predict network traffic and identify
DDoS attacks. PSO is utilized to optimize the neural network's weights, ensuring the highest accuracy
in classification and prediction. Meanwhile, LSTM is chosen for its ability to retain long-term
memory, aiding in superior attack classification.

To evaluate the proposed method's performance, experiments were conducted on the NSL-KDD
dataset. The results demonstrated that the proposed approach surpasses all existing DDoS attack
prediction systems in terms of accuracy, precision, recall, and F-measure. Moreover, it achieves high
accuracy in detecting DDoS attacks, preventing any adverse effects on services in the cloud
environment. Both our study and their study investigate DDoS attacks detection in MEC and MCC
respectively. However, different hybrid models were utilized, ML-based hybrid model implemented
for our study whereas PSO-LSTM model implemented for their study.

3. Simulation Methodology

This paper gives scientific knowledge of the mitigation techniques against DDoS attacks in MEC.
Various ML models and the proposed based hybrid-ML model are compared in terms of their
effectiveness to detect DDoS attacks in MEC. The simulation tools used to obtain our findings are
Python programming language on integrated development environment (IDE) called Jupyter
notebook/JupyterLab. The dataset taken from [14] is used to train our ML models and implemented
hybrid models.

Domain name system (DNS) refers to the paths through which devices lookup to specific web
servers in order to access the internet, whereas DNS flooding attacks refers to flooded traffics of
packets to the DNS servers that usually disrupts DNS resolution of that DNS domain. Our study
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focuses on DNS flooding attacks, which is a type of a DDoS attack. Different SML techniques were
evaluated using performance metrics. The results were derived with the use of Python programming
language on JupyterLab. The parameters for the first case, and second case of the study are presented
in the following tables. Table 1: Displays the set of parameters configured, and used during the
training, and testing of ML models. Table 2: Shows the set of parameters configured, and used during
the training, and testing of SML models.

Table 1. First case of the study parameters.

ML Techniques Parameters

{'c': 1.8,
‘class_weight': Hone,
"dual”": False,
‘fit_intercept’: True,
‘intercept_scaling': 1.
11 _ratio’: MNone,
‘max_iter": 188,
‘multi_class’: "auto”’,

LR ‘n_jobs": MNone,

‘penalty’: "1l2°,

"random_state’': 888,

‘solver®: 'lbfgs’,

"tol': @.eeol,

"werbose": 8,

‘warm_start": False}

{'ccp_alpha’: @.0,
‘class_weight’: None,
‘criterion’: ‘gini’,
‘max_depth': None,
‘max_features': None,
‘max_leaf_nodes': None,

DT ‘min_impurity_decrease’: ©.0,

‘min_samples_leaf': 1,

‘min_samples_split': 2,

'min_weight_fraction_leaf': @.0,

'random_state’: None,

‘splitter’: ‘best'}

NB {'priors’: None, 'var_smoothing': 1le-09}
{'algorithm': "auto’,

"leaf_size': 30,

‘metric’: 'minkowski’,
"‘metric_params': None,

KNN ‘n_jobs': None,

‘n_neighbors’: 1,

‘p': o2,

‘weights': 'uniform’}

Table 2. Second case of the study parameters.

SML Parameters

Techniques

{'ccp_alpha': o.0,
‘class_weight': None,
‘criterion’: ‘gini’,
‘max_depth’: 5,
‘max_features': None,
'max_leaf_nodes': None,
‘min_impurity_decrease’': 0.0,
'min_samples_leaf': 1,

DT ‘'min_samples_split': 2,

'min_weight_fraction_leaf': @.@,

'random_state': None,

"splitter’: ‘best'}

NB {'priors’: None, 'var_smoothing': le-89}

). Distributed under a Creative Commons CC BY license.
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IJI{ {'C": 1.@,
"class_weight': None,
'dual': False,
"Fit_intercept’: True,
‘intercept_scaling’: 1,
"11_ratio”: MNone,
"max_iter": 18,
"multi_class”": "auto”,
"n_Jjobs"': MNone,
"penalty": "12",
‘random_state': 5,
"solwver": "lb¥fgs".
"tol': @.eeel,
"wverbose": @,
"warm_start": False}

{'bootstrap’: True,
‘ccp_alpha’: @.@,
‘class_weight': None,
‘criterion’: ‘gini’,
"max_depth’: None,
‘max_features’': ‘auto’,

I{F "max_leaf_nodes’: None,

‘max_samples’: None,

‘min_impurity_decrease’: ©.0,

‘min_samples_leaf': 1,

‘min_samples_split’: 2,

‘min_weight_fraction_leaf': ©.0,

‘n_estimators’: 10,

"n_jobs’: None,

‘oob_score®: False,

‘random_state’: None,

‘verbose': @,

‘warm_start': False}

Stacking/Blendi | Include all the parameters of the ML

ng models (DT, NB, LR, and RF), which
are mentioned in this very same Table
2.

Both of the Table 1, and Table 2 entail the configured parameters of the proposed SML
techniques used to deal with DNS flooding attacks in terms of detection rates. Table 1 is based on the
first case of the study proposed traditional ML techniques (LR, DT, NB, and KNN). Table 2 is based
on the second case of the study of traditional SML techniques (DT, NB, LR, and RF) used to
implement hybrid model (Blending model).

The system requirements used to perform our experiments are divided into two categories
namely, hardware specifications which consists of Processor — i5 (11th Gen Intel(R) Core (TM) i5-
1135G7 @ 2.40GHz 2.42 GHz), Random access memory (RAM) — 8.00 GB, System Free Space —
Minimum 15GB, System type — 64-bit operating system: x64-based processor, and software
specification which consists of IDE (JupyterLab or Jupyter notebook), and Python programming
language

4. Results and Data Analysis

The initial instance of experimental results in the study was obtained by utilizing a DNS flooding
attacks dataset, where 70% was used for training, and 30% was used for testing. The collected data
was not balanced, and we balanced it using random under sampling (RUS) techniques. We computed
the performance metrics (recall, precision, F1-measure, and accuracy) for ML models (LR, DT, NB,
and K-NN) to evaluate their effectiveness in detecting DNS flooding in MEC. Figure 1 presents the
computed findings for each ML model.

Figure 1 presents the computed metric outcomes for each ML algorithm. Based on our findings
we can observe from Figure 1 that all ML models achieved the highest accuracy score of 100% except
K-NN which is 99%. Data exploratory analysis was well performed to avoid biased building of SML
models. KNN couldn’t reached 100% due to underfitting of the dataset because RUS was used to
balance the dataset. In that case we can conclude that each model can detect DNS flooding attacks
network activities in MEC with good precision.

When the ML model exhibits low recall and high precision, it indicates a bias towards DDoS
attack detection. Therefore, the Fl-measure should be compared to making a final decision on
determining the best model. The NB model achieved a 70% recall score and a 76% precision score,
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which implies a bias towards detecting either benign or DNS flooding attacks network activities.
KNN exhibits no bias in identifying network activities (benign or DNS flooding attacks). However,
its lowest F1-measure score of 70% indicates that the model is outperformed by NB which achieved
72% F1-measure score. LR, DT, and K-NN are not biased. As the F1-measure score increases, the level
of optimality in detecting DDoS attacks also increases. However, the order of ML models from least
optimal to most optimal can be arranged as follows: LR, DT, NB, and K-NN, respectively.

Classifier Performance Metrics

T T T
100% 100% 100% 100% . Recall
100 ; 5 ; . 99% I Precision
[T F1-Score
90 | I ~ccuracy

83%
80

70
60

50

Score (%)

40

30

20

10

) 70%
63%
1

KNN

DT
Machine Learning models

Figure 1. ML Models Results.

In the second case of the study the experimental results were computed based on the splitted
dataset, 20% test and 80% training data. The same dataset from the first case of the study was utilized
but synthetically generated to make the problem more difficult to deal with. Creating a hybrid model
such as blending involves the construction of ML models that will be stacked together to design it.
Figure 2 below presents the process of implementing the Stacking model.

Figure 2 shows stacking ensemble architecture which involves combining predictions from
several base model learners and meta-learners to create an improved predictive model. A Blending
algorithm takes input from individual sub-models and strives to merge them into a superior
prediction by learning the optimal way to combine their outputs. This process is also referred to as
stacked generalization. The stacking model's design involves incorporating two or more base or
learner models, alongside a meta-model responsible for amalgamating predictions generated by
these base models.

fe\

New training set for
Training Data second level model , .
’ consisting of > Second level model ., Final prediction
ict (LR) (Stack_model)
Model3 (NB) predictions from first
level model.

Modeld (RF)

Figure 2. Stacking model process.
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ML models such as DT, LR, NB, and RF are stacked to implement ML-based hybrid model. The
results obtained from the base models (ML models such as DT, LR, NB, and RF) are referred to as
level 0 predictions, LR is regarded as meta model. While the stacking model results are termed level
1 predictions.

Figure 3 below displays the outcomes of our implemented hybrid models (RF and Stacking
hybrid model) as well as our ML models (DT, LR, and NB).

SML Models Performance Comparison
T

I
120 - Detection .
I F1-Measure
[ Accuracy
110 H I MCC —

100

90

80

70

Performance (%)

60

50

40

30

NB
Machine Learning Models

STACKING MODEL

Figure 3. SML Models Results.

Figure 3 demonstrates the comparison results of ML-based hybrid and ML models in accurately
identifying the network activities in MEC. All SML models achieved impressive scores of at least 98%
for key metrics, including accuracy, F1-measure, and detection. However, there is a slight difference
in the Fl-measure scores. Based on the first case study analysis, F1-measure scores are useful for
assessing the performance of ML models. Likewise, in this study, the effectiveness of each SML model
is measured using the F1-measure metric.

Hybrid models outperformed the ML models by achieving the highest F1-measure scores. This
implies that ML-based hybrid models are the best compared to ML models in detecting the DDoS
attacks in MEC: Hybrid models: first (1s!)-Stack model = 99.94%, and second (27)-RF = 99.91%. ML
models: third (34)-LR =99.89%, fourth (4™)-NB = 99.80%, and fifth (5%)-DT = 99.43%. When comparing
MCC scores, there is a competition of hybrid models, as RF outperforms stack model by 2.24%. When
comparing the MCC scores, there is a rivalry between the hybrid models, with the RF model
outperforming the Stack model by 2.24%.

To further validate our evaluated findings, statistical measurements were utilized. This includes
statistical techniques such as AUROC, PDF of the normal distribution, and hypothesis testing, were
utilized to robustly validate our findings in both the initial and subsequent stages of the study. The
evaluation of these PDFs, AUROC score, and hypothesis testing provide clear and solid support for
our conclusions.

PDF of normal distribution, and AUROC findings were based on the synthetic dataset that we
re-generated using the collected DNS flooding attack data. Subsequently, we divided the data into
training and testing sets, with proportions of 80% and 20%, respectively. Several classification
models, including the DT, KNN, NB, LR, RF-hybrid model, and Stacking/Blending-hybrid model,
were built.

To assess the performance of each model, AUROC scores were computed, and PDFs curves are
presented. Both AUROC scores, and PDF of normal distribution curves were used to evaluate and
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compare the effectiveness of each classification model. ROC curves are presented in Figure 4, 5, and

6. PDF of normal distribution curves are presented in Figure 7
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Figure 4. ML Models AUROC Analysis.
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Figure 6. ML vs ML-based hybrid Models AUROC Analysis.

The model with a ROC curve line lying under the diagonal line exhibits that the performance of

diagnostic test completely unsuccessful. Based on a rough classification [15], in general, AUC is
interpreted as follows: 90% -100% = excellent; 80% - 90% = good; 70% - 80% = fair; 60% - 70% = poor;

50% - 60% = fail.

Figure 4 demonstrates ML models comparison with the use of AUROC scores. LR models
achieved excellent AUROC score of 99.7%, which implies that LR outperformed other ML models:
DT, NB, and KNN, respectively. However, all ML models achieved at least good to go AUROC scores.
Figure 4 shows ML models AUROC analysis performance which ranges from LR, DT, NB, and K-NN
respectively, this precisely concurs the first case of the study findings.

Figure 5 evidently shows that all ML-based hybrid models are quite excellent in performance.
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Figure 6 shows the comparison of ML against ML-based hybrid models, wherein all hybrid
models achieved an excellent AUROC score of 100%, which clearly outperformed all ML models.

0.00200 A
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0.00150

0.00125 1 variable

— FRF
0.00100 - —— Stack Model
— IR
— DT
— NB
— KNN

Density

0.00075
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0.00000

T T T T
-100 0 100 200
value

Figure 7. ML vs ML-based hybrid Models PDF of normal distribution.

A PDF of normal distributions pertains to continuous random variables and presents the
computed probabilities associated with ranges of values rather than individual values. This is
because, in the context of continuous random variables, the probability of any single value is
effectively zero. The PDF presented for Normal distribution is derived from detecting rate scores
obtained in the first and second case of the study. Separate data-frames were created for each SML
technique, containing their respective range of detection or recall scores.

Based on Figure 7, the probability of detection for every SML model is at a minimum of
(P(X = x) = 0.00150). It is evident from the calculated probabilities for each SML model that as the
random variables approach 100%, the likelihood of high probability detections by the model
increases. This suggests the indication that a higher probability of detection implies the model's
effectiveness in identifying DDoS attacks. Probability detections of RF and Stacking hybrid model are
approaching (P(X = x) = 0.002), whereas LR, and DT approaches (P(X = x) = 0.00175).

Figure 7 shows ML models PDF analysis performance which ranges from LR, DT, NB, and K-
NN respectively, this precisely concurs with the first case of the study findings. Figure 7 also shows
comparison of ML against the ML-based hybrid model. However, Hybrid models achieved high
probability detections compared to ML models which evidently supports the second case of the study
that ML-based hybrid models outperformed ML models.

This research study concludes the evaluated results using hypothesis testing. Based on the
outcomes obtained, a research hypothesis question was formulated. In hypothesis testing, certain
principles must be followed. If the sample size is equal to or greater than 30, the Z-test statistic (z;)
for the population proportion should be used, and a normal distribution must be assumed. The
formulated question is as follows:

Author 1 asserts that the ML-based hybrid models, namely the Stacking model and RF, indeed
achieved an Fl-measure score of at least 90%. On the other hand, author 2 claims that both the
Stacking model and RF achieved an F1-measure score of at most 90%. To test this, a random sample
of 1406 out of 3812 network activities (including either benign or DNS DDoS attacks) was taken at a
95% confidence interval

Step 1: Our null hypothesis is assumed to be true, until proven contrary.

Hy: F1-measure score < 90% (The hybrid models achieve F1-Measure score of less than or equal
to 90%).

Ha: Fl1-measure score > 90% (The hybrid models achieve F1-Measure score greater than 90%).

Step 2: Computing significance level.
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a=1-C=1-0.95=0.05
Step 3: The test statistic for this problem is sample proportion which is the number of network
activities that are correctly classified by ML-based hybrid model divided by the total number of
network activities sampled. Let P, be the true proportion of correctly classified network activities by
the ML-based hybrid model.
Computing sample proportion mean:

g X _,_1406_
Pen=P 38127
Computing Z-test statistic (z,) for population proportion
p— P, 0.37 — 0.90
= = = —109.08
Jp0(1 —Py) J0.90(1 —0.90)
n 3812

Step 4: The rejection zone is the range of test statistic values for which we reject the null
hypothesis. Given that this is a one-tailed test with a significance level of 0.05, we reject the null
hypothesis if the test statistic is smaller than the critical value za = -1.645. Since our test statistic Z, =
—109.08 is smaller than the critical value z, = —1.645, we reject the null hypothesis. Therefore, we
have sufficient evidence to support the claim made by Author 1 that the ML-based hybrid models
indeed achieved at-least 90% of F1-measure score.

4. Discussion, Conclusions & Recommendations

ML-based hybrid models (RF, and Stacking/Blending model) were implemented to enhance the
mitigation capabilities of DDoS attacks in MEC. These models were used to classify over a thousand
records. The first case of the study evaluated finding demonstrates that LR outperformed DT, NB,
and KNN respectively. Their performance was based in terms of detecting DDoS attacks in MEC.

The empirical statistical methods such as AUROC scores, ROC curves, and PDF of normal
distribution precisely arrive at the same results as the simulation results. The second case of the study
evaluations demonstrated that ML-based hybrid models outperformed ML models (LR, DT, NB, and
K-NN). Statistical methods such as ROC curves, PDF of normal distribution, and hypothesis testing
substantiate our evaluated findings. Hence, we can conclude that our study involves no drawbacks
since we successfully or evidently supported our simulation findings.

In the future, it is essential to conduct research based on applying unsupervised or semi-
supervised learning techniques within a cloud environment dataset such as fog computing or MEC
in 5G-MN technologies such as MIMO, NOMA, small cell station, or beamforming. This examination
will provide more tangible insights, and scientific knowledge into how ML paradigms perform and
how suitable it is for real-world situations.

Abbreviations

The following abbreviations are used in this manuscript:

ML Machine Learning

SML Supervised Machine Learning
MCC Mobile edge computing

5G-MN  Firth-generation mobile network
4G-MN  Fourth-generation mobile network

MEC Multi-access edge network

SDN Software defined network

DDoS Distributed denial of service attacks
DT Decision Tree

RF Random Forest

K-NN K-Nearest Neighbor

LR Logistic Regression

BM/SM  Blending/Stacking hybrid model
PDF Probability density function
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AUROC  Area under receiver operating characteristics
MIMO Multiple input multiple output
NOMA  Non-orthogonal multiple access

DBN Deep belief network

IDE Integrated development environment
RAM Random access memory
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