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Abstract

This paper introduces a novel similarity measure to link transactions which spend outputs of Coin-
Join transactions, CoinJoin Spending Transactions (CSTs), by analyzing their on-chain properties,
addressing the challenge of preserving user privacy in blockchain systems. Despite the adoption of
privacy-enhancing techniques like CoinJoin, users remain vulnerable to transaction linkage through
shared output patterns. The proposed method leverages timestamp analysis of mixed outputs and em-
ploys a one-sided Chamfer distance to quantify similarities between CSTs, enabling the identification
of transactions associated with the same user. The approach is evaluated across three major CoinJoin
implementations (Dash, Whirlpool, and Wasabi 2.0) demonstrating its effectiveness in detecting linked
CSTs. Additionally, the work improves transaction classification rules for Wasabi 2.0 by introducing
criteria for uncommon denomination outputs, reducing false positives. Results show that multiple
CSTs spending shared CoinJoin outputs are prevalent, highlighting the practical significance of the
similarity measure. The findings underscore the ongoing privacy risks posed by transaction linkage,
even within privacy-focused protocols. This work contributes to the understanding of CoinJoin’s limi-
tations and offers insights for developing more robust privacy mechanisms in decentralized systems.
To the authors knowledge this is the first work analyzing the linkage between CSTs.

Keywords: blockchain; coinjoin; privacy; bitcoin; similarity

1. Introduction
Blockchain systems are designed to be transparent to allow public verification of transactions and

the asset’s traceability. This transparency, while beneficial for ensuring trust and accountability, poses
significant challenges to the privacy of its users. In response to these challenges, various techniques
have emerged to improve privacy within blockchain systems. In particular, in blockchain systems
which use the Unspent Transaction Output (UTXO) model, one such technique is CoinJoin, a method
that enables users to collaboratively build their transactions, thereby obscuring the flow of funds and
achieving a degree of privacy through mixed outputs.

Despite the diversity in CoinJoin implementations, which range from number of mixing rounds to
used amount denominations, the fundamental outcome remains consistent: the creation of transaction
outputs that are hard to link to their respective unmixed input. Once the coins are sufficiently mixed,
users spend these outputs outside the CoinJoin transaction graph, engaging in what we call CoinJoin
Spending Transactions (CSTs). Notably, users do not typically spend all their mixed outputs in a single
transaction; rather, they tend to create multiple transactions over time, often involving several mixing
sessions.

Linking transactions of users can significantly diminish users’ privacy, as their previously frag-
mented on-chain activity can be connected. By participating in a CoinJoin process and subsequently
creating a CST, a user carefully tries to obscure their on-chain activity. Therefore, it is especially
detrimental if multiple CSTs can be linked, as this would connect on-chain activity. For example, [1,2]
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present heuristics for identifying the possible senders of CoinJoin outputs. If several CSTs can be
linked using our proposed similarity measure, the heuristics can be applied to a larger set of outputs,
thereby increasing the likelihood of successfully tracing the source of the mixed outputs.

In this paper, our aim is to answer how transactions which spend outputs of CoinJoin transac-
tions can be linked together based on their on-chain properties? To this end, we propose a novel
similarity measure for analyzing CSTs. We demonstrate that the user behavior this measure relies
upon is prevalent across the evaluated CoinJoin implementations (Dash, Whirlpool and Wasabi 2.0).
Furthermore, we improve the existing transaction classification rules for Wasabi 2.0 and evaluate their
effectiveness.

In Section 2 we introduce the necessary background to present the improved classification rule
in Section 3 and to discuss the similarity measure in Section 4. Section 5 concludes the paper with
potential research avenues.

1.1. Related Work

Finding similarities between transactions in a blockchain system is a known research topic. It
allows one to detect common transaction patterns, spending behaviors, and group addresses as
belonging to services or to a single user. The techniques range from examination of peer-to-peer
network traffic [3] to network analysis techniques applied to transactions [4] and machine learning
approaches [5]. The authors of [6] use taint analysis of outputs to fingerprint on-chain behavior
and link transactions to entities. In [7] the authors are able to attribute transactions, by recognizing
statistical significant transaction features, to a central mixing service. CoinJoin fee payments were
able to be used to track the mixing activity in [8] by detecting and tracing the start of a Dash CoinJoin
process.

Although these works examine the linkability of blockchain transactions, we focus specifically
on finding similarities between spending transactions of CoinJoin outputs. We achieve this without
a limitation to a specific CoinJoin implementation. Additionally, the proposed similarity measure
provides a degree of similarity. To the authors’ knowledge, this is the first work to propose such a
measure.

Goldfeder et al. [9] propose a cluster intersection attack, where starting with a set amount of
outputs owned by a single user, they find related address clusters. The authors note the importance of
the time distance between mixed outputs. This relates strongly to our proposed CoinJoin transaction
timestamp analysis, where we use the timestamps of spent mixed outputs to determine the uniqueness
of a spending transaction.

We build on previous work by Stütz et al. [10] and Schnoering and Vazirgiannis [11], for our
improvement to Wasabi 2.0 CoinJoin transaction classification methods.

1.2. Scope

In this work, we only consider on-chain data, which refers to data stored in the respective
blockchain systems. The behavior and data of wallets or CoinJoin software are not considered, and
only their resulting transactions on the blockchain are examined. Additionally, the methods we
discuss only apply to blockchain systems using the UTXO model. The similarity measure relies on the
information leak which occurs when multiple outputs are spent in a single transaction. Therefore, the
measure can not be applied to account-based blockchain system. We limit our examination of CoinJoin
implementations to Dash’s native CoinJoin protocol and Bitcoin’s Whirlpool and Wasabi 2.0 protocols.

2. Background
2.1. Blockchain

A blockchain constitutes a decentralized database system that is replicated on a network of peers.
Introduced by Nakamoto [12] in 2008, it was designed to facilitate a decentralized digital currency
known as Bitcoin, allowing peer-to-peer interactions without reliance on a central trusted authority.
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In blockchain data are not updated directly. Instead, a series of change records, termed transactions,
are aggregated and appended to the database in units referred to as blocks. These transactions
apply modifications to the state of the blockchain. Each participating peer possesses the capability to
validate these state transitions and must achieve consensus regarding the state maintained within the
distributed database. Consequently, a blockchain functions as an immutable ledger of state changes
instigated by the transactions of its peers, extending to the most recent block in the chain.

The Bitcoin blockchain system is designed primarily to facilitate value transfers between its users.
However, its capabilities are not limited to this function. Any type of state can be recorded within the
decentralized database, the primary limitations being the memory capacity and processing power of
the participating peers. Since blockchain systems utilize cryptographic techniques to ensure security,
currencies that operate on these systems are referred to as cryptocurrencies.

Transactions in blockchain systems which use the UTXO account model are composed of inputs
and outputs. A transaction spends inputs and creates new outputs. Newly created outputs can become
inputs to other transactions. Each output is associated with a script that defines how it can be spent.
Typically, each output is linked to a blockchain address (see Section 2.2).

2.2. Address Clustering

In blockchain systems, identities are represented by cryptographic addresses generated from the
public keys of cryptographic key pairs. Ownership can be verified, since transaction outputs are signed
by their creators. Each user in these systems can own multiple addresses, with their corresponding
private and public keys securely stored in their wallets. Therefore, an address acts as a pseudonym in
the blockchain systems for its user.

Many blockchain systems are transparent by design, They allow to examine all transactions which
occurred in their database. This includes Bitcoin and Dash. This transparency allows us to follow the
flow of funds of all users via their respective addresses.

Address clustering techniques allow blockchain analysts to identify connections between ad-
dresses and their users. One such technique, known as the multi-input heuristic, operates on the
assumption that every transaction is created by a single user. This method links all input addresses
associated with a transaction (cf. [13]).

2.3. CoinJoin

As described in the previous section, Bitcoin does not offer a high degree of privacy. All on-chain
data is publicly visible and value movements can be easily observed. Additionally, address clustering
further decreases the privacy of users.

In UTXO-based blockchain systems, transactions can be built collaboratively. This was highlighted
by Maxwell [14], who proposed that users could create a single transaction by contributing their
individual input and output pairs before the transaction was published. This aggregation of outputs
or coins is referred to as a CoinJoin or CoinJoin transaction. When such transactions are executed in
succession, they further obfuscate the ownership of the original funds, a process known as mixing. As
a result, CoinJoin transactions cannot be clustered using the multi-input address clustering heuristic,
as the foundational assumption of this heuristic is no longer met.

There are multiple CoinJoin implementations. This work considers the native implementation of
CoinJoin of the Dash blockchain and the Wasabi 2.0 and Whirlpool CoinJoin implementation on the
Bitcoin blockchain.

To identify CoinJoin transaction spenders, the actual CoinJoin transactions themselves first have
to be identified. This is done via transaction classification, where all transactions of a blockchain system
are checked for various conditions which, in combination, should only apply to CoinJoin transactions.

Depending on the CoinJoin implementation, the transaction format follows a common structure.
Possible characteristics are as follows:

• The transaction uses outputs within a defined range of denominated amounts.
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• The transaction creates outputs within a defined range of denominations amounts
• CoinJoin transactions have a set amount of input and outputs
• Payment of the CoinJoin and transaction fee

Transaction classification data presented in the following is the result of our classifications.

2.4. Whirlpool CoinJoin

The Whirlpool CoinJoin service was offered by the Samourai and Sparrow wallets. After the
arrest of the Samourai wallet developers1 in April 2024 and the shutdown of the public coordinator
servers (which offered the mixing service), Whirlpool CoinJoin transactions stopped being created
on the blockchain. The sudden drop in the count of Whirlpool CoinJoin transactions can be observed
in Figure 1 and aligns well with the arrest of developers.
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Figure 1. Number of Wasabi 2.0 and Whirlpool transactions between 2019 and 2025 per week. Wasabi 2.0 produces
more outputs than Whirlpool, indicating higher usage (cf. [15]).

To participate in a Whirlpool CoinJoin, the outputs must be split into Whirlpool denominations.
This is done via a Tx0 transaction that creates denominated outputs (including a mixing fee), pays a
coordinator fee, and optionally creates a change output. A Whirlpool CoinJoin transaction then con-
sumes the denominated outputs from the Tx0 transactions and other Whirlpool CoinJoin transactions
and creates new denominated outputs (cf. [16]).

Appendix B contains the classification rules that we used to detect Whirlpool CoinJoin transac-
tions.

2.5. Wasabi 2.0 CoinJoin

Wasabi 2.0 is an iteration of the Wasabi 1.0 and Wasabi 1.1 CoinJoin implementation, which
is offered through Wasabi wallet (cf. [17]). Unlike with the Whirlpool CoinJoin implementation,
the outputs can be directly used in Wasabi 2.0 CoinJoin transactions, they do not have to be split
into denominations in a separate transaction. A Wasabi 2.0 CoinJoin transaction consumes arbitrary
inputs (down to a minimum value) and creates denominated outputs and optionally change outputs.
Wasabi 2.0 CoinJoin transactions have characteristically a high number of inputs and outputs. Figure 1

1 https://www.justice.gov/usao-sdny/pr/founders-and-ceo-cryptocurrency-mixing-service-arrested-and-charged-
money-laundering (Accessed 11.06.2025)
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shows the number of Wasabi 2.0 CoinJoin transactions compared to Whirlpool CoinJoin transactions.
The graph indicates a higher activity of Whirlpool usage compared to Wasabi 2.0 usage. However, if
the number of outputs is a measure of user activity, Figure 2 shows a much higher amount of outputs
being created by Wasabi 2.0 CoinJoin transactions as compared to Whirlpool CoinJoin transactions.
This is due to Whirlpool CoinJoin transactions being limited to 8 outputs per transactions, as opposed
to Wasabi 2.0 CoinJoin transactions where the number of outputs is much larger.
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Figure 2. Number of Wasabi 2.0 and Whirlpool CoinJoin outputs between 2019 and 2025 per week.

See Appendix C for the classification rules we used to detect Wasabi 2.0 CoinJoin transactions.

2.6. Dash CoinJoin

Similarly to the Bitcoin blockchain system, the Dash blockchain system also uses the UTXO
account model. Furthermore, it features a master node system, consisting of privileged nodes controlled
by users who stake their coins. The master nodes offer various services to users, one of which is
a CoinJoin service. The CoinJoin implementation is therefore native to the Dash protocol. As it is
native, it is able to have CoinJoin transactions with a transaction fee of zero. The transaction fee is paid
through a separate collateral system (cf. [18]).

Analogously to the Whirlpool CoinJoin implementation, outputs have to be split into denomina-
tions before they can be spent in a Dash CoinJoin transaction. This is achieved in Dash via a Create
Denominations transaction. Appendix A contains the classification rules that we used to detect Dash
CoinJoin transactions.

3. Improving Wasabi 2.0 Classification
While implementing the Wasabi 2.0 classifier, as described in [11] we found that several transac-

tions are misclassified as Wasabi 2.0 transactions: Wasabi 2.0 was released in June 2022, but transactions
classified as Wasabi 2.0 CoinJoin transactions appeared well before that (see Figure 3). Although some
Wasabi 2.0 transactions are expected to appear before the official release date, e.g. due to developers’
testing, misclassified transactions appear long before Wasabi 2.0 development was even started. Naive
classifiers could simply exclude Wasabi 2.0 transactions before the release date, but the number of
misclassified transactions before the release date also indicates misclassified transactions after the
release date.
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Figure 3. Number of Wasabi 2.0 CoinJoin transactions per week, without applying the proposed rule demonstrates
that a number of transactions (1750) are misclassified as they appear before the Wasabi 2.0 release in June 2022.

The examination of false positives indicated that some transactions meet the denomination criteria
because Wasabi 2.0 defines some denominations that are common to be used by users not using the
Wasabi wallet (multiples of 5000 Satoshi).

The new rule we are proposing is that a Wasabi 2.0 transaction must have at least one output
which has an uncommon denomination (not a multiple of 5000 Satoshi). This is done for the following
reasons:

• The output denomination selection in Wasabi 2.0 is based on the provided input amounts. Given
that the input amounts have to be split in several denominations, the likelihood is low that only
common denominations will be selected is low.

• Given a random selection of the output denomination, with a 33% chance for each output to be of a
common denomination, a transaction with 20 denominated outputs has a chance of 0.000000029%
to only contain common denomination. Wasabi 2.0 CoinJoin transactions have a high number
of outputs (236 on average based on our findings). Therefore, the likelihood that a Wasabi 2.0
transaction only has outputs of common denominations is low.

Data for which transactions are truly Wasabi 2.0 CoinJoin transactions are not available. However,
transactions created before the release date of Wasabi 2.0 are likely misclassifications, thus we can
evaluate the proposed rule via the following requirements:

1. The proposed rule should significantly reduce the number of transactions before the Wasabi 2.0
release date (reducing false positives).

2. The proposed rule should not reduce the number of transactions after the Wasabi 2.0 release
date by more transactions over time than before the release date. This is because the entities
responsible for creating transactions, which are misclassified without the proposed rule, are
likely to continue to generate such transactions on an ongoing basis. In other words, the number
of transactions detected to be misclassified should be steady over time (low number of false
positives).

Figure 4 shows that with the proposed rule applied, no transactions before the release date of
Wasabi 2.0 are classified as Wasabi 2.0 CoinJoin transactions, therefore fulfilling requirement 1. The
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graph Figure 5 intuitively shows that the number of misclassifications detected is steady even after the
release date of Wasabi 2.0. We test the time series for stationarity with the Augmented Dickey-Fuller
(ADF) test (cf. [19]). Where a test result of -3.449 would mean that the time series is likely stationary,
the tested time series has a score of -14.90, which makes it very likely to be stationary. This corresponds
to a very low p-value of 1.50x10−27. Therefore, with the ADF test showing that the time series is
stationary, requirement 2 is fulfilled.
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Figure 4. Number of transactions per week, showing the number of Wasabi 2.0 CoinJoin transactions with (orange
line) and without (blue line) the proposed rule. Without the new rule we count 50,830 transactions, while the new
rule reduces it by 5.45% to 48,059 transactions. The majority of the reduction occurs before the release date of
Wasabi 2.0.
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Figure 5. Number of transactions per week that have been identified by the proposed classification rule as
misclassified Wasabi 2.0 transactions.
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With both requirements met, we conclude that the proposed rule is effective in excluding false
positive Wasabi 2.0 transactions, and are also confident that the resulting number of false negatives is
low.

4. Finding Similar CoinJoin Spenders
In this section, we outline the methodology used to model CoinJoin Spending Transactions (CSTs)

for comparative analysis. We present the rationale for our selection of the similarity measure utilized
in this study. Furthermore, we detail the procedures performed to compile data sets containing CSTs
organized by shared receiver address clusters, for Dash, Whirlpool, and Wasabi 2.0. This data set was
instrumental in assessing the prevalence of common spending outputs, thus evaluating the practical
significance of our proposed similarity measure.

4.1. Similarity Measure

We define a CoinJoin spending transaction as a transaction that spends at least one output from
a CoinJoin transaction, while not being a CoinJoin transaction itself. A CST does not depend on a
particular CoinJoin implementation, rather it is the result of a common user action. Users create CSTs
when they want to use their mixed outputs. This can be to send money to other addresses or to start
another mixing session. It is common for CSTs to spend mixed outputs from multiple distinct CoinJoin
transactions. Often these CoinJoin transactions have also been created in distinct time frames. This
can be attributed to a user participating in multiple mixing processes in different points of time. For
example, a user might mix all their coins in time frame t f1, receive new coins afterwards which then
get mixed by the same user in time frame t f2. If the user then creates a CST, which spends from both
time frames, the distinct time frames are visible via the directly connected CoinJoin transactions.

Users spending mixed funds via a CST not necessarily spend all of their mixed funds. Therefore, if
a user creates a CST they might spend outputs of the same mixing process as a prior CST did. Keeping
with the previous example, a user can create multiple CSTs which use outputs from both t f1 and t f2.
This behavior paired with the possibility that CSTs spend outputs from multiple mixing processes
enables us to create a CST similarity measure which allows identifying CSTs associated with the same
user based on an initial CST. The greater the variety of inputs from different time frames that a CST
utilizes, the more distinctive it becomes.

The proposed similarity measure examines when the CoinJoin outputs, which a CST spends,
have been created and compares these timestamps with the input timestamps of all other CSTs in the
blockchain. Let

T = {t1, t2, . . . , tn}

denote the set of all transactions part of a blockchain system, where n is the number of transactions.

Pk = {pk1, pk2, . . . , pkm}

is the set of input timestamps of a transaction tk, where k ∈ {1, 2, . . . , n} and m is the number of
inputs of transaction tk. The input timestamps for each input are the timestamp of its originating
transaction. Furthermore, certain inputs originate from CoinJoin transactions, we denote this subset of
input timestamps as follows

Ck ⊆ Pk

and its elements as
Ck = {ck1, ck2, . . . , ckl}

Where l is the number of CoinJoin inputs of the transaction tk.
We model the input timestamps of each CST as 1-dimensional point clouds. A point cloud is a

set of discrete points in a given space. Each input timestamp of a CST is treated as one point of the
transaction’s point cloud. In the following ta and tb are two CSTs which are compared, while ta is the

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 18 September 2025 doi:10.20944/preprints202509.1550.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202509.1550.v1
http://creativecommons.org/licenses/by/4.0/


9 of 14

CST of interest for which we want to find similar CSTs. Ca and Cb are their respective sets of CoinJoin
input timestamps. The distance measure, in the Euclidean 1-dimensional space, should fulfill the
following requirements.

• Not sensitive to aberrations: timestamps of Cb that have a large Euclidean distance to timestamps
of Ca should not influence the distance measure, if points with a low Euclidean distance to
timestamps of Ca are present. Input timestamps are in some cases years apart; therefore, a
similarity measure sensitive to such aberrations would skew the result.

• Set size: the distance measure should be able to compare sets with unequal lengths2. Input counts
of transactions in blockchain systems can range from a single input to several hundred inputs.

We evaluated the following distance measures for our use case:

• Hausdorff distance [20]: This measure compares the dissimilarity of two point clouds by finding
the maximum distance of any two points. This makes it sensitive to aberrations. It can handle
sets of unequal length.

• Earth Mover distance [21]: This measure determines how similar two point clouds are by measur-
ing how much one of the point clouds has to be changed to become equal to the other. Although
it can handle sets of unequal length, it is not robust to aberrations.

• Chamfer distance [22]: The measure finds the mean minimum distance between all points in the
compared point clouds in both directions. It is sensitive to aberrations and can handle sets of
unequal length.

• One-sided Chamfer distance: The one-sided variant of the Chamfer distance only finds the mean
minimum distance from one point cloud to the other. It is not sensitive to aberrations and can
handle sets of unequal length.

Only the one-sided Chamfer distance fulfills all of our requirements. Therefore, we use the one-
sided Chamfer distance with the 1-dimensional Euclidean distance measure between two timestamps,
to measure the similarity between two sets of C (see Equation (1). Here, the timestamps of other
transactions are compared to the timestamps of the transaction ta.

D(Ca, Cb) =
1

|Ca| ∑
ca∈Ca

min
cb∈Cb

∥ca − cb∥ (1)

Figure 6 shows how the proposed similarity matches the timestamps between the transactions.
In the example, transaction 2 is the transaction of interest, with its CoinJoin input timestamps Ca.
These are compared with the CoinJoin input timestamps of transaction 1 Cb and transaction 3 Cb′ . The
figure illustrates that only close timestamps are matched, while aberrations (from the perspective of
transaction 2) are ignored.

2 Although sampling could overcome this requirement, it would still distort the input of the measure and the result.
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Figure 6. This transaction graph shows the one-sided Chamfer distance in action. With transaction 2 being the
transaction of interest, it shows which input timestamps are used by the distance measure for transaction 1 and
transaction 3. The two aberrations (09:30 in transaction 1 and 07:30 in transaction 3) are ignored.

4.2. Evaluation of the Proposed Similarity Measure

The similarity measure described in the previous section depends on the user behavior of creating
multiple CSTs which spend outputs from shared CoinJoin processes. To determine if this behavior is
prevalent and thus how useful the proposed similarity measure is, a dataset of CSTs which are created
by the same entity is required. Subsequently, the linkability of CSTs belonging to the same entity, via
the proposed similarity measure, can be evaluated. This type of data set can be created by finding
address clusters that receive funds from multiple CSTs. This link may indicate that the senders of each
CST are a single entity or that there exists another form of relationship among the senders. For the
purpose of evaluating the usefulness of the proposed similarity measure, this correlation is sufficient.

We use Bitcoin’s3 and Dash’s4 core clients to collect all transactions of the respective blockchain
until July 1, 2025. After classifying (see Appendices A–C) the CoinJoin transactions of each CoinJoin
implementation (Whirlpool, Wasabi 2.0 and Dash) and their CSTs transactions, we apply the multi-
input address clustering heuristic (see Section 2.2) to all non-CoinJoin transactions. Dash’s CoinJoin
implementation changed over time, to avoid subtle differences of its early development, we exclude
Dash CoinJoin transactions before the year 2018 from our analysis.

As described, we find all address clusters that receive funds from at least 2 CSTs. We want to
exclude address clusters belonging to services, as their high transaction volume might falsify the
evaluation results. Therefore, we exclude address clusters with more than 1000 addresses ("super-
clusters" cf. [23]) and less than 2 CSTs. Note that CSTs can create multiple outputs and thus send funds
to multiple address clusters. The resulting data set contains for each address cluster a set of CSTs. This
data set is collected for the CoinJoin implementations of Dash, Whirlpool and Wasabi 2.0.

3 https://github.com/bitcoin/bitcoin (Accessed 17. September 2025)
4 https://github.com/dashpay/dash (Accessed 17. September 2025)
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During the collection of the evaluation dataset, we also examined the input count of CSTs across
Dash, Whirlpool and Wasabi 2.0. The results are presented in Figure 7. We note that for both Whirlpool
and Wasabi 2.0 a large portion of CSTs only have a single input. This makes the transactions very
generic in terms of time frames, and therefore the results of the similarity measure are not significant.

Dash Whirlpool Wasabi 2.0
0

20

40

60

Input Count of CoinJoin
Spending Transactions

Figure 7. Box plots illustrate the number of inputs consumed by the CSTs originating from CoinJoin transactions.
Outliers are not plotted. Both Whirlpool and Wasabi 2.0 CSTs utilize a very low number of inputs, 50% using only
1 input and 75% using up to 5 inputs. In contrast, Dash CSTs show that 50% use up to 9 inputs and 75% use up to
35 inputs.

We evaluate the similarity measure on the collected data set by calculating the K closest CSTs
per assessed CST. If one of the address cluster’s other CSTs is in the top K similarity measure results,
the address cluster is counted as linked. See Table 1 for the evaluation results. The last three lines
of the table shows the ratio of linked address clusters for K ∈ {10, 20, 30}. With all three CoinJoin
implementations showing that transactions can be linked via the proposed similarity measure, we
conclude that the behavior of creating multiple CSTs which spend outputs from shared CoinJoin
processes is prevalent, and thus our proposed similarity measure is useful.
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Table 1. Shows for each CoinJoin implementation: the number of CSTs, the number of CSTs which are included in
the evaluation, the number of unique address clusters the CSTs send funds to and the number of address clusters
thereof which are included in the evaluation. Finally, the ratio of address clusters which contain at least one
transaction pair which can be linked via the proposed similarity measure.

Dash Whirlpool Wasabi 2.0
CSTs 284,069 198,984 342,228

Included CSTs 128,528 95,379 102,169
Address Clusters 146,066 247,112 432,919

Included Address Clusters 21,168 41,897 35,356
Linked Address Clusters (top 10) 14.22% 8.42% 10.40%
Linked Address Clusters (top 20) 27.33% 17.64% 20.97%
Linked Address Clusters (top 30) 63.19% 42.50% 40.29%

5. Conclusions
In this work, we present a novel similarity measure for transactions that use multiple outputs

from CoinJoin transactions for payments. This technique allows for finding links between transactions
and thus establishes a potential grouping of multiple transactions to a single controlling entity. This
negatively impacts user privacy, especially because the aim of CoinJoin transactions is to weaken the
link between fund ownership. Furthermore, we show that the behavior that enables this similarity
measure is widespread and common in many CoinJoin implementations. This work is the first to
propose such a measure, addressing a critical gap in the analysis of CoinJoin transaction linkage.

Furthermore, we proposed and evaluated a Wasabi 2.0 CoinJoin classification rule, which requires
uncommon amount denominations to be present in each Wasabi 2.0 CoinJoin transaction.

The proposed similarity measure focuses only on the CoinJoin input timestamp of CoinJoin
spending transactions. Expanding the analysis to other attributes (such as used amounts, input count,
and connected CoinJoin graph) could improve the similarity measure.
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Appendix A. Dash CoinJoin Transaction Classification Algorithm
Dash defines the following denominations: 10.0001, 1.00001, 0.100001, 0.0100001, 0.00100001 [18].
Classification criteria for Dash CoinJoin transactions are (cf. [8]):

• The number of inputs and outputs most be equal
• The transaction fee must be zero
• All input and output amounts must be part of the defined denominations
• All inputs and outputs must be of the same denomination

Appendix B. Whirlpool CoinJoin Transaction Classification
Whirlpool defines the following denominations: 0.001, 0.01 0.05, 0.5.
Classification criteria for Whirlpool CoinJoin transactions are:
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• Must have at least 5 outputs
• Must have at maximum 8 outputs
• Must have same amount of inputs as outputs
• All input and outputs must have the same denomination
• Must spend at least one input from a whirlpool Tx0 transaction

Appendix C. Wasabi 2.0 CoinJoin Transaction Classification Algorithm
Wasabi 2.0 defines 79 denominations which are multiples of 5000, 6561, 8192 Satoshi. We define

denominations which are not multiples of 5000 Satoshi as uncommon denominations [17].
Full list of Wasabi 2.0 denominations (in Satoshi):
5000, 6561, 8192, 10000, 13122, 16384, 19683, 20000, 32768, 39366, 50000, 59049, 65536, 100000,

118098, 131072, 177147, 200000, 262144, 354294, 500000, 524288, 531441, 1000000, 1048576, 1062882,
1594323, 2000000, 2097152, 3188646, 4194304, 4782969, 5000000, 8388608, 9565938, 10000000, 14348907,
16777216, 20000000, 28697814, 33554432, 43046721, 50000000, 67108864, 86093442, 100000000, 129140163,
134217728, 200000000, 258280326, 268435456, 387420489, 500000000, 536870912, 774840978, 1000000000,
1073741824, 1162261467, 2000000000, 2147483648, 2324522934, 3486784401, 4294967296, 5000000000,
6973568802, 8589934592, 10000000000, 10460353203, 17179869184, 20000000000, 20920706406, 31381059609,
34359738368, 50000000000, 62762119218, 68719476736, 94143178827, 100000000000, 137438953472.

Classification criteria for Wasabi 2.0 CoinJoin transactions are:

• All output scripts must be unique
• Input amounts must be at least 5000 Satoshi
• At least half of the output amounts must be part of the defined denominations
• The number of outputs must be at least the number of minimum participants
• Transactions must contain at least one uncommon denomination (new rule)
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