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Abstract: This review provides a comprehensive overview of data injection attacks (DIAs) in power
systems, addressing their evolution, detection, and mitigation within the broader context of cyber-
physical system security. With the integration of advanced information technologies and smart grid
components, power systems are increasingly vulnerable to cyber threats that can disrupt their op-
erational integrity. The article discusses various forms of DIAs, including false data injection attacks
(FDIAs) and dummy data injection attacks (DDIAs), and their impact on system reliability and se-
curity. It explores the development of sophisticated attack modeling that accounts for multiple types
of DIAs, enhancing detection methodologies through data-driven approaches and machine learning
algorithms. Additionally, it highlights the importance of precise attack localization and proactive
defense mechanisms that adapt dynamically to detected threats. The review also addresses the in-
tegration of cyber and physical security measures as a unified approach to safeguard against these
evolving cyber threats. By providing a detailed examination of current challenges and emerging
trends, the review sets the stage for future research directions that focus on enhancing the resilience
and security of power systems against complex and coordinated cyber attacks.

Keywords: data injection attacks; cyber-physical security; smart grids; false data injection; machine
learning in power systems; proactive cyber defense

1. Introduction

With the widespread application of advanced information and communication technologies in
power systems, the development towards smarter power systems has progressed, transforming tra-
ditional systems into cyber-physical systems (CPSs) closely integrated with information technology
[1-3]. As illustrated in Figure 1 [4], based on conventional systems dominated by thermal power
generation, the new power systems comprise a large array of distributed renewable energy sources,
electric vehicles, and storage systems, with an information network that facilitates data acquisition,
state perception, and decision-making control in power systems. The high integration of information
and physical systems enhances the capabilities of broad perception, efficient communication, and
high-performance computing within the power system, improving the observability, measurability,
and controllability of its monitoring and control functions. Concurrently, the strong coupling be-
tween information and physical systems, and the frequent interactions between information flows
and power flows, increase the vulnerabilities of these integrated systems. The safe and robust opera-
tion of power systems heavily relies on the integrity, accuracy, and reliability of measurement data
[5-7]. Attackers can exploit these vulnerabilities through malicious and premeditated cyber-attacks
targeting sensors, communication facilities, and smart metering devices within information systems,
leading to physical failures and cascading faults, thereby exposing the system to greater cybersecurity
risks.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Figure 1. Cyber-physical power system.

The cybersecurity risks primarily manifest in several aspects [8]: (1) A current power CPS en-
compasses a diverse and abundant array of connected devices such as sensing equipment and smart
terminals, increasing security risks; (2) The source code of many IoT devices in power CPS is not fully
open, leading to non-uniform standards for security detection and validation, with numerous vul-
nerabilities in the systems and protocols of smart terminals, resulting in illegal intrusions and delib-
erate destructive actions; (3) The integration of interfaces between public and private networks within
power CPS provides opportunities for cyber attackers; (4) External societal elements, physical enti-
ties, unexpected incidents, and attack-defense tactics pose severe threats to power CPS, requiring the
handling and consideration of numerous non-secure data sources. Consequently, security measures
for power systems need to extend beyond the energy sector to societal aspects, where traditional
passive protection methods such as isolation and elimination mainly defend against known threats
or attacks. However, facing an exponentially growing number of malicious codes and new security
risks [9], the existing power system monitoring and security protection methods are increasingly in-
adequate for today’s power CPS defense systems [10-12].

In recent years, numerous security incidents in industrial control systems and power systems
have occurred globally due to cyber-attacks [13,14]. As detailed in Figure 2 [4], significant incidents
include the 2010 Stuxnet worm attack on Siemens’ SIMATIC WinCC Supervisory Control and Data
Acquisition (SCADA) system, which launched a destructive assault on its industrial control system;
the 2010 hacking of Schneider Electric’'s SCADA system, severely disrupting normal workflows; the
2010 attack by the Stuxnet virus on centrifuge motors at Iran’s nuclear facilities; the 2012 sustained
cyber-attack on Canada’s Telvent SCADA system; the 2012 malicious cyber-attack on Saudi Arabia’s
Aramco oil company, leading to the erasure of most of the company’s computer-stored data; the
multiple remote attacks in 2014 by the malware BlackEnergy, which is highly flexible and customi-
zable; the 2014 attacks by a Russian hacking group using the malicious code Havex on multiple West-
ern energy companies, aiming to disrupt the energy supply in Europe and America; the over 4000
cyber-attacks within a month on the U.S. PJM in 2015; the catastrophic blackout caused by a data
injection attack (DIA) in Ukraine in 2015 [15], resulting in a three-hour-wide outage as shown in Fig-
ure 3, where the attackers employed a diversified network attack strategy from the information do-
main of the power CPS, implementing a composite multi-step cross-domain attack that caused max-
imum outage losses in the physical domain; the massive ransomware attack on Israel’s power system
in 2016, which led to computer systems going offline and losing control; the 2017 attack on a U.S.
wind farm by an ARP cache poisoning virus, which forged normal industrial control signals for wind
turbines; and the 2019 twin hacker attacks on a major hydroelectric station in Venezuela, causing
large-scale blackouts across 20 states. These incidents highlight that complex and variable network


https://doi.org/10.20944/preprints202501.2043.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 28 January 2025 : reprints202501.2043.v1

3 of6

attacks have posed a severe threat to the safety of power systems, making defensive research against
attacks on power systems urgently necessary [16-18].
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Figure 2. Safety incidents in industrial control systems and power systems worldwide.
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Figure 3. Ukraine blackout attack process.

According to the three key elements of cybersecurity, attacks can be categorized into integrity,
availability, and confidentiality attacks. Currently, DIAs represent a typical form of integrity attack
in cyber-attacks, distinct from the erroneous data already present in systems; the injected data often
possess deceptive and purposeful characteristics [19-21]. As illustrated in Figure 4 [4], DIAs can pen-
etrate the information system by targeting power system endpoint sensors, remote terminal control
units, or information and communication devices, subsequently altering the collected measurement
data from Remote Terminal Units (RTUs) and Phasor Measurement Units (PMUs) among other
power terminals [22-24]. This bypasses the bad data detection module in the energy management
system, leading to incorrect state estimations at the power dispatch control center, influencing the
decision-making of monitoring personnel [25-27]. This alters the operational flow of the power sys-
tem, resulting in incorrect or failed actions like circuit breaker misoperations, potentially causing
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regional or even widespread power outages, severely impacting the safety and stability of the power
system [28-30].
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Figure 4. Typical power CPS DIA process.

Traditional DIAs primarily refer to False Data Injection Attacks (FDIAs), characterized by their
stealthiness, flexibility, clear consequences, random attack locations, and wide-ranging destructive
capabilities [31,32]. The main targets of FDIAs are the electrical measurement data collected by mon-
itoring systems. As attack methods have evolved, the types and scope of power FDIAs have ex-
panded [33]. These attacks aim to destabilize the power system or gain economic benefits by tamper-
ing with critical data such as power system measurement data, control signals, and equipment infor-
mation [34-36]. Recent research indicates that FDIA has evolved into a new form known as Dummy
Data Injection Attacks (DDIAs), first proposed by Liu et al. [37]. Malicious data in DDIAs can blend
seamlessly with normal measurement data, significantly increasing the difficulty of detecting anom-
alous data. DDIA builds on traditional FDIA by creating dummy data that is extremely close in the
measurement data space, fulfilling the constraints of virtuality and allowing attacked and normal
data to mix perfectly. This enhancement of data stealthiness leads to the ineffectiveness of existing
cluster- and distance-based attack detection and defense methods, presenting new challenges for the
security of power systems.

In summary, various types of FDIA and DDIA are collectively referred to as DIA. By analyzing
the attack process, objectives, and impacts, the characteristics of DIA can be summarized as follows:

(1) Attack Variety and Complexity: The types of DIAs are numerous and the targets of intrusion
vary, making the attack mechanisms complex. DIAs may include forms such as brute-force attacks
on passwords, injection of measurement data, topology tampering, forgery of Global Positioning Sys-
tem (GPS) synchronization clocks, denial of service, and control delay attacks. These attacks target
communication transmission channels, electrical quantities, switches, clock signals, and computing
storage resources. They exploit vulnerabilities in information or control systems to inject fraudulent
data, making the intrinsic effectiveness and patterns of attack actions difficult to control.

(2) Low Probability, High Risk: The occurrence of DIAs in power systems is extremely rare, and
the number of attack samples accumulated by analysis centers is limited, far fewer than the normal
operating data. Additionally, the high dimensionality of operational data increases the difficulty of
extracting and analyzing attack behavior patterns.

(3) Complex Spatio-temporal Evolution: From the perspective of power system operational
states, attacks are strongly related to flow sequence and grid topology and evolve continuously along
temporal and spatial dimensions. This evolution can lead to cascading failures across the information
and physical domains, making it challenging to discern the intent behind attack behaviors.
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(4) Purposeful and Damaging: DIA attacks are not random disruptions but are carefully de-
signed covert strategies by attackers. They bypass protections such as bad data detection, maliciously
manipulate state estimation results, and cause severe consequences like system load shedding and
line overloads [38]. Identifying and defending against DIAs is a critical concern.

Due to these complex characteristics of DIAs, existing methods for attack analysis and security
defense show limitations [39,40]. Especially, as the integration of renewable energy sources and elec-
tric vehicles into modern power systems leads to increased operational uncertainty, this further com-
pounds the complexity [41-43]. In There is an urgent need to explore new methods for power system
security defense and develop an integrated security system that encompasses DIA modeling, identi-
fication, localization, and defense. This approach aims to address the pain points of existing defense
technologies, such as inaccurate attack modeling, difficulty in identifying multiple types of attacks,
weak spatio-temporal correlation analysis, and poor adaptability of defenses, thereby mitigating at-
tack risks to ensure the safe and stable operation of power CPS [44-46].

2. Current Research on DIA in Power Systems
2.1. Attack Targets of DIA in Power Systems

In the context of power CPS, vulnerabilities in both the information and physical systems can
lead to DIA penetration in various sectors of the smart grid, including generation, transmission, dis-
tribution, consumption, markets, and operations [47-50]. The targets most susceptible to attacks in-
clude, but are not limited to [51]: generators, transmission lines, substations, renewable energy
sources, monitoring and control centers, smart electronic devices, and information and communica-
tion systems.

Current research primarily focuses on the energy management system within power control
centers as a critical target of DIAs. State estimation serves as a crucial link between the information
and physical systems, relying on trustworthy outputs from SCADA and PMU data [52-54]. The reli-
ability of subsequent modules and advanced applications depends on the accuracy of state estimation
outputs. Liu et al. first proposed the concept of DIAs targeting state estimation in 2009, analyzing its
attack mechanisms [55]. By injecting carefully designed attack vectors into measurements that satisfy
system constraints like flow equations, covert DIAs can deceive and bypass traditional residual-based
bad data detection, leading to incorrect state estimation results. This may cause frequency instability,
line overloads, grid component failures, and load shedding, resulting in severe physical conse-
quences. Reference [56] has explored the impact of DIAs on the static security assessment of power
systems, proposing two types of attack scenarios: false security signals and false insecurity signals.
The former misleads operators into believing the system is secure, while the latter deceives them into
taking corrective actions such as generator rescheduling or load shedding.

In automatic generation control systems, DIA poses threats by directly attacking the automatic
generation control (AGC) decision system, tampering with frequency control data in information and
communication systems, altering area control error data, and maliciously injecting false error data.
Literature [57] has introduced ensemble filtering to detect DIA in AGC systems, determining hidden
DIAs by checking if the intersection between measurement updates and prediction updates exists.
Research [58] has established a model-based framework for detecting and mitigating attacks on AGC
systems, discussing extended, random, ramp, and pulse attacks, and analyzing their principles in
modifying AGC system measurements and generator node implementations. Studies [59] have de-
veloped a synchronous algorithm based on joint state and unknown input estimation to detect and
mitigate measurement DIAs in AGC systems, enabling control centers to make decisions based on
corrected sensor signals. Literature [60] examined the impacts of DIA and DOS attacks on low-inertia
AGC systems and considered intermittent photovoltaic designs in attack detection algorithms to mit-
igate the effects of attacks on the grid. Research [61] proposed a semi-supervised ensemble learning
framework based on OC-SVM to detect DIAs in AGC system loops, also designing cooperative
stealthy DIAs aimed at destabilizing system stability and manipulative DIAs targeting the economic
efficiency of power markets. Literature [62] modeled optimal attack strategies as observable Markov
decision processes and introduced a kernel density estimation-based method for detecting and cor-
recting DIAs in automatic voltage control (AVC) systems, ensuring the safety of AVC systems even
under high system loads. Literature [63] addressed covert limitations by continuously injecting false
data across multiple AGC periods to attack flow measurements, defining an emergency response
time metric to assess attack effectiveness.
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Emergency analysis in power systems, a crucial component of grid security, is divided into
emergency selection and assessment. DIAs circumvent state estimation bad data detection by inject-
ing false data, adding or removing emergency elements in emergency analysis lists to disrupt the
transmission flow analysis process. Literature [64] modeled the minimum cost DIA as an optimiza-
tion problem based on mixed-integer linear programming, minimizing the number of attacked sen-
sors to successfully manipulate targeted emergency elements. Manipulated emergency actions em-
bedded as safety constraints in economic dispatch with security constraints quantitatively analyzed
the impacts of these DIAs on the safety and economics of power systems. When emergency analysis
transitions to a normal safety state, it triggers a safety-constrained optimal flow program. Literature
[65] proposed a collaborative distributed AC optimal flow solver based on dual decomposition and
introduced a credibility information-based DIA identification method.

Distribution energy management systems and distribution control systems are also prone to DIA
attacks, presenting several cybersecurity issues [66—68]: 1) Standardized communication protocols
allow network intruders to understand the architecture of distribution systems; 2) Exposed field de-
vices reduce the difficulty for intruders to access the backbone communication network of distribu-
tion systems; 3) Purposeful intruders can destroy distribution control centers by injecting malware
viruses; 4) Protection device passwords are default or weak, making them easy to crack. Unlike the
widely studied state estimation in transmission systems, the scale of distribution networks is large
and lacks real-time redundant measurement data, presenting numerous challenges and difficulties.
Studies have shown [69] that DIA can create imbalances between the supply and demand sides, in-
creasing transmission and distribution costs and affecting the reliable supply of electric power. Re-
search [70] assessed the security impact of DIA on dynamic microgrid partitioning, leading to in-
creased energy losses in supply-demand balance. Literature [71] proposed a DIA method for three-
phase unbalanced distribution network state estimation from a CPS perspective, comparing it with
traditional direct and linear attack methods. The proposed attack method can bypass the maximum
normalized residual detection while achieving the desired effect. In addition to these detection meth-
ods, advanced cryptographic techniques, such as those described in [72], using a 9D complex chaotic
system with Quaternion, are also being integrated into smart grid systems to bolster security against
DIAs and ensure the integrity of communication and control data within the power CPS.

Power market management systems aim to facilitate standardized transactions between energy
industry service providers and public utility consumers, becoming a primary target for attackers to
manipulate utility market intelligence or obtain illegal economic gains through other means. Re-
search [73] studied the economic impact of DIA on power market operation state estimation, analyz-
ing how attackers manipulate real-time market prices without being detected by state estimation, and
developed a heuristic method for calculating the optimal injection of DIAs from an attacker’s per-
spective. Literature [74] introduced pricing attacks by sending real price scaling values and introduc-
ing old price delays. Research [75] modeled DIAs to disrupt communication channels and deploy
attack time series to manipulate price signals, increasing the mismatch between production and con-
sumption power. In contrast to snapshot-type single DIAs, literature [76] analyzed that DIAs can be
continuously injected over a long period, causing excess generation, poor power quality, and eco-
nomic losses. It proposed transforming sensitivity functions to simulate system dynamics and quan-
tify the impact of DIAs. Research [77] studied the economic impact of DIA on transmission line rat-
ings in dual settlement power markets, assuming the opponent has complete system load and gen-
eration cost information, manipulating real-time nodal marginal prices through forged DIA. Addi-
tionally, attackers could manipulate multiple sensors to send erroneous measurement values to con-
vergence centers [78], aiming to gain economic benefits from the power market.

2.2. DIA Modeling Methods

Extensive research has explored the principles and conditions for FDIAs, laying the groundwork
for subsequent detection, localization, and defense strategies by constructing DIA models. For in-
stance, DIAs based on the direct current state estimation model [79] allow attackers, who have com-
plete knowledge of the system’s topology and configurations, such as topology information, system
parameters, state estimation, and bad data detection algorithms, to effectively inject DIAs by crafting
specific attack vectors. To expedite the computation of state variables, the nonlinear relationships
between measurements and state variables are approximated using the direct current model. Previ-
ous studies have shown that DIAs based on the direct current model are easily captured by nonlinear
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alternating current state estimations [80], prompting researchers to develop AC-based attack models.
In traditional residual testing methods, random DIAs are detectable, whereas covert DIAs remain
undetected, with research primarily focusing on the latter.

The assumption that attackers know complete configuration information is not entirely feasible
in practice. If attackers have limited attack resources and protected information, launching DIAs with
incomplete information becomes more crucial. Literature [81] assumes that attackers can access grid
topology information and line parameters, constructing optimal DIAs by calculating the minimum
generalized eigenvalue of the characteristic function. Literature [82] constructs covert AC state esti-
mation attack vectors based on measurements of multiple boundary nodes in the attack area, with
vector construction depending on angle differences rather than actual phase angles. Literature [83]
proposes a RTU tampering attack method based on graph theory, which determines the number of
measurements that need to be modified by the attacker, depending on the system topology and the
presence of power injection nodes. To minimize the state estimation residuals after an attack, litera-
ture [84] develops an optimal attack strategy using principal component analysis and the Lagrange
multiplier method, effectively targeting specific areas in real-time. Literature [85] constructs AC-
based DIA models under both complete and incomplete topology information, using the angular
difference between attacked and non-attacked nodes along lines to calculate line flows and determine
power injections at attacked nodes. Literature [86] considers energy distribution and local load redis-
tribution, establishing an attack model that isolates critical nodes and uses regional minimal residuals
as the objective function. Reference [87] utilizes incomplete information to mathematically character-
ize DIA from the perspectives of attackers and operators. It analyzes how the attackers” lack of com-
plete knowledge impacts the power grid and proposes a new vulnerability index that can compare
the resistance of various topological structures to attacks.

Research has shown that blind DIAs can be successfully implemented without network infor-
mation of the attack area; here, no network information means the attack method relies solely on the
connections and power measurement data between the attack and non-attack areas. Literature [88],
based on adversarial generative networks, proposes a blind AC-based DIA generation method with-
out network topology information. Through the adversarial process between the generative and dis-
criminative networks, physical laws embedded in measurement data are captured, and self-attention
mechanisms determine the associations between nodes and lines, verifying the effectiveness of the
constructed attacks under various measurement error conditions. Literature [89] separates normal
and anomalous values through alternating direction sparse optimization, using principal component
analysis on measurement data to retrieve system information and construct DIA vectors. Literature
[90] employs kernel principal component analysis to project measurement data into a high-dimen-
sional data space via kernel functions, calculating an approximate grid topology matrix, and con-
structing a blind online DIA. Literature [91] designs a matrix reconstruction method to mitigate the
impact of measurement noise, proposing a subspace estimation-based blind DIA method that can
operate without knowing system parameters. This method modifies the eigenvalues of the covariance
matrix of the data to reduce the impact of measurement noise, with example analyses showing that
the proposed method can achieve a high success rate and operate effectively under limited measure-
ment data, demonstrating robustness against noise levels and grid sizes.

Load redistribution (LR) attacks were first proposed by Yuan et al. in 2011 [92]. Measurement
data entering power system state estimations primarily includes generator active power, load node
power, and branch active power. However, not all these data can be tampered with by attacks, as
real-time communication between power plants and control centers makes it difficult to tamper with
generator output power. Literature [93] models and analyzes three-stage delayed LR attacks using
Karush-Kuhn-Tucker (KKT) conditions and dual-based methods to identify destructive LR attacks
that can be effectively prevented with limited protection resources. To overcome the limitation of
attackers knowing all topology information, literature [94] proposes a local LR attack model with
incomplete topology information, adjusting the power injection measurement frequency of non-at-
tackable nodes within a threshold to achieve selective attack areas. Literature [95] establishes a coor-
dinated LR attack model with generators and lines, formulated as a bi-level optimization problem
where the upper layer aims to maximize load shedding by attackers and the lower layer minimizes
load shedding by defenders. Example analysis shows that attackers can coordinate attack measure-
ments with basic power transmission elements, disrupting the physical power system and misleading
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power dispatch, maximizing damage with limited attack resources, offering viable strategies for pre-
venting and mitigating high-impact, low-frequency coordinated attacks.

Topology manipulation attacks, a recent research focus, involve most DIA models centered on
a constant grid topology, where attackers can only inject DIAs into measurement data. However, due
to routine maintenance and unexpected equipment failures, the topology and configuration infor-
mation may change at any time. DIA models for power systems have further developed to reflect
real-time grid topology, aiming to tamper with information such as transformer tap settings, circuit
breakers, and switches, ensuring that the estimated topology matches the received data. By tamper-
ing with measurements, control systems are misled about the current system topology state, although
it does not result in actual physical switching operations. This type of attack was proposed in litera-
ture [96], creating an undetectable line removal attack in the control center by attackers with only
local information, who can conceal grid topology through false data injection. In literature [97], a
topology attack model is designed using heuristic methods to determine the likely attack areas of
lines with minimal information resources. When attackers know partial information, they can modify
the injected power at both ends of the line and distribute the attacked line’s flow to other measure-
ments, making the flow distribution uniform and not exceeding limits, reducing the likelihood of
detection. Research considers both increasing and decreasing lines as attack methods [98], using nat-
ural aggregation algorithms to solve the DIA model with generation costs, marginal electricity prices,
and flows as targets. Literature [99] injects false data to conceal the actual physical disconnections in
the power system and constructs DIA vectors based on changed topology and flow data, causing
delays in fault response and handling, potentially inducing larger-scale cascading failures. Addition-
ally, injecting false tripping commands to cause real system tripping actions is another form of such
attacks. Modeling methods mainly target the process of confidentiality breach, using attack trees,
Markov models [100,101], and other tools to intrude into the power system and calculate the success
rate of attacks. For consequence modeling, metrics such as component downtime and recovery time
are calculated to quantify the probability of lost loads as a measure of attack consequences.

GPS synchronized clock spoofing attacks involve attackers forging GPS signals at receivers, in-
jecting false data into the power grid monitoring system, often deceiving PMUs with incorrect clock
signals, leading to deviations in the calculation results for state estimation amplitude, phase angle,
frequency, and other measurements. Literature [102] sets an optimization problem to identify PMUs
vulnerable to attacks within the grid, developing a joint state estimation and attack reconstruction
algorithm based on alternating minimization, analyzing the vulnerability of the grid to GPS spoofing
attacks, and extending it to use SCADA and GPS-spoofed PMU combined measurements for state
estimation and attack detection. Literature [103] analyzes the impact of GPS synchronized clock
spoofing attacks on system dynamic behavior, changing multiple PMUs’ measurement readings by
transforming the system matrix of the measurement equation, and develops a hypothesis testing pro-
cedure based on the generalized likelihood ratio to detect behavioral changes during attacks. Litera-
ture [104] optimizes the search for multiple attack targets in PMU measurements, constructing unde-
tectable GPS synchronized clock spoofing attacks.

2.3. DIA Detection Methods

From the perspective of power system operators, accurately and efficiently detecting FDIA is
crucial in the defense process. Extensive research has been conducted globally on the detection of
FDIAs in power systems, focusing mainly on model-driven and data-driven detection methods [105-
107]. Specific methods include Kalman filtering and its variants, low-rank decomposition, mixed
Gaussian models, Euclidean detectors, Kullback-Leibler divergence, sparse optimization, similarity
matching, data mining, and deep learning [51,108-111]. Model-driven detection approaches typically
include state estimation detection, graph theory-based detection, and physical property detection;
data-driven methods predominantly involve deep learning and machine learning.

2.3.1. State Estimation-Based DIA Detection

This approach uses the deviation between state estimation and predicted system states for attack
detection. Traditional residual testing compares state estimation residuals against measurement error
thresholds, identifying anomalies when these exceed predefined limits. Due to increasing system
size, data heterogeneity, and varying sources, improvements have been made on existing state esti-
mation methods. For large-scale systems, literature [112] introduced a new robust linear static
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estimation framework based on PMU data, segmenting the system into multiple areas to ensure min-
imal redundancy at least at one subsystem boundary node, effectively detecting DIAs. Literature
[113] designed a parallel robust least trimmed squares estimator with different fault points, improv-
ing DIA detection for Jacobian matrices, measurement functions, and vectors, thereby enhancing net-
work cybersecurity and reducing necessary sensor numbers to lower capital investments. Literature
[114] proposed a cross-layer detection mechanism for GPS clock synchronization attacks, combining
state estimation with receiver signal-to-noise ratios for joint physical and application layer DIA de-
tection. To address the issue of undetected attacks due to tampered measurements in centralized
control receiving collaboration, literature [115] designed a distributed direct current optimal power
flow algorithm, using different updating rules and exchange mechanisms to detect and mitigate
DIAs, proposing an embedded resilient control mechanism for information sharing without violating
privacy, identifying attacked controllers and restoring optimal power dispatch. Literature [116] based
on distributed voltage control in microgrids, constructed a two-stage DIA model comprising decep-
tion and terminal attacks, proposing a distributed synchronous detection method to identify covert
DIAs and attacked nodes in microgrids, avoiding the complexities of centralized methods by requir-
ing only neighbor information for DIA detection. Literature [117] utilized gated recurrent neural net-
works for real-time detection of data streams in power grids, classifying predicted residuals using a
wavelet-transformed convolutional neural network, with prediction and classification processes
completed at the edge, enhancing the effectiveness and real-time performance of DIA detection.
Other static state estimation methods such as median filters [118] and maximum likelihood estima-
tion [119] are noted for their simplicity and versatility; however, these may suffer performance deg-
radations when system parameters are uncertain.

2.3.2. Dynamic State Estimation

As the integration of renewable energies increases the uncertainty in power systems, using dy-
namic state estimation can address the limitations of static methods by establishing time-series based
state prediction models. These models dynamically and real-time adjust state prediction results by
combining measurements from previous and current moments. The principle is that deviations be-
tween measured and attacked state estimates exceeding a preset threshold indicate an attack. Litera-
ture [120] combined Kalman filters with Euclidean distance detectors to detect DIAs, and to quickly
mitigate attacks and restore system states, literature [121] proposed a new low-complexity online
detection and estimation algorithm for DIAs and coordinated attacks, introducing a CUSUM-based
detector for rapid response to covert attacks. To enhance DIA detection accuracy and reduce errors
due to model linearization, extended Kalman filter [122] and unscented Kalman filter-based DIA de-
tection methods [123] have been proposed. The extended Kalman filter detects DIAs by calculating
deviations between dynamic and static estimates, while the unscented Kalman filter, which does not
require Jacobian matrix calculations, approximates state variables using unscented transformations
to quantify all state fluctuations for DIA detection. Literature [124] proposed a hybrid DIA detection
method combining adaptive Kalman filters and convolutional neural networks, achieving parallel-
ized knowledge-driven and data-driven detection.

2.3.3. Graph-Theoretical Models

Given the network topology inherent in power grids, DIA implementation requires knowledge
of a set of measurements in the attack area and adjacent nodes and branches. Researchers abstract the
power system as a graph network model and explore DIA detection methods from a graph-theoreti-
cal perspective. Literature [125] computed the graph Fourier transform of the network state and fil-
tered out high-frequency components of the graph, comparing the maximum norm of the filtered
signal to a threshold to detect DIAs. To enhance detection efficiency, literature [126] used graph the-
ory to deconstruct the entire system into interconnected subsystems, generating residual signals for
attack detection and designing a distributed attack detection method. To further reduce detection
complexity and ensure the applicability of maximum likelihood estimation for real-time DIA detec-
tion in large-scale grids, literature [127] utilized the approximate cosparse nature of the grid to accel-
erate finding optimal solutions for maximum likelihood estimation, applying phase angle Markov
graph reduction to decompose the DIA detection problem into local marginal estimation issues. In
reality, the edges of the power system graph model have weights, and literature [128] integrated the
grid admittance matrix as an adjacency matrix into the graph model, developing a stochastic gradient
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descent-based stealth DIA detection algorithm, verifying the scalability and effectiveness of graph
model-based attack detection. Literature [129] proposed a graph-theoretical method to detect DIAs
in power system AC state estimation, using historical data to calculate the difference in continuous
state estimates, identifying whether anomalies in the current timestep’s state estimation were caused
by an attack.

2.3.4. Physical Property-Based Detection

The consequences and impacts of DIAs manifest through certain physical properties, prompting
researchers to detect DIAs based on changes in physical laws post-attack. Literature [130], based on
the exponential parameters of the ratio of branch and injected currents to node voltages, could detect
abnormal phase shifts caused by DIAs, verifying the algorithm’s reliability and lightweight nature
through example analysis; the algorithm is developed based on controlled and control variable prin-
ciples of power system analysis, thus scalable to any phase-shifting device based on power electron-
ics. Literature [131], independent of critical instrument protection and historical data, proposed a
two-stage real-time DIA detection method based on multiple alarm indicators and sensitivity factors.
Literature [132] studied the impact of DIAs on the performance of line current differential relays,
using local currents and voltages, remote currents, and line parameters, based on measurements and
calculations to obtain the difference between superimposed voltages at relay terminals for DIA de-
tection. To detect PMU data manipulation attacks, literature [133] tested data integrity in a distributed
and non-iterative manner based on continuous monitoring of transmission line equivalent imped-
ance, achieving classification and detection of PMU manipulation attacks. To address the lack of con-
sideration for system stability related to DIAs, literature [134] identified vulnerability levels of ad-
vanced metering infrastructure based on different degrees of DIA attacks, studied the interdepend-
ence between nodes, and considered the voltage stability index to understand physical vulnerabilities
under DIAs. For AC smart island DIAs, which may disrupt central control system performance, lit-
erature [135] proposed a wavelet singular entropy analysis of continuous-time system states, adjust-
ing singular value matrices and wavelet transform coefficients, decomposing sliding mode controller
switching surfaces, and calculating expected entropy values through stochastic processes to charac-
terize DIAs’ switching current and voltage levels. To more comprehensively analyze DIA behavior,
from a matrix analysis perspective, literature [136] extracted three attack characteristics: sparsity, per-
sistence, and temporal variability, based on which it analyzed the structural sparsity of the attack
matrix and proposed a new structural sparse matrix separation algorithm to enhance detection accu-
racy. Literature [137] used an adaptive cumulative sum method to detect mean distribution changes
in residual vectors under DIAs, based on traditional weighted least squares for state estimation.

2.3.5. Data-Driven Detection Methods

Data-driven methods rely on big data and artificial intelligence technologies to automatically
learn hidden features in data and mine abnormal characteristics of DIAs, distinguishing attack events
from normal events through classification or clustering algorithms. Classic machine learning algo-
rithms such as support vector machines, K-nearest neighbors, decision trees, artificial neural net-
works, extreme learning machines, convolutional neural networks, K-means clustering, autoencod-
ers, and random forest algorithms have been applied to DIA detection [138]. More advanced data-
driven detection methods have been developed in recent years. Literature [139] combined variational
mode decomposition and extreme learning machines to identify DIAs. Literature [140] achieved
multi-type DIA classification recognition based on a non-nested generalized exemplar data mining
algorithm. From a game-theoretic learning perspective, literature [141] used an adversarially gener-
ated deep learning network model and a semi-supervised deep autoencoder combined, designing a
diagnostic framework for attacks and faults in power systems. From a semi-supervised learning per-
spective, literature [142] proposed a mixed Gaussian distribution-based DIA detection method, train-
ing classifiers with attack-labeled test sets to set optimal detection thresholds; simulation results
proved the method superior to traditional bad data detection and other classic machine learning
methods. Literature [143] proposed an edge-based federated learning framework for DIA detection
in power grid state estimation, achieving DIA detection with unknown system parameters and small,
dispersed datasets, protecting user privacy while exploring and quantifying the impact of incentives
on detection accuracy, designing a new preference criterion. As existing detection methods are lim-
ited by the input order restrictions of Euclidean space data, making it difficult to accurately describe
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spatial correlations between data, literature [144] combined graph data modeling and deep learning
methods, designing graph network models for different topologies through multi-graph mechanisms
and temporal correlation layers to better mine DIA data-related features and their attributes. To
merge the advantages of data-driven and physical model approaches, literature [145] proposed a
two-stage power system security state prediction and attack detection framework, aiming to predict
power system states in the first stage and achieve binary classification detection of DIAs based on
Kullback-Leibler distance in the second stage.

2.4. DIA Localization Methods

To minimize the damage and risks caused by malicious DIAs to power systems, accurately lo-
cating the attacked nodes immediately after detecting the attacks has become a critical need. Litera-
ture [146] maps the problem of DIA detection to a multi-label classification problem and, using a
model-free deep learning approach that combines CNNss with traditional bad data detectors, executes
precise attack localization under various noise and attack conditions. In literature [147], a DIA local-
ization method based on extreme learning machines is proposed; however, a limited number of hid-
den layers restricts the capability to handle high-dimensional, large-scale power system measure-
ment data. Literature [148] introduces a multi-granularity DIA localization algorithm based on graph
theory techniques. As a multi-label classification method, literature [149] proposes an effective DIA
location identification strategy using a CNN-BiLSTM model, which has passed sensitivity and ro-
bustness tests.

In the context of frequently changing power system loads, generation power, and topology, lit-
erature [150] uses an improved capsule network to detect and localize DIAs, maintaining stable and
accurate attack location detection rates even when attack sparsity and disturbance size change. Liter-
ature [151] proposes a cluster-based architecture for false data injection attack detection and localiza-
tion in smart grids, representing the state vector of the grid as a multivariate time series, using vector
autoregression for DIA detection and localization.

To address the challenges of the multimodal probability distribution of measurements and state
variables in state estimation for DIA localization, literature [152] constructs a generative adversarial
network-based autoencoder that generates normal distributions of multimodal measurements offline
under unknown power system topologies, building a candidate set to localize and recover forged
measurement data. For efficient DIA localization, literature [153] proposes a model optimized with
bidirectional gated recurrent units and a fully convolutional neural network, effectively extracting
interrelated features from data. To overcome the limitations of preset thresholds and ensure DIA
detection performance using modeling uncertainty, literature [154] considers internal state bounda-
ries, modeling errors, and disturbances to design a series of interval observers, creating distributed
interval observers for each measurement device and using a logic discrimination matrix for attack
localization.

2.5. DIA Defense Methods

DIA defense strategies primarily include proactive protection of critical devices, optimization of
attack-defense resource configuration, moving target defense, and measurement data recovery de-
fense.

2.5.1. Proactive Protection of Critical Devices

This strategy involves protecting certain measurements from attacks to defend the system. Ex-
isting research has proposed mixed linear programming [155] and heuristic algorithms [156], with
literature [156] introducing an efficient greedy search algorithm to quickly identify target measure-
ment subsets for defense against covert DIAs.

2.5.2. Optimization of Attack-Defense Resource Configuration

Both attackers and defenders aim to maximize their benefits, constrained by their resources, op-
timizing their resource configuration in a dynamic game process. Literature [157], targeting PMUs as
the attack objective, proposes a multi-stage game model from the attacker’s perspective, including
data tampering, attack strategy adjustment, and multi-path attacks, based on two-person zero-sum
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game theory. It considers overall profits and multi-path attacks, finding the optimal attack-defense
strategy through Nash equilibrium.

2.5.3. Moving Target Defense

This involves installing Distributed Flexible AC Transmission System (D-FACTS) devices on
transmission lines to actively change power system reactance and other parameters, misleading at-
tackers with incorrect parameter information to construct DIAs, which are then easily detected due
to significant residuals in state estimation. To address the instability of net load system voltages
caused by approximate perturbations of transmission line impedances in traditional moving target
defenses, literature [158] constructs a voltage stability-constrained moving target defense framework,
deriving a sensitivity matrix of the voltage stability index to line impedance, proposing an index
optimization method and load margin constraint method to maintain moving target defense perfor-
mance while ensuring system voltage stability. To ensure the economic placement of D-FACTS while
maintaining the effectiveness of moving target defense, literature [159] uses graph theory to analyze
system topology, proposes sufficient conditions for complete and incomplete moving target defenses,
and designs a new D-FACTS placement algorithm to minimize system power loss and enhance eco-
nomic benefits.

2.5.4. Active Defense through Measurement Data Recovery and Correction

This new approach to defense involves recovering attacked measurement data using generative
adversarial networks, integrating new smooth training techniques to maintain the integrity of state
estimation in real-time. Literature [160] achieves effective recovery of attacked measurement data.
Literature [161] mines historical state quantities and predicted state quantities together, integrating
measurements from SCADA and PMU instruments for online DIA detection, removal, and correc-
tion. Literature [162] proposes a data-driven defense framework for state estimation against DIAs,
with a graph model using edge-condition filters to extract data features, detecting abnormal DIAs
and effectively restoring attacked data to normal operation values by combining Bayesian inference
and variational autoencoder models.

3. Existing Issues and Trends in Research on DIA in Power Systems

The current state of research on DIA in power systems highlights several issues with existing
security defense methods:

3.1. Modeling Limitations

Current DIA modeling primarily focuses on traditional types of FDIAs and does not adequately
consider multiple forms of attacks. Newer forms of DDIA are often modeled without considering
realistic constraints, leading to inaccuracies in the models that may omit critical information about
attack behaviors. This can significantly impact the effectiveness of defensive measures, with potential
cascading effects.

3.2. Detection Challenges

Attack detection methods based on physical mechanism models struggle with explicitly model-
ing complex attack behaviors, and the uncertainty in detection thresholds can impact detection accu-
racy, leading to false positives and missed detections. Although data-driven methods can uncover
inherent attack patterns, their detection accuracy heavily relies on the quantity of training samples
and the quality of data feature selection, making accurate attack detection challenging. Additionally,
the interpretability of data-driven computational approaches remains poor, and machine learning
models often lack personalized settings for specific tasks.

3.3. Analysis Limitations

Existing machine learning methods tend to analyze the system’s operational data focusing solely
on temporal sequences or Euclidean spatial characteristics, often overlooking the inherent non-Eu-
clidean spatial relationships tied to grid topology. This lack of exploration into spatio-temporal cou-
pling mechanisms can lead to inaccurate localization of attack origins, complicating the development
of effective defense strategies.
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3.4. Traditional Defense Shortcomings

Conventional defense methods mostly focus on pre-deployment of defense resources or on de-
tecting and alerting to attacks, struggling to mitigate and counteract the impacts of attacks on the grid
once they occur. There is a lack of effective defensive response methods to attacks. Moreover, the
growing volume of data and the frequent interaction between CPS information and energy flows
inevitably raise issues of privacy security. Addressing the computational and communication pres-
sures during defense and protecting data privacy remain challenging areas needing breakthroughs.

4. Future Research Directions
4.1. Advanced Attack Modeling

Research in attack modeling is rapidly evolving beyond the confines of single-type FDIA models
to embrace a more diverse array of multi-category and novel DIA models. This expansion is critical
as it encompasses a wider variety of attack vectors that are becoming increasingly sophisticated in
the context of modern power systems. Future studies should not only focus on incorporating a
broader spectrum of attacks but also delve into the nuanced characteristics specific to different attack
types. This approach will significantly enhance the robustness and adaptability of current detection
and mitigation strategies. Furthermore, it will enable researchers and practitioners to develop more
comprehensive defense mechanisms that are capable of anticipating and countering attacks effec-
tively, ensuring the resilience and security of power systems against a more complex landscape of
cyber threats.

4.2. Enhanced Attack Identification Techniques

As the landscape of cyber threats evolves, the emphasis is increasingly shifting towards lever-
aging data-driven methods that utilize sophisticated algorithms, including machine learning and ar-
tificial intelligence, to detect multiple types of attacks. These technologies are capable of analyzing
vast datasets to identify subtle anomalies that may indicate a cyber attack. To address challenges
posed by limited data, which is common in highly secure environments, there is a growing need to
refine machine learning models that can deliver high accuracy even when trained on small sample
sizes. This is particularly crucial for ensuring robust detection capabilities under varied operational
conditions where traditional models might fail. Future research should also explore unsupervised
and semi-supervised learning models that can continuously adapt to new attack patterns without the
need for frequent retraining.

4.3. Precise Attack Localization

Current efforts are extending beyond basic data mining of operational timelines in power sys-
tems to more sophisticated analyses involving spatio-temporal correlations. This shift is aimed at
developing precise localization algorithms that integrate advanced computational methods such as
machine learning, graph theory, and statistical modeling, leveraging the increasing availability of
sensor data. By enhancing the accuracy of localization techniques, researchers can more effectively
pinpoint the origins and potential pathways of attacks, which is vital for timely intervention and
mitigation. Future research should focus on the integration of these technologies to develop systems
that not only detect but also visualize the attack progression in real-time across the network.

4.4. Proactive and Adaptive Defense Mechanisms

The field is moving towards proactive and adaptive defense strategies that not only detect at-
tacks but also dynamically respond to them as they occur. This approach involves utilizing advanced
technologies such as predictive analytics, automated response systems, and adaptive security archi-
tectures that can adjust their configurations in real-time to mitigate potential threats. Research should
continue to develop these technologies to enable systems to anticipate attacks based on threat intelli-
gence and behavioral analytics, ensuring continuous operation and system recovery during and after
an attack. This will necessitate a layered defense strategy that integrates endpoint security, network
security, and application security seamlessly.

4.5. Integrating Cyber-Physical Systems Security
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The increasing integration of information technology and operational technology in modern
power systems demands a holistic approach to security that addresses both cyber and physical
threats cohesively. Future research must focus on developing robust cyber-physical system designs
that ensure operational integrity and cybersecurity in tandem. This includes the use of advanced
encryption methods, secure communication protocols, and intrusion detection systems that are spe-
cifically tailored for the unique requirements of integrated cyber-physical environments. Ensuring
that security measures are embedded within both the design and operational phases of system de-
velopment is crucial for maintaining resilience against increasingly sophisticated cyber-physical
threats.

5. Conclusion

This review has underscored the critical evolution of research on data injection attacks in power
systems, highlighting the shift from basic models and detection methods to sophisticated multi-di-
mensional strategies that encompass modeling, detection, localization, and proactive defense mech-
anisms. The dynamic and increasingly complex nature of modern power systems, coupled with so-
phisticated potential cyber threats, necessitates a multi-disciplinary approach that spans engineering,
computer science, and cybersecurity. As the grid continues to integrate more digital technologies and
renewable energy sources, the strategies for its protection must also evolve to anticipate, detect, and
mitigate threats dynamically. The ongoing commitment of the research community to innovate and
adapt is essential for safeguarding the essential infrastructures that power our world.
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