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Abstract: Text CAPTCHAs are crucial security measures employed on global websites to deter unauthorized
intrusions. The presence of anti-attack features incorporated into text CAPTCHAs limits the effectiveness of
breaking them, despite CAPTCHA recognition being an effective method for assessing their security. This
study introduces a novel color augmentation technique called Variational Color Shift (VCS) to boost the
recognition accuracy of different networks. VCS generates a color shift range of every input image and then
resamples the image within that range to generate a new image, thus expanding the number of samples of the
original dataset to improve training effectiveness. In contrast to Random Color Shift (RCS) which treats the
color offsets as hyperparameters, VCS uses the estimated offsets to reparametrize the points sampling from the
unit uniform distribution to reconstruct new image pixels, which makes the offsets learnable. To reduce the
computational effort of VCS, we also propose two variants of VCS: Sim-VCS and Dilated-VCS. In addition, to
solve the overfitting problem caused by many disturbances in CAPTCHAs, we propose an Auto Encoder (AE)
based on a Large Separable Kernel Attention (AE-LSKA) to replace the convolutional module in the text
CAPTCHA recognizer. This new module employs an AE) to compress the interference while expanding the
receptive field using Large Separable Kernel Attention (LSKA), which reduces the impact of local interference
on the model training and improves the overall perception of characters. The experimental results show that
the recognition rate of the model after integrating the AE-LSKA module is improved by at least 15 percentage
points on both M-CAPTCHA and P-CAPTCHA datasets. In addition, experimental results demonstrate that
color augmentation using VCS is more effective in enhancing recognition.

Keywords: CAPTCHA recognition; color shift; auto encoder; attention mechanism; large kernel

1. Introduction

With the rapid development of the Internet, companies and individuals can freely use it for
business, communication, and entertainment, resulting in significant lifestyle changes [1]. While
cyberspace provides convenience to people, it also has certain security risks. The CAPTCHA is a
protection mechanism proposed to enhance network security. At the beginning of the 21st century,
the scholar Luis von Ahn et al. jointly proposed CAPTCHA [2]. As a widely used public security
program, its main function is to design a verification mechanism to distinguish between humans and
machines so that the CAPTCHA mechanism prevents the access of malicious robot programs. When
designing a CAPTCHA security mechanism, it is considered safe if the success rate of computer
cracking is less than 10% [3]. As the first line of defense for the information system, the CAPTCHA
provides the most direct and effective security guarantee for various systems. Today, most websites
worldwide use CAPTCHAs to defend against network attacks and web spiders. It is crucial to
enhance the security of CAPTCHAs while maintaining their user-friendliness [4]. In recent years,
deep learning technology has provided many ideas and technical frameworks for automatic attack
and protection of CAPTCHAs [5]. The neural networks can automatically extract the most important
features, therefore avoiding designing image operators manually. However, as the security design of
CAPTCHAs continues to advance, higher demands are placed on the capabilities of CAPTCHA
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security evaluators. It is essential to continuously improve these evaluators to effectively assess the
security of CAPTCHAs.

There are about ten categories of CAPTCHAs, and the most common type is text-based
CAPTCHA [6]. These CAPTCHAS present distorted text with different backgrounds and noise for
the user to recognize. Text-based CAPTCHA, the earliest CAPTCHA method, makes it simple to
generate images for deployments. Because of its small storage space and rapid loading speed, many
websites gradually adopt it, making it the most widely used CAPTCHA mechanism [7]. Despite its
widespread use, the security of the text-based CAPTCHA image has gradually decreased due to the
development of optical character recognition (OCR) [8]. To improve recognition difficulty, the fonts,
colors, shades, positions, backgrounds, and angles are changed, and noise lines and points,
distortions, borders, and overlaps are incorporated to increase recognition difficulty [9].

Some other image CAPTCHA systems are alternatives to text-based CAPTCHAs, which include
sliding verification codes, click-based CAPTCHAs, drag-and-drop CAPTCHAs, selection-based
CAPTCHAs, drawing-based CAPTCHAs, and interactive CAPTCHAs [10]. Typically, users must
move or drag these CAPTCHAs with the mouse, then click or place them based on the provided hint.
These mechanisms are more difficult to detect since they require not only classification but also
location. So, object detection models such as YOLOX [11], YOLOv6 [12], and YOLOv? [13] are
adopted. As one-stage detectors, the YOLO series has the advantages of speedy detection, high
precision, and robustness. Like text CAPTCHAs, these CAPTCHAs are embedded in many anti-
attack mechanisms, making it difficult for attackers to improve the accuracy of identification.

The best way to find the security vulnerabilities of text CAPTCHA is by using different attacking
methods to test and evaluate them [14]. To improve the recognition accuracy of models, one useful
way is to collect CAPTCHAs as much as possible from the target websites. However, many websites
have implemented anti-spider systems to impose restrictions on access. As a result, collecting enough
CAPTCHAs from the target website is time-consuming and unrealistic. Many researchers have
developed various data augmentation methods to enhance data volume and diversity based on the
few images collected from websites. The data augmentation methods usually include image clipping,
image combination, random resizing, rotation, flipping, and color shift [15]. Among them, the color
shift is commonly used in CAPTCHA recognition tasks, as many data augmentation methods, which
are widely used in classification tasks, are not suitable for CAPTCHA breaking due to their
interfering designs [16].

This study proposed new color shift methods by improving random color shift algorithms and
evaluating them on different datasets. In addition, we proposed the AE-LSKA, which can recognize
characters in the image from a more global perspective, thereby reducing the impact of local
interference of the verification code. There are three main contributions to this study. First, we
introduced VCS, and its variations, using the variation method, whose upper and lower limits are
trainable according to input CAPTCHAs. Second, we propose a large kernel attention-based auto
encoder that is well suited for the CAPTCHA recognition task with a large amount of noise and
interference. Third, comparison experiments are carried out on simple and complex datasets using
strong and weak models to prove the superiority of the proposed VCS and AE-LSKA.

2. Datasets and Algorithms
2.1. Summary of Datasets and Algorithms

To evaluate our proposed methods more comprehensively, we will use two models with
different performances tested on two datasets with distinct complexities in the experiments. The first
is a weak model with relatively low recognition ability, Deep-CAPTCHA. The other is a strong
network with higher recognition ability, Adaptive-CAPTCHA. In addition, we adopt two datasets of
different complexities: the complex M-CAPTCHA and the simple P-CAPTCHA. By using these
models and datasets, we can evaluate the three proposed methods (VCS, Sim-VCS, and Dilated-VCS)
and AE-LSKA more comprehensively, as shown in Table 1.
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Table 1. Algorithms and datasets.

Dataset/ Model Description
Adaptive-CAPTCHA Strong CAPTCHA recognizer
Deep-CAPTCHA Weak CAPTCHA recognizer
M-CAPTCHA Complex CAPTCHA dataset
P-CAPTCHA Simple CAPTCHA dataset
AE-LSKA New Feature extraction module
VCS, Sim-VCS, Dilated-VCS New color shift methods

2.2. Deep-CAPTCHA and Adaptive-CAPTCHA

In recent years, some text CAPTCHA classification networks have also been proposed, such as
CapsuleNet [17] based on capsule neural networks, transformer-based recognizers [18], and ConvNet
[19] using a novel group convolution operation. Although these networks also have high recognition
rates, some of them have too many parameters or too much computation, making them unsuitable
for front-end deployment.

Deep-CAPTCHA is an innovative model introduced in 2020 by Noury et al. that aims to tackle
the challenge of breaking text-based CAPTCHAs, which are commonly used as a security measure
to break text CAPTCHAs [20]. The model leverages deep learning techniques to understand and
interpret the distorted text within CAPTCHA images. It employs convolutional neural networks
(CNNs) to analyze patterns and structures within the images, allowing it to decipher the obscured
text with remarkable accuracy. One of the key strengths of Deep-CAPTCHA is its ability to adapt to
various types of text CAPTCHAs, including those with noise, distortions, and different fonts. The
structure of Deep-CAPTCHA includes three convolution layers, one fully connected layer, and one
softmax layer, as shown in Figure 1.
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Figure 1. The structure and training process of Deep-CAPTCHA.

Adaptive-CAPTCHA is a new text CAPTCHA breaker developed on Deep-CAPTCHA, which
was proposed in 2024 and has a stronger ability to recognize CAPTCHAs with a correlation between
characters using the Convolutional and Recurrent Neural Network (CRNN) module [21]. In addition,
this model can effectively remove interference and noise by introducing an Adaptive Fusion Filtering
Network (AFFN). Compared with Deep-CAPTCHA, Adaptive-CAPTCHA has a stronger
recognition capability, and its detailed architecture is shown in Figure 2.
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Figure 2. The structure of Adaptive-CAPTCHA.

2.3. M-CAPTCHA and P-CAPTCHA

The first dataset is M-CAPTCHA, which contains distorted characters, interferences, and
colorful backgrounds, so it is a complex dataset with high recognition difficulty, as shown in Figure
3. The characters in this dataset exhibit a Markov distribution among themselves, thus testing the
model's ability to extract global features from the image content.
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Figure 3. Samples of M-CAPTCHA.

P-CAPTCHA is a relatively simpler dataset. It is directly generated by the Python captcha library
and contains less interference and a simpler font, which is easier to recognize by the model, as shown
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Figure 4. Samples of P-CAPTCHA.

2.4. Color Shift Algorithms

Krizhevsky et al. introduced a new color augmentation method called PCA Color Shift (PCA-
CS) [22]. This method gets the largest three eigenvalues of the input image and multiplies these three
values by random numbers as the weights of RGB channels to obtain a new image, which has
excellent performance.

Wang et al. proposed RCS, which adopts random offset sampling from a uniform distribution
to adjust every color channel to generate images, reserving intensity maps [23]. The problem with
this method is that the upper and lower limits are hypermeters, and it is hard to find the optimal
values. If the range of color shifst is too large, the augmentation may generate a fake image that is not
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like the real one. On the contrary, if the range of color shift is too small, the effect of data augmentation
is limited, so it is necessary to find a reasonable range of color shifts.

Ishkov et al. considered that different color channels have different importance in CAPTCHA
recognition and introduced a color mixing augmentation [24]. This method, denoted as Adaptive
Channel Weights (ACW), adjusts the weights of RGB color channels using three learnable parameters.
The experiment shows that their method can effectively improve the recognition accuracy of text
CAPTCHA.

2.5.AE

AEs and Variational Autoencoders (VAEs) are two unsupervised deep-learning models that
excel in various applications [25]. AEs compress high-dimensional inputs into low-dimensional
encodings, aiming to minimize reconstruction errors during encoding and decoding processes. They
are commonly used for data compression, feature learning, and denoising. In contrast, VAEs,
introduced as a variant of AEs, incorporate stochasticity and probabilistic modeling to learn the
underlying data distribution. By optimizing both the reconstruction loss and the Kullback-Leibler
(KL) divergence between the learned latent distribution and a prior distribution, VAEs excel in
generative modeling tasks, capable of generating novel data instances that resemble the training data.

2.6. LSKA

LSKA is a novel attention mechanism that revolutionizes the design of large kernel attention in
CNNs [26]. It builds upon Visual Attention Networks (VAN) by leveraging separable convolution
kernels to enhance attention efficiency [27]. LSKA decomposes 2D convolutional kernels into
cascaded horizontal and vertical 1D kernels, significantly reducing computational complexity and
memory footprints. This approach enables the direct use of large kernels in attention modules
without additional blocks, preserving their ability to capture long-range dependencies while
improving efficiency. LSKA demonstrates comparable performance to standard large kernel
attention modules, outperforming Vision Transformers (ViTs) [28] and ConvNeXt [29] in tasks like
image classification, object detection, and semantic segmentation, making it a promising technique
for vision-based applications.

2.7. Lightweight Attention Mechanisms

Convolutional Block Attention Module (CBAM) integrates both channel and spatial attention
modules to enhance feature representations [30]. Squeeze-and-Excitation (SE) focuses on channel
attention by recalibrating feature responses through squeeze and excitation operations [31]. Shuffle
Attention (SA) improves efficiency by shuffling inputs and computing attention weights, enhancing
model generalization. Each mechanism contributes significantly to deep learning performance [32].
ECA (Efficient Channel Attention) enhances CNN representations by dynamically adjusting channel
weights via 1D convolution, avoiding dimensionality reduction and improving both efficiency and
performance [33]. ParNet Attention addresses the inefficiency of traditional attention on long
sequences by dividing them into subsequences and computing attention independently, significantly
reducing computational costs while capturing long-range dependencies [34]. Global Context (GC)
Attention models the global context efficiently by aggregating context features and fusing them into
each position, avoiding redundant computations and effectively capturing holistic input data
characteristics [35].

3. Methods

The primary objective of this section is to introduce VCS and its two simplified versions and
compare their differences in parameters and computational complexity. Furthermore, we analyze the
design idea of AE-LSKA in detail and give the structures of different dilated convolutional kernels.
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3.1. VCS

As previously mentioned, determining the upper and lower limits of the color shift interval is
crucial. However, it is not straightforward to find the optimal values through human experience. RCS
typically sets the range of image pixel value offsets between 10% and 50%. However, adopting a fixed
value overlooks the variations between different datasets and individual images. For instance, some
images have nearly saturated pixel values, which could lead to overflow if the pixel values are
increased significantly. Additionally, an excessively large offset might compromise the realism of the
CAPTCHA's context, whereas an overly small offset might not effectively achieve data augmentation.
Therefore, it is essential to determine offset ranges tailored to the specific characteristics of each
CAPTCHA.

Our proposed VCS generates the upper and lower offsets of pixels for each image by extracting
its feature. It is worth noting that the upper and lower offsets may be different and need to be
generated separately. For each offset (lower or upper), we first use the three 1 x 3 adaptive pooling
(maximum, minimum, and mean) layers to get the maximum, minimum, and mean values, and then
merge the three 1 x 3 vectors into a 3 x 3 vector and pass it to a convolutional layer with a 3 x 3 kernel
size to generate the 3 x 1 offset. This output is finally sent to a Sigmoid activation function to make
the upper or lower offset fall in the range between 0 and 1. Because the RGB color contains three
channels, the dimension of the color offset vector is 3 x 1, as shown in Equation (1) and (2), where

Fier and F5, are the prediction convolution operations for the lower and the upper offset,

respectively.
of fset, = Sigmoid (Fﬁ,ij?er(Concat[AdaptivePool},,ﬁ_Mm_Avg (X)])) 1)
of fsety = Sigmoid (F,fpxp3er (Concat[AdaptivePooly, yin avg (X)])) )

Based on these estimated offsets, of fset, and offsety, we can use them to reparametrize the
weights W sampled from a uniform distribution to get the new weight W' of the image, as shown
in Equation (3). Eventually, the original image is multiplied with the weighting coefficients to get the
final newly generated image. Here we borrow the idea of sampling from a variational auto-encoder,
where we first sample pixel values from a unit uniform distribution, and then scale the sampled
values using the offset of the upper and lower intervals [36].

W' = offset, + (of fsety — of fset,) x W, W € U(0,1) )

After obtaining the new weight W', we can multiply it with the input image X to obtain the
final new image Y, as shown in Equation (4).

Y=XxW 4)

Figure 5 divides the entire VCS procedure into four stages. To generate three statistics, the first
stage is to extract three features from the input image using three adaptive pooling layers. According
to these statistics, in the second stage, two sampling convolution layers generate shift offsets for the
upper and lower intervals. These offsets are used to reparametrize the initial weights sampling from
the uniform distribution to obtain the final weights. In the last stage, the weights are used to scale the
input image to generate the new image.
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Figure 5. The flowchart of VCS.

In the third stage, VCS adopts the two convolution layers, both of which have dimensions of 3 x
3 x 3 x 3. While the three adaptive pooling layers in the first stage do not contribute to PARAMs, they
do increase the number of float point operations. If Kpcqic denotes the kernel size of F2%3 . and
Fayer (Kpreaice = 3), and C stands for the number of input channels and output channels (C = 3),
respectively, and the total PARAMSs of VCS are as shown in (5). Since different convolutions are used

for the upper and lower offsets, respectively, there is a factor two in front.
PARAMs = 2 X C X C X Kpreaict X Kpreaice = 162 (5)

Floating Point Operations Per Second (FLOPs) are used to evaluate the computation complexity.
Excepting convolution layers and pooling layers, sigmoid functions also contribute to computation,
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which has the same dimension of output, C x 1 x 1. Let H and W denote the height and width of
the input CAPTCHA, respectively. In the convolution layer, we add and multiply each parameter
once independently, resulting in a value twice that of the kernel size. The three pooling operations
require the same number of computations as the number of pixels in the CAPTCHA, resulting in
three times the image resolution. Finally, there are three more computations per sigmoid function, as
shown in Equation (6).

FLOPs = 2 X PARAMs (VCS)+ 6 X HW +2x C =330+ 6HW 6)

3.2. S5im-VCS

To adapt a portion of the CAPTCHA recognition network deployed on mobile, we consider
further reducing the computational complexity of the model. We propose a simplified version with
low computational complexity. For this algorithm, we replace the three pooling layers with three 3 x
3 constant tensors with pixel values all one’s, which means that the upper and lower offsets do not
depend on every different input image, thus greatly reducing the amount of computation. However,
this implies that each image receives the same offsets, derived from the entire dataset, regardless of
the individual image's color distribution. Sim-VCS maintains the same PARAMs as VCS because it
still retains the two prediction convolutional layers, which ensures that the offsets are learnable, as
shown in (7).

PARAMs = 2 X C X K_predict X Ky eqice = 162 (7)

The reduction in FLOPs is mainly due to the removal of the three adaptive pooling layers, as the
number of operations in the pooling operation is proportional to the size of the input image.
Therefore, the FLOPs of Sim-VCS are only related to PARMAs of the convolution module and the
activation function, as illustrated in (8). It can be seen that the difference in FLOPs of VCS and Sim-
VCS is 6HW, which is dependent on the size of the input image.

FLOPs = 2 X PARAMs (SimVCS) + 2 x C =330 8)

Figure 6 shows that Sim-VCS and VCS differ in that the former is a statistic that is dependent on
the input picture, while the latter is a constant.

sizifiig AO R 8 (H, W, 3)
I

{ !
Max Avg Min VCS
Pool Pool Pool
Input-
l 1,3,3) l a,3,3) I(L 3,3) dependent
Statistics

Replace v

m— e
=

Sim-VCS

Max Avg Constant
Constant Constant Constant L

1,3,3) 1,3,3) 1,3,3) Statistics

Figure 6. The difference between Sim-VCS and VCS.
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3.3. Dilated-VCS

In the first stage, VCS samples the mean, maximum, and minimum statistics of the input image.
However, in some conditions, these statistics cannot fully reflect the color changes in the image. To
obtain more detailed image color distribution, this study proposed a feature extraction scheme based
on dilated convolution, as shown in Figure 7. It is worth noting that the density of sampling points is
inversely proportional to the dilation factor. When the dilation factor is 1, it is a full sampling of the
input image. However, due to the large amount of interference in the CAPTCHA image, the higher
the sampling density, the higher the risk of overfitting. Therefore, it is necessary to balance between
sampling density and overfitting, which can be reduced by adding a Dropout layer.

Dilated Convolution Sampling (Dilated-VCS) [. Sampling position in the image
ofofe ofe|e oo oo o|ale ofofe
1fe]e|e|efefe]o o]e|o]olefo|1]l1|o]|0]efo]e|o] o]
olo[ele|o]eo o | @ oe|oe|o ) ’;..,‘9' o ' o |oo]|oe
ofefe]olalalole o|le|e 0 ‘,,)a" o|e e'

g 0| e 3 oo
o |e- o[ 0 0 |-o] e
0 0 e|o|o
) efo|e
) al

‘ Dropout ]

Figure 7. The dilated convolution-based sampling of Dilated-VCS.

By constructing a dilated convolution, we can randomly obtain the pixel values of certain
positions in the image. Dilated convolution gives more details of the input image than using a pooling
layer to extract the maximum, minimum, and mean values. The benefit of using dilated convolution
instead of regular convolution is that there is a lot of interference in the CAPTCHA, and using regular
convolution can easily lead to overfitting, thereby reducing the model's generalization effect. If we
let the kernel size of dilated convolution module K be equal to stride and let d stand for dilated
rate. The PARAMs of Dilated-VCS are determined only by K; and Kpreqi: and the formula for the
PARAMs is shown in Equation (9).

PARAMs = 2 X C? x (K;)? + 2 X C? X (Kpyeaier). = 18K2 + 162 ©)

The FLOPs for the convolution operation are twice as many as the convolution kernel
parameters. However, the output dimension of the sampled convolution is a 3 x 3 feature, therefore,
the sampled convolution layer of the FLOPs should also be multiplied by a factor of 9, as illustrated
by (10).

FLOPs = 36 X €2 X (K;)* + 4 X C? X (Kpreaier) + 2 X C = 324K2 + 330 (10)

Suppose the input image size is (64, 192), and we consider the adaptive pool as a special
convolution with a kernel size of (64, 64). Table 2 shows that as the kernel size of Dilated-VCS
increases, its FLOPs and PARAMs increase by a factor of square. Thus, choosing a suitable kernel
size guarantees the performance of Dilated-VCS while its FLOPs do not exceed that of VCS.
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Table 2. Comparison of VCS and Dilated-VCS.

Type Input K;  Dilated Rate  Stride Padding PARAMs FLOPs

Dilated- 4,4) (7,21) (22,64) (1,0) 450 5514
ves (64192
Dilated- (8,8) (3,9 (22,64) (1,0) 1314 21066
veg | (64192)
ilated- 156978
Dilated- (1o (2222) 1,3) (22,64) (1,0) 8874
VCS
VCS  (64,192) (64,64) 1,1) (64,64) (0,0) 162 73728
3.4. AE-LSKA

One of the major difficulties in text CAPTCHA recognition is that the model is highly susceptible
to many disturbances during the training process, leading to learning too many invalid local details.
In this paper, we embed LSKA in the convolutional module of the existing recognition model so that
the model pays more attention to the overall information of the image and reduces the impact of local
interference on the recognition results. LSKA decomposes 2D convolution kernels into cascaded 1D
kernels in horizontal and vertical directions, reducing computational complexity and memory usage
while enabling the use of large kernels. This design enhances model efficiency and robustness,
focusing on object shapes over textures, suitable for vision tasks.

To expand the receptive field, many models integrate larger convolutions. We first consider
replacing these large kernel convolutions, which are typically 5x5 in size, with an AE module
consisting of two small 3x3 kernel convolutions in series. This structure not only reduces the number
of PARAMs and FLOPs but also compresses the number of intermediate channels, which effectively
reduces the forward propagation of interfering information. The LSKA with a residual connection
follows the AE, prioritizing important areas by boosting the receptive field, while the latter speeds
up the gradient propagation.

Figure 8 shows that we replaced the 5x5 convolution in the original model, with AE-LSKA
modules with different receptive fields. It should be noted that Conv stands for convolution, DW-
Conv stands for depth-wise convolution, and DW-D-Conv denotes depth-wise dilated convolution.
The receptive field of the LSKA is determined by the kernel size as well as the dilation. For the 5x5
convolution layer, we constructed five receptive fields of 5, 7,11, 15, and 23, respectively.

Conv / AE-LSKAS\ / AE-LSM7\ /AE-LSKAII\ /AE-LSIQ\lS\ /AE-LSKA23

| »

AE

LSKA

Figure 8. The AE-LSKAs with different dilated kernels and receptive fields.
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Table 3 compares the original 5x5 convolution with AE-LSKAs with different parameters. Here,
for simplicity, we assume that the number of input and output channels are both C, the input and
output feature sizes are constant, and the stride is one. We can disregard the sizes of the output
features because they are identical. Typically, the number of channels C is not less than 3, so the 5x5
convolution is much larger than all the AE-LSKA modules in the table, both in terms of PARAMSs and

FLOPs.
Table 3. PARAMSs and FLOPs of AE-LSKAs.
/ Conv 5x5 AE-LSKA5 AE-LSKA7 AE-LSKA11 AE-LSKA15 AE-LSKA23
Kernel (LSKA) / 3+3 3+3 3+5 3+5 5+7
Dilation / 2 2 2 3 3
PARAMs 25C2 (10C2 +12C) (10C% +12C) (10C? +16C) (10C? +16C) (10C?% + 24C)
FLOPs 50C% (20C% + 24C) (20C% + 24C) (20C? +32C) (20C% +32C) (20C?% + 480)

4. Results and Discussions

The experiments were conducted using an NVIDIA GeForce RTX 3060 12GB GPU, an Intel Core
i5-8265U CPU @ 1.60GHz 1.80GHz, PyTorch version 2.2, and Python version 3.11.9, as shown in Table
4. The experiments use the M-CAPTCHA dataset with randomly chosen 5000 samples
(https://www kaggle.com/datasets/sanluo/mcaptcha) and a P-CAPTCHA dataset with 3000 samples
(generated using the Python captcha library). All these datasets are divided into training and
validation sets according to 8:2 and trained with Deep-CAPTCHA and Adaptive-CAPTCHA for 130
epochs. Also, in addition to PARAMSs and FLOPs, we focus on Average Attack Success Rate (AASR)
and loss during model training and validation, as shown in Table 4.

Table 4. Hardware and software for experiments.

Name Model/Dataset/Specification Version
Graphics Processing Unit NVIDIA GeForce RTX 3060 12GB -
(GPU)
Central Processing Unit Intel(R) Core (TM) i5-8265U CPU @ 1.60GHz 1.80 GHz -
(CPU)
PyTorch - 2.2
Python - 3.11.9
Text CAPTCHA Datasets M-CAPTCHA (5000 images), P-CAPTCHA (3000 images) -
EPOCHs 130
Text CAPTCHA Deep-CAPTCHA, Adaptive-CAPTCHA -
Recognizers
Metrics AASR, loss, PARAMs, FLOPs -

4.1. Experimental Analysis of VCS

Figure 9 (a) shows the test results of the Adaptive-CAPTCHA on the M-CAPTCHA dataset.
According to the figure, the accuracy of VCS shows a steady upward trend throughout the test
process and finally reaches nearly 80%, which is the highest among all algorithms. Among the RCSs
with different thresholds, RCS-1.0 and RCS-0.7 have relatively higher accuracy, demonstrating that
for complex verification codes like M-CAPTCHA, more changes can make the powerful Adaptive-
CATPCHA model better trained. Furthermore, in the absence of a color enhancement algorithm, the
AASR is at its lowest, approximately 35%, which is 45 percentage points less than the highest.

Figure 9 (b) demonstrates that the model also maintains similar results on P-CAPTCHA, with
VCS having the best performance, more than 70%. The AASR is only about 60% without any color
shift augmentation, indicating that color shift is an effective way to boost recognition accuracy for
strong recognizers. In addition, we find that the RCS curves on both datasets have greater jitter,
showing that the stability of RCS is not as stable as that of VCS. In addition, the amount of
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performance improvement by VCS on the P-CAPTCHA is smaller compared to M-CAPTCHA due
to the fewer disturbances and patterns of P-CAPTCHA.

Average Test Accuracy Average Test Accuracy
80% N 80%
70% o 70%
60% 60%
50% 50%
5 g
g 40% :E 40%
30% AD APTIVE.CAPTCYIA + RCS.0.1 on M.CAPTCHA 30% ADAPTIVE-CAPTCHA + RCS-0.1 on P-CAPTCHA
ADAPTIVE-CAPTCHA + RCS-0.4 on M-CAPTCHA " ADAPTIVE-CAPTCHA + RCS-04 on P-CAPTCHA
20% — ADAPTIVE-CAPTCHA + RCS-0.7 on M-CAPTCHA 20% —_ ADAl"l'IVFj-CAPTCHA +RCS-0.7 on P-CAPTCHA
—— ADAPTIVE-CAPTCHA + RCS-1.0 on M-CAPTCHA N ADAPTIVE-CAPTCHA + RCS-1.0 on P-CAPTCHA
10% ~—— ADAPTIVE-CAPTCHA + VCS on M-CAPTCHA 10% ~ ADAPTIVE-CAPTCHA + VCS on P-CAPTCHA
ADAPTIVE-CAPTCHA on M-CAPTCHA 0%l ~ ADAPTIVE-CAPTCHA on P-CAPTCHA
0%0 20 10 60 ) 100 130 °0 20 40 60 80 100 120
Epoch Epoch
(a) (b)
Figure 9. AASR comparison between VCS and RCS using Adaptive-CAPTCHA (a) M-CAPTCHA; (b)
P-CAPTCHA.

Figure 10 (a) shows that the AASR of all algorithms is less than 30% using Deep-CAPTCHA on
the M-CAPTCHA, in which case the best performance is achieved without any color shift
enhancement. This means that when the weak recognizer is tested on a complex dataset, the color
shift algorithms will increase the learning difficulty of the model, thereby reducing recognition
accuracy. Therefore, the color shifting algorithms are related to the model and dataset, which should
be adopted only when the original dataset cannot meet the model training requirements. However,
VCS still performs close to the best RCS.

Figurel0 (b) shows the performance of Deep-CAPTCHA on the P-CAPTCHA, the AASR of VCS
is about 35%, which is significantly higher than RCS by at least three percentage points and seven
percentage points higher than without using any color offset. This shows that the VCS is effective for
simple datasets for both weak and strong models.

Average Test Accuracy Average Test Accuracy
35.0% 35.0%
30.0% 30.0%
25.0% 25.0%
~
% 20.0% 2 20.0%
<
< 150 < 150%
DEEP-CAPTCHA + RCS-0.1 on M-CAPTCHA DEEP-CAPTCHA + RCS-0.1 on P-CAPTCHA
. DEEP-CAPTCHA + RCS-0.4 on M-CAPTCHA 10.0% DEEP-CAPTCHA + RCS-0.4 on P-CAPTCHA
10.0%  DEEP.CAPTCHA + RCS.07 on M—CAPTCHA —— DEEP-CAPTCHA + RCS-0.7 on P-CAPTCHA
—— DEEP-CAPTCHA + RCS-1.0 on M-CAPTCHA 5.0% DEEP-CAPTCHA +RCS-10 on P-CAPTCHA
5.0% pastis —— DEEP-CAPTCHA + VCS on M-CAPTCHA - ~ DEEP.CAPTCHA+VCS on P-CAPTCHA
DEEP-CAPTCHA on M.CAPTCHA oo —— DEEP-CAPTCHA on P-CAPTCHA
o .0%
0.0% 20 ) 60 80 100 130 0 20 40 ::0 N 80 100 120
Epoch poc
(a) (b)
Figure 10. AASR comparison between VCS and RCS using Deep-CAPTCHA (a) M-CAPTCHA,; (b) P-
CAPTCHA.

Figure 11 (a) and (b) show the performance of Adaptive-CAPTCHA after integrating VCS and
PCA-CS on M-CAPTCHA and P-CAPTCHA, respectively. The AASR with PCA-CS outperforms the
model without any color bias and has a faster convergence rate relative to VCS. However, compared
to VCS, even the AASR of the best-performing PCA-CS is still about 40 and 5 percentage points lower
on both datasets, respectively.
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Figure 11. AASR comparison between VCS and PCA-CS using Adaptive-CAPTCHA (a) M-
CAPTCHA,; (b) P-CAPTCHA.

Regardless of Figure 12 (a) or 12 (b), PCA-CS-0.5 exhibits nearly the best AASR, indicating that
PCA-CS is robust to weak recognizers and can guarantee the generalization of features in the dataset.
This is due to the consistency of the channel color distribution maintained by PCA-CS through
singular value decomposition.
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DEEP-CAPTCHA + PCA-CS-0.3 on M-CAPTCHA
~ DEEP-CAPTCHA + PCA-CS-0.5 on M-CAPTCHA
DEEP-CAPTCHA + VCS on M-CAPTCHA
~—— DEEP-CAPTCHA on M-CAPTCHA
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Epoch
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Figure 12. AASR comparison between VCS and PCA-CS using Deep-CAPTCHA (a) M-CAPTCHA,;
(b) P-CAPTCHA.

Table 5 compares the AASRs of Dilated-VCS with various dropout and dilated convolutional
kernels, demonstrating that all algorithms achieved an AASR of 99.9% when trained on both data
using Adaptive-CAPTCHA. These results suggest that the large amount of interference in the
CAPTCHA leads the strong learner to be prone to overfitting. In this case, selecting a small kernel
coupled with a large dropout helps to enhance the generalization ability on the validation set, with
Dilated-VCS (kernel = 4, dropout = 0.3) achieving 72% on M-CAPTCHA. In addition, P-CAPTCHA
has a larger optimal convolution kernel compared to M-CAPTCHA, which may be related to the
content and color distribution of the dataset. VCS has the best overall performance, followed by
Dilated-VCS and Sim-VCS, and their computational complexity is quite the opposite.

do0i:10.20944/preprints202409.2128.v1
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Table 5. AASRs of Dilated-VCSs with different settings.

Train | Test AASR (%) Train | Test AASR

Algorithm ilel:::f Dropout Model P-CAPTCHA (%)
M-CAPTCHA
4 0.0 96.9137.0 95.0126.2
4 0.3 97.2136.1 95.6126.6
8 0.0 96.4137.8 94.6127.2
8 03  Deep-CAPTCHA 97.3137.9 94.8125.7
2 0.0 97.2136.8 93.3125.2
Dilated- 22 03 orol®1 9371240
VCS 4 0.0 99.9173.2 99.9169.2
4 0.3 99.9173.1 99.9172.0
8 0.0 Adaptive- 99.9171.6 99.9170.1
8 0.3 CAPTCHA 99.9174.0 99.9169.0
2 0.0 99.9167.6 99.9157.6
2 0.3 99.9168.2 99.9155.6
,,,,,,, - DecpCAPICHA 9401358 9371266
VCs Adaptive- 99.9174.5
- ; o APTP cHia 99.9178.0
,,,,,,, - - Deep-CAPTCHA 9561356 9341262
Sim-VCS Adaptive- 99.9172.4
- ; CADTICHA 99.9176.9

4.2. Experimental Analysis of AE-LSKA

Figures 13 (a) and (b) show that AE-LSKAs with a larger dilated kernel have a slower learning
rate on both datasets during training Adaptive-CAPTCHA, but after enough epochs, they can all

converge.
Average Train Loss Average Train Loss
ADAPTIVE-CAPTCHA (AE) ON M-CAPTCHA ——ADAPTIVE-CAPTCHA (AE) ON P-CAPTCHA
3.0 ~—— ADAPTIVE-CAPTCHA (AE-LSKA11) ON M-CAPTCHA 3.0 ADAPTIVE-CAPTCHA (AE-LSKA11) ON P-CAPTCHA
ADAPTIVE-CAPTCHA (AE-LSKA15) ON M-CAPTCHA ~—— ADAPTIVE-CAPTCHA (AE-LSKA15) ON P-CAPTCHA
~— ADAPTIVE-CAPTCHA (AE-LSKA23) ON M-CAPTCHA — ADAPTIVE-CAPTCHA (AE-LSKA23) ON P-CAPTCHA
2.5 ADAPTIVE-CAPTCHA (AE-LSKAS5) ON M-CAPTCHA 2.5 ADAPTIVE-CAPTCHA (AE-LSKAS5) ON P-CAPTCHA
ADAPTIVE-CAPTCHA (AE-LSKA7) ON M-CAPTCHA ~—— ADAPTIVE-CAPTCHA (AE-LSKA7) ON P-CAPTCHA
2.0 — ADAPTIVE-CAPTCHA ON M-CAPTCHA 2.0 ADAPTIVE-CAPTCHA ON P-CAPTCHA
5 2
= 15 > 15
10 1.0
05 05
0.0 0.0
0 20 40 60 80 100 120 0 20 40 60 80 100 120
Epoch Epoch
@) (b)

Figure 13. Learning process AE-LSKAs with different dilated kernels integrating into Adaptive-
CAPTCHA (a) M-CAPTCHA; (b) P-CAPTCHA.

Figure 14 (a) shows that Adaptive-CAPTCHA has an AASR of nearly 88% after integrating AE-
LSKA (K = 7), which is nearly 49 percentage points higher than the original model and eight
percentage points higher than the model that only integrates AE. The best performance on the P-
CAPTCHA dataset is AE-LSKA (k = 15), which suggests that the optimal dilation kernel size varies
across datasets, as shown in Figure 14 (b). Moreover, the AE-LSKA curves with larger convolution
kernels are steeper on both datasets.
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Figure 14. Testing accuracy comparison of AE-LSKAs with different dilated kernels integrating into
Adaptive-CAPTCHA (a) M-CAPTCHA; (b) P-CAPTCHA.

Figure 15 (a) and (b) show that when AE-LSKA is integrated into Deep-CAPTCHA compared to
Adaptive-CAPTCHA, the AASR curves become steeper, suggesting that LSKA improves global
attention while making the model more difficult to learn. AE-LSKA (k =7) and AE-LSKA (k = 15) on
the two datasets achieved approximately 86% and 83% accuracy, respectively, an improvement of
roughly 60 and 22 percentage points over the original model.

35.0%

30.0%

25.0%

20.0%

15.0%

Average Test Accuracy

DEEP-CAPTCHA (AE) ON M-CAPTCHA
~—— DEEP-CAPTCHA (AE-LSKA11) ON M-CAPTCHA
DEEP-CAPTCHA (AE-LSKA15) ON M-CAPTCHA
DEEP-CAPTCHA (AE-LSKA23) ON M-CAPTCHA
~— DEEP-CAPTCHA (AE-LSKA5) ON M-CAPTCHA
== DEEP-CAPTCHA (AE-LSKA7) ON M-CAPTCHA
~—— DEEP-CAPTCHA on M-CAPTCHA

20 40 60 80 100
Epoch

120

(@)

AASR

Average Test Accuracy

35.0%
AMAANANNA
30.0% poe N SN ¢
R N\/\ A > -
25.0% | Vol /Aaglt
/ /
20.0%1 / /,
15.0% —— DEEP-CAPTCHA (AE) ON P-CAPTCHA
DEEP-CAPTCHA (AE-LSKA11) ON P-CAPTCHA
10.0%! /‘ /, ~—— DEEP-CAPTCHA (AE-LSKA15) ON P-CAPTCHA
oo | | —— DEEP-CAPTCHA (AE-LSKA23) ON P-CAPTCHA
/ / DEEP-CAPTCHA (AE-LSKA5) ON P-CAPTCHA
50%‘%.:_5_—”_ ——— DEEP-CAPTCHA (AE-LSKA7) ON P-CAPTCHA
DEEP-CAPTCHA on P-CAPTCHA
0.0%
0 20 40 60 80 100 120
Epoch

Figure 15. Testing accuracy comparison of AE-LSKAs with different kernels integrating into Deep-
CAPTCHA (a) M-CAPTCHA; (b) P-CAPTCHA.

Figure 16 (a) illustrates the AASR improvements achieved for the recognition of individual
characters from A to Z on the M-CAPTCHA dataset when the Adaptive-CAPTCHA model is
enhanced with AE-LSKA (k = 7). Similarly, Figure 16 (b) presents the results for the same model on
P-CAPTCHAs, where it is evident that most characters experience a notable enhancement in
recognition accuracy.
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Figure 16. Individual character accuracy comparison using Adaptive-CAPTCHA (a) M-CAPTCHA;
(b) P-CAPTCHA.

Table 6 provides an in-depth comparison of an AE integrated with various attention modules
tested using two distinct CAPTCHA recognition models: Deep-CAPTCHA and Adaptive-
CAPTCHA. The comparison evaluates model PARAMs, FLOPs, and AASR. For the Deep-CAPTCHA
model, the AE + Long-Short Key Attention (LSKA) (k = 11) configuration achieves a high AASR of
32.9%, which is the second-highest performance among the tested architectures. The highest AASR
is 48.9%, observed with the AE + PNA configuration; however, this comes at the cost of significantly
higher computational complexity with 379.51M FLOPs. In contrast, the AE + LSKA provides a more
balanced trade-off with 178.38M FLOPs, indicating enhanced efficiency when computational
resources are a consideration. In the Adaptive-CAPTCHA model, AE + LSKA maintains its strong
performance. Specifically, the AE + LSKA (k =7) configuration achieves an impressive AASR of 89.8%
with 229.59M FLOPs, making it the top-performing configuration, surpassing other attention
modules in both accuracy and computational efficiency.

Overall, while AE + PNA offers the highest accuracy for Deep-CAPTCHA, the AE + LSKA
configurations provide an optimal balance of accuracy and computational demand across both
CAPTCHA recognition models. This shows that LSKA can improve the performance of AE-based
CAPTCHA solvers, providing strong solutions that can work with a range of computing limitations.

Table 6. Comparison of AE with attention modules on M-CAPTCHA dataset.

Algorithm Dataset PARAMs FLOPs AASR (%)
AE + LSKA (k=7) § L 641IM 176.02M 28.4
AE + LSKA (k=11) i L 641M 178.38M 32.9
AE + CBAM (ratio=8) | L 6.40M 148.37M 25.0
AE + CBAM (ratio=16) | 6.40M 148.37M 312
AE + ECA (ratio=2) 5 L 6.40M 146.72M 26.1
AE + ECA (ratio=4) ! L 6.40M 146.72M 21.1
AE +GC (ATT + ADD) | Deep-CAPTCHA |  6.41M 146.78M 28.7
AE +GC (AVG +MUL) | L 641IM 146.73M 23.8
AE + SA (groups=8) ! L 6.40M 146.43M 25.4
AE +SA (groups=16) L 6.40M 146.45M 22.9
AE + SE (ratio=8) ! L 6.40M 146.72M 20.9
AE + SE (ratio=16) ! L 6.40M 146.72M 23.0
AE+PNA i 648M S795IM . 489 ..
AE + LSKA (k=7) . Adaptive- :  3.39M 229.59M 89.8

AE + LSKA (k=11) | CAPTCHA | 339M 232.10M 88.3
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AE + CBAM (ratio=8) ! L 33IM 195.32M 85.4
AE + CBAM (ratio=16) | L 330M 195.29M 77.3
AE + ECA (ratio=2) ! L 329M 193.60M 82.6
AE + ECA (ratio=4) 5 L 329M 193.60M 85.9
AE+GC (ATT + ADD) | | 338M 193.74M 66.3
AE + GC (AVG +MUL) ! L 3.38M 193.69M 81.8
AE + SA (groups=8) ! L 329M 193.29M 84.3
AE +SA (groups=16) | L 3.29M 193.31M 84.3
AE + SE (ratio=8) ! L 3.31M 193.62M 84.0
AE + SE (ratio=16) ! L 330M 193.61M 79.7
AE + PNA ! L 427M 489.68M 24.4

5. Conclusions

In conclusion, this study introduces two novel algorithms aimed at enhancing the effectiveness
of text CAPTCHA evaluation systems. The first contribution involves developing a VCS algorithm
specifically for color data augmentation in text CAPTCHAs, along with its two simplified variants,
Sim-VCS and dilated-VCS. We have conducted a detailed analysis of their mathematical foundations
and algorithmic processes, providing a comprehensive understanding of their operational
mechanisms. The second contribution involves the integration of an autoencoder with large separable
kernel attention, termed AE-LSKA, which serves as a replacement for convolutional modules in
model architectures. Experimental evaluations demonstrate that, compared to existing color
augmentation algorithms such as RCS and PCA-CS, the VCS algorithm significantly enhances the
AASR of the strong and weak models. Additionally, the AE-LSKA consistently improves model
performance across all datasets tested. It not only surpasses most attention mechanisms in terms of
AASR but also achieves an optimal balance between accuracy and computational efficiency as
measured by FLOPs. These advancements underline the potential of VCS and AE-LSKA as powerful
tools in the domain of text CAPTCHA recognition, offering a dual approach that targets both data
augmentation and architecture optimization. The findings suggest substantial improvements in
verification processes, paving the way for more robust and efficient models in practical applications.
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