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Abstract

Intrusion detection in microgrid systems is a cyber-physical task that requires correlating different data
from networks, hosts, and endpoints to create actionable evidence. Existing approaches largely treat
intrusion detection as a classification problem and provide explanations at the sample or feature level.
However, these explanations lack physical interpretability and fail to reveal cross-modal interactions
underlying system decisions. As a result, operators cannot reliably trace detected anomalies to the
physical layer, limiting the ability to diagnose root causes. This leads to incorrect or delayed responses
and potentially compromises the safety of microgrid operations. This work proposes a physical and
data-link layer explainable intrusion detection framework via cross-modal evidence reasoning. This
framework reformulates intrusion detection as an operation Q&A task over structured multi-modal
evidence, including network flows, Software-Defined Networking (SDN) states, system calls, and
power measurements. By designing an evidence-based explanation mechanism, sample importance
is aligned with structured evidence and aggregated into physical modalities to construct evidence
representations. These representations are further transformed into structured features to build joint
decision models, enabling the extraction of decision paths and their conversion into interpretable
reasoning processes grounded in physical evidence. The proposed framework is evaluated on realistic
cyber—physical microgrid datasets. It provides consistent and physically meaningful explanations,
revealing distinct cross-modal evidence patterns across different cyber attacks. This work advances
intrusion detection from samples to physical-layer reasoning, enabling trustworthy security analysis
in microgrid systems.

Keywords: cyber-physical security; decision path modeling; evidence explanation; heatmap; intrusion
detection; microgrid systems

1. Introduction

Microgrids represent the future of decentralized power generation and distribution, allowing for
renewable energy integration, operational flexibility, and local power management. However, their
increasing interconnections also make them susceptible to a wide range of cyber attacks. Intrusion
detection is one of the most common technological methods used to identify these threats. However,
intrusion detection in microgrid systems presents fundamental challenges due to the cyber-physical
nature of the environment. In practice, realistic evaluations rely on controlled microgrid testbeds that
capture coupled cyber-physical behaviors under operational constraints [1,2]. Similarly, the integration
of Software-Defined Networking (SDN) enhances system flexibility but also introduces new attack
surfaces through control-plane manipulation and flow rule exploitation [3,4]. Therefore, modern SDN-
based microgrid systems generate heterogeneous evidence across multiple layers, including network
flows, SDN states, system calls, and physical power measurements [5,6]. This multi-layer heterogeneity
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ensures that intrusion detection is a cross-modal evidence reasoning problem [7,8]. Effective analysis
requires capturing interactions across modalities and grounding decisions in physical microgrid system
behaviors rather than relying on isolated features [9,10]. Such cross-modal reasoning requirements
naturally call for models with strong reasoning capabilities over heterogeneous evidence.

Recent advances in Large Language Models (LLMs) have motivated their application to intrusion
detection [11]. LLMs have been developed to serve as reasoning engines to correlate heterogeneous
evidence and generate operator-oriented diagnostic reports [12]. However, existing approaches
primarily focus on improving detection performance, while their explainability remains limited [13,14].
In particular, most explanation methods operate at the feature level and fail to capture how different
modalities interact to support system decisions. Moreover, LLM-based reasoning methods could suffer
from plausibility-driven outputs that are not grounded in physical evidence [15].

To improve the transparency of model decisions, recent studies have explored explainability
techniques for complex models, including attention visualization, gradient-based attribution, and
heatmap-based importance analysis [16]. These methods aim to highlight which parts of the input
contribute most to the model output and have been increasingly applied to reasoning-based intrusion
detection tasks [17,18]. In particular, heatmap representations across model layers provide insights
into how internal representations evolve during inference, offering a useful tool for analyzing model
behavior [19]. However, these approaches remain largely limited to sample or token attributions and
do not explicitly account for the cyber-physical evidence [20]. As a result, they fail to capture how
heterogeneous physical evidence sources interact and contribute to system decisions [21]. Therefore, it
is necessary to establish a direct connection between model reasoning and physical system semantics.

In view of these issues, this work proposes a physical-layer explainable intrusion detection
framework via cross-modal evidence reasoning. The key idea is to bridge model representations and
structured evidence through a multi-stage explanation and reasoning pipeline. Sample importance is
first extracted and aligned with structured multi-modal evidence, followed by constructing evidence
heatmaps. The evidence heatmaps are then transformed into structured features to build surrogate
decision models that capture cross-modal physical interactions.

The contributions of this study are summarized as follows:

¢ A cyber-physical cross layer explainable intrusion detection framework is proposed for operator-
oriented microgrid systems via cross-modal evidence reasoning.

® A structured cross-modal evidence representation is designed to integrate network flows, SDN
states, system calls, and power measurements within a unified reasoning framework. This design
enables the model to capture correlations across cyber and physical layers, rather than relying on
isolated indicators.

*  An evidence explanation mechanism is utilized to bridge model reasoning and physical system
evidence. By aligning sample importance with structured evidence, the proposed method reveals
how heterogeneous evidence contributes to intrusion decisions.

* A novel explanation pipeline is proposed, which transforms heatmap-based representations into
structured features and surrogate decision models. This design enables the extraction of decision
paths and their conversion into interpretable reasoning processes, providing system explanations
grounded in physical evidence.

*  The proposed framework enables explanation-guided attack localization and impact minimiza-
tion by linking decision path explanations to raw artefacts and topology, as demonstrated in
Subsection 5.6.

*  Experiments are carried out on realistic microgrid IDS datasets to assess both detection perfor-
mance and explanation ability. We also compare the proposed framework with a text-based
QA baseline to show that the proposed framework is different from traditional numerical IDS
methods.
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The remainder of this paper is organized as follows. Section 2 reviews related work on intrusion
detection in cyber-physical microgrid systems, LLM-based reasoning approaches, and explanation
methods. Section 3 introduces the preliminaries. Section 4 presents the proposed framework and
methodology. Section 5, followed by analysis and discussion in Section 6, describes the experimental
design and results. Finally, Section 7 concludes the paper and outlines future research directions.

2. Related Work

Existing studies mainly deployed data-driven methods for intrusion detection of microgrid
systems, such as False Data Injection Attacks (FDIA) and Denial-of-Service (DoS) attacks [10]. These
approaches typically rely on network traffic features or power measurement data to train classifiers
for anomaly detection [22,23]. For instance, in [24], Yang et al. introduced a cyber attack detection
framework that integrates offline learning with online monitoring of transient dynamics in microgrid
systems. In [25], multiple machine learning algorithms were deployed, such as Naive Bayes, J-Ripper,
and Random Forest, leveraging both sensor data and network logs to detect anomalous activities in
microgrid systems. In realistic microgrid systems, multiple layers of information coexist. Such multi-
layer heterogeneity requires joint reasoning across modalities rather than isolated feature analysis [8,26].
For multi-layer microgrid systems, Jena et al. [27] deployed state reconstruction and synchronization
error analysis to detect Man-in-the-Middle (MITM) attacks in interconnected DC microgrid clusters.
The proposed approach allows early isolation of affected components, which helps prevent cascading
failures in multi-layer microgrid systems.

For intrusion detection, recent studies have started to explore the use of LLMs in cybersecurity
tasks [28]. These models have strong reasoning ability and can handle complex and heterogeneous
inputs. Several works have applied LLMs to network intrusion detection and security analysis in cyber-
physical systems [29-31]. For Open-Source Intelligence (OSINT) data, Samaneh et al. [29] showed
that general LLM-based chatbots can perform well on simple tasks such as binary classification.
However, they are less effective in structured threat extraction compared to specialized models. In the
context of IoT cybersecurity, Ashutosh et al. [30] used LLMs for data preprocessing and explanation
generation. Their results indicate improved anomaly detection accuracy, with more explainable
outputs for detected threats.

LLM applications in microgrid systems are still in an early exploration stage. Unlike conventional
network environments, microgrid communication networks involve tightly coupled cyber-physical
interactions. Therefore, system behaviors are influenced by both network communications and physical
power processes [8]. By incorporating operator feedback and context-aware decision guidance, Chen
et al. [32] deployed LLMs in microgrid operation and scheduling to enable adaptive multi-objective
optimization under uncertain conditions. Furthermore, for distributed microgrid optimization, Yang et
al. [33] adjust penalty parameters in Alternating Direction Method of Multipliers (ADMM) microgrid
optimization algorithms through LLM-guided strategies. LLMs could enhance convergence efficiency,
reduce reliance on manual tuning, and improve overall scheduling performance under flexible load
conditions. Moreover, to address challenges in microgrid systems caused by missing measurements,
Wang et al. [34] employ LLMs for data imputation within multi-agent Deep Reinforcement Learning
(DRL) frameworks. These approaches improve system robustness and maintain optimal operational
performance under incomplete observation conditions. Despite these advances, existing LLM-based
approaches primarily focus on improving detection performance, while their reasoning processes
remain insufficiently grounded [35]. LLMs could generate plausible outputs that are not strictly
supported by input evidence [36]. Moreover, most existing frameworks do not explicitly structure
cyber-physical evidence, which weakens the reliability of model reasoning in safety-critical systems
such as microgrid systems [32].

To improve LLM transparency and reasoning, irrespective of the application domain, new explain-
ability techniques have been developed, including gradient-based attribution, attention visualization,
and heatmap-based importance analysis [17-19]. These methods aim to identify important input
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features or tokens that contribute to model predictions. By aggregating token attention into higher
representations, Seo et al. [19] developed sentence attention analysis for understanding document
reasoning patterns of LLMs. Moreover, to uncover internal reasoning processes for multi-step tasks
in LLMs, Zhang et al. [17] introduce techniques such as circuit analysis and self-influence functions
to reveal human-interpretable reasoning paths within model decision-making. However, existing
explainability methods are limited to sample attribution. Such approaches fail to capture how heteroge-
neous physical evidence contributes to system decisions. In cyber-physical systems such as microgrid
systems, explanations need to be aligned with meaningful system semantics rather than abstract model
features [37]. Existing explainable intrusion detection approaches mainly operate at the sample or
feature level, which limits their ability to reflect system behaviors in cyber-physical environments.
To the best of our knowledge, there has been no work that explicitly models intrusion detection in
microgrid systems as a cross-modal evidence reasoning problem with physical-layer interpretability.
In current LLM-based intrusion detection frameworks, heterogeneous evidence is often treated as
unstructured input, making it difficult to ensure that model reasoning is grounded in meaningful
physical semantics. Once the reasoning process becomes detached from structured evidence, the
generated explanations may lack reliability and fail to support trustworthy decision-making in critical
microgrid operations.

To summarize, Table 1 presents a comprehensive comparison of the proposed framework with
existing methods in terms of multi-modal modeling (A1), structured QA formulation (A2), and various
reasoning and interpretability capabilities (A3-A8). Most prior works focus on isolated aspects. For
instance, attention visualization and mechanistic interpretability methods [17-19] mainly provide
model insights without supporting structured reasoning or system interpretation. Traditional intrusion
detection and optimization approaches [25-27] lack explainability and do not incorporate LLM-based
reasoning. Recent LLM-driven cybersecurity methods [29,31-34] improve reasoning or decision-
making capabilities but still operate without explicit evidence aggregation or rule-based explanation.
Similarly, knowledge-based or graph-enhanced reasoning approaches [35,36] provide structured
reasoning but do not bridge model representations with interpretable decision rules.

Table 1. Comparison of the proposed framework with related baseline works. Al: Multi-modal modeling; A2:
Structured QA formulation; A3: LLM-based reasoning; A4: Heatmap-based analysis; A5: Evidence aggregation;
A6: Decision tree-based explanation; A7: Cross-modal reasoning; A8: System interpretability.

Work Al A2 A3 A4 A5 A6 A7 A8
[17] X X v X n/a n/a X X
[18] X X v v n/a n/a X X
[19] X X v v n/a n/a X X
[25] X X X X X X X X
[26] v X X X X X X v
[27] X X X X X X X v
[29] X X v X n/a n/a X X
[30] X X v X v X X X
[31] X X v X n/a n/a X X
[32] X X v n/a n/a n/a X v
[33] X X v n/a n/a n/a X X
[34] X X v n/a n/a n/a X v
[35] X v v X n/a n/a v v
[36] X v v X n/a n/a v v
[38] X v X n/a n/a n/a X X
[37] X X X X v X X X

Proposed v v v v v v v v

3. Preliminaries
3.1. Intrusion Detection in Microgrid Systems

Intrusion detection in microgrid systems is primarily a data-driven task, where machine learning
and deep learning models are trained to detect intrusions from system observations [39]. In practical
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microgrid implementations, a wide range of cyber attacks can be launched across different layers,
including FDIAs targeting measurement signals, DoS attacks affecting communication availability,
and control-plane attacks such as flow rule manipulation and packet-in flooding. In addition, more
complex attack scenarios, such as pivoting and mimicry system call attacks, further increase the
difficulty of intrusion detection [23].

During microgrid system operation, various artefacts are produced, including network flow
records, SDN control states, system calls, and physical power measurements. Each modality captures
partial system behavior, and no single data source is sufficient to fully conduct intrusion detection.
Therefore, effective intrusion detection in microgrid systems requires the integration of heterogeneous,
multi-modal data to capture cross-layer correlations and system anomalies [22,40].

3.2. LLM Fine-Tuning

LLMs have shown strong capabilities in semantic understanding, structured text generation, and
multi-step reasoning. However, directly applying pre-trained LLMs to domain-specific tasks, such
as intrusion detection in microgrid systems, often results in unreliable outputs. This problem mainly
comes from the gap between general pre-training knowledge and domain-specific evidence. As a
result, the model may produce hallucinated or ungrounded reasoning [41].

To mitigate this issue, fine-tuning techniques are deployed to adapt LLMs to specific tasks [42].
A widely adopted strategy is to reformulate the original prediction task into a structured Question-
Answer (QA) paradigm. Instead of performing implicit classification, the model learns to generate
structured outputs conditioned on domain-specific evidence. In this formulation, each training sample
is represented as a pair (x;,y;), where x; denotes the input query constructed from multi-modal
evidence, and y; represents the corresponding structured response. The training dataset is therefore
defined as:

S ={(xi,yi)) M, 1)

where M is the total number of training samples.

Given this dataset, the objective of fine-tuning is to train the LLM to generate the correct answer
for each input question. This is done by minimizing a loss function based on the negative log of the
model’s predicted probability for the correct output. In practice, this is implemented as a token-level
cross-entropy loss over the generated response [41].

To improve training efficiency, Parameter-Efficient Fine-Tuning (PEFT) methods such as Low-Rank
Adaptation (LoRA) are widely adopted [43]. Instead of updating all parameters of the base model,
LoRA introduces a trainable low-rank update to selected layers while keeping the original weights
fixed. Let Gg(z) denote the pre-trained base model, and let Ay(z) denote the low-rank adaptation
function parameterized by ¥. The adapted model can then be expressed as:

Go,¥(z) = Go(z) + Ay(z), )

where z is the input sequence, © represents frozen base parameters, and ¥ denotes the trainable
low-rank parameters. This formulation reduces computational cost and memory usage while keeping
the general reasoning ability of the original model.

3.3. Model Explanation Techniques

Explainable AI (XAI) focuses on making complex models more transparent by showing how input
evidence affects their predictions. Common post-hoc methods, such as SHapley Additive exPlanations
(SHAP) [44,45] and Local Interpretable Model-agnostic Explanations (LIME) [46], estimate feature
importance either through marginal contribution analysis or local surrogate modeling.

In microgrid intrusion detection, system operation generates heterogeneous artefacts across multi-
ple components, including network traffic, SDN control states, system calls, and power measurements.
These artefacts provide multi-modal evidence of system behavior, but only parts of them are trans-
formed into model inputs. Intrusion decisions depend on cross-evidence relationships rather than
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isolated features. Therefore, explanation methods need to reflect how the model processes structured
evidence during LLM reasoning.
To this end, attention-based heatmap analysis is adopted to characterize internal model behavior
[47]. Specifically, attention scores and hidden representations are aggregated across layers to construct
an evidence-level importance matrix:
Hgy € RF¥E, 3)

where L denotes the number of model layers and E represents the number of structured evidence
components. Each entry in Hgy indicates the importance of a given evidence at a specific layer,
enabling the analysis of layer-wise reasoning patterns and cross-modal interactions.

To obtain interpretable decision rules, we further build a decision tree surrogate based on the
transformed model features [48]. Let v denote the feature vector derived from the heatmap representa-
tion, and let f(-) denote the original LLM. A decision tree model D(v) is trained to approximate the
model output:

D(v) =~ f(x), (4)

where x is the input evidence. The resulting tree gives a set of hierarchical decision paths, showing
how different evidence components affect the final prediction. Compared with standard XAI methods,
combining heatmap analysis with decision trees provides a more unified explanation. It connects
internal model layers with interpretable evidence reasoning structures.

4. Proposed Method
4.1. Framework Ouverview

As shown in Figure 1, the framework includes three main parts: model tuning and evaluation,
model explanation, and evidence reasoning. The process begins with microgrid IDS datasets and
corresponding experimental reports. We first use a Retrieval Augmented Knowledge (RAG)-based
setup with local LLMs as a baseline. This provides reference outputs without task-specific tuning. To
support task-specific reasoning, QA instructions are built from structured evidence, such as network
flows, SDN states, system calls, and power measurements. These QA pairs are then used to fine-tune
local LLMs. A separate test set containing unseen attack scenarios in the tuning set is prepared for
generalization. It is used to evaluate both baseline and tuned models under the same output format.
After tuning, the model is analyzed using an explanation pipeline. Sample-level heatmaps are first
obtained from attention weights and hidden states across layers. Evidence tokens are then aligned
and grouped into predefined physical modalities, including network, SDN, system calls, and power
measurements. The importance scores are aggregated within each modality to form evidence heatmaps.
These heatmaps reflect interactions across layers at the physical and data-link levels. Based on these
heatmaps, structured features are extracted by computing simple statistics, such as mean, maximum,
and distribution-related values, from both layer-wise and evidence-wise scores. These features are
further combined to capture cross-modal relationships. They are used as inputs to train surrogate
decision trees that approximate the behavior of the original model. The resulting decision trees provide
hierarchical decision paths, which are subsequently mapped into structured text explanations.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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Figure 1. The overall framework of the proposed method.

4.2. Structured QA Formulation

To align LLM reasoning with microgrid intrusion detection tasks, including attack detection, attack
type classification, and operator reporting, this study formulates intrusion detection as a structured QA
problem grounded in cross-modal operational evidence. Instead of treating detection as a standalone
classifier, each QA instance is an operator-oriented case that requires evidence correlation across
heterogeneous sources and produces a decision.

Algorithm 1 QA Dataset Construction for Microgrid Intrusion Detection

Require: Dataset D = D, U D,

Ensure: QA training set Qy,;y,, testing set Qjest

: Assign labels (attack /benign and attack types T)

: Import sample N instances and split into training and testing sets

: Select holdout attack types in testing set for generalization evaluation

: for each sample do
Extract multi-modal evidence (network, SDN, system calls, power)
Construct QA pair: input (problem + evidence), output (operator report)

end for

: Output QA datasets

—_

As summarized in Algorithm 1, the raw datasets are denoted as D = D, U D;,, where D,
and D, are the attack and benign subsets, respectively. Each record is assigned a binary label y €
{attack, benign} and an attack type t € 7, where T is a fixed whitelist of seven attack categories. To
explicitly test attack-type generalization, a holdout set of attack types 7, C T is selected with | 7| = h.

Each QA instruction is constructed from a composite evidence tuple

Eq — (Eﬂow’ Esdn/ ESYs, Epower)’ (5)

where the four components correspond to network flow statistics, SDN control states, system calls,
and physical power measurements, respectively. The tuple E; is rendered into a unified evidence block
so that decisions depend on cross-modal correlation rather than single-source signals.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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The QA formulation enforces a fixed input-output schema. Given an instruction I, =
(Problem, E;), the model is required to output an operator report

R; = (y, t, surface, reasoning, c), (6)

where
surface € {control_plane, communication_plane,

data_plane, host, none} @)
and ¢ € [0,1] denote confidence. For attack-labeled instances, the report must justify the selection ¢
and implicitly rule out alternative types in 7 \ {t}, encouraging discriminative reasoning rather than
plausibility-based responses.

To evaluate generalization, we sample N instances with class prior Pr(y = attack) = a. These
samples are then split into a tuning set and a held-out testing set with ratio r. In our setup, the testing
set contains 500 events (300 attacks and 200 benign), while the tuning set contains 2000 events (1200
attacks and 800 benign). The attack-to-benign ratio is kept consistent across the two splits. Examples
of the QA structure are shown in Figure 2. Each sample includes an instruction, a complete Evidence
Block, and a corresponding answer. Two attack types, Flow Rule Flooding on the Data Plane and Flow
Table Overflow on the Data Plane, are excluded from the tuning set and only appear in the testing
set. This setup allows a direct comparison between untuned and tuned local LLMs under the same
evidence and output constraints. It also provides a clearer way to examine reasoning alignment and
robustness in microgrid intrusion detection.

Sample Problem: You are a security operator responsible for monitoring an industrial microgrid network. Based only ..E
on the evidence provided below, determine whether the activity is benign or indicates an intrusion. a
Evidence Block === Network Flow Evidence === - Protocol: 17 - Flow Duration: 115521341 - Flow IAT Std:
1022.6097451663082 - Flow IAT Min: 1.0500086E7 - Flow Byts/s: 0.4155076420035671 - Flow Pkts/s: 0.10387691050089178 Y

5
- Avg Fwd Packet Size: 4.000 - Avg Bwd Packet Size: 4.000 - Fwd/Bwd Packet Ratio: 11.000 === SDN States Evidence 3
=== - Priority: 100 - Packet Count: 60939 - Byte Count: 11557311 - Duration: 9838 - Avg Bytes per Packet: 189.654 ;?_]
- Match Fields Present: yes === System Call Evidence === - Result: SUCCESS - Operation: TCP Receive === Power e
Measurement Evidence === - Vin_V: 766.294903 - P_W: -6914.612115

-
-- Output -- issue: benign confidence: 0.61 summary: without strong SDN pressure or system anomalies; behavior is °;’
consistent with non-coordinated benign activity ﬁ

<)
Sample Problem: You are a security operator responsible for monitoring an industrial microgrid network. Based only ‘E
on the evidence provided below, determine whether the activity is benign or indicates an intrusion. a
Evidence Block === Network Flow Evidence === - Protocol: 17 - Flow Duration: 59991171 - TotLen Fwd Pkts: 4.0 -

v
TotLen Bwd Pkts: 4.0 - Bwd IAT Tot: O - Flow IAT Std: 0.0 - Avg Fwd Packet Size: 4.000 - Avg Bwd Packet Size: 4.000 |¢g

GJ
- Fwd/Bwd Packet Ratio: 1.000 === SDN States Evidence === - RX Packets: 1899261 - TX Packets: 860186 - RX Drops: '-E
14782 - Duration: 603283 - RX Drop Rate: 0.007783 === System Call Evidence === - Operation: UDP Send - Result: g
SUCCESS === Power Measurement Evidence === - Vin_V: 772.0909473 - Q_var: -98.52538176
-- Output -- issue: suspected intrusion attack_type: Flow Table Overflow on Data Plane confidence: 0.81 summary: b}
stable traffic with high SDN packet volume and drop events, indicating data-plane pressure consistent with flow table za
overflow <

Figure 2. Examples of formulated QA instructions.

4.3. Model Fine-Tuning

The tuning of local LLMs follows a parameter-efficient instruction tuning pipeline, specified
in Algorithm 2. The overall objective is to learn a task-aligned mapping from structured intrusion
evidence to operator-oriented diagnostic reports while preserving the general reasoning capability of
the base models.

Let the QA tuning set be denoted as J = {ji} ,‘i‘l Each record jy is transformed into a supervised
training pair (xi, yx) via a formatting function

Distributed under a Creative Commons CC BY lice
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(xk, yx) = FormatSFT(ji), 8)

where x; represents the formulated intrusion diagnosis problem together with its cross-modal
Evidence Block, and y; denotes the full operator report. The resulting supervised dataset is defined as

D={(xx,y) | jx € T} ©)

During training, the loss is calculated only on the target tokens related to yx. This ensures that the
model focuses on generating structured reports, instead of reproducing the prompt.

We use parameter-efficient fine-tuning with the LoRA method. Given a base model with param-
eters 6, the model is first loaded and prepared for k-bit training. The original parameters 6 are kept
fixed, and a set of trainable LoRA adapters with parameters ¢ are added to selected projection layers
U. The resulting model during tuning can be written as

Jop(x) = fo(x) + By (x), (10)

where Ay denotes the low-rank adaptation learned from D. Supervised fine-tuning is then
conducted for E epochs by minimizing the standard SFT loss

Lspr=— Y, logpee(ye | k) (11)
(xkyk) €D

After convergence, the learned LoRA adapters ¢ are merged back into the base model parameters
to obtain a standalone tuned model Gg. The merged model is subsequently exported and quantized
for efficient local deployment.

An explanation framework is constructed to transform internal LLM representations into struc-
tured, physically interpretable reasoning in microgrid systems. The process starts from model-layer
signals and progressively derives evidence and modality importance, followed by reconstruction and
rule extraction. For a given microgrid QA sample (Q;, E;), where E; = {ej, ey, ..., ey, } denotes a set of
structured evidences including network flow statistics, SDN states, system calls, and power measure-
ments, the tuned model Gg produces both a prediction §; and internal representations {#,, A, } k.
across L layers.

Algorithm 2 Model Fine-Tuning Process

Require: QA tuning set 7 (JSONL)
Require: Base model Gg, tokenizer T
Require: Epochs E, learning rate 7, batch b, grad-accum g, max length Lmax
Require: LoRA config (r,a, p,U)
Ensure: Tuned adapter ¢, merged model Gg

1. Prepare supervision
for each record j € J do

(xj,y;) < FormatSFT(j)

end for
D+ {(x;,y))}
Initialize base model
Load Gg in 4-bit mode and prepare for k-bit training
Attach LoRA adapters on target modules U/, freeze base weights
Supervised fine-tuning
Train LoRA parameters ¢ on D for E epochs
: using SFT loss Lspr(y | x)
: Merge and export
. Merge ¢ into base model to obtain Gg
. Export Gg to GGUF and apply quantization
. return Tuned model Gg

O T S O gy
gk W N = O
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4.4. Model Explanation and Reasoning

Following Algorithm 3, the explanation process is formulated as a sequence of transformations
from token representations to physically interpretable structures.
First, a sample heatmap is constructed:

HY = G({H, Adh), (12)
where HES) € REXTi L is the number of model layers, and T; is the number of tokens in sample i. Each
element H l(st) represents the importance score of the token t at layer [. The function G(-) aggregates

layer-wise statistics such as hidden-state norms, mean activations, or attention entropy. This step
corresponds to G(+) in Algorithm 3, producing the initial token importance representation.

Since token importance lacks direct physical meaning, the next step aligns tokens with structured
evidence. Each piece of evidence e; is associated with a subset of tokens 7T (e;). The evidence importance
is computed as:

() _ 1 (5)
EY = H,Y, (13)
l,l | (el')’ tGTZ(Bi) l’t
where | T (e;)| denotes the number of tokens mapped to evidence e;. The resulting matrix EES) € REXNe

captures the contribution of each evidence across layers. This step corresponds to the operation
EI(S) = Align(HSs), E;) in the algorithm, transforming token attribution into semantically meaningful
evidence representations.

To incorporate system semantics, evidence is further grouped into physical modalities. Let
M(e;) € {1,..., Ny} denote the modality index of evidence e;, where Ny, is the number of modalities
(e.g., network flow, SDN states, system calls, and power measurements). The modality importance is
then computed as:

My}, = |51m| L @) iy (14)
e;€En

where &, = {e; | M(e;) = m} is the set of evidences belonging to modality m, and |Ey,| is the
number of evidences in that modality. The scalar w ) is a modality-specific weight reflecting
) € RLXNu provides a
compressed representation of evidence contributions at the modality level. This step corresponds to

M; = Aggregate(EEs) ) in Algorithm 3.
However, modality importance may vary significantly across adjacent layers due to model

the prior importance of different physical domains. The resulting matrix Mfs

fluctuations. To obtain a more stable representation of model reasoning, smoothing is applied along
the layer dimension:
’(s) 1 k/2

(s)
My =1 Zk/z My s (15)
j==

(s)

where k is the smoothing window size and j indexes neighboring layers. The resulting M; represen-
tation is smoothed modality importance, reducing noise and capturing consistent reasoning patterns.
This operation corresponds to M, = Smooth(M;).

After obtaining a stable modality representation, the importance is projected back to the evidence
to recover fine-grained explanations:

A /
£ = My, - (16)

(s)

where E;; denotes the reconstructed importance of evidence e; at layer /, and «; is a normalization

factor within each modality to ensure consistent redistribution. The reconstructed matrix EES) € RExNe
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Algorithm 3 Explanation and Reasoning via Heatmap and Decision Tree

Input: QA set {(Q;, E;)}, tuned model Gg

Output: Decision rules R, explanations X

for each (Q;, E;) do X
Model inference: (9;, {H, A/ }r_,) + M(Q;)
Sample heatmap: Hl(s) — G{Hi Ar})

Evidence alignment: E® Align(HEs), E;)
(

1
Modality aggregation: M; < Aggregate(E is))
Layer smoothing: M/ <— Smooth(M;)
Evidence reconstruction: E; < Reconstruct(M/)
2 ’ EZ)

Feature construction: u; < ®(H;
end for

Train surrogate model: T < TrainTree({u;}, {#;})
Extract reasoning:

R < ExtractRules(T)

X « PathToText(R)

return R, X

retains evidence granularity while incorporating modality structure. This step corresponds to ]AEES) =
Reconstruct(M;) in the algorithm.

Based on the reconstructed evidence importance and model-layer statistics, feature vectors are
constructed:

u; = S(H,E), (17)

where u; denotes the feature representation of sample i, and ®(-) captures interactions between model
layer statistics and multi-modal evidence importance. This corresponds to the feature construction
step in Algorithm 3.

Finally, a decision tree surrogate model is trained:

~

T(u;) = M(Q;), (18)

where T(-) approximates the behavior of the LLM. The extracted decision paths describe how combi-
nations of evidence features and model-layer responses contribute to predictions, enabling structured
explanations of cyber-physical behaviors in the microgrid system.

5. Experimental Design and Results

5.1. Datasets
5.1.1. UNSW-MG24 Dataset

The UNSW-MG24 dataset [22] is a heterogeneous cybersecurity dataset collected from a combined
physical and virtual microgrid environment. The testbed utilized in this dataset combines a real
microgrid platform with a campus-scale network emulation in GNS3. It includes several departmental
subnets, such as administration, teaching, research, and microgrid, as well as a data center and
a DMZ. At the physical layer, the system is built on Festo microgrid hardware, with control and
communication supported by SCADA and OPC UA protocols. The dataset contains both benign and
malicious activities across different modalities, including network traffic, system call traces, and power
measurements. Multiple attack scenarios are included, such as pivoting, DoS, injection-based attacks,
MITM, mimicry, and scanning. This design enables cross-layer analysis and supports multi-modal
intrusion detection in realistic microgrid environments.
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5.1.2. SDN-MG25 Dataset

The SDN-MG25 dataset [23] further extends this setup by incorporating an SDN architecture.
The microgrid environment is integrated into a three-layer SDN structure (edge, distribution, and
core), coordinated by a Floodlight SDN controller. The testbed combines enterprise-level user activities
with microgrid control communications (e.g., SCADA and EMS), together with SDN-oriented attack
scenarios such as packet-in flooding, flow rule manipulation, table overflow, topology poisoning, and
MITM attacks. The dataset captures synchronized multi-modal data streams, including network flows,
system calls, SDN control states, and power measurements, collected over an extended operational
period. It provides a comprehensive view of both data-plane and control-plane behaviors within a
cyber-physical SDN-enabled microgrid system, supporting advanced intrusion detection and cross-
modal analysis.

5.2. Experimental Setup

The experiments are conducted on two realistic cyber-physical microgrid datasets, namely UNSW-
MG24 and SDN-MG?25, which provide heterogeneous multi-modal data including network flows,
SDN control states, system calls, and power measurements. The intrusion detection task is formulated
as structured QAs, where each sample consists of an evidence block and a corresponding operator
report shown in Figure 2. For training and evaluation, the generated QAs are split into a tuning set
and a held-out testing set. The tuning set contains 2000 samples (1200 attack and 800 benign), while
the testing set contains 500 samples (300 attack and 200 benign). To explicitly evaluate generalization
capability, two attack types, Flow Rule Flooding on the Data Plane and Flow Table Overflow on the
Data Plane, are excluded from the tuning set and appear only in the testing set described in Section 4.
This setup enables the evaluation of the model’s ability to generalize to new attack patterns rather than
memorizing known categories. Experiments are conducted using local LLMs, including Gemma-3,
LLaMA-3, and Qwen-3 [49-51], deployed via Ollama and AnythingLLM [52,53]. Parameter-efficient
fine-tuning is performed using LoRA, where only low-rank adapter parameters are updated while
keeping the base model weights frozen. The models are trained using supervised instruction tuning
with structured QA pairs, and the loss is computed only over output tokens to encourage structured
reasoning generation. The training and data processing pipelines are implemented in Python, with
model fine-tuning performed in Google Colab. All experiments are conducted using standard deep
learning libraries, including PyTorch and HuggingFace Transformers.

5.3. Intrusion Detection Evaluation

The intrusion detection capability of the proposed framework is evaluated under a text-based QA
setting rather than a conventional numerical classification setting. To clarify the evaluation scale, we
provide both model-level results on the proposed Microgrid IDS QA dataset and cross-comparison
results using the available ICSThreatQA baseline [54] and an additional numerical IDS dataset con-
verted into QA format, CICAugmented24 IDS [55]. These comparisons are intended to contextualize
QA-based detection performance, not to establish a direct equivalence with traditional numerical IDS
classification accuracy. Table 2 summarizes the results. The upper block reports cross-dataset and
cross-framework comparisons. The original ICSThreatQA setting reports around 42.7-51.3% answer
correctness using Standard RAG, Keyword RAG, and Hybrid RAG. When the ICSThreatQA QA pairs
are evaluated by the proposed framework without tuning, the answer correctness is around 43.1%,
which is close to the original ICSThreatQA baseline range. After tuning, the proposed framework
reaches around 53.7% on the same ICSThreatQA QA pairs, indicating that task-specific adaptation
improves QA performance even when the evaluation data come from an external text-based IDS QA
benchmark. The reverse comparison further shows the difficulty of transferring generic RAG-style QA
baselines to the proposed Microgrid IDS QA data. When the Microgrid IDS QA data are evaluated
using Standard RAG, Keyword RAG, and Hybrid RAG, the answer correctness is around 25.1-30.4%.
With training adaptation, this result improves to around 35.8-42.4%, but it remains lower than the
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tuned performance of the proposed framework. This suggests that microgrid-oriented IDS QA requires
more than generic retrieval-based threat QA, because the model must reason over cyber-physical
operational context and detection-specific evidence. The table also includes an additional comparison
using CICAugmented24 IDS [55], a numerical IDS dataset converted into QA format. Under the
proposed framework, the untuned setting achieves around 42.1% answer correctness, while the tuned
setting improves to around 62.6%. This result is consistent with the observation that instruction tuning
is important for adapting local LLMs to text-based IDS reasoning tasks. The lower block of Table 2
reports model-level performance on the proposed Microgrid IDS QA test set. Untuned local LLMs
show limited detection capability, with detection accuracy ranging from 42.2% to 46.2% and attack
type accuracy ranging from 35.2% to 36.0%. After fine-tuning, all models show clear improvements in
both binary detection and attack type identification. For example, Gemma-3-4B improves from 42.2%
to 62.8% in detection accuracy and from 36.0% to 57.2% in attack type accuracy. LLaMA-3-4B improves
from 42.6% to 59.4% in detection accuracy, while Qwen-3-4B achieves the strongest result, improving
from 46.2% to 71.4% in detection accuracy and from 35.2% to 64.0% in attack type accuracy.

Table 2. QA-based detection and cross-comparison performance of the proposed text-based IDS framework with
ICSThreatQA [54] and CICAugmented24 IDS [55].

. QA Det. / Atk. Det.
Setting Dataset Framework Ans. Corr. Type Acc. Gain
(%) (%) (%)
QA Baseline and Cross-dataset Context

Original result ICSThreatQA RAG only 42.7-51.3 - -
Testing only ICSThreatQA Frra(iggsvegrk 43.1 - -

. . Proposed
With tuning ICSThreatQA framework 53.7 - -
No adaptation Microgrid IDS QA RAG only 25.1-30.4 -
Training adaptation Microgrid IDS QA RAG only 35.8-42.4 -

. . Proposed
Without tuning CICAug.24 IDS QA framework 4.1 - -

. . Proposed
With tuning CICAug.24 IDS QA framework 62.6 - -

Proposed Microgrid IDS QA Framework

Untuned Microgrid IDS QA Gemma-3-4B 422 36.0 -
Tuned Microgrid IDS QA Gemma-3-4B 62.8 57.2 +48.8
Untuned Microgrid IDS QA LLaMA-3-4B 42.6 35.6 -
Tuned Microgrid IDS QA LLaMA-3-4B 594 56.4 +39.4
Untuned Microgrid IDS QA Qwen-3-4B 46.2 35.2 -
Tuned Microgrid IDS QA Qwen-3-4B 71.4 64.0 +54.5

Note: QA Det./Ans. Corr. denotes QA-based detection accuracy or answer correctness. Atk. Type Acc. is reported only for the Microgrid IDS QA
model-level evaluation. Det. Gain is computed against the corresponding untuned model. CICAug.24 denotes CICAugmented24 Dataset [55].

We acknowledge that the cross-comparison datasets are not fully identical to the proposed
Microgrid IDS QA dataset in terms of data source, task formulation, and evidence structure. To
the best of our knowledge, there are currently limited publicly available IDS QA benchmarks that
follow the same setup as our proposed dataset, where numerical IDS data are transformed into
digital evidence-based QA instances grounded in low-layer operational and detection evidence. This
limitation is partly due to the novelty of the proposed QA-oriented IDS framework, which bridges
numerical intrusion detection data and text-based cyber-physical reasoning. Therefore, ICSThreatQA
and CICAugmented24 IDS converted into QA format are selected as the most relevant available
baselines for cross-comparison. The purpose of this cross comparison in Table 2 is to provide contextual
evidence for QA-based IDS performance rather than to claim strict dataset-level equivalence across
different IDS evaluation paradigms.

5.4. Heatmap Explanation

Shown in Figure 3, the evidence heatmaps provide a visualization of the intermediate represen-
tation, capturing how token importance evolves across model layers. By aligning token importance

®)
1
physically meaningful features in the microgrid system. A consistent layer-wise transition is observed

with structured evidence through E;” = Align(Hl(s), E;), these heatmaps can be interpreted in terms of
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across all samples. Early layers exhibit uniformly high activation across most evidence features,
indicating that the model encodes low statistical properties of the input. As depth increases, the
importance distribution becomes progressively more selective, with mid-to-late layers focusing on a
subset of critical evidence. This transition reflects the filtering of token variations and the emergence
of semantically meaningful evidence contributions. Distinct activation patterns are observed across
different attack types. For SDN-oriented attacks such as Flow Rule Flooding and Flow Table Overflow,
the heatmaps show strong and persistent activation on SDN-related features (e.g., packet counts, byte
counts, and flow statistics) across multiple layers, indicating that the model captures abnormal control-
plane behavior. In contrast, Scanning scenarios emphasize network flow features such as flow duration
and byte rate, reflecting high-frequency probing behavior at the data plane. For control-channel attacks,
including Eavesdropping and MITM, the activation patterns are distributed across both network and
system call features, suggesting that the model captures cross-layer interactions between communica-
tion behavior and system operations. Similarly, Mimicry Attack shows relatively higher importance
on system call features, while power-related measurements remain weakly activated, indicating that
host behavioral anomalies are distinguished from physical-layer signals. On the other hand, benign
samples exhibit smoother and more diffuse activation patterns.

35 6 7 8 810111213 14151617 1819202122 2324252627 282930 31 R 3 3 35

Packet-In Flooding on Control Plane

e

78 s RBM l!lbl mwznnzznz BAWWBDARDHB

Flow Tabie Overfow on Data Plane
5

b

603343676 SN BHGEYBBDNNBNBINBHD A DB RS
tayers

Figure 3. Selected evidence importance heatmaps across model layers of benign case and different attack scenarios.

5.5. Decision Tree Explanation

To further improve explanations beyond heatmap visualization, the aligned and aggregated
representations EES) and MES) are transformed into structured features. These structured features are
then used to train a surrogate decision tree model T(-) to approximate the behavior of the tuned models.
Specifically, cross-modal features are constructed by combining model-layer signals (e.g., attention
entropy and hidden state statistics) with evidence attributes. This results in a feature representation u;
that encodes both internal model dynamics and physically meaningful system evidence. The decision
tree is then trained to approximate the model predictions.

Figure 4 presents some decision paths of the learned decision tree, which reveals a set of hierarchi-
cal decision rules underlying the LLM’s inference process. To facilitate interpretation of the decision
paths in Figure 4, each node represents a structured decision rule derived from cross-modal features.
Specifically, a node condition defines the splitting criterion based on model-layer signals combined
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with aligned evidence, such as hidden state statistics or attention entropy associated with specific
features. Each condition produces two branches, corresponding to the evaluation outcomes (True
for the left branch and False for the right branch). The quality of each split is quantified by the Gini
impurity, where lower values indicate more homogeneous class distributions and clearer separability.
The number of samples denotes how many training instances reach the node, while the value vector
represents the distribution of samples across different classes. Terminal nodes (leaf nodes) correspond
to final predictions, where no further splitting is performed.

Network_Flow_Duratio

n_std <= 053
gini = 0.754
samples = 400
value = [172, 21, 23, 32, 33, 9, 38, 72]
Layer27_attention_entropy class = Benign Case
X
SystemCall_Result: S
UCCESS._max <= 0.272
gini =0.78
samples = 205
value = [0, 21,0, 32, 33,9, 38, 72]
class = Scanning on
Data Plane
n—xv—
Network_Flow_Duratio
n_mean <= 011
gini = 0.546
samples = 112
value = [0, 2, 0, 27, 0, 0, 14, 69]
class = Scanning on
Data Plane
A
<,
So
gini = 0375
samples = 8
value =[2,0,6,0,0,0,0,0]
class = Flow Rule
Flooding on
Data Plane
Layer25_attention_entropy
X
SDN_TX_Packets: _max <= 0.602
gini = 0.609
samples = 19
value =[0,0,0,4,0,0,10,5)
class = Packet-In
Flooding on
Control Plane
Fatse
gini = 0.49
samples = 7

value =[0,0,0,4,0,0,0,3]
class = Flow Table
Overflow on
Data Plane

Figure 4. Selected decision tree branches and decision paths derived from evidence heatmaps.

Several key observations can be made. The decision tree demonstrates that LLM reasoning
can be approximated by a small number of structured rules. High-level splits are often based on
global statistical features, such as flow duration variability or attention entropy, which serve as coarse
indicators of abnormal behavior. Besides, deeper nodes in the tree incorporate more specific cross-
modal interactions. For example, combinations of SDN packet statistics and network flow features are
used to distinguish data-plane attacks such as Flow Rule Flooding and Flow Table Overflow. Similarly,
splits involving system call features are associated with host or control-channel attacks such as MITM

and Mimicry. This demonstrates that the model leverages different modalities in a context-dependent
(s)

manner, consistent with the aggregation process M,

5.6. Decision Path-based Explanations and Examples

While the decision tree provides a global approximation of the LLM behavior, the final inter-
pretability is achieved at the decision path level. Specifically, for each input sample, a unique path is
extracted from the root to a leaf node in the surrogate tree, which represents a sequence of structured
decision rules. This path can be interpreted as a step-by-step reasoning process that approximates the
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internal inference logic of the LLM. Formally, given the structured feature representation u; derived

from EES) and MES) , the decision path is defined as an ordered sequence of conditions:

Pi = {61162/ ceey CK}/ (19)

where each condition cj corresponds to a node split in the decision tree. Figure 5 presents representative
examples of decision paths together with their corresponding step-by-step explanations and overall
reasoning outputs generated using methods described in Subsection 4.4.

]
Decision Path: 1. Network_Flow_Duration__std > 0.053; 2. Layer24_hidden_mean__x__SDN_Priority__max <= 0.19; 3. .g =
=
B
Layer30_attention_entropy__x__Network_Avg_Fwd_Packet_Size__mean <= 0.104; g [
]
Step Explanation: Step 1: Flow duration variability is high (std > 0.05), indicating irregular temporal behavior. =l
o
Step 2: The model shows low representation strength for SDN priority, suggesting weak emphasis on control-plane 12 %
W =
signals. Step 3: Packet size-related representation remains moderate, indicating no strong packet anomaly. &
2}
Overall Reasoning: Issue: Benign. The combination of high temporal variability and weak cross-layer emphasis on SDN | g’
5 =
and packet features suggests non-coordinated behavior. The absence of consistent control-plane or system signals E, §
«
indicates benign activity rather than structured attack behavior. © é
Decision Path: 1. Network_Flow_Duration__std <= 0.053; 2. Layer27_attention_entropy__x__SystemCall_Result_SUCCESS__mixc:
-
<= 0.2717; 3. Layer19_hidden_mean__x__Network_Flow_Duration__mean <= 0.0107; 4. Layerl7_attention_entropy > 3.421; 8 =
~
4
5. Layer25_attention_entropy__x__SDN_TX5_Packets:__max > 0.6020; (=)
Step Explanation: Step 1: Flow duration variability is low, indicating highly stable traffic patterns. Step 2: Low =
5]
attention entropy on system-call success signals suggests focused and consistent model attention. Step 3: The model |q, "3
L =
encodes flow duration consistently across layers. Step 4: Persistent attention on model layers. Step 5: Strong W -—;
x
interaction between attention entropy and SDN transmission packets. =
Overall Reasoning: Issue: Flow Table Overflow Intrusion. The model captures stable and repetitive traffic patterns = %?
5 =
together with persistent attention to system signals across multiple layers. This reflects coordinated and f.;; §
<
structured behavior, which is characteristic of data-plane resource exhaustion attacks such as Flow Table Overflow. © é

Figure 5. Decision path and corresponding step-by-step explanations and overall reasoning

In the benign case (Decision Path 1 in Figure 5), the decision path begins with a high variability
in flow duration, indicating irregular temporal behavior. Decision nodes show weak activation on
SDN and packet evidence. The absence of strong or consistent cross-modal evidence leads to a final
classification of benign activity. This example demonstrates that the model does not rely on a single
dominant feature but instead evaluates the consistency and coordination of multi-evidence before
making a decision. In contrast, Decision Path 2 in Figure 5 illustrates a structured attack scenario
with actionable operational insights. The decision path identifies highly stable flow patterns with low
variability, together with dominant SDN transmit activity. In particular, the feature SDN_TX5_Packets
captures the transmit packet count of port 5, and its strong contribution indicates that the abnormal
forwarding load is concentrated on this specific port. These signals are consistent with sustained and
repetitive traffic pressure on the data plane, which is characteristic of resource exhaustion attacks
such as Flow Table Overflow. Based on this explanation, the model highlights SDN_TX5_Packets
as a dominant factor. This reveals that the abnormal transmit activity is associated with port 5 of
some specific Datapath ID of Open vSwitch. Through topology mapping, this switch is identified
as Distribution OVS2. This explanation-guided localization enables the operator to pinpoint the
specific switch-port pair under abnormal load, rather than only detecting the presence of an attack.
As a result, targeted mitigation can be applied at this location, for example, by using rate limiting or
flow rule constraints on port 5. This could help mitigate the cyber attack’s impact on other parts of
the microgrid network. The decision tree follows a multi-step and hierarchical process, where each
condition gradually contributes to the final decision. The reasoning also combines information from
different modalities, including network flows, SDN states, and system signals. In addition, the decision

Distributed under a Creative Commons CC BY lice



https://doi.org/10.20944/preprints202605.2069.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 29 May 2026 d0i:10.20944/preprints202605.2069.v1

17 of 21

paths provide human-readable explanations that are consistent with domain knowledge, making them
easier for system operators to interpret.

6. Analysis and Discussion

The proposed framework improves intrusion detection in microgrid systems by linking model
representations with structured cross-modal evidence. This allows reasoning at both the physical
and data-link layers. The explanation process starts from the evidence-level heatmap Hgy € RE*E,
where L is the number of model layers and E represents the structured evidences. This representation
describes how signals from different layers are distributed over heterogeneous inputs. The heatmaps in
Figure 3 show that different attack types produce clear and consistent patterns. Benign samples usually
lead to more diffuse and low-magnitude responses in Hgy. In contrast, attack samples tend to form
concentrated activation regions on specific evidence dimensions. This suggests a more structured and
stable reasoning process. By aligning Hgy with modality-specific evidence groups &£, the framework
derives modality-aware representations. These representations reflect the contribution of different
physical domains, including network, SDN, system calls, and power signals.

The aggregated representations are further transformed into structured feature vectors, which
encode joint information from model-layer signals and aligned evidence. These features are used to
approximate the LLM behavior via a surrogate decision model. As shown in Figure 4, the decision
paths of the resulting tree decompose the mapping from predictions into a sequence of hierarchical
conditions. Each condition operates on combinations of evidence-aware statistics (e.g., hidden states
or attention entropy), forming interpretable rules grounded in system behaviors. At the sample level,
the reasoning process is captured by decision paths P; = {c1, ¢y, ..., cx} extracted from the tree. Each
condition ¢j further narrows the feasible evidence space and leads to the final prediction ;. The
examples in Figure 5 show the differences between benign and attack samples. Benign samples usually
follow paths with weaker and less consistent constraints across modalities. Attack samples tend to
include stable and repeated conditions, such as low variability in flow duration with persistent SDN
evidence. This makes the prediction process easier to trace, as each result is supported by a structured
chain of evidence.

From a security perspective, unlike unconstrained text generation, where outputs could be
influenced by prior bias, the decision process is restricted to transformations of measurable system
signals. The generalization results further support this observation. By excluding selected attack types
during tuning, the model is evaluated on unseen scenarios. This property is important in microgrid
security, where attack behaviors may remain partially unknown. Nevertheless, several limitations
should be noted. The quality of reasoning depends on the completeness and reliability of the input
evidence. Missing or noisy components may affect the construction of evidence heatmaps, thereby
reducing explanations. In addition, the generated decision tree provides only an approximation of the
original LLM behavior, which may not fully capture all higher-order interactions within the model.

7. Conclusions

This work proposes a physical and data-link layer explainable intrusion detection framework for
microgrid systems. In microgrid systems, cyber attacks propagate across communication, control, and
power layers, making it difficult for intrusion detection systems to provide actionable explanations.
To address this challenge, the proposed framework reformulates intrusion detection as a microgrid
security operator-oriented QA task and leverages multi-modal evidence, including network flows,
SDN states, system calls, and power measurements. Based on this formulation, the fine-tuning method
is applied to tune LLMs to structured QA instructions and evidence-grounded reasoning. Sample
importance derived from model-layer representations is aligned with structured evidence and built
heatmaps. These heatmap-based representations are then transformed into structured features and
used to construct surrogate decision trees, from which decision paths are extracted and converted into
interpretable reasoning processes. As a result, intrusion detection decisions can be directly linked to
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cyber—physical evidence across multiple layers, enabling explanations that reflect actual microgrid
security behaviors. These explanations are important to prevent incorrect or delayed responses to cyber
attacks against microgrid systems. Experimental results on realistic microgrid datasets demonstrate
that the proposed approach produces better intrusion detection performance compared to untuned
models. The derived heatmap representations and decision tree rules provide consistent and physically
interpretable explanations. These results validate that the proposed framework effectively achieves
physical and data-link layer explanations of microgrid security. Future research will focus on extending
the framework to more complex and dynamic microgrid environments, including real-time streaming
data and adaptive attack scenarios, such as FDIA, to further evaluate robustness.
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