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Abstract

Phishing remains one of the most prevalent and damaging forms of cyberattacks, exploiting human
behavior rather than technical vulnerabilities. Despite technological advancements in email filtering,
anomaly detection, and two-factor authentication, phishing continues to succeed by manipulating trust,
authority, and urgency cues in unsuspecting users [1,5,14]. This study presents an empirical analysis
of a phishing simulation conducted in a university setting to assess user susceptibility and promote
security awareness. A simulated phishing email was sent to 35 staff members, with 80% opening the
message and 40% clicking the embedded link. Behavioral responses—such as fear of reprimand and
avoidance—indicated cultural and psychological barriers to effective awareness [4,9,18]. In addition to
field experimentation, a technical comparison of open-source phishing tools—GoPhish, King Phisher,
Phishery, and Evilginx2 — was conducted to evaluate their practicality, usability, and deployment
complexity [7,11,13]. Drawing on recent literature in cybersecurity education and behavioral science,
this paper highlights the need for psychologically safe, culturally sensitive, and role-specific training
to reduce long-term phishing risk [3,6,8,12,17]. Our findings support the integration of simulated
phishing campaigns with structured, non-punitive feedback and adaptive educational interventions to
foster more resilient digital behavior.

Keywords: phishing simulation; social engineering; email-based attacks; employee susceptibility;
phishing; cybersecurity awareness; open-source tools; information security training

1. Introduction
Phishing attacks are among the most enduring threats in the cybersecurity landscape, accounting

for a large%age of breaches in both private and public sectors [1,18]. Unlike malware or system-based
exploits, phishing operates through psychological manipulation, deceiving users into revealing cre-
dentials, clicking malicious links, or downloading harmful attachments. The sophistication of modern
phishing campaigns—including AI-generated emails and advanced spoofing techniques—makes them
particularly difficult to detect, even by experienced users [13,15].

While technical controls such as spam filters, browser warnings, and authentication systems
provide baseline defense, they cannot eliminate the human factor. Studies show that users often ignore
security cues under pressure or when influenced by authority or emotional appeals [5,6,9]. Parsons
et al. [5] and Burda et al. [9] highlight that phishing susceptibility is often tied to cognitive overload,
poor training design, or organizational fear culture—where users are afraid to report mistakes.

In this context, awareness programs and phishing simulations have become essential components
of cyberdefense. When conducted correctly, simulations do more than test vulnerability—they act as
learning tools, helping users recognize threat patterns and reinforcing good security habits [3,4,10].
However, simulations can also backfire if they induce shame or punishment, especially in cultures
with hierarchical structures or low digital literacy [17,20].

This paper presents an empirical case study from Ala-Too International University (AIU), where
a phishing simulation was sent to 35 staff members using the GoPhish platform. Alongside the
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behavioral results, we compare four popular open-source tools for phishing training and analyze
how different technical and educational strategies intersect. Drawing from the cybersecurity litera-
ture—including work on social engineering cognition [9], deception-based defenses [12], and machine
learning detection [2,8] — this paper argues for an integrated, human-centered approach to phishing
mitigation that accounts for both technical efficacy and emotional safety.

2. Literature Review
Phishing attacks have evolved from simplistic mass emails to highly targeted, sophisticated

campaigns that exploit both technical loopholes and psychological weaknesses. The literature reveals
a multifaceted challenge that requires both technological innovation and behavioral intervention.

2.1. The Psychological and Behavioral Dimensions of Phishing

Human behavior plays a central role in the susceptibility to phishing. Several studies emphasize
that most successful attacks are not the result of advanced malware, but rather clever manipulation of
user trust, urgency, and authority.

Hong [1] laid the foundation for understanding the psychology of phishing, illustrating how
deceptive email cues influence user decision-making. Based on this, Parsons et al. [5] conducted
scenario-based experiments and found that participants often clicked on phishing links despite having
basic awareness, due to cognitive overload and task-switching errors.

Burda et al. [9] performed a large-scale review of empirical social engineering studies and
identified three major psychological factors behind the susceptibility to phishing: fear of authority,
lack of cybersecurity culture, and emotional urgency. Pfleeger and Caputo [6] argue that cybersecurity
awareness must be reframed using behavioral science principles, with training programs tailored to
actual user behavior rather than theoretical risks.

2.2. The Role of Training and Awareness Programs

Awareness campaigns have become a cornerstone of phishing prevention. Chatchalermpun et al.
[3] and Carroll et al. [18] show that regular training, especially when gamified or role-specific, reduces
click-through rates in simulations by up to 40

However, Carroll et al. [18] highlight that even trained users are susceptible to well-crafted
messages, especially when emotional triggers are used. Jackson [8] suggests integrating training with
real-time behavioral monitoring to personalize interventions. Additionally, Jumalieva [20] argues that
digital literacy and information security must be built into broader public sector transformation strate-
gies in regions like Kyrgyzstan. Modern social-engineering attacks, including advanced phishing, can
be formally modeled using game theory and probabilistic decision trees [21]. In Central Asian univer-
sities, phishing remains the most commonly exploited vulnerability according to local security surveys
[22]. Machine-learning models originally developed for urban resilience monitoring are increasingly
repurposed for real-time phishing detection [23]. Hybrid detection approaches combining permission
analysis with user-behavior profiling show promise for evaluating phishing-training effectiveness [24].
CTF competitions organized for Kyrgyz schoolchildren in 2024 significantly improved participants’
ability to identify phishing attempts [26]. Non-punitive, simulation-based training is particularly
effective in educational settings, where fear of punishment otherwise discourages reporting [25].

Yet, not all training programs succeed. According to Eshetu et al. [17], cultural context, language
barriers, and institutional fear of punishment often reduce participation in simulations.

2.3. Phishing Simulations and User Behavior Studies

Phishing simulations are widely used to test user behavior and deliver “teachable moments.”
Doe et al. [4] and Montañez Rodriguez and Xu [10] present simulation frameworks that record user
interaction with phishing emails to understand patterns.

In the case of Ala-Too International University, a real-world simulation found that 80% of staff
opened a phishing email, and 40% clicked the link. Only 3 participants completed the post-simulation
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survey. These findings echo those in Parsons et al. [5], showing that even low-stakes scenarios trigger
avoidance and fear, especially where organizational cultures are perceived as punitive.

Burda et al. [9] emphasize the need for “psychological safety” in training environments, where
users feel they can make and learn from mistakes without consequence.

2.4. Open-Source Tools for Phishing Simulation

Several open-source tools are available to support phishing simulation: GoPhish is frequently
cited as the most accessible, especially for educational use [7]. King Phisher offers comprehensive
features but has a steep installation curve [11]. Phishery is lightweight and fast, ideal for document-
based payload generation [7]. Evilginx2 is more suited for red-team simulations involving token
interception and 2FA bypass [13]. Gokkaya et al. [7] provide a broader review of security tooling
challenges in open-source environments, including the importance of secure defaults and proper
documentation.

2.5. Summary

Finally, national-level strategies play a role in shaping phishing defense. The Kyrgyz Republic
Cybersecurity Strategy [19] outlines several strategic priorities, including incident response, digital
literacy, and regulatory support. Jumalieva [20] adds that fostering public trust is essential to any
transformation involving user data and government digital services. The literature strongly supports a
multi-layered phishing defense strategy, combining:

• Continuous, behavior-driven training
• Real-world phishing simulations
• Use of open-source tools
• Cultural sensitivity and emotional safety Engagement at the Policy-level and public trust building

3. Methodology
This study used a mixed-methods research design that combined an empirical phishing simulation

with a comparative technical analysis of open-source phishing tools. The goal was to evaluate both
user susceptibility to phishing attacks and the practical utility of simulation platforms for training and
awareness.

3.1. Phishing Simulation Design

To assess phishing awareness in a real-world setting, a simulated phishing campaign was con-
ducted at Ala-Too International University targeting a sample group of 35 staff members, primarily
administrative and academic support staff (guidance counselor). These individuals were selected be-
cause of their frequent interaction with digital communication systems, but relatively limited exposure
to cybersecurity training.

The phishing email was crafted to appear official and credible, styled as an internal memo
concerning "updated organizational guidelines." It included a phishing link leading to a fake login
page hosted via the open-source GoPhish platform. No credentials were collected; instead, the system
recorded whether emails were opened and whether links were clicked.

This method aligns with prior studies that have used realistic phishing simulations to evaluate
user behavior in organizational contexts [4,5,10]. The decision to use GoPhish was based on its ease of
deployment, robust tracking features, and suitability for educational environments [7,11].

3.2. Ethical Considerations and Participant Privacy

Participants were not informed in advance to maintain realism, but debriefing followed shortly
after the campaign. A follow-up survey and informal interviews were conducted to assess emotional
and cognitive reactions. These included questions about whether the participant identified the message
as suspicious, how they reacted, and whether they felt comfortable reporting such messages in the
future.
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This approach was influenced by the work of Burda et al. [9], who emphasize the importance of
understanding user’ emotional responses and the cultural dynamics of shame and fear in reporting
cybersecurity incidents. Similarly, Pfleeger and Caputo [6] stress the need for psychologically safe
environments when conducting behavior-based security research.

3.3. Tool Comparison Approach

In parallel, a technical review of four open-source phishing tools was performed to understand
their potential for scalable, repeatable awareness training. The tools evaluated were:

• GoPhish
• King Phisher
• Phishery
• Evilginx2

Each tool was installed and tested in a virtual lab environment using Ubuntu Linux and Windows
10 systems. The evaluation criteria included the following: primary use, license, latest development
activity (as per 2025), ease of use, template quality, campaign management capabilities, tracking and
reporting granularity, ability to bypass two-factor authentication, scalability, community support, and
most suitable application scenario Table 1.

Table 1. Comparison of Open-Source Phishing Frameworks.

Criterion GoPhish King Phisher Phishery Evilginx2

Primary use Training
campaigns Multi-channel sim Basic Auth harvest 2FA bypass (AiTM)

License MIT BSD-3 MIT BSD-3 (core)

Latest activity
(2025) Active Unmaintained† Low Active + Pro

version

Ease of use Very high Medium Medium Medium–High

Template quality High High Low Medium
(phishlets)

Campaign
management High High None Medium (w/

GoPhish)

Tracking &
reporting High Medium Low High

(tokens/cookies)

2FA/MFA bypass No No No High

Scalability High High Low Medium

Community
support Very strong Limited Minimal Strong + paid Pro

Best for Awareness training Flexible attacks Word doc phishing Advanced
red-teaming

This process was informed by earlier reviews of open-source cybersecurity tools such as Gokkaya
et al. [7] and Rahman et al. [11], who advocate for systematic, usability-focused assessments of
open-source security platforms. Particular attention was paid to usability vs. power trade-offs, as King
Phisher and Evilginx2 are known to offer advanced features but at the cost of installation complexity
and learning curve [13,15].

The comparative results were recorded in structured tables to highlight differences and support
implementation decisions in low-resource environments.

3.4. Data Collection and Analysis

For the phishing simulation:

• Data collected included email open rates, link click-through rates, and survey responses.
• Click and open events were timestamped and anonymized.
• Behavioral observations from informal interviews were coded thematically.
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For the tool comparison:

• Usability and functionality were scored using a 5-point Likert scale.
• Screenshots and logs were used to document performance and bugs.

This mixed-methods design allows for triangulation of findings—linking quantitative metrics
(click rates, usability scores) with qualitative insights (emotional reactions, tool deployment experience).
This follows a framework similar to that proposed by Montañez Rodriguez and Xu [10], who advocate
a cyber kill-chain approach to map social engineering attack stages and defense strategies.

3.5. Limitations

Several limitations are acknowledged:

• The small sample size (35 users) may not be statistically generalizable.
• Self-report bias could affect the accuracy of the survey responses.
• Tool evaluations were subjective, although multiple testers were involved to reduce individual

bias.

Nevertheless, the study offers valuable insights into real-world user behavior and tool viability,
especially in contexts where technical capacity is limited, and organizational cybersecurity culture is
still maturing [17,20].

4. Case Insight: Phishing Awareness Exercise at Ala-Too International University
To better understand how staff respond to real phishing threats, a phishing simulation was

conducted at Ala-Too International University in Bishkek. This case provides practical insight into
user behavior, emotional reactions, and institutional readiness to handle social engineering risks. The
simulation was not only a means of testing security awareness but also a way to assess deeper cultural
and psychological dynamics that influence digital risk response.

A total of 35 staff members (primarily methodists and administrative support staff) were selected
to participate without prior notice. The phishing email was crafted to look like an official internal
message requesting recipients to review "urgent updated guidelines" from university leadership. It
included a link to a spoofed login page, hosted using the open-source platform GoPhish.

The results of the simulation were concerning but illuminating:

• 80% of recipients opened the email, indicating low initial suspicion.
• 40% clicked the phishing link, demonstrating significant vulnerability to deception.

Only 3 out of 35 participants completed a follow-up survey voluntarily. These findings echo
those of Doe et al. [4], who observed similarly high engagement with phishing content in academic
institutions and emphasized the persistent lack of training despite frequent digital communication.
Parsons et al. [5] also note that users often default to trusting internal-looking emails, especially when
they carry a sense of urgency or come from perceived authority figures.

Following the campaign, several staff members were approached individually for informal
debriefings. Surprisingly, many displayed discomfort, anxiety, and even defensiveness upon learning
the email had been a test. A few outright denied receiving the email or claimed they hadn’t interacted
with it—despite the logged data showing otherwise. Some expressed fear that the results might affect
their job security or reputation.

This emotional response reveals more than a lack of technical awareness—it reflects organizational
culture. Burda et al. [9] found that in environments where authority is strict and transparency is low,
users are more likely to hide mistakes or avoid participation in security-related activities. Similarly,
Pfleeger and Caputo [6] emphasize that employees will not engage openly with cybersecurity programs
if they feel they are being judged or punished.

Fear-based responses severely limit the effectiveness of phishing awareness campaigns. Instead
of opening a dialogue or learning opportunity, the simulation risked reinforcing silence and shame.
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Carroll et al. [18] highlight that simulations should be used to educate without blame, or they risk
losing the trust of participants.

The outcome also reflects broader cultural and institutional norms in educational environments
within Central Asia. Jumalieva [20] points out that digital transformation in public and educational
institutions in Kyrgyzstan often faces resistance due to generational divides, low digital literacy, and
unclear data privacy norms. In such environments, users may be reluctant to question emails or speak
up—even when something feels suspicious.

Moreover, Eshetu et al. [17] found in a similar university setting that fear of being wrong is a
bigger obstacle than lack of knowledge. This implies that even basic training programs may fail if they
do not address trust, transparency, and emotional safety.

The AIU simulation provided critical insight into both the technical vulnerability and the human
factors involved in social engineering risks. Based on the results and observed behavior, the following
recommendations were made:

• Offer short, repeatable training sessions (15–20 minutes) focused on specific types of attacks and
how to respond without judgment.

• Create a clearly communicated non-punitive policy for reporting suspicious emails or falling
victim to phishing—this is key to building trust [6,9].

• Use visual awareness tools like posters, infographics, and checklists (e.g., “Think Before You
Click”) displayed in staff rooms and offices.

• Introduce monthly micro-quizzes or simulated challenges to build habit strength and reinforce
learning over time [3,10,18].

• Establish leadership participation in awareness efforts to demonstrate top-down support, as
recommended by Chatchalermpun et al. [3].

By grounding future phishing training in empathy, behavioral science, and consistent reinforce-
ment, the university can shift from a reactive to a proactive posture. The key takeaway from this case
is that human trust is as critical as technical defense, and security programs must prioritize culture as
much as code.

5. Comparative Review of Open-Source Phishing Simulation Tools
To assist with practical deployment, a comparative review of widely used open-source phishing

tools was conducted. The tools were evaluated based on usability, features, and educational value.
GoPhish was found to be the most practical tool for education and awareness due to its intuitive

interface and rich documentation. Phishery provides a fast way to create phishing documents, though
it lacks automation or email sending capabilities. Evilginx2 offers powerful MITM-based capabilities
but is challenging for novice users. King Phisher supports full tracking and credential capture but has
high installation requirements.

6. Conclusions
Phishing remains a persistent and evolving threat in cybersecurity, not because of technical

complexity, but due to its psychological and social nature. This study, grounded in both field ex-
perimentation and literature review, demonstrates that defending against phishing attacks requires
more than filters, firewalls, or sophisticated software—it requires understanding human behavior,
institutional culture, and the emotional context of digital decision-making.

The phishing simulation conducted at Ala-Too International University revealed a high level
of vulnerability among non-technical staff: 80% of recipients opened the phishing email and 40%
clicked on the malicious link. These results are consistent with prior findings that even well-educated
professionals are susceptible to phishing when messages appear urgent or authoritative [5,18]. More
critically, participants’ emotional reactions—including fear, avoidance, and denial—highlight deeper
institutional challenges. As Burda et al. [9] and Pfleeger and Caputo [6] argue, training alone is
ineffective if it is delivered in environments where users feel judged or unsafe.
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From a tool implementation perspective, the comparative review of open-source phishing plat-
forms such as GoPhish, King Phisher, Phishery, and Evilginx2 reinforces that usability and accessibility
are just as important as feature richness. While tools like Evilginx2 offer advanced capabilities for
credential harvesting and reverse proxy attacks, they are not practical for educational institutions
without strong technical support. On the other hand, tools like GoPhish offer an ideal balance of
functionality and simplicity, especially for repeated awareness simulations [7,11,13].

This paper also emphasizes the need for a multi-layered approach to phishing defense. Based
on the literature reviewed, effective mitigation combines technical tools, behavioral training, policy
support, and a shift in organizational culture [1,3,4,9,17]. For instance, Chatchalermpun et al. [3] and
Jackson [8] both recommend regular, scenario-based simulations, but they caution that engagement
levels will remain low unless users feel emotionally safe and culturally supported.

Furthermore, emerging threats from AI-generated phishing attacks are poised to increase the
complexity of detection. Studies by Eze and Shamir [13] and Schmitt and Flechais [15] suggest that
phishing emails can now be personalized using AI to bypass both user awareness and technical filters.
This growing sophistication means that future defense strategies must go beyond education and
embrace adaptive, AI-aware defense mechanisms, potentially combining deception technologies and
real-time behavioral analytics [12,16]. The findings of this study call for immediate and long-term
action at multiple levels:

• Educational institutions should implement non-punitive, role-specific training supported by
leadership.

• Organizations should integrate open-source tools that balance functionality with ease of use.
• Policy makers should promote digital literacy and develop supportive cybersecurity frameworks

like those found in the Kyrgyz Republic’s national strategy [19,20].

In conclusion, phishing resilience is not achieved solely through technology or policy, but through
empathy, education, and empowerment. Cultivating a security-aware culture—where users are
confident, informed, and unafraid to ask questions—is one of the most powerful defenses against
social engineering in the digital age.
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