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Abstract

While data scarcity is often cited as a major challenge in machine learning, the opposite prob-
lem—having too much data or an unlimited stream of incoming data—is equally relevant. In such
cases, a key question arises: which examples are the most useful for training a model while avoiding
excessive computational cost? This work addresses the problem by proposing a strategy to automati-
cally select useful examples while preserving model effectiveness and training efficiency. We propose
and evaluate a new strategy—Adding Only Errors (AOE)—to avoid using the full training set for
classifier training. Our results show that when the training-validation split is properly sampled, the
size of the training set can be reduced by more than three orders of magnitude without compromising
performance. Although this reduction may initially incur higher computational costs, in real-world
scenarios involving continuous streams of labeled data requiring frequent model retraining, AOE
amortizes this cost by significantly decreasing dataset size.

Keywords: data subset selection; NSL-KDD dataset; cybersecurity; machine learning; small data;
Network Intrusion Detection Systems

1. Introduction
In production networks, traffic behavior generally shows limited variability over time [1]. This

relative stability is mainly due to the structured and predictable nature of the services that operate in
such environments [2,3]. Widely adopted communication protocols, such as TCP/IP, HTTP, and DNS,
evolve slowly, which contributes to consistent and recognizable patterns in network flows [4].

User interactions with the network are mainly determined by enterprise applications, operating
systems, and platforms [5]. Although these systems receive periodic updates, they typically maintain
backward compatibility and core functionality. As a result, these updates introduce incremental
changes rather than disruptive modifications, allowing traffic patterns to remain relatively stable for
long periods [6,7].

Technological migration within production networks—such as infrastructure replacement, adop-
tion of new protocols, or deploying entirely different architectures—occurs infrequently and requires
careful planning [8,9]. The high costs, operational risks, and the need for stability in these environments
encourage promoting and predictable changes rather than abrupt shifts [10,11].

This stability in normal network traffic is analogous to the signal captured by a fixed security
camera focused on a hallway or entrance with minimal activity. In such conditions, the image remains
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nearly identical over time, apart from minor variations in lighting or background elements [12].
Similarly, in operational networks, normal traffic exhibits consistent patterns influenced by stable
protocols, predictable usage routines, and incremental software changes [13,14].

This structural persistence creates an opportunity for efficient model updating in intrusion
detection systems (IDS). In this way, the proposed Adding Only Errors (AOE) strategy capitalizes on
this stability by focusing exclusively on misclassified samples—analogous to “movements” in a static
image. These misclassifications provide informative deviations from baseline behavior, providing
significant value for model learning. By retraining exclusively on these errors, AOE drastically reduces
the amount of training data while maintaining, or even improving, detection performance. This
reduction directly translates into faster retraining cycles and lower computational costs, making AOE
an attractive approach to maintaining IDS performance in stable production environments. The
strategy design considers that a high percentage of network events detected are positives and only a
small percentage of classification errors need to be updated.

The remainder of this paper is organized as follows. Section 2 reviews relevant work in instance
selection and its application to intrusion detection systems. Section 3 describes the proposed Adding
Only Errors (AOE) strategy in detail, including its design rationale and implementation. Section 4
presents the datasets, data splits, classifiers, and evaluation protocols used in our experiments. We
also report and discuss the experimental results by highlighting the comparative performance of
AOE against baseline strategies. Finally, Section 5 summarizes the main findings, provides practical
recommendations for applying AOE in real-world scenarios, and outlines directions for future research.

2. Related Work
In this section, we review related work on Network Intrusion Detection Systems (NIDS), as well

as research focused on selecting training examples efficiently. We then highlight how our proposed
approach, AOE, differs from these existing methods.

2.1. Datasets for Network Intrusion Detection

Network intrusion detection research has long relied on public datasets, such as KDDCUP99
[15,16] and its cleaned derivative NSL-KDD [16–18]. As the shortcomings of these datasets became
evident (e.g. redundancy and outdated attack profiles), newer corpora were introduced to better reflect
modern traffic and threats, including UNSW-NB15 [19,20], CIC-IDS2017 [21], UGR’16 [22], CTU-13
[23], and Bot-IoT [24]. Technically, the field spans classical Machine Learning (ML) algorithms such as
Decision Trees, Random Forests, Boosted Trees, to deep architectures like Autoencoders and Recurrent
Models. Notable examples include online autoencoder ensembles [25] and Long Short-Term Memory
(LSTM)-based IDS variants [26,27]. Reviews in this area consistently highlight important factors that
affect performance, including class imbalance, distribution shifts between training and validation
datasets, and issues related to data quality [28,29].

Compared to prior IDS work, our Adding Only Errors (AOE) strategy addresses two persistent
pain points simultaneously: (i) it operates under both matched and mismatched train–validation
distributions (as found across NSL-KDD splits and in real deployments), and (ii) it reduces training set
size by orders of magnitude without degrading (and sometimes improving) macro-F1—particularly
with tabular SOTA baselines like Random Forest, CatBoost, XGBoost, and TabPFN [30–33]. Unlike
much of the IDS literature that assumes full-data training and focuses on new model families, AOE
is orthogonal: it is a data-efficiency procedure that can wrap standard classifiers while remaining
effective under distribution shift.

2.2. Selecting Training Examples Efficiently

On the other hand, a significant amount of research focuses on training models with fewer
or higher-quality examples. Classical instance selection dates back to condensed and edited nearest
neighbors [34–36]. For imbalance, Synthetic Minority Over-Sampling Technique (SMOTE) and its
variants are pervasive [37]. More recently, data subset selection and coresets provide principled reductions
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with guarantees or strong heuristics via submodularity, gradient matching, or bilevel objectives [38–41].
In parallel, active learning aims to query the most informative unlabeled points [42], while dataset
distillation/condensation synthesizes tiny sets that approximate full-data training [43–47]. Surveys
continue to chart this rapidly evolving area [48].

AOE differs from these lines in two ways. First, it is error-driven on the validation stream: examples
are added only when currently misclassified, creating a compact, automatically curated set that points
out the blind spots of the model under the operative distribution. Second, AOE preserves real instances
(no synthesis), avoiding fidelity concerns from distillation/condensation while requiring no expensive
bilevel optimization or submodular surrogates [39,40]. Empirically, AOE achieves comparable or
superior macro-F1 to full-data training at a fraction of the size and competes strongly with naive
random subsampling across standard tabular classifiers [30–33].

3. Methods and Materials
In this section, we formally define the problem along with its conditions. We then present the

proposed solution and provide a detailed description of the dataset used to evaluate its effectiveness
in the experiments section.

3.1. Problem Statement

In many supervised machine learning applications, training models on large or unlimited labeled
datasets can be computationally expensive and resource-intensive. However, not all examples are
equally informative to achieve satisfactory model performance. For this reason, there is a need to
develop methods that reduce the size of the training set by automatically selecting representative
examples, without significantly compromising performance or increasing computational cost. What
follows is a mathematical formalization of this problem.

Let D = {(xi, yi)}N
i=1 be a labeled dataset, where xi ∈ X and yi ∈ Y . Consider a dataset where

N is finite that comes from a static dataset, or taking a relatively large batch from a data stream. The
objective is to find a selection strategy Ss : D → D′ ⊆ D, such that:

1. |D′| ≪ |D|, i.e., the size of the selected subset is significantly smaller;
2. The performance of a model f trained on D′, denoted P( fD′), satisfies:

P( fD′) ≈ P( fD)

where P(·) is a task-specific performance metric (e.g., accuracy, F1-score);
3. The total computational cost C( fD′) remains within acceptable bounds, i.e.,

C( fD′) ≲ C( fD)

to ensure that the method does not significantly increase training time.

The goal is to design a selection strategy Ss that reduces the dataset size without significantly
compromising predictive performance and computational efficiency. We hypothesize that data streams
in network security tasks contain redundant instances, which can be automatically removed without
requiring human intervention.

3.2. Proposal: Add Only Errors Selection Strategy

The Algorithm 1 presents a data selection strategy designed to iteratively construct a compact
and informative training set by including only those examples that the classifier misclassifies during
training. This method, referred to as Add Only Errors (AOE), aims to reduce dataset redundancy
while preserving performance.

We assume that we know the classes in advance, and they are fixed throughout the model’s life.
Then, the process begins by shuffling the original training data and extracting one representative
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sample per unique class to initialize the training subset (x, y). A classifier clf is then trained on this
minimal set. The above can be easily adapted in the case of a data stream.

The core of the algorithm is an iterative loop that runs for a fixed number of epochs nAOE. In each
epoch, the entire training set is shuffled and processed in batches of size bAOE. For each batch:

• The classifier predicts labels for the current batch of samples.
• Misclassified instances are identified by comparing the predicted labels ŷ with the ground truth

labels dy.
• Only the misclassified samples are added to the current training set (x, y).
• The classifier is then retrained on the updated dataset.

This incremental retraining ensures that the model continuously focuses on hard-to-classify
examples, which are assumed to be the most informative and valuable for training. Samples of
events that share characteristics or behaviors with other classes for the NIDS case. By discarding
correctly classified (and potentially redundant) samples, AOE promotes a more compact dataset
without requiring manual supervision.

At the end of training, the algorithm returns the reduced training dataset (x, y) and the final
trained classifier.

Algorithm 1 AOE: Selection strategy based on adding only errors

Require: Training data Xtrain, labels Ytrain, batch size bAOE, number of epochs nAOE, classifier clf
Ensure: Updated training data x, y, and trained classifier clf

1: Shuffle Xtrain, Ytrain
2: Extract one sample per unique class and initialize x, y
3: Train clf on x, y
4: for epoch← 1 to nAOE do
5: Shuffle Xtrain, Ytrain
6: for i← 0 to |Xtrain| step bAOE do
7: Next batch dx, dy← Xtrain[i : i + bAOE], Ytrain[i : i + bAOE]
8: Predict ŷ← clf.predict(dx)
9: Identify misclassified samples: E← ŷ ̸= dy

10: Append errors to training set: x ← x ∪ dx[E], y← y ∪ dy[E]
11: Retrain clf on updated x, y
12: end for
13: end for
14: return x, y, clf

RSS – Random Selection Strategy

The Algorithm 2 defines a baseline strategy referred to as Random Selection Strategy (RSS).
Unlike AOE, which incrementally builds the training set based on model errors, RSS selects a fixed-size
subset of the original training data uniformly at random.

Given a labeled training dataset (Xtrain, Ytrain), the algorithm 2 randomly selects s unique indices
without replacement in order to create a reduced training subset (x, y). This sampling process ensures
that all examples have an equal probability of being chosen, regardless of their informativeness or
difficulty.

The classifier clf is then trained once on the selected subset. Since no iterative refinement is
involved, RSS is straightforward to implement and computationally efficient, making it a valuable
baseline for evaluating the effectiveness of more sophisticated selection strategies, such as AOE.

At the end of the process, the algorithm returns the selected data and the trained classifier.
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Algorithm 2 RSS: Selection based on random selection strategy

Require: Training data Xtrain, labels Ytrain, selection size sRSS, classifier clf
Ensure: Selected training data x, y, and trained classifier clf

1: Select sRSS random indices without replacement: I ← random.sample(0 . . . |Xtrain| − 1, sRSS)
2: Extract subset: x ← Xtrain[I], y← Ytrain[I]
3: Train clf on x, y
4: return x, y, clf

In contrast to AOE, which automatically expands the training set based on prediction errors across
multiple epochs, RSS uses a one-time random sampling approach. Consequently, RSS does not adjust
to the learning process of the classifier, and it can be used as a control mechanism to evaluate whether
error-driven selection strategies result in more informative training subsets.

3.3. Datasets

This section is divided into three subsections to present a clear overview of the dataset used to
evaluate our proposal. First, we describe the origin and structure of the original KDDCUP99 dataset,
along with its limitations. Next, we show the improvements included in the NSL-KDD revision, which
categorizes the attack types and their distribution across training and validation subsets. Lastly, we
detail the preprocessing steps applied to the dataset to ensure its suitability for machine learning
models.

3.3.1. KDDCUP99 Dataset

The original KDDCUP99 dataset was developed in 1998 by MIT Lincoln Laboratory and consists
of a wide range of simulated cyberattacks against a U.S. Air Force Local Area Network (LAN). The
dataset contains nine weeks of TCP dump data. The training subset corresponds to seven weeks
of data and corresponds to approximately 5 million connection records, while the validation subset
contains two weeks of traffic, comprising approximately 2 million records. Each connection represents
a flow of packets (approximately 100 TCP bytes) between a source IP and destination IP, defined by a
start and end time, protocol, and other connection metadata. These are labeled as either normal or as a
specific attack type [15,16].

3.3.2. NSL-KDD Dataset

The NSL-KDD dataset is a revised and improved version of the original KDDCUP99 dataset
[16–18]. It has been widely used in research focused on Network Intrusion Detection Systems (NIDS).
However, much of the literature emphasizes classification models [49–52], feature selection [53–56],
and preprocessing algorithms for dimensionality reduction [57–59], among others—leaving the quality
and structure of the dataset itself as a secondary concern. The NSL-KDD addresses several issues in
the original KDDCUP99 dataset:

• No redundant records in the training subset.
• No redundant records in the validation subset.
• Selection of representative records for each class to improve evaluation accuracy.
• A reasonable dataset size that enables full-set experimentation without random sampling.

The dataset includes 41 features per instance and a label. These features are divided into:

• Basic features: Attributes extracted directly from the TCP/IP connection.
• Traffic features: Attributes extracted over a time window and divided into:

– Same host: Connections in the last 2 seconds to the same host, capturing protocol behavior,
service use, and connection frequency.

– Same service: Connections in the last 2 seconds with the same service as the current one.

• Content features: Attributes within the payload, such as failed login attempts or command
execution attempts—indicators of potential account or system compromise.
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• Labels: grouped into five general categories (see Table 1):

– Normal: Benign network activity.
– Denial of Service (DoS): Attacks that flood network services with requests, making them

unavailable.
– Probe: Attacks that scan for information about the network (e.g., port scans or vulnerability

probes).
– Remote to Local (R2L): Attacks where an external entity attempts to gain local access on a

networked machine.
– User to Root (U2R): Attacks that escalate privileges from a local user account to administra-

tive (root) access.

Table 1. Attack label per class.

Class Label

Normal Normal or No Attack

DoS neptune; back; land; pod; smurf; teardrop; mailbomb; apache2; processtable; udpstorm
and worm

Probe ipsweep; nmap; portsweep; satan; mscan and saint

R2L ftp write; guess passwd; imap; multihop; phf; spy; warezclient; warezmaster; sendmail;
named; snmpgetattack; snmpguess; xlock; xsnoop and httptunnel

U2R buffer overflow; loadmodule; perl; rootkit; ps; sqlattack and xterm

Class Imbalance.

The NSL-KDD dataset remains highly imbalanced (see Table 2). The majority of samples belong to
the Normal, DoS, and Probe classes, which together represent more than 90% of the dataset. Meanwhile,
R2L and U2R attacks account for less than 10%. Moreover, the complete validation subset includes 14
additional attack types not seen during training and originates from a different probability distribution
find to emulate a real-world setting.

Table 2. NSL-KDD sample distribution per class.

Dataset Normal DoS Probe R2L U2R Total

Training 67,343 45,927 11,656 995 52 125,973
Validation 9,711 7,460 2,421 2,885 67 22,544

Feature Representation.

Although each instance has 41 raw features, three of them—protocol_type, service, and
flag—are categorical, with 3, 70, and 11 unique values, respectively. These are encoded using one-hot
encoding, which increases the dimensionality to 122 features per instance. This representation has
been widely adopted in previous works [60–62].

3.3.3. Dataset Preprocessing

To ensure better model performance, preprocessing of the NSL-KDD dataset includes the follow-
ing:

• One-hot encoding: Categorical features such as protocol_type, service, and flag are trans-
formed into binary vectors. For example, protocol_type with values tcp, udp, and icmp becomes
[1,0,0], [0,1,0], and [0,0,1], respectively.

• Normalization: Numerical features are normalized using Min-Max scaling to ensure all values
fall within the same range, avoiding dominance of features with larger scales during model
training.
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4. Experimental Results and Discussion
This section presents a detailed evaluation of the proposed Adding Only Errors (AOE) strategy,

comparing its performance against the Random Selection Strategy (RSS) and the conventional approach
of training with the full dataset. The experiments are designed to assess the effectiveness of these
strategies under different data split conditions, classifier architectures, and parameter configurations.

We first describe the dataset splits used and justify their relevance to real-world machine learning
scenarios. Then, we report the results of two main experiments: one restricted to a single epoch to
avoid duplicate selections, and another allowing multiple epochs to examine long-term behavior. For
each experiment, we analyze the impact of batch size, training time, dataset size reduction, and the
absolute and relative performance in f 1-macro score across classifiers. Finally, we discuss key patterns
and implications derived from these results.

4.1. Datasets Splits

We perform an experimental evaluation of the selection strategies on two different splits of
the same dataset, NSL-KDD. These two types of splits represent common situations in real-world
applications. During model development, it is typical to generate the validation set by sampling from
a static version of training data, which ensures matching distributions. However, once deployed,
models often encounter new, labeled data whose distribution may differ significantly from the original
training set. Therefore, evaluating the selection strategies in both settings provides a more robust
understanding of their capabilities.

The Original splits, provided by the authors of the NSL-KDD dataset, represent a scenario where
the validation set is not a representative sample of the training set distribution. In addition, we
construct our own Resampled splits to ensure representativeness. Specifically, we merge the original
training and validation sets, shuffle the combined data, and then divide it again into new training
and validation subsets. This ensures that the validation set is a representative sample of the same
distribution as the training set. Figure 1 illustrates the distribution of samples per class for both the
Original and the Resampled splits of the NSL-KDD dataset. Table 3 presents a quantitative comparison
in terms of class-wise validation-to-training ratios and feature distribution statistics.

Figure 1. Class distribution for the Original (left) and Resampled (right) splits of the NSL-KDD dataset. The
Original splits exhibit unequal train-validation proportions. In contrast, the Resampled splits were constructed to
ensure that the validation set is a representative sample of the training distribution.

It is evident that the Original splits exhibit significantly unbalanced ratios across classes (e.g.,
2.8995 for class 3 versus 0.1442 for class 0), suggesting that the validation set is not proportionally
representative of the training set. In contrast, the Resampled splits yield much more uniform class
ratios, around 0.17. This uniformity ensures that the validation set maintains a similar class distribution
to the training set.
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Additionally, the mean and standard deviation of the feature vectors in the training and validation
subsets are more closely aligned in the Resampled splits (0.0662± 0.2404 vs. 0.0663± 0.2406), compared
to the Original splits, where there is a more noticeable discrepancy (0.0660± 0.2401 vs. 0.0674± 0.2425).

These two observations support the claim that the Resampled splits yield a validation set with
a probability distribution that more closely matches that of the training set. In contrast, the Original
splits present a validation set with a distribution that significantly deviates from the corresponding
training data.

Table 3. Comparison between Original and Resampled splits for class balance and feature distributions.

Stats Original splits Resampled splits

Nval/Ntrain class 0 0.1442 0.1759
Nval/Ntrain class 1 0.1624 0.1782
Nval/Ntrain class 2 0.2077 0.1745
Nval/Ntrain class 3 2.8995 0.1719
Nval/Ntrain class 4 1.2885 0.1900

Xtrain(mean)±Xtrain(std) 0.0660 ± 0.2401 0.0662 ± 0.2404
Xval(mean)±Xval(std) 0.0674 ± 0.2425 0.0663 ± 0.2406

This table shows the relative validation/training ratio per class, as well as the statistical similarity (mean ± std) of training and
validation sets before and after resampling.

4.2. Experiment 1: Only One Epoch
4.2.1. Experimental Setup

To evaluate the effectiveness of the proposed AOE strategy, we conducted experiments varying
several key factors. The training strategies considered were: the proposed Adding Only Errors (AOE)
strategy, the Random Selection Strategy (RSS), and the full-training dataset strategy. Furthermore,
to ensure a fair comparison, the size of the random subset selected for RSS was matched to the final
subset size produced by AOE in each run.

As we have said, we evaluated each strategy on two different data splits: the original NSL-
KDD split and a resampled version designed to match the training and validation distributions. The
classifiers used in the experiments included six common machine learning models: Decision Tree [63],
Support Vector Machine (SVM) [64], Random Forest [65], XGBoost [66], CatBoost [67], and TabPFN [68].
All models were trained using their default hyperparameters, with no hyperparameter optimization.

For the AOE strategy, we tested multiple values for the batch size bAOE ∈ {100, 1000, 10000, 100000, 1000000},
and fixed the number of epochs nAOE = 1. This is to avoid including duplicated examples in the
reduced dataset (x, y) in this first set of experiments. Each experiment was repeated using 100 different
random seeds to ensure statistical robustness. For the TabPFN classifier, which has specific compu-
tational requirements, only batch sizes bAOE ∈ {100, 1000, 10000} were used, and all experiments
involving TabPFN were executed using a GPU.

4.2.2. Performance Comparison Across Selection Strategies and Models

Since the most common strategy is to train with all available examples in the training set, we
present the f 1-macro results obtained by AOE and RSS in comparison with the f 1-macro achieved
when training with the full dataset, as follows: f 1di f f = f 1 f ull − f 1RSS/AOE. This implies that if
f 1di f f is positive, the sampling strategy performed better than training with all examples, whereas
if it is negative, it performed worse. Figure 2 presents these performance differences across various
classifiers when using different example selection strategies in the original and resampled splits of the
NSL-KDD dataset. The abscissa of each plot corresponds to the size of the reduced dataset resulting
from applying the RSS and AOE strategies. The black dashed vertical line indicates the total number
of training examples in the full dataset, while the black dashed horizontal line marks the f 1-macro
score obtained by training with the full dataset (serving as a performance reference).
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As we could expect, we observe that as the number of training examples increases in the reduced
dataset (x, y), both RSS strategies (green and red lines) gradually approach the performance of the full
dataset. This trend is more pronounced in the resampled split (red) across all the classifiers. Comparing
the AOE (blue and orange lines) and RSS strategies, AOE consistently outperforms or matches RSS
across most classifiers, regardless of whether the original or resampled split is used. The only exception
is the decision tree classifier, where RSS performs slightly better in the original split. Notably, our AOE
method can achieve higher f 1-scores than training with all examples when using the Random Forest
and TabPFN classifiers, while reducing the training set size by several orders of magnitude. These
results suggest that AOE is generally a more effective strategy for training with reduced datasets,
offering strong generalization performance even with significantly fewer examples.

Figure 2. Performance comparison across classifiers using two selection strategies (AOE and RSS) on both original
and resampled splits of the NSL-KDD dataset. The y-axis shows the difference in macro f 1 score relative to the
baseline obtained when training on the full dataset, marked by the horizontal black dashed line at 0. The x-axis
indicates the number of training samples (log scale), with the vertical black dashed line showing the total number
of samples in the full training set. As the number of samples increases, the performance of RSS (green and red
lines) approaches the full-data baseline, particularly in the resampled split (red). AOE (blue and orange lines)
consistently outperforms or matches RSS in most classifiers and across both splits, with the exception of the
decision tree model.

4.2.3. Impact of Batch Size on the Number of Selected Examples

Figure 3 shows how the number of selected training examples in the resulting dataset from the
AOE strategy varies as a function of the batch size. Each curve corresponds to a different classifier,
evaluated on both the original (left) and resampled (right) splits of the NSL-KDD dataset.

The parameter batch size plays a key role in controlling the final number of selected examples.
Interestingly, the final reduced dataset size is generally smaller than the batch size itself across most
classifiers, indicating that AOE often finds few misclassifications in each batch. There are two saturation
regions at low values and high values of batch size. As we approach small batch size values, for
example, 100 examples, the resulting reductions become smaller. In other words, setting a batch size of
10 will not necessarily yield a final set of 10 examples; instead, it will likely contain a few hundred
examples. At high values, saturation appears because we are using all the examples in the training set.

Regardless of the split type, classifiers such as Random Forest, TabPFN, and CatBoost consistently
result in smaller reduced datasets, indicating that they are more efficient in terms of instance selection
with AOE. In contrast, classifiers like SVM and Decision Trees retain larger subsets, suggesting a more
conservative filtering behavior.
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Overall, this analysis highlights the effect of batch size on reduction dynamics and shows that
model architecture plays a significant role in determining how many training examples are retained
during AOE.

Figure 3. Number of examples selected by the AOE strategy as a function of the batch size, across different
classifiers and for both the original (left) and resampled (right) data splits. In general, the final number of selected
examples is smaller than the batch size, indicating early convergence of the AOE process. Random Forest, TabPFN,
and CatBoost tend to generate smaller reduced datasets, while SVM and Decision Tree models yield larger ones.

4.2.4. Training Time Comparison Between AOE and RSS

Figure 4 shows the total training time ratios for AOE and RSS strategies across six classifiers and
varying batch sizes. The training time is normalized with respect to the time taken to train a model
using the full dataset. The horizontal dashed line at 1 represents this baseline; values above 1 indicate
longer training times, while values below 1 represent faster training compared to the full-data training
strategy.

As expected, the RSS consistently results in fractional training times across all batch sizes and
classifiers. This is because RSS uses only a single subset of the training data and requires only one
training iteration. In contrast, AOE generally incurs higher training times—particularly at smaller
batch sizes—due to its iterative nature and repeated retraining of the model as new informative
samples are added.

This effect is especially pronounced in classifiers such as Random Forest, XGBoost, CatBoost, and
TabPFN, where the training time increases steeply as batch size decreases. However, we observe that
for a batch size more than 103, AOE achieves training times that are comparable to full training (time
ratio close to 1), making it a practical choice when balancing efficiency and performance.

Importantly, Random Forest stands out as a favorable option: it provides competitive performance
with significantly reduced training set sizes while incurring only moderate increases in training time
under AOE. In some configurations, it even achieves better performance than training with the full
dataset.
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Figure 4. Training time ratio for different classifiers using AOE and RSS selection strategies across various batch
sizes. The training time is normalized relative to the time required to train each model on the full dataset, indicated
by the horizontal black dashed line at ratio 1.

4.2.5. Absolute Performance of AOE Across Splits and Classifiers

Figure 5 shows the absolute f 1-macro scores obtained by each classifier using the AOE strategy,
plotted against the mean size of the reduced training dataset. The blue and green dotted horizontal
lines represent the f 1-macro scores achieved by training each classifier on the full training dataset for
the resampled and original splits, respectively.

The results reveal a clear difference between the two types of splits. When the validation set is
well sampled—i.e., in the resampled split—performance remains remarkably high even when the
training dataset is reduced by more than three orders of magnitude. In several cases, classifiers achieve
performance close to that of the full dataset while using only a few hundred or thousand training
examples.

In contrast, under the original split (where the validation set is not a representative sample of
the training distribution), most classifiers experience a noticeable drop in performance, typically of at
least 0.1 in f 1-score. This illustrates the importance of using validation sets that reflect the training
distribution. Fortunately, in practical settings, validation sets can always be resampled from the
training distribution to ensure representativeness.

An additional observation in the resampled split is that increasing the number of selected samples
through AOE can lead to slightly lower performance, due to increased sensitivity to random seed
initialization. This effect emphasizes the benefit of selecting only the most informative examples rather
than larger subsets.
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Figure 5. Absolute f 1-macro performance of classifiers trained with the AOE strategy, as a function of the reduced
dataset size. Each point corresponds to the average f 1-score obtained with AOE, using a different batch size.
The dashed green line represents the full-data performance under the original split, while the dashed blue line
represents the same for the resampled split. When the split is well sampled (resampled), models retain high
performance even with significantly fewer examples.

4.3. Experiment 2: More Epochs
4.3.1. Experimental Setup

This second set of experiments focuses exclusively on evaluating the AOE strategy under more
epochs than 1. The experiments were conducted across two different data splits: the original and the
resampled versions of the NSL-KDD dataset. The classifiers included in this evaluation are Random
Forest, XGBoost, and TabPFN because they showed better performance in the previous experiment.

All models were trained using default hyperparameters, without any hyperparameter optimiza-
tion. For AOE, we fixed the batch size at 1000 and trained for 20 epochs. To ensure statistical robustness
and account for variability due to random initialization, each experiment was repeated using 100
different random seeds. In the special case of TabPFN, the number of epochs was limited to 5, and all
experiments involving this model were executed using a GPU.

4.3.2. Iteration Dynamics of Added Samples

Figure 6 illustrates the evolution of the number of added samples (first and third columns) and
the corresponding f 1-macro score (second and fourth columns) across iterations of the AOE method.
The first two columns correspond to the original split, while the last two correspond to the resampled
split. Each row represents a different classifier: Random Forest, XGBoost, and TabPFN. Approximately
every 126 iterations correspond to one epoch. The blue line represents the mean across 100 random
seeds, and the shaded blue region denotes the 5th to 95th percentile range.

In general, fewer than one epoch is required before the average number of added samples per
iteration approaches zero. This indicates that the models quickly learn to avoid misclassifications,
meaning that few new informative examples are identified after the initial iterations.

Two distinct behaviors emerge depending on the split type. For the Original splits, the maximum
mean f 1-score is reached at the very beginning of the iterations. This suggests that the most critical
examples for correctly classifying the validation set are encountered and added early in training.
However, adding more samples afterward can harm validation performance, as the validation set
is not a representative subset of the training distribution. This effect is particularly evident for
TabPFN, where additional samples lead to a noticeable performance decline. For the Resampled splits,
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the maximum mean f 1-score is reached asymptotically as the iterations progress. This behavior is
consistent with the fact that the validation set in this split is drawn to faithfully represent the training
distribution, meaning that it takes more iterations to encounter and learn from the rarest but relevant
examples.

Figure 6. Evolution of the number of added samples (first and third columns) and f 1-macro score (second and
fourth columns) over AOE iterations for three classifiers: Random Forest, XGBoost, and TabPFN. The first two
columns correspond to the Original splits, while the last two correspond to the Resampled splits. The blue line
shows the mean over 100 random seeds, and the shaded blue region represents the 5th to 95th percentile range.
Approximately 126 iterations correspond to one epoch.

4.3.3. Duplicate Samples in AOE-Generated Training Sets

Since AOE training may span more than one epoch, it is possible for duplicate examples to be
added to the reduced training set. To assess this effect, we measured the proportion of duplicates in
the final reduced dataset for each classifier, averaged over 100 independent runs with different random
seeds.

As shown in Table 4, only XGBoost produced any duplicate samples, with an average proportion
of just 0.005% of the dataset size. In contrast, both Random Forest and TabPFN generated no duplicates
across all runs. This indicates that, in practice, AOE is highly effective at avoiding redundant sample
inclusion, and even in the sole case where duplicates occur, their impact is negligible.

Table 4. Proportion of duplicate predictions by classifier, expressed as a percentage of dataset size.

Model #duplicates / #dataset size * 100 (average)

Random Forest 0%
XGBoost 0.005%
TabPFN 0%

5. Conclusions
We have proposed and evaluated a new strategy to avoid using all the examples in the training set

for training classifiers. The results obtained across all experiments confirm that the proposed Adding
Only Errors (AOE) strategy is an effective approach for reducing the size of training datasets while
maintaining, and in some cases improving, model performance. In scenarios where the validation set
is representative of the training distribution (resampled split), AOE was able to reduce the dataset size
by more than three orders of magnitude without a significant drop in f 1-macro score. Even under
the less favorable original split, where the validation set does not match the training distribution,
AOE often performed comparably to or better than the Random Selection Strategy (RSS), particularly
when using classifiers such as Random Forest and TabPFN. These findings highlight the importance of
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ensuring a representative validation split, as it directly impacts the ability of selection strategies to
generalize.

From a practical standpoint, AOE offers a trade-off between dataset reduction and computational
cost. While smaller batch sizes lead to more substantial reductions in dataset size, they also result in
higher training times due to the iterative nature of the method. Nevertheless, selecting reasonable
batch sizes (e.g., 103 to 104) can yield significant data reduction with training times close to those of
the full dataset. The fact that AOE can outperform full-dataset training in some cases suggests that it
may act as a form of implicit regularization, filtering out noisy or redundant examples. This property,
combined with its flexibility, makes AOE a promising tool not only for intrusion detection tasks such
as NSL-KDD, but also for broader machine learning applications where efficiency and generalization
are critical.

From our experiments, we derive several practical recommendations for applying the AOE
strategy effectively:

• One epoch may be sufficient for simpler tasks, but more epochs might be required for more
complex problems.

• A batch size of 1000 often reduces the dataset by several orders of magnitude without significantly
impacting performance or increasing computational cost.

• For quick training with AOE, use a Random Forest classifier, which provides good performance
with minimal tuning.

• If computational cost and time are not a constraint, we recommend using a smaller batch size
(e.g., 100), up to five epochs, and a high-performance model such as CatBoost or TabPFN.

We also plan to expand the study to include a wider set of benchmarks beyond the cybersecurity
domain, covering more diverse and representative tasks. We aim to extend the AOE strategy to other
machine learning problems, for example: self-supervised learning, where labels exist but are not
manually generated (e.g., generative models or large language models), and unstructured data prob-
lems, such as computer vision tasks, including object detection, segmentation, and depth estimation.
Additionally, we seek to advance this research by exploring automatic methods for selecting examples
without requiring labels, relying solely on measuring distributional diversity to guide the selection
process.
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IDS Intrusion Detection System
AOE Adding Only Errors
RSS Random Subset Selection
NSL-KDD NSL-Knowledge Discovery and Data Mining Cup Dataset
KDD Knowledge Discovery and Data Mining Cup Dataset
NIDS Network Intrusion Detection System
DoS Denial of Service
U2R User to Root attack
R2L Remote to Local attack
Probe Probing attack
TabPFN Tabular Prior-data Fitted Networks
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