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Abstract

Malware detection is the process of identifying and preventing malware from harming a system,
network, or device. This process leverages various algorithms and techniques to identify and classify
malicious software. Machine Learning (ML) techniques are increasingly being explored to improve
malware detection as cyber threats become more sophisticated. Traditional signature-based
detection methods are often insufficient against advanced malware that uses evasion tactics like
polymorphism and metamorphism. ML-based malware detection models include supervised,
unsupervised, and reinforcement learning approaches. An evaluation of these models on various
datasets helps determine their effectiveness in identifying malicious code. In this paper, we study the
use of ML techniques in enhancing malware detection amidst the evolving landscape of cyber threats.
Our study introduces a taxonomy of ML-based malware detection models and conducts an
evaluation of these models on various datasets to determine their effectiveness in identifying
malicious code. We also introduce a recent survey on file malware detection that studies more
sophisticated attacks. Our findings offer insights for developing more resilient and intelligent
malware detection systems and address the challenges of integrating these models into real-world
cybersecurity systems.

Keywords: file malware; intrusion detection; sophisticated attacks; machine learning; algorithm;
cybersecurity; supervised learning; unsupervised learning; signature-based detection; behavior-
based detection

1. INTRODUCTION

In the rapidly evolving domain of cybersecurity, the threat landscape is continuously changing,
necessitating advanced methods for malware detection. Traditional signature-based detection
techniques are struggling to keep pace with the ingenious evasion tactics employed by modern
malware, such as polymorphism and metamorphism. This paper endeavors to bridge the gap
between the increasing sophistication of malware threats and the current capabilities of detection
methodologies. We focus on leveraging Machine Learning (ML) techniques, which show promise in
adapting dynamically to evolving malware tactics.

Our research begins by outlining the current cybersecurity threats and the limitations of
traditional detection methods. We then introduce a comprehensive taxonomy of ML-based malware
detection models, categorizing them into supervised, unsupervised, and reinforcement learning
approaches. Each category is examined for its suitability in identifying known and unknown
malware types, with a particular emphasis on Supervised Learning methods like Decision Trees,
Random Forests, and Neural Networks, as well as Unsupervised Learning techniques such as
Clustering and Anomaly Detection.

The core of our study involves a thorough evaluation of these ML algorithms across multiple
datasets, assessing their accuracy in detecting malicious code. This paper not only presents a detailed
evaluation of various ML techniques in the context of malware detection but also highlights their
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strengths and limitations in different cybersecurity scenarios. Additionally, we discuss the inherent
security concerns associated with implementing ML in malware detection systems, including their
susceptibility to adversarial attacks, where malware is deliberately designed to deceive these models.
Finally, we address the practical challenges encountered when integrating ML models into real-
world cybersecurity infrastructures, focusing on aspects such as scalability and resilience against
adversarial attacks. Through this study, we contribute to the ongoing discourse in the field of
cybersecurity, offering a forward-looking perspective on the potential of ML to enhance digital
defenses against a dynamic and challenging threat landscape.

2. LITERATURE REVIEW

As we dive into the vast field of malware detection, particularly in the context of polymorphic
malware and the application of machine learning techniques, we need to discuss current research in
detection methods. This literature review aims to explore and generalize key findings and
methodologies from existing research, thereby laying a foundation for our study. The focus will be
on studies that have addressed the challenges posed by sophisticated malware types, especially
polymorphic variants, and the evolution of detection techniques from traditional methods to
advanced ML-based approaches.

Using static analysis, Akhtar and Feng were able to generate supervised learning models with
over 95% accuracy and under 4% False Positive Rate [11]. These performance results can be seen in
Table 1. While this approach leads to a higher detection rate, malware authors are becoming more
sophisticated with their attacks, having the ability to obfuscate their code. This obfuscation can lead
to lower accuracy if the model is not aware of the changes.

Table 1. Supervised Learning Performance.

Methods Accuracy TPR (%) | FPR (%)
(%)

KNN 95.02 96.17 3.42

CNN 98.76 99.22 3.97

Naive Byes 89.71 90 13

Random 92.01 95.9 6.5

Forest

SVM 96.41 98 4.63

DT 99 99.07 2.01

Verkerken, D’hooge, et. Al proposed an unsupervised learning method, using four algorithms
on two realistic data sets [12]. While the one-class SVM algorithm performed the best on the
individual datasets, achieving an AUROC score of .9705 and .9402, these scores decreased by 30.45%
and 25.63% respectively, when the inter-dataset evaluation was introduced [13].

We see these performance values in Table 2. This points to the models having limited
generalization strength without specific measures or adaptations. Despite the drop in performance,
all algorithms still outperformed a random classifier, suggesting a degree of generalization. The one-
class SVM showed the least decline in performance. The authors emphasize the importance of
focusing on improving model generalization over achieving marginal gains on individual datasets.

Table 2. Individual and inter-dataset performance.

Algorit |Data |Recal|Precis [FI ~ |Accu |AUP |[AURO
hm set |l ion racy |R C std
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PCA

Isolatio

n Forest

Autoen-

coder

One-
Class
SVM

2017- 0.943 0.9346 0.939 0.909 0.967 0.9373
2017 5 0 8 7 0.0004
2018- 0.948 0.8752 0.910 0.863 0.904 0.8494
2018 1 2 7 1 0.0004
2017- 0.778 0.7762 0.777 0.674 0.802 0.6661
2018 0 1 8 1 0.0005
2018- 0.995 0.7513 0.856 0.754 0.867 0.6343
2017 1 2 1 0 0.0008
2017- 0.931 0.9470 0.939 0.911 0.983 0.9584
2017 4 1 1 1 0.0003
2018- 0.9223 0.9055
2018 0.910 0.916 0.879 0.947 0.0003
2017- 7 0.7573 5 0 7 0.6429
2018 0.0006
2018- 0.356 0.7204 0.484 0.447 0.768 0.5883
2017 2 5 9 8 0.0008
2017- 0.9459 0.9775
2017 0.821 0.767 0.634 0.847 0.0002
2018- 8 0.9144 8 3 1 0.9200
2018 0.0002
2017- 0.977 0.7499 0.961 0.942 0.991 0.6434
2018 8 6 6 1 0.0006
2018- 0.7184 0.5751
2017 0.916 0.915 0.876 0.963 0.0008
2017- 4 0.9104 4 6 8 0.9705
2017 0.0002
2018- 0.902 0.9268 0.819 0.709 0.758 0.9420
2018 5 1 7 0 0.0004
2017- 0.7748 0.6412
2018 0.830 0.770 0.636 0.847 0.0005
2018- 7 0.7363 5 0 6 0.7739
2017 0.0007
0.992 0.949 0.922 0.989
0 5 3 0

0.932 0.929 0.889 0.974
3 6 8 1

0.930 0.845 0.752 0.801
5 5 3 0
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0.999 0.847 0.736 0.924
3 9 3 5

The robustness of a machine learning model against adversarial attacks is one of the key focuses
in using these models for malware detection. Chen and Bourlai performed experiments regarding
the feature modification in malware and how detection compared to baseline [5]. Table 3 shows the
difference in False Negative Rates compared to the maximum evasion cost, dmax, or the cost of
manipulating the subset of features in the malware samples. At a dmax = 22, the average number of
API calls changed is 12, or approximately 10% of extracted API calls [14]. This led to a False Negative
Rate of almost 70%. Extrapolating to a dmax of 55 led to a False Negative Rate of almost 98%.

Table 3. Feature Manipulation Cost vs FNR.

ID Method Avg | TP | EN | ACC FNR

0 OrgDefender | 0 534 | 22 | 95.70% | 0.0396
1 Smax=b 3 391 | 165 | 81.40% | 0.2968
2 dmax =11 7 275 | 281 | 69.80% | 0.5054
3 Smax =16 10 | 213 | 343 | 63.60% | 0.6169
4 Omax =22 12 | 168 | 388 | 59.10% | 0.6978
5 Smax =55 25 |13 | 543 | 43.60% | 0.9766

Kreuk, Barak, et al. formulated an adversarial example to bypass machine learning models
based on modifying bytes in the embedded space Z [11]. These bytes will be reconstructed to X,
preserving the original function of the program but causing the model to predict the file as benign.

“Data: A binary file x, target label y, conv size ¢
k «— ¢+ (c—len(x) mod c) // k is the payload size
xpayload ~U(0, N - 1)k
zpayload, z, zpayload < M(xpayload), M(x), zpayload
znew <« [z; zpayload]
while g6 ("znew) > 0.5 do
“zpayload < “zpayload — - sign
(
Vz =+ znew, y; 0)
)
znew «— [z; zpayload]
end
for i« 0 to len(x) do
xnew
i « arg minj d("znew

i, Mj)
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end

return "xnew” [11]

Kruczkowski and Szynkiewicz proposed using Support Vector Machine as a Machine Learning
model for malware detection[12]. They classified their malware data into two classes: a training set
and a test set. Their formula used the time and data the malware sample was added to the N6
database, the domain of the malware, the format of the malware, and the IP address of the malware
[12]. They determined that the correlation between the domain and format of the malware versus the
time it was added to the database was positive, while the correlation between the IP address and the
time it was added to the database was negative[12]. Reviewing their research proved contrary to their
conclusion. As seen in Figure 1, their plot showed that the correlation between address and time was
positive, while the correlation between format and time was negative. This conclusion may have
caused further inconclusion with their findings that SVM as a model for malware detection has a high
accuracy in classifying malware.

addre:
g
domain
format

H

3

Figure 1. Scatter Plot for Correlation.

Finally, Dang, Troia, and Stamp use multiple Long-Short Term Memory based models for
predicting and classifying malware[19]. They used LSTM without embedding, LSTM with
Embedding, BILSTM with Embedding, and BiLSTM with Embedding and CNN as their models for
experimentation. To create a feature set, they used the opcode of each file[13]. They sorted these
opcodes and used the 30 most frequent opcodes as their classifier. Their greatest accuracy was 94.32%
with a small number of unique families to classify using the biLSTM model with embedding and
CNN. As the number of families grew with each model, the accuracy of their model decreased. Their
final determination is that combining multiple layers of a LSTM model along with CNN can improve
accuracy, with the possibility of greater accuracy using different embedding algorithms[13].

3. TRADITIONAL MALWARE DETECTION

Malware, or malicious software, is a software threat that actors use to attempt to gain access to
or inflict harm upon a system or network. Malware comes in many forms, including viruses, worms,
ransomware, and more. From 2019 to 2020, malware attacks against companies increased 358% and
ransomware attacks increased 435% [1]. Not only do these attacks cause damage to the systems and
networks of the companies, but there are also monetary damages that come with these attacks. In
2019, Equifax, Inc. agreed to pay $575 million in a settlement with the Federal Trade Commission,
with the potential for that amount to increase to $700 million. This was due to Equifax failing to
update a vulnerable package in their web portal, allowing attackers to move throughout the network
and gain access to customer data [2]. In total, Equifax spent over $1.4 billion dollars on cleanup,
including upgrades to security infrastructure. In 2021, Colonial Pipeline was hit with a ransomware
attack, forcing the company to shut down over 5,000 miles of oil pipelines to limit the damage caused
by this attack. Attackers gained access to the systems from a legacy VPN network and spread their
malware throughout the system. In the end, Colonial Pipeline paid $5 million in bitcoin to the Russian
cybercriminal group DarkSide to regain control and bring the pipeline back online [3].

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Traditionally, malware is detected by one of two methods, Signature-based detection or
Heuristic-Based detection [4]. Signature-based detection, commonly employed by antivirus software,
involves scanning files for specific signatures. Known malware typically has a unique hash or byte
sequence that is contained in the antivirus signature database. This database is regularly updated by
cybersecurity experts and organizations to include new malware signatures as they are identified.
Anti-virus software or other security solutions scan files, executables, and data streams on a system
or network for these signatures. If a piece of code in a file matches a signature in the database, it is
flagged as malware. This method is highly effective against known malware types. It can quickly and
efficiently identify and neutralize threats for which signatures already exist, making it a reliable tool
in standard cybersecurity protocols. This can fall short when facing zero-day attacks since signature-
based detection is inherently reactive and cannot identify new, unknown malware until a signature
has been created and added to the database. It can also be defeated by code obfuscation, when
malware authors alter the appearance of their malware without changing its behavior. Finally, this
method is more resource intensive, as the database of malware signatures needs to be constantly
maintained and updated as new malware is analyzed and signatures are generated for these new
pieces of software. Despite its limitations, signature-based detection remains a fundamental
component of many cybersecurity strategies, particularly as a first line of defense against known
threats. As malware evolves and becomes more sophisticated, the effectiveness of signature-based
detection alone diminishes. This has led to the integration of more advanced techniques, such as
heuristic and behavior-based detection, to complement signature-based methods.

Heuristic-Based detection is a more dynamic approach to malware detection compared to the
traditional signature-based method. It focuses on identifying potentially harmful software by
examining the behavior and characteristics of files, rather than relying solely on known malware
signatures. Heuristic-based detection analyzes the behavior of programs. It examines how a file
behaves when executed, looking for suspicious activities such as unauthorized network connections,
attempts to modify system files, or replicate itself, which are common traits of malware. Heuristic-
based detection acts in two phases, learning and monitoring. In the learning phase, the heuristic
algorithm learns what normal and abnormal behaviors are. This can involve analyzing known
malware to understand malicious patterns or monitoring normal operations to establish a baseline of
safe behavior. In the monitoring phase, the system monitors new files and programs against the
established patterns. If a file exhibits behavior that is significantly different from the norm or matches
known malicious patterns, it is flagged as potentially dangerous. There are several techniques for
Heuristic-Based detection, but the main focus is on Static and Dynamic detection [7]. Static Heuristics
analyzes the code of a program without executing it, looking for patterns or instructions commonly
found in malware. Dynamic Heuristics executes the code in a controlled environment, or sandbox, to
observe the behavior of the malware. These indicators are then fed into a detection system to
passively scan for malicious activity. Heuristic-based detection can identify new, previously
unknown types of malwares as well as adapt to new threats quickly, since it does not depend on a
database of known malware to act. This comes with limitations though. Heuristic-Based detection is
all dependent on behavior analysis. Legitimate programs can be flagged as malicious due to unusual
behavior, leading to an increase in false positives. Malware authors can also implement evasion
techniques, mimicking benign behavior, or halting malicious activities when a sandbox environment
is detected. Heuristic-based detection is increasingly important in the current landscape of rapidly
evolving cyber threats. It is often used in combination with signature-based detection and other
methods to provide a more comprehensive defense.

While traditional malware detection methods, such as signature-based and heuristic-based
techniques, have been fundamental in identifying and mitigating cyber threats, their effectiveness is
increasingly challenged by the sophisticated and evolving nature of modern malware. The limitations
inherent in these methods, such as their inability to detect zero-day threats efficiently, high rates of
false positives in heuristic approaches, and the constant need for updates in signature-based systems,
underscore the need for more advanced and adaptive solutions in malware detection.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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This evolving landscape of cyber threats necessitates a change in thinking in our approach to
malware detection. As we grapple with the limitations of traditional methods, the focus is now
shifting towards more dynamic and intelligent techniques capable of adapting to the ever-changing
characteristics of malware. This is where Machine Learning (ML) comes into play. ML offers a
promising alternative by leveraging the power of data-driven algorithms to learn from and adapt to
new threats in ways that traditional methods cannot.

4. MACHINE LEARNING MALWARE DETECTION

Machine Learning-based malware detection represents a significant advancement in the field of
cybersecurity. Unlike traditional methods that rely on predefined rules and signatures, ML
algorithms are designed to learn and evolve, gaining the ability to identify malicious activity based
on patterns and anomalies in data. This section dives into how ML is revolutionizing malware
detection, discussing various ML techniques, their implementation, and their effectiveness against
sophisticated cyber threats. From supervised learning models that classify data based on labeled
examples to unsupervised learning that detects anomalies without prior knowledge, ML is setting a
new benchmark in the fight against malware.

Supervised Learning is a branch of Machine Learning where the algorithm learns from labeled
training data, allowing it to make predictions or decisions [9]. This approach is instrumental in
cybersecurity, especially in malware detection, where it is used to classify data as either benign or
malicious based on known characteristics. Supervised Learning requires a dataset that is already
labeled. This means having a set of files or network activities that are known to be either safe or
malicious. Relevant characteristics of the data are identified and used for training the model. In
malware detection, features might include file size, type, behavior patterns, and network traffic
characteristics. Various algorithms can be used when working with Supervised Learning, including
Decision Trees, Random Forests, and Neural Networks. With sufficient and quality training data,
Supervised Learning can achieve high accuracy in detecting known types of malwares. The biggest
challenge is the dependency on large volumes of accurately labeled training data, which can be
difficult and expensive.

Unsupervised Learning, on the other hand, operates without the need for labeled data, making
it particularly valuable in environments where obtaining labeled examples is challenging or
impractical [10]. In cybersecurity, this approach is used to detect malware that may not be identifiable
through traditional methods. Unsupervised Learning algorithms analyze and cluster unlabeled data
based on patterns or similarities, without prior knowledge of the outcomes or categories. Clustering
involves grouping similar data points together, using k-means or hierarchical clustering, while
anomaly detection focuses on identifying data points that deviate significantly from the majority of
the data. Unsupervised Learning is adept at identifying zero-day threats or malware variants. It does
this by detecting anomalies or unusual patterns in network traffic, system logs, or file characteristics,
which could indicate the presence of malware. Unsupervised Learning models can also continuously
adapt to the changing patterns of normal activity, maintaining their effectiveness even as the nature
of network traffic or system use evolves. While Unsupervised Learning has a significant advantage
in that it can learn from unlabeled data, it can lead to a higher likelihood of false positives and
negatives, as the lack of labeled data can lead to less precise predictions. The lack of labeled data also
leads to an increased complexity in interpreting results, as there are no labels or categories for
reference. Despite this, Unsupervised Learning excels at early detection of new malware attacks,
leading to protection against zero-day threats.

As we have seen, both Supervised and Unsupervised Learning offer unique advantages in the
realm of cybersecurity, particularly in detecting new and sophisticated malware threats. However,
the effectiveness of these learning models relies on the quality and nature of the data they are trained
and operated on. This brings us to a pivotal discussion on the role of data in shaping the efficacy of
Machine Learning models in malware detection. What algorithm performs the greatest when
detecting malware and what algorithm is most robust when faced with adversarial examples.
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5. RESEARCH METHOD AND RESULTS

We begin with a benign and malicious dataset from Kaggle [6]. This dataset contains 19611
entries, 14599 malicious and 5012 benign. We can see this graph breakdown in figure 2.

count

Malware

Benign
Malware

Figure 2. Dataset breakdown.

We then use the “seaborn” module in python[15]. This module contains prebuilt functions to
help us parse our data and create plots to determine what feature sets we should use to make
predictions. As we see in Figure 3, some of the features we can make predictions on are
“MajorSubsystemVersion”, “MajorLinkerVersion”, “SizeOfHeaders”, “and “SizeOfHeapReserve”.
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Figure 3. Feature Selection.

We can now use the “sklearn” module in python to break down our data set and train our
Machine Learning model[13]. Using the Random Forest Classifier, we train the model on 20% of our
data. We train it on all columns except for “Name”, “Machine”, “TimeDateStamp”, and “Malware”.
We then test that data against the “Malware” column to determine precision. We can see in table 4,
our Random Forest Classifier has an accuracy of 99% in identifying Benign and Malicious software.

Table 4. Decision Tree Accuracy.

Precision | Recall F1- support
score
Benign 99 .96 97 1004
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Malware .99 1.00 .99 2919

Accuracy .99 3923

Macro avg 99 .98 .98 3923

Weighted .99 .99 .99 3923

avg

We can also use the “Feature_importances_” function in “sklearn” to determine how our model
ranked the features it learned on. As we can see in Figure 4, the model gave the most importance to
“MinorOperatingSystemVersion”,  “MajorSubsystemVersion”, = “SizeofStackReserve”,  and
“MajorLinkerVersion”. While some of the features are ones we used in our prediction, the model
favored others.

Features importance
MinorOperatingSystemversion
MajorSubsystemversion
SizeOfStackReserve
MajorLinkerversion
MajorOperatingsystemversion
Minorimageversion
Subsystem
MinorSubsystemversion
Characternstics
ImageBase
DilCharacteristics
SizeOfinitializedData
SectionMaxChar
DirectoryEntrylmportsize
Majorimageversion
size0ftieaders
checksum
imageDirectoryEntrylmport
SectionMinVirtualsize
DirectoryEntryExport
ImageDirectoryEntrySecurity
& lfanew
AddressOfEntryPoint
SectienMinEntropy
SectionAlignment
sectionMaxPhysical
SectionMinRawsize
sizeofimage
imageDirectoryEntryExport
Size0fCode
DirectoryEntrylmport
SectionMaxVirtual
SuspiciousimportFunctions
esp
NumberDfSections
SectionMaxPointerData
sizeOfHeapReserve
ImageDirectoryEntryResource
SectionsLength
& maxalloc
MinarLinkerversion

e avno i

Magic

ImageDirectoryEntryException
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Loaderflags

e lfarlc
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SectionMinPainterData
SectionMinVirtual
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sectionMaxvirtualsize
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SectionMaxEntropy
e_magic

0.00 002 004 006 0.08 0.10

Figure 4. Feature Importance.

Lastly, we have the prediction labels. As we can see in figure 5, the model predicted 2905 inputs
as malicious that were actually malicious, 963 inputs as benign that were truly benign, 41 as benign
that were actually malicious, and 14 that were predicted as malicious that were truly benign.
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True labels

Predicted labels

Figure 5. Prediction Labels.

We then take the same dataset and use decision tree learning[14]. The same “sklearn” module
also has prebuilt models for Decision Tree Classifiers. Using the same columns for training and test
data, the DT model was trained on 30% of the dataset. As we see in Figure 6, our model makes a
prediction with 98% certainty against 75 features.

Figure 6. Decision Tree Classifier.

We now take the Support Vector Machine classifier as our model and train it on the same dataset
[14]. We will be using Name, Machine, TimeDateStamp, and Malware as the features. 70% of the data

will be used for training and 30% of the data will be the test set. As we see in figure 7, this model has
an accuracy of 74.5%.
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pd.read_csv(

vectorizer
X_te data[
features_text = vectorizer.fit_transform(X test)

features_text_dense = features_text.toarray()

numerical_columns = [ ine', 'Time ', "Mal
features_numerical = data[numerical_columns].values

features_combined p-hstack((features_text_dense, features_numerical))
label = data[ "} values

features_combined. shape)
label.shape)

batch_size = 1000

X _train, X test, y train, y test = train_test split(features_combined, label, te

kernel="rbf", random_state=42)
for i in re (8, len(X train), batch_size):
X_batcl
y_batcl

svm.fit(X_batch, y batch)
y_pred = svm.prediz:t()(ﬁtest)l
accuracy_score(y_test, y_pred)

, accuracy)

/" 15m 499s Python

Features shape: (19611, 18932)
Label shape: (19611,)
Accuracy: 0.7450713800135962

Figure 7. SVM Model.

To increase the accuracy of the model, we should be using different columns as the feature set.
Looking back at our Random Forest model and the features it listed as most important, we change
the features column to wuse ‘MinorOperatingSystemVersion’, ‘MajorSubsystemVersion,
‘SizeOfStackReserve’, ‘MajorLinkerVersion’, and ‘MajorOperatingSystemVersion’. After running
this new code, we see the results in Figure 8. Not only do we reduce the time it takes to test to 7
minutes, but we also increase the accuracy to 88.9%.
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Figure 8. Updated SVM Model.

We want to continue to increase the accuracy of the model, so we include more columns for the
model to consider. The final features we use for testing are 'MinorOperatingSystemVersion',
‘MajorSubsystemVersion', 'SizeOfStackReserve', ‘MajorLinkerVersion',
‘MajorOperatingSystemVersion’, 'SizeOfCode', 'SizeOflmage’, 'SizeOfHeaders',
'SizeOfInitializedData', 'SizeOfUninitializedData','SizeOfHeapReserve', 'NumberOfSymbols', and
‘SectionMaxChar'. These results are visible in figure 9. Using these features, not only does the time

climb back up to 15 minutes to run the model, but it also drops the accuracy to 79.3%. We see that the
best combination of features to use is in Figure 8.

Figure 9. Final SVM Model.
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The results show that having more features does not improve the accuracy of the model. It was
more detrimental to the accuracy and the running time of the model to have more features than
choosing the proper features for the model to use. Even so, the Random Forest model was more
accurate than the SVM model.

Finaly, we created a Long Short-Term Memory model [14]. This model is capable of learning
long-term dependencies and is used for sequential data analysis, including malware detection. We
used the same features as before, “MajorSubsystemVersion’, ‘MajorLinkerVersion’, ‘SizeOfHeaders’,
and ‘SizeOfHeapReserve’. As seen in figure 10, we see an accuracy of 74.6% and a runtime of 15
minutes.

Figure 10. LSTM Model.

In our experiment, we showed the accuracy of three machine learning models: Random Forest,
Decision Tree, , Support Vector Machine classifier and Long Short-Term Memory. Random Forest
had an accuracy of 99%, Decision Tree had an accuracy of 98%, the best accuracy we could get from
SVM was 88.9%, and LSTM had an accuracy of 74.6%. This poses the question of complete model
accuracy. Are the Random Forest and Decision Tree models that much more accurate than the SVM
and LSTM models? Could there be an issue with overfitting causing extensive loss in the model?
There is also the possibility that the final two models are too complex for our dataset, causing a
decrease in accuracy.

6. FUTURE WORK

While our experiment touched on portions of Supervised Machine Learning, we were not able
to move on to unsupervised learning due to a lack of knowledge in the implementation of
unsupervised modules. Additionally, we were unable to test our models with datasets that had been
altered due to adversarial machine learning efforts. Future efforts would involve evolving datasets
and other machine learning modules to compare the accuracy and false positive rates. Examples of
these future research trends are listed in [15-91].

7. CONCLUSIONS

Machine Learning is an ever-growing area of importance in cybersecurity. There is a veritable
arms race between malware authors trying to evade detection and machine learning algorithms
evolution to be able to adapt to malware obfuscation. Our research covered the traditional malware
detection methods, machine learning model algorithms, and some experimentation into malware
detection using supervised learning models. The results underscore the potential of ML in
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cybersecurity, particularly in adapting to and mitigating sophisticated cyber threats. However, they
also point to the need for ongoing research, particularly in improving the generalization strength of
ML models and enhancing their resistance to adversarial attacks. Future work will focus on
expanding the scope to include unsupervised learning approaches and testing models against
datasets altered by adversarial machine learning efforts. This continuous evolution in ML
methodologies is essential for staying ahead in the ever-changing landscape of cyber threats and
ensuring robust digital defenses.
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