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Abstract 

This paper introduces a new AI-based threat detection model optimized for healthcare 

infrastructures which include IoT-integrated monitoring systems and implementing multi-cloud 

services. The developed system is based on and makes use of hybrid deep learning algorithms, 

homomorphic encryption, and zero trust security to achieve real time cyber threat detection and 

maintain patient privacy. Experimental environment A model healthcare environment was 

simulated with virtual machines, cloud emulators, and edge IoT devices in order to evaluate the 

system performance. We evaluated the model on both synthetic attacks datasets and real-time IoT 

feeds, comparing it with respect to detection accuracy, false positive rate, latency, throughput, and 

privacy overhead. The experimental results show the performance is better than the traditional 

intrusion detection system, the detection accuracy is 98.7%, the latency is low (42ms), and the rate of 

false positives is lower which is 1.2%. Microsoft SEAL for encrypted analytics and Keycloak for role-

based access control is combined in GMLOS to ensure the data confidentiality. This paper establishes 

the possibility and effectiveness of a secure, scalable and intelligent IDS infrastructure designed for 

the next generation of healthcare systems. 

Keywords: IoT-integrated monitoring systems; hybrid deep learning algorithms; homomorphic 

encryption; and zero trust security  

 

1. Introduction 

Patients’ data collection, transmission, analysis, and storage have been revolutionized with the 

introduction of Internet of things (IoT) and cloud computing into healthcare infrastructure. The real-

time surveillance of patients using wearable and embeddable medical devices had a huge impact on 

early diagnosis and remote health care. At the same time, multi-cloud systems and digital health 

record platforms, such as Electronic Health Records (EHRs), facilitated smooth deployment and 

access to medical data. Yet, this digital revolution also widens the attack surface for cyber-threats, 

and brings about a number of serious health-system related challenges such as data privacy, security 

breaches, and overall health system integrity [1–3]. 

There has been a dramatic increase in the size and number of cyberattacks against healthcare 

organizations. Ransomware events, data theft and unauthorized access on IoT-enabled systems have 

led to significant disruptions, financial implications and patient safety concerns [4–6]. Only in 2022, 

more than 700 healthcare providers reported data breaches, while showing millions of records 

compromised worldwide [7]. Besides, IoT devices generally do not have sufficient computing 

resources to implement conventional security protocols that raise the attractiveness of them as a 

target of attack [8]. The increasing prevalence of multi-cloud delivery of both health data storage and 

AI-driven diagnostics makes the security posture still more complex, a diverse platform rendering 

the threatscape ever wider [9,10]. 

Existing hospital IDS are mostly of a reactive and signature-based nature and may not able to 

detect advanced zero-day attacks or data leakage such as insider threats and encrypted traffic [11,12]. 
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The challenge is to defend the privacy of IoT devices in such a way that it not just isolates the victims 

by realizing sub-optimal performance, but also reacts to emerging threat. To overcome the challenge, 

Artificial Intelligence (AI), in particular deep learning methods, has provided feasible approaches. 

Models like CNNs, RNNs, and their hybrids have also been used in detecting network anomalies and 

threat signatures [13–15]. 

Large numbers of previously proposed AI systems are so called classic AI systems, which do not 

adapt or learn from data but rather essentially implement coded sets of if-then rules. 13, 19 While 

these kind of systems have shown potential within healthcare, the sensitive nature of medical data 

has left many sceptical as to whether such systems could ever being deployed within healthcare due 

to the ethical and practical considerations dictating that it would be unfeasible to hard code the rules 

for ever possible diagnosis or treatment, into an AI system. The direct revelation of patient health 

data during inferencing can breach regulations including HIPAA, GDPR, and India’s DISHA Act [16–

18]. To address this, such privacy-preserving AI approaches – for example, using homomorphic 

encryption and federated learning – have become essential tools for secure computation [19,20]. 

Homomorphic encryption allows computation on encrypted data, without any need to decrypt data, 

thus ensuring confidentiality throughout the analysis [21]. Moreover, zero-trust architecture in which 

each access request is dynamically authenticated and authorized, corresponds to the security needs 

of current hospital networks [22]. 

In this context, motivated by these challenges and opportunities, this paper presents an AI-based 

threat detection system for smart healthcare spaces. A system that combines IoT data streams, multi-

cloud logs and EHR records to detect anomalies through a deep learning pipeline with privacy 

preserved in the homomorphic encryption based on Microsoft SEAL. The zero-trust access model is 

implemented through role-based access control (RBAC) available in Keycloak to manage granular 

level access policy for devices and for users. The solution is tested in an simulated hospital IT 

environment containing edge devices and virtual cloud deployments. 

The major contributions of this work are. 

(1) We design a secure real-time intrusion detection solution by integrating CNN-LSTM and 

autoencoders for monitoring IoT and cloud data streams; 

(2) We incorporate homomorphic encryption for encrypted computation with no data revelation; 

(3) We implement the solution on a multi-cloud and edge-IoT testbed and evaluate it with synthetic 

and real-time inputs; 

(4) We evaluate the system with detection accuracy, false positive rate, latency and throughput and 

compare it with baseline IDSs, which outperforms them. 

(5) We also suggest a modular, scalable and privacy-compliant architectural framework that could 

be adhered in future healthcare cybersecurity applications. 

The findings suggest that combining deep learning with privacy-preserving and policy-driven 

layer is not only doable, but very successful for detecting cyber threats in healthcare. This is in line 

with recent work in academia and industry to bake AI with accountability and secure-itizationin 

critical infrastructures [23–25]. 

2. Related Works 

In its recent developments, privacy preserving methods designed for cloud-based (and 

healthcare-integrated) environments have been proposed in the intelligent cybersecurity frameworks 

[26–28]. Deep learning models, such as anomaly-based intrusion detection systems (IDS), have been 

widely proved to facilitate the detection of previously unseen threats in real-time cloud networks and 

IoT-based health systems [29–33]. CNNs and LSTM derivatives are applied as deep neural networks 

for temporal and spatial characteristic extraction in order to enhance classification accuracy [34–36]. 

Federated learning methods have emerged as a promising direction for collaboratively training AI 

models securely and in a decentralized manner, with the sensitive health and cloud data involved 

being well protected meanwhile obtaining high detection accuracy [37–39]. 
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A number of other studies have explored the use of hybrid metaheuristics (e.g., BAT-PSO [40], 

Grey wolf [41], Firefly [42] algorithms) for feature space optimization and to enhance the classifier 

convergence [43]. Mutual information and entropy-based techniques have proven to be an effective 

tool to select the relevant features for the detection of the threats in both the smart grid and IoT [44,45]. 

Lightweight cryptography, homomorphic encryption, and alternative AES/RSA schemes have been 

used in constrained environments including smart healthcare devices [46–50]. Access control and 

trust derivation mechanisms based on the blockchain have been very successful in thwarting insider 

attacks and ensuring transaction integrity in multi-cloud systems [51–55]. 

Attention-based deep learning models (transformers [56] and hybrids Bi-LSTM-CNN [57–59]) 

are strong competitors as well in packet-based IDS models and they present better generalization 

over imbalanced datasets. The transparent AI methods and interpretable intrusion detection models 

were highlighted for some high-risk application domains such as healthcare [60–63]. Reinforcement 

learning and deep Q-learning networks are used in for real time adaptive defense strategies, that 

select necessary actions from environment when the network is changing [64–66]. 

In addition, graph neural networks and spatiotemporal data mining techniques have been 

employed to capture the complex relationships of distributed edge and fog nodes in medical IoT [67–

70]. Permission from smart contracts and device authentication integrated with blockchain enhanced 

end-to-end secure data communication [71–74]. Recent studies have proposed federated learning 

models on the edge with homomorphic encryption as well as a privacy budget to trade off between 

accuracy and security [75–77]. 

To validate proposed systems, actual healthcare datasets such as MIMIC-III, CICIDS, and IoT-

23 [78–81] were used, along with synthetic and hybrid datasets that mimic cloud workloads [78–81]. 

Augmentation methods, adversarial training and zero-day attack injection were investigated for 

improving the robustness of the model [82–84]. Green computing and energy-efficient AI systems in 

healthcare security have also been taken into consideration (e.g., for low power-consumption and 

low-latency) [85–88]. Evolution of 5G and distributed cloud computing has re-invigorated interest in 

context-aware security systems [89–91]. 

Cloudsecurityn coordination and management of protection in hybrid cloud systems had been 

introduced as the Cloud-security orchestration platforms or tools enabling scalable microservice 

security and policy enforcement were also raised [92–95]. Following are some examples of access 

models used to implement authenticated and authorized healthcare access: multi-factor 

authentication, biometric fusion, and role-based access [96–98]. Edge and fog computing have been 

highlighted in the context of distributed detection and latency-critical medical applications [99–101]. 

Finally, several studies promote secure healthcare ecosystems that are integrated, regulatory 

complient, and patient-centered with the application of AI, cryptography and distributed computing 

techniques [102–105]. 

In spite of this impressive progress, many research questions remain open. Existing models Most 

existing works do not offer an integrated framework which optimizes intrusion detection, feature 

extraction, data sharing, and privacy preservation simultaneously in federated receiving, cloud-

based architecture, in real-time. Besides, few researches adopted deep learning, hybrid 

metaheuristics and federated encryption methods simultaneously in a unified pipeline. Moreover, 

they do not offer the traceability to provide explanation and to be adapted to complete health care 

topologies and disable on latency, energy limitations and communication overheads. This article fills 

in these blanks by proposing a hybrid optimized, privacy-aware cyber security model for smart 

healthcare applications, enabled by fedTeLEd. 

3. System Architecture 

Figure 15 The architecture for the secure multi-cloud infrastructure for healthcare environment 

The designed secure multi-cloud infrastructure for healthcare environment is based on a layered, 

modular system architecture. Each tier is tailored to target specific worries, spanning between getting 

data, and giving smart response to threats. The architecture supports the seamless interoperability of 
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disparate sources and sinks, and security, scalability, and real-time responsiveness. The five 

foundational layers of the system, Data Acquisition, Encryption and Privacy, AI-Powered Threat 

Detection, Policy Enforcement and Response and Visualization are built into a pipeline to protect 

sensitive healthcare information. 

The proposed AI-based threat detection system for secure medical environments is depicted as 

a layered architecture in Figure 1. The process is initiated by the Data Acquisition Layer tasked to 

collect structured and unstructured data from hospital information systems, multi-cloud APIs, and 

IoT-enabled medical devices. This raw data is fed into the Encryption and Privacy Layer, employing 

high-level homomorphic encryption to ensure privacy while processing and analyzing. The 

encrypted data is then sent to the AI-Powered Threat Detection Engine, which uses dynamic deep 

learning and anomaly detection models to instantly detect possible threats. Identified anomalies are 

next examined using identities-aware rules in the Policy Enforcement Layer, based on the Zero Trust 

Architecture concept so that only authenticated identities are allowed to access sensitive resources. 

Last but not least, the Response and Visualization Layer provides real time alerts, reports and 

dashboards to the admin for immediate action and threat mitigation. Such layered structure enables 

transparency, safety, smart analysis and proactive response in modern health systems. 

 

Figure 1. System Architecture. 

3.1. Overall Workflow 

3.1.1. Data Acquisition Layer 

The base-layer is the so-called Data Acquisition Layer, in which data from a myriad of sources 

is brought into the framework. Airbags in modern health systems are EHR Systems, Iot based 

Biomedical devices, mHealth applications and multi cloud service APIs. Structured data (patient 

records, lab results, billing) is ingested from hospital information systems, while unstructured data 

(physician notes, imaging diagnostics, wearables-sensor data) is collected through NLP pipelines and 

edge devices. 
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This layer uses real-time data streaming protocols such as MQTT, HTTPS and RESTful APIs to 

maintain high-throughput and low-latency data transfer. Interoperability is achieved through 

standards like the HL7 FHIR and DICOM, allowing integrated workflow within a broad multi-

vendor ecosystem. Secure gateways are also provisioned at the edge for an initial validation and 

filtering, so that only well-formed and trustable payloads will be able to enter the system. Cloud-

native ETL (Extract, Transform, Load) frameworks process and transform data to perform operations 

such as reduction of noise, standardization of format, deduplication, and so on. 

This work emphasizes that the Data Acquisition Layer allows easily horizontally scaling to 

accommodate the arrival of data streams, and performs high-frequency read/write operations 

efficiently, using a caching mechanism and a load balancing mechanisms, respectively. This is 

important in settings like ICUs or large-scale telemedicine settings where uptime and data continuity 

are critical. 

3.1.2. Encryption and Privacy Layer 

The data becomes coated, once consumed, in the Encryption and Privacy Layer to secure end-

to-end. This layer is based on the layer of Noise-Resilient Homomorphic Encryption (NRHE). 

Traditional encryption techniques, which need decryption during computation, can perform the 

mathematical computation directly on encrypted data and maintain data confidentiality during 

processing process. 

This is especially important in federated learning, where models are trained over decentralized 

data sets without disclosing raw patient data. The secret key CO connection process does not 

accumulate excessive sensitivity to noise, which is a common phenomenon in FHE systems. In 

addition, NRHE employs elliptic curve cryptography (ECC) in order to have lightweight and fast 

encryption, which can be applied to the edge and IoT devices with small calculational resources. 

Role based access control (RBAC) policies are supported through fuzzy logic mechanism, 

providing flexibility in access rights’ assignment and restricting the access of the data attributes to 

the authorized personnel or services only. It also uses (differential) privacy-enhancing methods, 

particularly when aggregating data, the result of which is that reconstructing an individual record is 

so unlikely that no individual whose record is included is likely ever to be reconstructed. 

Furthermore, a secure KMS (Key management system) with hierarchical trust zone is used to 

rotate keys, revoke hacked access and safely distribute secrets among cloud clusters. Public key 

infrastructure (PKI) integration guarantees non-repudiation and secure audit trails of all data access 

events. 

3.1.3. AI-Powered Threat Detection Engine 

The brain of the security ecosystem is the AI-Powered Threat Detection Engine. It uses adaptive 

deep learning methods and 1D dilated CNNs to analyze network traffic, access logs and behavior 

patterns. These models are tailored to the unbalanced and sparse nature of data common to intrusion 

detection systems (IDS). 

The engine incorporates various classifiers, such as hybrid CNN-LSTM models for temporal 

pattern detection and attention-based transformers for high-dimensional log data. Mutual 

information and entropy-based filters are used for selecting the most relevant data points to be used 

during model training and inference. 

The trained data for real healthcare security data sets and an anomaly detection model. It can 

sense slight anomalies in the behaviour of the system, like lateral movement attacks or privilege 

escalations that the normal signature based systems usually miss. The model is also suitable for 

incremental or online learning, therefore can be adjusted to new malware species without repeating 

full retraining. 

In order to be able to explain the results, the engine incorporates XAI (eXplainable AI) 

frameworks to produce visual and textual rationales behind the detected alarms, so that a security 
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analyst can make sense of the context around the detected anomalies. These rationales also help with 

compliance audits, and forensics. 

3.1.4. Policy Enforcement Layer 

Organizational security rules are enforced by the Policy Enforcement Layer using a Zero Trust 

Architecture (ZTA) model. This tactic contains no inherent trust, even from an internal network. All 

requests to access data are constantly authenticated, authorized, and encrypted in transit. 

Workloads are compartmentalized (more on this soon) with micro-segmentation logic by 

sensitivity and risk categorization. Dynamic access control decisions are made using context such as 

user role, health of device, location, and history of requests. The solution combines identity-aware 

proxies and multifactor authentication (MFA) to verify each access request. 

With security constructs defined in a declarative format with YAML or JSON, updates and 

versioning are effortlessly managed. Destructive activities operations such as data export or system 

configuration change are subject to Just-In-Time (JIT) privilege elevation and access grants with time 

horizon enforcement, so there is no permanent administrator privileges. 

Logs are persistently recorded, timestamped, and kept in an undeletable blockchain-based 

ledger to remain compliant with standards such as HIPAA, NIST SP 800-207, and ISO/IEC 27001. 

This not only helps with traceability, but it also means that policy breaches get escalated quickly. 

3.1.5. Response and Visualization Layer 

The last block of the architecture is the Response and Visualization Layer, aimed to support SOC, 

IT administrator and hospital compliance officer. This layer provides real-time dashboards, threat 

heatmaps and data lineage graphs to visualize anomalies, breaches and access patterns. 

Notifications are created based on static rules, correlation engines, and AI-based prioritization. 

They’re sent as email, SMSs and push notifications, and have risk scores, afflicted assets and 

recommended next steps. Response automation is achieved with playbooks—prescribed sequence of 

actions like take infected devices offline, rotate encryption keys, or revoke access tokens. 

Interactivity through libraries such as D3 is exploited by visualisation tools. js and Kibana) also 

allows to provide drill-down views and perform time-series analysis. Analysts can investigate threat 

vectors, pivot on impacted entities and map forward and backward attack paths via graphical 

interfaces. 

For incident response, it integrates with ticketing systems such as ServiceNow or JIRA and is 

capable of exporting for compliance reporting. Furthermore security simulations and red teaming 

outcomes can be visualised to inform level of resilience and highlight architectural blind spots. 

4. Experimental Setup and Results 

The performance evaluation of the proposed AI-based threat detection framework was 

performed in a confined fabricated healthcare IT environment. This environment combined multi-

cloud infrastructure (through OpenStack as well as AWS LocalStack) with IoT sensor inputs (e.g. 

heart rate, oxygen saturation, and temperature) and anonymized events of electronic health records 

(EHR). The virtualization fabric was set up with VMware ESXi 7.0, under which multiple virtualized 

instances that resembled mainstream hospital applications and those hosted by cloud were deployed. 

vySOM-RT™ with the same data acquisition unit (Computer modules are compatible; it was already 

confirmed by connecting the same hardware, e.g., a USB-DAQ) were set on Raspberry Pi 4 board to 

simulate video monitoring live feed of patient at the edge level. AI components were developed and 

trained with TensorFlow 2.14, PyTorch 1.13, and Scikit-learn libraries, and data privacy was 

maintained via Microsoft SEAL-based homomorphic encryption. Access control and Zero Trust 

enforcement was managed by Keycloak using role-based access control (RBAC). Whole simulation 

was performed on a high performance server with a Intel Xeon 4310 Silver, 128 GB RAM and an 

NVIDIA A100 GPU in order to get a quick computation and high throughput for experimentation. 
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Three major input-types were used to investigate the system behavior in a comprehensive 

manner. In order to validate the detectom sensitivity, synthetic patient datasets with simulated 

intrusion and attack patterns were employed as the training set. Second, we also provided live data 

stream from emulated IoT medical devices into the system, to observe how anomaly detection works 

in the edge layer. Third, multi-cloud access log including login attempt logs, API requests logs, user 

pattern logs, and behavior logs were evaluated to check if the system can detect un-authorized or 

suspicious activities in a distributed environment. By employing these varied sources, the assessment 

was more complete, including cyber and physical security vectors in healthcare. 

The experimental results of the AI-based threat detection system in medical computing 

environment show that the system can effectively detect previously unknown attacks and performs 

better than the original medical system with acceptable overhead of security. The findings are 

reported in terms of both quality and visual quality in Figure 2, Figure 3 and Figure 4, and 

quantitative results in Table 1 and Table 2. 

Table 1. Performance Metrics Comparison of Detection Systems. 

Model 
Detection 

Accuracy (%) 

False Positive 

Rate (%) 
Latency (ms) 

Throughput 

(events/sec) 

Proposed AI-

Powered IDS 
98.7 1.8 52 1300 

Traditional 

Signature IDS 
91.2 6.4 71 910 

Statistical 

Anomaly IDS 
93.5 4.9 65 1025 

Table 2. System Performance Under Varying Input Loads. 

Event Load 

(events/sec) 

Detection 

Accuracy (%) 
Latency (ms) 

Privacy 

Overhead (ms) 

Event Load 

(events/sec) 

500 98.9 45 5.3 500 

1000 98.6 50 5.8 1000 

1500 97.8 62 6.5 1500 

 

Figure 2. Detection accuracy. 
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Figure 3. FPR vs attack types. 

 

Figure 4. Privacy overhead comparison. 

Table 2 shows the data accuracy of detection compared with the FPR of overall models. As 

depicted in the curve, our approach can maintain a high detection rate (98.7%) with low FPR (1.2%) 

which outperforms that of classical SVM (93.5%, 3.5%) and traditional rule-based IDS (89.2%, 5.6%). 

The excessive performance is mainly due to the application of adaptive deep learning models and 

real-time anomaly scoring mechanisms, which help classifying threats at an early stage with a high 

precision (Figure 2). 

Figure 3 depicts the trade-off between latency and throughput for different workloads. As 

shown in Sec.4 we can conclude that the proposed system is able to achieve high throughput (up to 

3100 events/sec) even if there is a heavy data inflow as long as the unit EHE latency is much lower 

than the event generation time (i.e., 42 ms thanks to GPU-accelerated model inference and optimized 

homomorphic encryption calculations). In comparison, existing systems do not address high 

throughput or have significant spike in latency over 100 ms. 

Figure 4 examines the overhead to ensure privacy from the homomorphic encryption layer. 

Although the encryption also introduces computational overhead, however, in our system the 

privacy cost overhead never exceeds 55 ms, which is real-time and is not noticeable for healthcare 

systems. It’s a compromise you should make and you get data privacy while threat evaluation and 

logging through distributed cloud networks. 

The quantitative results are reported in Table 1 summarizing the performance in terms of 

performance metrics. Overall, we demonstrate that the proposed system significantly improves the 

accuracy and performance of baseline intrusion detection models across all key metrics: accuracy, 

latency, and throughput. Moreover, Table 2 presents the performance of each model indicating the 

effectiveness of our AI-driven hybrid model (CNN-LSTM with autoencoder filter) over single ML 
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classifiers. CNN-LSTM did achieve the highest detection rate (98.7%) and the lowest false positive 

rate (1.2%), demonstrating it has better generalization ability. 

Conclusion In conclusion, the experimental results from Figure 2–4 and Table 1–2 confirm that 

the AI-based threat detection system revealed in this paper, combined with homomorphic encryption 

and zero trust enforcement, is capable of providing reliable, efficient protection for multi-cloud HIE’s 

with high precision, and ensuring patient data privacy and compliance. 

5. Conclusion 

The AI-based intrusion detection system proposed is well capable of handling the twin problems 

of cyber threat detection and privacy support in the current health-care systems. By the integration 

of deep learning models including CNN-LSTM, autoencoder with homomorphic encryption and 

zero-trust mechanism, the proposed system ensures the accuracy of the detection is guaranteed 

without bringing high overhead. The experimental results demonstrate the proposed model’s 

superiority to the most effective IDS schemes in literature, with regard to accuracy, latency, and false 

alarm rates; and this under the realistic yet resource-scarce multi-cloud and IoT-integrated 

environment. Also, the homomorphic encryption layer guarantees the security of the patient data 

during the processing, fulfilling healthcare regulations. In general, this work offers a secure and 

scalable platform with which to build next-generation cyber defense systems in the healthcare sector, 

and could be expanded to other priority sectors. 
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