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Abstract: The rapid evolution of the Industrial Internet of Things (IIoT) has created significant
opportunities for industrial transformation, while simultaneously presenting substantial challenges
to network security. Among these challenges, physical layer security emerges as a critical factor
in ensuring the integrity and reliability of message transmission across interconnected devices and
sensors within complex industrial environments. In our previous work [1], we proposed a mechanism
for assessing the Spatial Secrecy Outage Probability (SSOP) in a Rayleigh Channel with a single
eavesdropper, achieving promising simulation results. This paper focuses on the Nakagami-m Wiretap
Channel and multiple eavesdroppers assuming that the location of legitimate devices is known, while
the eavesdropper devices have a spatially homogeneous Poisson point process distribution of locations,
forming the SSOP models related to the device locations from the perspective of insecure regions (ISRs)
and secure regions (SRs), and the closed-form expression for its upper bound is derived. Subsequently,
under the constraints imposed by SSOP conditions, we establish an optimization model aimed at
maximizing system secrecy throughput. Finally,we analyze ISRs and SRs based on geographical
location information through the lens of Secrecy Outage Probability (SOP), evaluating the security
performance of our system. Through advanced modeling and simulation in MATLAB, we validated
the accuracy of the proposed definition and derived the upper bound for the SSOP under Nakagami-m
Channel. The experimental results further demonstrate the deep relationship between Secrecy Rate
and Throughput. Additionally, it was observed that as the secrecy rate increases, the secrecy outage
probability also rises, necessitating careful consideration of the trade-off. These insights are crucial for
understanding and enhancing the security performance of IlloT communication systems.

Keywords: Industrial Internet of Things; Physical-Layer Security; Spatial Secrecy Outage Probability;
Nakagami-m Wiretap Channel; System Secrecy Throughput; Multiple Eavesdroppers

1. Introduction

With the rapid development of the Industrial Internet of Things (IIoT), more and more IloT-based
sensors and devices are deployed in various scenarios, such as smart manufacturing, intelligent
transportation, smart healthcare, and industrial control[2-6]. For many IloT applications, the de-
vices generate vast amounts of data, including production data, equipment status data, and supply
chain data, which is vital for business decision-making and operational efficiency. For these applica-
tions, wireless communication has become the predominant method for devices to transmit data to
centralized data centers. These centers serve as the backbone of decision-making processes, where
transmitted data is analyzed and processed to drive operational efficiency and optimize industrial

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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workflows. However, the reliance on wireless transmission introduces significant security challenges,
as the open nature of wireless channels makes them vulnerable to eavesdropping, data interception,
and unauthorized access by malicious entities. Ensuring the security and integrity of data during
transmission has become a critical requirement to safeguard sensitive industrial information and
maintain the trustworthiness of decision-making outcomes[7-11]. To address these concerns, robust
network security mechanisms have become a focal point of research in the Industrial Internet domain.
Advanced encryption techniques, secure communication protocols, and intrusion detection systems
are being developed to mitigate risks associated with data transmission[12-16]. Additionally, inno-
vations such as physical layer security and blockchain technology are being explored to enhance the
resilience of industrial communication networks[17,18]. As industrial systems become increasingly
interconnected, the role of secure data transmission continues to grow in importance, making network
security a cornerstone for realizing the full potential of the Industrial Internet.

It is widely recognized that the architecture of the IloT comprises three fundamental layers: the ap-
plication layer, the network layer, and the perception layer[19]. The physical layer is usually involved in
the network layer, which handles the physical characteristics related to the transmission medium, such
as the modulation of electrical signals, spectrum utilization, and transmission power control. Physical
layer security is essential to prevent direct physical attacks, such as damage, eavesdropping, and
tampering with network devices or transmission media[20-25]. Physical layer security is recognized as
the foundational defense mechanism for the IloT, safeguarding critical infrastructure such as network
devices, sensors, and controllers. These components are integral to the functionality of IIoT systems,
and any compromise or attack targeting them can result in significant disruptions across the entire
network[26,27]. To mitigate such risks, robust measures including stringent physical access control,
equipment protection, and hardware-based encryption are imperative[28]. Ensuring that only autho-
rized personnel have access to the physical infrastructure and implementing advanced authentication
and access control policies, the risk of unauthorized access can be substantially minimized[29-31].
Additionally, advanced signal processing techniques have emerged as a pivotal approach to enhancing
physical layer security[32-34]. These techniques provide robust protection against both passive and
active attacks by adversaries or malicious users. For example, beamforming technology enables
legitimate devices to achieve superior secrecy rates, even when the legitimate channel is of lower
quality compared to that of an eavesdropper[35]. Such innovations highlight the critical role of physi-
cal layer security in ensuring secure and resilient communication in IIoT environments, solidifying
its importance in the broader framework of IIoT security strategies[36—40]. This paper focuses on
designing physical layer communication mechanisms to reduce the risk of service interruptions caused
by physical layer failures or attacks.

There has been a great deal of research work on physical layer security in wireless communications[41-
50], Reference[41] employs artificial noise technology (ANT) to assist in transmitting secure signals.
By establishing an optimization model that minimizes the secrecy outage probability under the con-
straint of the secrecy rate, this Reference determines the optimal power allocation ratio between
the transmitted signal and the artificial noise. Reference [42] investigates a physical layer security
transmission scheme in an MISO system where the cooperative users assist (CUA) send interference.
Under the condition that only the statistical information of the eavesdropping channel is known, the
study establishes an optimization model with the secrecy rate as the constraint and the secrecy outage
probability as the optimization objective. It also analyzes the impact of the quality of the legitimate
channel and the number of eavesdroppers on the design of the transmission scheme. Reference [43]
proposes an adaptive transmission scheme (ADP), which allows the legitimate channel rate and secrecy
rate to be adjusted dynamically according to the channel state information. This adaptive transmission
mechanism maximizes the system’s throughput under the constraint of the secrecy outage probability.
Because the ADP algorithm can adjust the transmission rate and secrecy rate adaptively based on
the channel state information, it achieves a higher system throughput. Overall, one of the effective
methods is beamforming, which can achieve the secrecy capacity in multi-input, multi-output (MIMO)
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systems by enhancing energy in a particular direction and suppressing energy in other directions
[44-49]. Previous works on physical layer security usually assumed the channel state information
(CSI) of both the legitimate and eavesdropper channels or only the legitimate channel is perfectly
known. In most cases, the eavesdropping user adopts the passive eavesdropping mode; the transmitter
cannot attain the CSI or location information of the device Eve’s channel. Therefore, many researchers
use the security performance measurement index to analyze the security region (SR) or insecure
region (ISR) of the system [51-53]. The SR means that Eve in this area cannot correctly decode the
received confidential information, and the ISR means that Eve in this area can correctly decode the
received confidential information. The Secrecy Outage Region (SOR) was defined in [51]; it analyzes
the geographical regions where secrecy outages may occur. The system security performance of the
SOR was further studied by using artificial noise technology. In [52], the vulnerability region (VR)
under a zero security rate in multi-hop networks is studied. By minimizing the VR, the number of
eavesdropping users was reduced. The compromised secret region (CSR) is defined in [53], and it
proposes a secure transmission strategy for the minimum CSR. By numerically approximating the CSR,
the optimal location and allocated power of the jammer are calculated, and the minimum CSR under
the constraint of the security outage probability is achieved. In [54], the proposed Layered Physical
Layer Security (LPLS) scheme divides information into different security levels based on practical
application scenarios. Under the constraint of ensuring the secrecy rate of the lowest-level information,
the scheme achieves the maximization of the secrecy rate for the highest-level information. In[55], the
study investigates a communication scenario in a MISO system with multiple eavesdropping users.
The research employs artificial noise (AN) techniques for signal transmission and jointly optimizes the
beamforming vectors of the transmitted signal and artificial noise. This optimization is performed
under the constraints that the signal-to-noise ratio (SNR) at legitimate users and the SNR at eaves-
dropping users meet certain threshold conditions. In[56], the study explores transmission schemes in
multi-user systems and proposes two interference-assisted multi-user scheduling schemes. The first is
an optimal interference-assisted multi-user scheduling scheme, assuming the eavesdropping channel
state information (CSI) is known. The second is a random interference selection-based multi-user
scheduling scheme, relying only on the statistical information of the eavesdropping channel. The
optimal power allocation ratio between the transmitted signal and the interference signal is derived
by maximizing the secrecy capacity. In [57], A Coding Per Sub-channel scheme is proposed for a
three-node eavesdropping system model, where multiple parallel sub-channels use distinct coding
schemes. A novel expression for the outage probability is introduced, defined as the ratio of the sum of
the outage secrecy rates of all sub-channels to the total secrecy rate of all sub-channels. Based on this, a
secure transmission scheme is developed, which maximizes the secrecy rate under the constraint of
secrecy outage probability.

This paper mainly studies the classical passive eavesdropping system model in IloT wireless
communications, where the transmitter device (Alice) wishes to transmit to the legitimate device (Bob)
in the presence of many eavesdropping devices (Eves) under the Nakagami-m Wiretap Channel. In
wireless communication systems, the more information the transmitter has about the eavesdropping
channel, the more effectively it can employ reliable techniques to reduce information leakage and
enhance system security. However, when an eavesdropping user remains silent during the channel
estimation phase, it becomes challenging for the transmitter to obtain details about the eavesdropping
channel. Furthermore, the geographical location of the eavesdropping user significantly impacts the
system’s security performance. Recent studies have proposed the concepts of secure and insecure
regions based on user location as performance metrics for physical layer security. When the eaves-
dropping user is within the secure region, security metrics such as secrecy capacity and secrecy outage
probability meet the requirements for secure communication, making it difficult for the eavesdropper
to intercept useful information. Conversely, when the eavesdropping user is located in insecure region,
there is a higher likelihood of successful interception of confidential information. Research on secure
regions helps minimize the consumption of communication resources within these areas, while studies
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Figure 1. Illustration of IloT scenario with multiple eavesdroppers.

on insecure regions facilitate the rapid identification of eavesdroppers’ locations. This enables the
transmitter to promptly implement effective countermeasures, such as artificial noise and cooperative
jamming, to disrupt eavesdropping attempts in insecure regions. Consequently, this approach holds
significant practical value in real-world engineering applications. The main contributions of this article
are briefly summarized as follows.

1.  Focusing on the scenario in MISO systems with multiple eavesdropping users, the paper models
the locations of eavesdroppers using a Poisson point process. It analyzes the spatial outage
probability under Nakagami-m channel fading and derives a closed-form expression for its upper
bound.

2. After deriving the spatial outage probability, this paper investigates and analyzes the relationship
between secrecy rate and secrecy throughput in the given scenario. With the optimization
objective of maximizing the minimum average secrecy rate and under the constraint of secrecy
outage probability, the system'’s secrecy throughput is validated.

3. In this channel environment, the paper also explores the issues of secure and non-secure regions
under the constraint of secrecy outage probability. It analyzes the system'’s security performance,
providing theoretical guidance for practical applications.

The remainder of this article is structured as follows. Section II presents a detailed description
of the system model. In this section, we derive the SSOP expression under the Nakagami-m Wiretap
Channel, along with its upper bound. Furthermore, Sections III focus on analyzing system throughput
based on SSOP and examining the secure region of the system. Numerical results are provided in
Section IV to support our findings. Finally, we conclude our work in Section V.

2. SYSTEM MODEL

As shown in Figure 1, this paper considers a time-division duplex MISO system scenario in-
volving multiple non-cooperative single-antenna eavesdroppers. The system consists of a multi-
antenna transmitter (Alice), a single-antenna legitimate user (Bob), and k single-antenna eavesdroppers
Ever(k =1,2,...,K). The system is modeled using polar coordinates, where Alice is located at the ori-
gin. Alice is equipped with n; antennas uniformly distributed along the y axis, with an inter-antenna
spacing Ad equal to half the wavelength Ad = A/2. The locations of the legitimate user and the
eavesdropper are denoted as (Dy, 0),) and (Dy, ), respectively. D, and Dj, represent the distances of
the users from the origin, while 6, and 6 denote the angles between the users and the origin. The
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legitimate channel is denoted as h, = D, a/ Zhba(eb) , the eavesdropping channel is represented as
hy, =D, a/ tha(Gk), k=1,...,K, Both I and 5 follow independent Nakagami-m distributions, where
parameter m indicates the severity of channel fading. The Probability Density Function (PDF) of
h;i(i = b, k) can be described as :

2m;™Mix2mi—1 m; o,
= ——x“ ], x>0 1
f(x) Qimir(mi) exp Qix Xz ( )

where m; is the form factor, indicating the severity of fading, and (); represents the average power
of h;. |h; |2 follows a gamma distribution with fading parameter m; and mean Q);, |h; |2 ~ Ga(m;, m; / Q)
, the PDF can be further rewritten:

mi—l
R |hl |2) m; 2
() = |5 ] e ®

where I'(x) = f0°° t*~1exp(—t)dt is gamma function. When Alice sends a signal, the signal noise
of Bob and Eve receives the signal is shown below:

_ mPaDy |y

= 02

i 3
_ PaD " | *G(61.80) ©)
%

Tk

where G(6y,6,) = a'’(6;,)a(6), 07 and o} are the variances of the noise signal received by a
legitimate client and an eavesdropping client. The channel capacity of an eavesdropping user can be
expressed as:

Cx = log,(1+ vx) = log, (1 + PaD " I [*G? (6, 9b)/”]§> (4)

3. Algorithm Design and Implementation
3.1. Analysis of Spatial Secrecy Outage Probability under Nakagami-m Channel Fading

It is well known that, the Nakagami-m channel is characterized by its ability to model different
fading severities. It has a parameter m that indicates the fading level. The channel fading can range
from mild to severe, affecting signal transmission and reception in wireless communication systems.
Suppose R and Rs represent the transmission rate of the legitimate channel and the secrecy rate of the
system, respectively. When Alice sends a confidential signal to Bob, the specific results can be divided
into the following three situations:

1. Cp < Ry in this situation, the secrecy capacity C; of the legitimate channel is less than Ry,
resulting that Transmission errors or distortions are inevitable in the transmitted information,
and transmission interruption occurs.

2. Cy > Ry: for this scenario, If the channel capacity C,. of Eve is greater than Rj, — R;, at this time
Eve can eavesdrop on the confidential information and the system will experience a secrecy
outage.

3. Cp > Ry and Cs > R;: under this circumstance, the system is able to achieve the secure and
confidential transmission of data.

The research in this paper analyzes the Spatial Secrecy Outage Probability of the system under the
prerequisite that Bob can correctly receive the confidential information, mainly including the following
steps: 1) Determine the insecure region; 2) Construct the Spatial Secrecy Outage Probability based on
the number of eavesdropping users in the insecure region; 3) Analyze the closed-form solution of the
Spatial Secrecy Outage Probability. The specific implementation process is as follows:
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3.1.1. Determine the Insecure Region

This paper describes the outage event from the perspective of geometric figures. Define @
as the insecure region, and the insecure region means that the eavesdropping user located in this
region can eavesdrop on confidential information. In this study, the eavesdropping users follow a
Poisson distribution. When any Evey is located within the region ®, the secrecy outage event occurs.
Therefore, © can be expressed as © = {Evey : Cx > R, — R;}. Substituting 7 into the above formula,
the expression form of the insecure region regarding the location information of Evey can be obtained,
as shown below:

G):{Evek D < D(Gk)} (5)
where

D(6x) =

1
PAGZ(GkIGb)|hk|2‘| ' (6)

oZ(2Re=Rs — 1)

According to the formula for the area of a polar coordinate curve, the area of the insecure region
A is obtained as:

2 2
PAG2(64,05) 1) |
=17 [;2 (25%5,@)'_;)‘ } a6y (7)
0 n
1 2\& o2 :
=37 (In?)" [ (G201, 00) " dbi
0
where
Py a
T=|— =t
{a,%aRbRs = ®

3.1.2. Construct the SSOP Based on the Number of Eavesdropping Users in the Insecure Region

From the paper[58], We can obtain that the spatial point process that meets the following two
conditions is called a homogeneous Poisson point process.

a: If the number of points per unit area follows a Poisson distribution with density A, then the
number N(B) of points in any finite region B in space follows a Poisson distribution with mean Av(B)
, where v(B) represents the area of the bounded region B . The probability that there are m points in
region B is as follows:

p{N(B) = m) = (Av(B))'"exp(‘M(B)) ©)

m!

b: For spatially bounded regions By, By, . . ., B;, that are disjoint from each other, the corresponding
numbers of points N(B1), N(By),...,N(B,) are independent of each other. From the definition of
the insecure region © , as long as there is one Eve; located within region ©, a secrecy outage event
will occur. That is, when the secrecy capacity of Eve; meets the condition C;, > R, — R , a secrecy
outage occurs in the system communication. This paper describes the spatial outage probability as the
probability that k(k > 1), Eves are located in the insecure region © , and the distribution density of
eavesdropping users in region © is A, A . Therefore, according to the definition of the homogeneous
Poisson point process, the Spatial Secrecy Outage Probability pssop is:

Pssop = Pr{m Eves in ®}

=1—Pr{0Eves in ©} (10)
=1—eNA
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3.1.3. Closed-Form Solution of SSOP

From Eq.10, we can conclude that the spatial outage probability is related to the area A of the
insecure region and the distribution density A, of eavesdropping users. The smaller the area of the
insecure region or the smaller the distribution density of eavesdropping users, the smaller pssop is and
the safer the system becomes. From Eq.10 and Eq.9, we found that there is a relationship between pssop
and hy. hy is subject to the Nakagami-m distributed random fading. Therefore, here we consider the
average spatial outage probability pssop. That is:

Pssop=Ejpy| [Pssop] =1 Eppy [e_ABA] (1)

The expanded expression of pssop is as follows:

ﬁssopzl - E\hk| [e_AeA]

+o00 221 2
=1 [ewp(-aT( )" (szk,eb))fd9k>f(rhk|2)d|hk|2
400 2 21 2 (12)
:1—_f exp —%T<|hk|2) ({(GZ(Gk,(?b))“dG)
my—1 oy

. {mk}mk(m\z)

e |? 2
o Ty e Al
From the Eq.12, It is difficult to obtain the closed-form solution of pssop . Therefore, in this section,
we analyze the closed - form solution of the upper bound ﬁ;ls’;p of Pssop- From the Appendix.5, We
can conclude that for the average spatial outage probability pssop, the exact theoretical closed-form

solution of its upper bound is:

2N

Tltfl

2 12 £ HE ()

cos(7tn sin 6y)

Psdop=1—exp | = At T(y) (13)

When a=2, pssop= ;a;‘S’Z,,. The range of values of the path loss exponent « is generally between
2 4 . To further analyze the physical meaning of p;‘S’Zp, when taking a = 2, the expression of ;a?s’i,,, is
simplified to:

Tltfl
Py /o? 2wy et

—_— n=1
'Yk//\EQk «Jo(7tn) cos(7tn sin 0y)

f)gfépzl —exp|— (14)

From Eq.14, ﬁ?slf)p is a function related to the signal-to-noise ratio P4 / 0',% of legitimate users and
the signal-to-noise ratio -y of eavesdropping users. When the distribution density A, of eavesdropping
users is very small, the value of fa;‘s’i,,, is close to 0, which is consistent with the actual scenario. When

the signal-to-noise ratio 4 of a certain eavesdropping user is very large, ﬁgs’f)p is close to 1, and at this
time a secrecy outage occurs in communication.

3.2. Analysis of Secrecy Throughput

The secure throughput is defined as the product of the secure transmission rate Rs; and the
probability of secure information transmission (1 — pout(Rs)) , as shown below:

C:Rs(l - pout(Rs)) (15)

In this chapter, we analyze the spatial outage probability of the system from the user location
information. Therefore, we define the secure throughput as the product of Rs and (1 — Pssop (Rs)), that
is:

ngs (1 - F_’ssop(Rs)) (16)
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The specific expression of ¢ is as follows:
+o00 221
{=Rs [ exp (—%T(WHZ)“ J (G20 0)) de) )
—00 0

g 1 ()™ B
< [&] e g
It is difficult to obtain the closed-form solution of ¢ from formula Eq.17. Under normal circumstances,
when taking a = 2, at this time pssop= ﬁ;’s’;p, the closed-form solution of ¢ can be obtained as:

_ )L(;?TQkPA
oZ(2R R —1)

n—1 (18)
*(1—1—2 Y Jo(mn) cos(nnsin()b))
n=1

¢=Rsexp

As can be seen from formula Eq.18, ¢ is a convex function of Rs;. Therefore, the maximum
throughput of the system can be analyzed.

3.3. Analysis of Secure Region Based on Secrecy Outage Probability

In this section, we assume that there is only one eavesdropping user, Eve, in the eavesdropping
system model. The secrecy outage probability is more suitable than the secrecy capacity for describing
the secure region when the eavesdropping channel is unknown. In this section, we analyze the secure
region of this scenario based on the secrecy outage probability. The definition of the secrecy outage
probability is as follows:

pout(()b,()e, Db,De) = PI‘(CS < R5|Cb > Rs)
 Pr(Cs<Ry,Cy>Rs) (19)
= T Pr(Cy>Ry)

Let p;s denote Pr(Cs < R;, Cp > R;), then

Ps = PI‘(CS < Rq, Cb > Rs)

1
=Pr{log, (F2) < Ry logy(1+7) > R, } (20)
= Pr{’ye > %QH/% > 2R — 1}

From ]hi|2 ~ Ga(m;,m;/Q);), we have 7y, ~ Ga(ay, Bp),Ye ~ Ga(ae, Be), The parameters of 7, and
7. are as follows:

Xp = My
_ __omy (21)
‘Bb o n[PAD;aQb
X = M,
o2, (22)
Pe = PAD;*G2(6,,0,) e
From the [58], We can obtain that the distribution function of the gamma distribution is as follows:
i—1
7 (%, Bjx) _ w1 i
F A i ] Y (B 23
X(x) F(Dé]) —e 1;) il (ﬁ]x) (23)

Among them, the random variable X € {v},7.},j € {b,e}, 7(:, ) represents the lower incomplete
gamma function, and T'(+, -) represents the upper incomplete gamma function. Let Z = 2R — 1, then
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Ps = f f Fre(xe) fr, (xp ) dxed
Z w2
Z+1
= [ (1= Fx(35F) ) fn () e,
(24)

(1 —Fx, (%))fn (xp)dxedxy,
( <z+1> L Z|<ﬁgZ+1)>ﬁbabxb )Eﬁbbdxb

According to Reference [58], there is the following equation relationship:

I
N— g N—gN—g

(a+x)" = i ( " )xia"i (25)

i=0 \ !
Based on Eq.24, and by interchanging the order of summation and integration in Eq.23, the closed-form
expression of ps can be obtained as follows:

ap—1 N R et )
=B R E (] ) i)

i= j=0 \ J (26)
(,X +i, ﬁe+(Z+1)ﬁb>
The expression of the secure transmission probability Pr(C, > Rs) is as follows:
%14 '
Pr(C, > R;) = e Pr? 1;0 E(ﬁbz)l (27)

Substitute Pr(C, > Rs) and Pr(Cs < Rs, Cp > Rs) into pout(0p, 6e, Dy, De) , so the closed-form
solution of poyu¢(6p, B¢, Dy, D) is as follows:

1=

zi1  \t Bet(z+1)By ) /1 :
< (petiom) r("‘h“'b)/Eo n(PoZ)

ap—1 ipa, 1 i ..
Pout (04,60, Dy, Do) = ¥ zl'(Z%l) rﬁ(ba:) v ! (_Z)I—Jez%l((ul)ﬁb—ﬁe)
i=0 =0\ J (28)

Define the secure region and the non-secure region according to Pout(6p, 0, Dy, D). Here, the
non-secure region © is defined as the geometric region when the secrecy outage probability is greater
than the given threshold ¢(0 < e < 1), as shown in the following formula:

®:{6h/ 66/ Db/ De|Paut(9h/96/ Dbl DE) > S} (29)

0, and Dj, can be expressed in terms of 6, and D,. Therefore, when the positions of Alice and Bob
are relatively fixed, the secure region refers to the range of movement of Eve. When Eve is within this
range of movement, it does not affect the secrecy performance of the system. Thus, at this time, the
transmitting end and the legitimate user can achieve secure data transmission without adopting other
technical means. The worst-case scenario for the secrecy performance occurs when Eve is in the same
direction as Bob, that is, when 6;,=60,=0.

4. Simulation Results

In this section, we further provide numerical results to validate our theoretical analysis. Without
loss of generality, the simulation parameters were set as follows in MATLAB for WIN10. The Computer
Configuration was as follows: the Processor (CPU) was an Intel(R) Core(TM) i7-10750H CPU @ 2.60
GHz; the Clock Speed was 2.59 GHz; the Memory (RAM) was 1024 GB with an NVIDIA GeForce GTX
1650 Ti. In this section, we first use Monte Carlo simulation to study the relationship between the SSOP
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Figure 2. Comparison of Spatial Secrecy Outage Probability between Theoretical Analysis and Simulation Results

With different 6,

and its parameters. Secondly, we investigate the impact of the secrecy rate on the secure throughput.
Finally, we analyze the secure region under the Nakagami-m channel. Unless otherwise specified, the
simulation parameters are shown in Table.1.

Table 1. Simulation parameter settings

Parameters Details Setting Value
Py Transmit Power 40dBm

nt Number of Antennas 8

o2 Noise variance 30dBm

€ Outage Probability Threshold 0.1

0y Angle of Incidence 0°

mp, Yy Nakagami-m Distribution Parameter 1,1
Me, e Nakagami-m Distribution Parameter 1,1
Rs Secrecy Rate 0.5bps/hz

Ae Poisson Distribution Parameter 0.001

4.1. Simulation and Analysis of Spatial Secrecy Outage Probability

Fig.2 depicts the influence of the angle 6, of Bob relative to Alice on the average Spatial Secrecy
Outage Probability under the condition of the channel fading exponent x=2. As can be seen from
the figure, as the direction of Bob deviates from the normal direction of the antenna array at Alice’s
end, the average Spatial Secrecy Outage Probability pssop increases accordingly and tends towards
a fixed value. It can be observed from the figure that during the variation of 6, the curve of Pssop
exhibits a small oscillatory characteristic. As can be seen from Eq.12, this is affected by the factor A =

ny
Y %]g(nn) cos(mtn sin ). The figure also describes the fitting situation between the simulation

results of the average Spatial Secrecy Outage Probability pssop and the theoretical analysis. It can be
seen that the fitting effect is good, which further validates the theoretical analysis results of Eq.12. Fig.3
analyzes the impact of the number of transmit antennas #; on the average spatial outage probability
Pssop and its upper bound ﬁggf,p under the condition of the channel fading exponent a=3. As can
be seen from the figure, with the increase of the number of antennas 7, both the average spatial
outage probability pssop and its upper bound ﬁgs’f)p decrease. This is because as the number of antennas
increases, the main lobe of the beam becomes narrower, and less information leaks, thus the outage
probability decreases accordingly. From the expression of pssop, it can be known that the number
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Figure 3. The Impact of Antenna Number 7n; on the Average Spatial Secrecy Outage Probability and Its Upper
Bound

0.10 T T T T T T T T T T T 0.10

0.08 % %% I0.08
0.06 2 Z I 0.06
0.04 4 ot I 0.04

0.02 4 - 0.02

Secrecy Throughput & (bits/s/Hz)

0.00 T T T T T T T
0O 05 1 15 2 25 3 35 4 45 5

Secrecy Rate R (bits/s/Hz)

Figure 4. Relationship between Secrecy Rate and Secrecy Throughput

of antennas 7n; and C are not in a proportional relationship. As can be seen from the figure, as the
number of antennas increases, both s, and ﬁ?s%p tend to stabilize. This indicates that the increase in
the number of antennas cannot continuously improve fssop, which is consistent with the theoretical
analysis. It can also be observed from the figure that pssop converges more slowly compared to ﬁgfép,
resulting in an increasingly larger gap between the two.

4.2. Analysis of Secrecy Throughput

Fig.4 analyzes the relationship between the secrecy throughput and the change of the secrecy
rate Rs. As R; increases, the probability of secure transmission 1 — pssop (Rs) decreases accordingly.
At this time, R, is dominant, and the secrecy throughput increases with the increase of R;. When R;
increases to a certain extent, 1 — Pssop (Rs) becomes dominant, and the secrecy throughput decreases as
Rs increases. When R; is further increased, 1 — ;‘Jssop(Rs) decreases to 0, and at this time, the secrecy
throughput also decreases to 0.

4.3. Analysis of Secure Area Based on Secrecy Outage Probability

Fig.5 analyzes the relationship between the secrecy outage probability po,: and the distance D,
between Alice and Eve under the condition that Bob’s position remains unchanged (D, = 10m) in
the Nakagami-m fading channel. It can be seen from the curves in the figure that the secrecy outage
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Figure 6. The Impact of Secrecy Rate on Secrecy Outage Probability under Different Values of the Distance
between Alice and Eve

probability decreases as D, increases. When the distance increases to a certain extent, the secrecy
outage probability tends to 0, that is, Eve cannot overhear any information. The figure also analyzes
the relationship between the secrecy outage probability and the incident angle of Eve relative to Alice.
It can be seen from the figure that when 6, = 0, that is, when Eve is located on the line connecting
Alice and Bob, the outage probability is the largest and the secrecy performance is the worst. At
this time, Eve is within the main lobe coverage range of Alice’s transmitting beam, so the amount
of eavesdropped data is the largest. Therefore, when Bob’s position is determined, the relationship
Pout(Be, D) < € between poy and Eve’s position can be used to set a non - secure area with a threshold
value of . Eve is not allowed to enter the non-secure area, providing a theoretical guidance basis
for practical applications. Fig.6 analyzes the relationship between the secrecy outage probability poy¢
and the secrecy rate R; under the Nakagami-m fading channel, where D, = 10m,0,=6, = 0. As R
increases, the secrecy outage probability p,y: increases accordingly. Therefore, in practical systems, a
trade-off between transmission efficiency and confidentiality is required to achieve secure transmission
of the system. When D, = 0, the received signal-to-noise ratio of the eavesdropping user tends to
infinity, so a secrecy outage event must occur at this time. It can be seen from the figure that the secrecy
outage probability is 1 when D, = 0, and the theoretical analysis is consistent with the simulation
results. The theoretical and simulation values of the secrecy outage probability are compared in the
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figure. It can be seen from the figure that the theoretical and simulation values agree well, further
proving the correctness of the theoretical analysis.

5. Conclusions

This paper addresses the physical layer security of the Industrial Internet of Things (IloT) within
the context of a Nakagami-m wiretap channel featuring multiple eavesdroppers. By employing a
Poisson point process to model the locations of these eavesdroppers, significant advancements have
been made in enhancing both understanding and performance regarding secure communication in IloT
systems. Firstly, a closed-form expression for the upper bound of the Spatial Secrecy Outage Probability
(SSOP) has been derived. Through theoretical analysis and simulation, it is demonstrated that factors
such as the angle between the legitimate user and the transmitter, as well as the number of transmit
antennas, significantly influence SSOP. As the legitimate user’s direction deviates from the normal
direction of the antenna array, the SSOP tends to increase and shows an oscillatory characteristic.
With an increase in the number of antennas, the SSOP and its upper bound decrease and gradually
stabilize, indicating that while increasing antennas can improve security to a certain extent, there is a
limit. Secondly, the relationship between secrecy rate and secrecy throughput has been investigated.
It has been found that as the secrecy rate initially increases, the secrecy throughput also increases.
However, when the secrecy rate exceeds a certain value, the decrease in the probability of secure
transmission dominates, causing the secrecy throughput to decline. This highlights the need for a
trade-off between transmission efficiency and confidentiality in practical systems. Finally, the secure
and non-secure regions were analyzed based on the secrecy outage probability. The secrecy outage
probability decreases as the distance between the eavesdropper and the transmitter increases, and it
reaches its maximum when the eavesdropper is in the same direction as the legitimate user. By defining
the non-secure region based on the secrecy outage probability threshold, theoretical guidance for
preventing eavesdropping has been provided. In summary, the research in this paper provides valuable
theoretical and practical insights for enhancing the physical layer security of IloT systems. Future work
can focus on further optimizing the transmission scheme and security mechanism considering more
complex channel models and practical application scenarios to meet the growing security requirements
of the IIoT.

Appendix A Appendix A

Theorem A1l. For the average spatial outage probability Pssop, the exact theoretical closed-form solution of its
upper bound is:

2N

nt—l

ng—n
1+2 ngl tﬂt

2N

piby=1—exp | —AenT(Qy)* Jo(mn)

cos(7tn sin 6;)
_ e
When a=2, then pssop=Pssop

Proof. From the Eq.12, we can conclude fssop can be obtained through numerical calculation, but it is
difficult to derive its closed-form expression. Therefore, for the purpose of theoretical analysis, this
section mainly derives the closed-form expression ﬁ?s%p of the upper bound of pssop. It can be seen
from Eq.12 that the difficulties in deriving the closed-form expression of pssop mainly include: 1. The
area A of the non-secure region ® , as known from Eq.9, A contains the integral of the antenna array
factor. When a > 2, the integral is difficult to obtain. 2.The expression of Ej, | [e=*¢4] contains random
variables of Nakagami-m fading. When « > 2, the numerical solution is difficult to obtain.
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Appendix A.0.1 Solve for the area A of the non-secure region
27 2
From the paper[1] we have published, B; = [ 5 (G?(6,,6;))*d6., We can directly obtain the
0
upper bound of A as follows When a=2.
2
ng—1 ny — «
< .
A< nT(|hk| ) 142 nz o ]o(mz) cos(7tn sin ;)
Appendix A.0.2 Solve for Ej, | [e~ 4]
According to Jensen’s inequality E(eX) > eE(X), to solve for the expected value E Iy [eAe4],

where X is a random variable. The equality holds only when X is a deterministic value.According to
Jensen’s inequality, we can obtain:
—AeEp, (A
ﬁssopzl — E‘hk| |:€_/\BA] <l-e |hk|( )

From the Eq.13, The expected value of A is as follows:

ntl

Epp (A) < 7T <1+2 )

n=1 nt

ng —

]o(ml) cos(7tn sineb)> E]g‘hk| <(|hk|2> ﬁ)

2/ 2/
Accordingto]ensen’sinequalityforE[X%} < (E[X])%,then Ep,| {(|hk|2) lx] < <E|hk\ [\hkﬂ) §

2/
Since the average value of the Nakagami-m fading channel is (), thus E {(| hk|2) “] < (Qk)Z/ @«

Therefore, the expression for the upper bound of the expected value of A is as follows:

N
2N

ng— l
p?s’;pzl —exp | —AertT ()« (1+2 Z ]0 nn)cos(nns1n9b)>

When a=2, then pssop= pgfop, thus the theorem is proved. O
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