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Abstract 

The Internet of Things (IoT) has revolutionised modern life but introduces serious security concerns, 
particularly data privacy breaches. This paper examines two major IoT threats—SILEX malware and 
the Mirai Botnet—highlighting how weak authentication, insecure remote access, outdated firmware, 
and infrequent vulnerability scanning enabled large-scale attacks. To address these vulnerabilities, 
we propose a Zero Trust-based secure system incorporating technologies such as FIDO2 for 
passwordless authentication, SSH and Just-In-Time (JIT) access for secure remote control, and 
Trusted Platform Module (TPM) for system integrity verification. The system also includes routine 
vulnerability scans, network segmentation, centralised monitoring, and automated firmware updates 
to minimise exposure. While implementation challenges include compatibility, configuration 
complexity, and cost, the system significantly reduces the risk of attacks and enhances regulatory 
compliance with frameworks like GDPR and NIST SP 800-213. By strengthening user privacy and 
infrastructure resilience, our approach provides a comprehensive solution to evolving IoT security 
threats. 

Keywords: security; Zero Trust Architecture; Malware Prevention; Smart Device Authentication; 
network segmentation 
 

1.0. Introduction 

There is a vast network of billions of devices behind smart watches that can monitor your sleep 
quality, smart home gadgets that automatically adjust the indoor temperature based on your habits, 
and industrial sensors that send real-time data from the production line. This is known as the Internet 
of Things (IoT), and it will undoubtedly alter our habits and modes of production. The Internet of 
Things imparts an ingrained relationship between the physical world and the digital world, which is 
only possible with devices that talk and cooperate. Nevertheless, security concerns also emerged. 
Statistically, in the upcoming years, it is suggested that the number of IoT devices globally may 
surpass the 10 billion mark. (Choudhary, 2024; Hussain et al., 2024). What is even more shocking is 
the fact that each device can be attacked by a hacker and can become a channel for stealing 
information. IoT security has now turned into a vital matter that has raised questions regarding 
personal privacy, corporate operations, and even national security. (Schiller et al., 2022) 

Apart from the many IoT security problems, data privacy breach is the most pressing issue that 
affects individuals in practice. (Thomas et al., 2022; Jun et al., 2024). Such information, from home 
images recorded by smart cameras to the health data represented by wearable devices, is 
continuously collected by IoT devices during operation (OVIC, 2021). Should this information be 
exposed, this could subsequently have fatal effects on users of such technologies. For instance, 
security breaches that have entrance and exit time information of smart doors and locks by criminals 
could give an opportunity for burglary (Townsend, 2019; Khan et al., 2021). IoT devices that have the 
potential to leak patient medical records and treatment data not only violate personal privacy but can 
profoundly affect patients’ ordinary life routines and productivity at work, as the exposure of 
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sensitive information may lead to emotional distress, discrimination, or stigmatisation, ultimately 
impacting their mental well-being and job performance (Blanton, 2025; Kiyani et al., 2024). 

When evaluating the facts from a technological standpoint, the sensitivity and the scale or 
amount of data produced by IoT devices are the fundamental reasons behind the high risks of privacy 
breaches. Unlike traditional Internet devices, there is a multiplicity of IoT gadgets, and one can come 
across various application scenarios. This means that the scope of data collection is quite wide and 
constantly collecting data(Jhanjhi et. al, 2025). A case in point is that most IoT devices are more 
focused on functional features during their manufacturing instead of looking into potential IoT data 
security measures, such as data encryption and access control. In this sense, IoT devices are normally 
resource-limited and cannot leverage the power of complex data encryption algorithms and security 
mechanisms (Rozlomii et al., 2024; Krishnan et al., 2021). Consequently, attackers can develop an easy 
strategy to penetrate the defence line of the device and access the stored private data therein(Jhanjhi 
et. al, 2024). 

Nevertheless, current protection protocols do not perform well when it comes to privacy leaks 
of IoT data. To a certain extent, traditional data encryption technologies are effective in securing data 
during transmission and storage. However, in the context of IoT, these methods are often impractical 
due to the limited processing power and memory of many devices, leaving sensitive data more 
vulnerable to breaches. To a certain extent, traditional data encryption technologies are effective in 
securing data during transmission and storage. However, in the context of IoT, these methods are 
often impractical due to the limited processing power and memory of many devices, leaving sensitive 
data more vulnerable to breaches. However, high-intensity encryption algorithms for IoT devices 
could consume a massive amount of computing resources as well as battery, which might not be ideal 
for most IoT devices (Rozlomii et al., 2024; Muzafar & Jhanjhi, 2019). Furthermore, the existing access 
control method is mostly built on the idea of user identity authentication. On the other hand, in an 
IoT environment, the devices interact more frequently. Since the traditional identity authentication 
method cannot adapt to the rapidly changing communication needs between devices and is often 
dangerous because of the possibility of identity fraud and abuse of authority, IoT devices are 
particularly vulnerable in this situation. Last but not least, the IoT landscape is made up of many 
different manufacturers of devices, providers of services, and users. Data not only travels through 
multiple links during its transmission and storage, but also goes through different storage methods. 
Currently, existing security solutions do not have a unitary standard and coordination mechanism, 
depriving them of the ability to ensure data security and protection all the way from the origin to the 
destination. Subsequently, data is at risk of being leaked at different points in the process (Rajkumar 
V & Sivaranjini R, 2025). 

2.0. Case Studies Analysis 
2.1. SILEX Malware 

2.1.1. Background 

The use of IoT is expanding rapidly, and it is set to reach 64 billion devices in 2025 (Mian, et al., 
2022). With the ever-increasing use of IoT, everything is beginning to become a computer. Daily 
devices such as thermostats, home assistance or even industrial devices like robots and sensors are 
being connected to the internet. While this made our lives easier and industry operations more 
efficient, it also increased the attack surface for cybercriminals significantly. When everything is a 
computer, everything can be hacked. 

This is exactly what happened in June 2019. A 14-year-old teenager who goes by the alias “Light 
The Leafon” created SILEX, a bot based on the Mirai malware (Ilascu, 2019). By June 26 4 PM Eastern 
Time, the command-and-control server in Iran (Pascu, 2019; Muzammal et al., 2020). Went down by 
the developer’s doing. During the short period, it had bricked thousands of poorly protected IoT 
devices. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 3 September 2025 doi:10.20944/preprints202509.0299.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202509.0299.v1
http://creativecommons.org/licenses/by/4.0/


 3 of 23 

 

This section of the case study dives into the lifecycle of the SILEX attack, what made it unique, 
what enabled it and how to prevent such threats in future IoT deployments. 

2.1.2. How It Worked 

So how does SILEX target and compromise IoT devices? SILEX works by brute forcing using 
known default credentials, destroying the device’s storage, eliminating its firewall and finally 
removing its network configuration. After an IoT device was infiltrated, the device stopped working 
and showed the author apologising and explaining the reason behind it: 

 
Figure 1. The author of SILEX apologises for the attack. (Ilascu, 2019). 

The SILEX malware followed a chain of attacks designed to permanently disable vulnerable IoT 
devices. The first step is to scan the internet for devices with known vulnerabilities, typically those 
with default credentials from the factory and outdated firmware. Once a target was identified, the 
malware SILEX will attempt to gain unauthorised access using default credentials or, in some cases, 
brute force password to infiltrate the device. 

Once gaining access, the malware downloaded and executed its malicious payload. It will wipe 
all the data on the device and will write random data from /dev/urandom to every partition it 
discovers using fdisk -1, making data recovery impossible. After that, it will run a list of damaging 
commands to delete network configurations, flush iptables and drop all connections before rebooting 
the devices (Ilascu, 2019; Manchuri et al., 2024). After all the actions, the IoT device becomes unusable. 
Unlike typical malware, SILEX did not aim to exfiltrate the data or build a botnet; just pure 
destruction. In some cases, it even deleted system logs to cover its tracks and chances of detection. 
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Figure 2. SILEX attack steps (Mukhtar, Elsayed, Jurcut, & Azer, 2023). 

 
Figure 3. SILEX commands (Ilascu, 2019). 

2.1.3. What Went Wrong 

 

Figure 4. Most used password in IoT devices (Microsoft, 2021). 
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A global survey conducted by Microsoft in 2021 revealed that the most commonly used 
passwords for IoT devices were alarmingly simple. For example, the top 3 most used passwords are 
“admin”, “root” and “nc11”. This finding shows a critical failure: default and weak credentials still 
remain a widespread issue even years after high-profile incidents like the SILEX or BrickerBot 
malware. These simple passwords, often hardcoded into devices or never changed by users, are the 
key to infiltration. The malware took advantage of this weakness by scanning the internet for IoT 
devices using known default login credentials. Once it gained access through the teletype network, 
it was able to carry out its attack sequence. Insecure default credentials SILEX exploited are still the 
norm in many IoT products. Other than passwords, SILEX also took advantage of the lack of firmware 
maintenance on IoT devices. Devices remained vulnerable due to unpatched software and infrequent 
security updates from their manufacturer. Even when updates are available, manual intervention is 
often needed, which many end-users were unaware of or incapable of performing. 

2.1.4. How to Prevent 

There are multiple ways to prevent this kind of malware in the future. First and foremost, device 
manufacturers need to adopt the secure-by-default principle. The IoT devices should just work 
reliably without requiring extensive configuration. In California, for example, hardware was banned 
from shipping with guessable credentials and required manufacturers to force end-users to change 
the built-in password upon setting up. (Harding, 2019; Ravichandran et al., 2024). Other than that, 
according to the National Cyber Security Centre in the UK, a secure device should not require specific 
technical understanding or non-obvious behaviour from the end-user. In other words, the IoT 
devices' UI and UX should be user-friendly. For example, user should be able to update their IoT 
devices' firmware or security patches easily without any technical knowledge (National Cyber 
Security Centre, 2018; Riza et al., 2025).  Finally, the IoT device manufacturer must hold 
accountabilities for all their devices' security. They must fulfil the device lifespan promise, staying 
up to date with newly discovered vulnerabilities and providing patches promptly. On the other hand, 
it is also the end-user's responsibility to ensure that their device is on the latest software version 
(Singapore Computer Society, 2020; Seng et al., 2024). 

2.2. Mirai Botnet 

2.2.1. Background 

The emergence of the Mirai botnet in 2016 allowed for the unprecedented exploitation of a 
vulnerability, turning commonplace devices into instruments of digital destruction (Greenberg, 
2017). Three young programmers, Paras Jha, Josiah White and Dalton Norman, created Mirai, a virus 
that spread by finding and infecting IoT devices with default credentials. After they were 
coordinated, these compromised devices, also known as “bots”, launched Distributed Denial of 
Service (DDoS) attacks that took down major internet services in North America and Europe 
(Cloudflare, n.d; Saeed et al., 2022). 

2.2.2. How It Worked 

The Mirai botnet used a simple but effective method: scanning for IoT devices with open Telnet 
ports and trying to log in with a hardcoded list of 60-70 default username-password combinations. 
Once successful, it would download to the Mirai binary, report back to a central command and 
control (C&C) server and add the device to the botnet. 
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Figure 5. Mirai infection process from Sivasothy et al., 2018 (ResearchGate). 

The infected device would then await instructions—often to participate in a coordinated attack. 
Unlike malware designed for espionage or data theft, Mirai was built to disrupt. Its targets included 
major companies, internet infrastructure, and security blogs. Most famously, the botnet launched a 
massive DDoS attack on Dyn, a domain name system (DNS) provider, temporarily crippling access 
to Twitter, Netflix, Reddit, Spotify, and others (Krebs, 2016; Shah et al., 2022). 

2.2.3. What Went Wrong 

The Mirai Botnet took advantage of the fundamental weaknesses in IoT device security. The 
widespread usage of default credentials was a major problem. Devices with login combinations like 
admin/admin or root/123456, which users hardly ever changed, were shipped by many 
manufacturers. Mirai obtained unauthorised access via Telnet by using a hardcoded dictionary of 
more than 60 popular username-password combinations (Antonakakis et al. 2017; Sindiramutty, 
Jhanjhi, Tan, Lau, et al., 2024). The public internet exposed numerous IoT devices through open ports, 
which lacked proper firewall rules and access control mechanisms. The combination of unsecured 
devices with unpatched firmware made them vulnerable to known exploits for an extended period 
after their discovery. The main reason for this situation was the lack of user awareness. Most IoT 
consumers did not have the necessary technical skills to protect their devices manually and, therefore, 
left their devices exposed to threats for extended periods. 

2.2.4. How to Prevent 

A complete solution to prevent Mirai botnet-style incidents requires manufacturers and end-
users to collaborate in their efforts. The first essential step involves manufacturers providing end-
users with over-the-air (OTA) firmware update capabilities. Security patches become automatically 
deployable to devices through this system, which eliminates the need for end-user intervention. 
Manufacturers who enable automatic updates through seamless processes can fix security 
vulnerabilities right away, which decreases the chance of exploitation (National Cyber Security 
Centre, 2018). The reduction of network exposure for devices represents an essential measure to 
minimise potential vulnerabilities. The security of devices requires disabling unused services, 
including Telnet, because attackers frequently target this service (Antonakakis et al., 2017; 
Sindiramutty et al., 2024). The implementation of firewalls or VLANs for IoT device segmentation 
protects critical network components from potential damage when a device becomes compromised. 
The security of devices heavily depends on user education for proper protection. Users need 
straightforward, accessible information about device risks and proper security practices for their 
devices. The prevention of incidents becomes possible through basic security measures, including 
default password changes and update installations, and security setting comprehension. 
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3.0. Proposed Secure System 
3.1. Overview of the Proposed Secure System 

In order to mitigate the increasing IoT security issues nowadays, we propose a secure system 
that is designed to address the critical IoT vulnerabilities identified in the case studies. Despite that 
these vulnerabilities are predominantly from IoT devices, but indirectly affected a few technology 
companies like Netflix, Twitter, PayPal, and more, as these companies largely depend on secure and 
reliable internet systems. These include weak authentication, insecure remote access, scanning for 
vulnerabilities infrequently, and unpatched or outdated firmware. 

The secure system mainly focuses on strengthening user authentication, securing remote access, 
which enables only trusted devices within the network, monitoring for potential risks, and 
implementing automatic updates. By mitigating these issues by applying the appropriate and 
advanced solutions, the system can reduce the risk of system compromise while implementing the 
Zero Trust security model to IoT infrastructure (Samuel, 2021; Sindiramutty et al., 2024). Based on 
Zero Trust principle, we proposed a secure system that incorporates several technologies, including 
Fast Identity Online 2 (FIDO2), Secure Shell (SSH), Just-In-Time Access (JIT), Trusted Platform 
Module (TPM), frequent vulnerability scans and penetration tests, network segmentation with 
firewalls, and usage data monitoring to remove obsolete devices. 

3.2. Weak Authentication 

3.2.1. Problem Identification 

According to sections 3.1.2 and 3.2.3 of the case studies, one of the main identified IoT security 
problems is weak authentication. Since many devices were using the default credential combinations 
like ‘admin’ for both username and password, it made it easier for hackers to gain access to IoT 
devices through the opened Telnet port and the network they use for communication. Additionally, 
according to sections 3.1.3 and 3.2.3 of the case studies, there are no authentication restrictions, and 
users did not need to change the default credentials after the initial set. 

3.2.2. Solution 

To mitigate the weak authentication issue, our solution proposes robust authentication and 
proper authorisation mechanisms with the use of Fast Identity Online 2 (FIDO2). This technology 
gives users secure access with passwordless authentication to their accounts without requiring them 
to enter a username and password, such as fingerprint, facial recognition, passkeys, QR codes, and 
others (Stevenson, 2024; Linqiang et al., 2024). 

FIDO2 works by creating a unique digital key on a user’s device during the initial setup. A 
unique key will be stored securely on the devices, like storing a fingerprint on a phone and using it 
for unlocking. Additionally, the unique key must match the public key that is saved by the system to 
which the IoT device connects. When the device requires logging in to the system, it needs to use the 
private key to prove its identity without requiring any password to be entered (Oganessyan, 2023) & 
(Microsoft, 2025). Consequently, this secure process happens in the background and is effective at 
preventing attackers who exploit default credentials from gaining unauthorised access to IoT devices. 

3.2.3. Comparison of the New Solution with Current Alternatives 

In section 3.1.4 of the case studies, the security issue of weak authentication was addressed by 
recommending that users change the default credential combination during the initial setup. 
However, this approach is not effective in removing the security threat, as users might just use a weak 
and short password rather than a strong and unique one, leaving the system vulnerable to brute-
force attacks.  In contrast, FIDO2 offers an advanced alternative of using passwordless 
authentication methods, like biometrics, passkeys, QR codes, and more, to verify user and device 
identification without using the traditional password (Stevenson, 2024; Sindiramutty, Prabagaran, 
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Jhanjhi, Ghazanfar, et al., 2024).  The system is expected to minimise unauthorised access caused by 
weak authentication by improving IoT device security and avoiding those attacks that are described 
in case studies. 

3.3. Insecure Remote Access 

3.3.1. Problem Identification 

According to section 3.2.2 of the case studies, one of the main identified IoT security problems 
is insecure remote access, as the affected devices had opened Telnet ports and were exposed to the 
internet, which makes them easily accessible for remote login by attackers. Additionally, as 
mentioned in sections 3.1.3 and 3.2.2 of the case studies, attackers were able to execute commands on 
the devices, which could potentially compromise the IoT systems. 

3.3.2. Solution 

To mitigate the insecure remote access issue, our solution proposed the use of Secure Shell (SSH) 
in association with Just-In-Time (JIT) access and Trusted Platform Module (TPM). 

SSH is used to replace Telnet as it is more secure and encrypted, thus assuring secure 
communication between users and IoT devices. This avoids session hijacking or password 
interception using encryption algorithms such as Rivest-Shamir-Adleman (RSA) to secure the 
exchange of the key between the device and user, and Advanced Encryption Standard (AES) to 
encrypt the data to securely the important data, such as password files, safely (GeeksforGeeks, 2023). 
This assures that inbound Telnet access is disabled by default, which minimises the possibility of 
exposure to attack (Gao Tingting, 2024). 

JIT access is used to close all ports, such as SSH, by default, and privileged access is provided to 
users only when it is required and for a temporary time. When the allowed time limit has ended, the 
opened port will automatically close (Shastri, 2025; Sindiramutty et al., 2024). Although the ports can 
be scanned by an attacker during their open state, the access will remain denied without 
authorisation. This approach uses Azure Security Centre to temporarily unlock the requisite port and 
locks it again after use, and AWS System Manager works more securely by letting users connect while 
not opening any ports using secure communication by HTTPS (ElazarK, 2025). This greatly minimises 
vulnerability to outside attack. 

Apart from that, TPM has played an important role as it used to check the integrity of the system 
before it was tampered with, before allowing access to authorised users. The hashing algorithm SHA-
256 is used to create a unique code for important files, and this will be stored in a secure part named 
Platform Configuration Register (PCRs) inside the TPM (vinaypamnani-msft, 2024b; Sindiramutty, 
Tan, & Wei, 2024). TPM works by taking a secure record of how it should be and using it to compare 
what is currently running. If any changes have been detected by TPM, such as a modified file or 
hidden malware, the login request will be rejected for users to keep the device safe. This assures no 
unauthorised changes have been made to the operating system (Vinaypamnani-msft, 2024a). 

3.3.3. Comparison of the New Solution with Current Alternatives 

In section 3.2.4 of the case studies, the issue of insecure remote access was prevented by disabling 
Telnet and unused ports manually, while segmenting the network component using firewalls or 
VLANs. While segmentation can be effective in limiting the propagation of an attack, it does not 
ensure the integrity of the system or provide secure authentication. Even if the attacker prevents the 
security measurement, the IoT devices can still be accessed and tampered with. Also, manual setup 
of ports and network segmentation could possibly lead to human mistakes (Nguyen-Duy, 2017). 

Alternatively, our proposed secure system offers more advanced and secure solutions that 
combine the use of SSH, JIT access, and TPM. SSH replaced Telnet with encrypted communication 
using AES and RSA, which minimises the risks of using plain-text transmission. Also, JIT access 
ensures that the SSH ports are closed by default, and it will open temporarily if any authorised 
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request is made by users, which is useful for reducing the risk of compromise activity by attackers 
without requiring human intervention. Furthermore, TPM blocks access if any tampering is found 
using cryptographic hashes for checking the system’s integrity. 

Our secure system provides more robust and reliable protection to avoid attacks of remote access 
that are mentioned in the case studies by ensuring the device is verified before any access is granted 
to users. 

3.4. Infrequent Vulnerability Scanning and Weak Defences 

3.4.1. Problem Identification 

Sections 3.1.3 and 3.2.3 both show vulnerabilities being discovered by attackers first before 
developers, which highlights the insufficient vulnerability scanning. IoT devices become more prone 
to zero-day attacks as infrequent vulnerability scanning results in attackers discovering and creating 
exploits for the zero-day vulnerabilities. Furthermore, the outcome of the attacks shows that the IoT 
system didn’t have strong defences, which was evident when attackers were able to crack the 
password and have immediate access to the IoT device. 

3.4.2. Solution 

To reduce the chances of zero-day vulnerabilities, our solution includes a protocol that mandates 
more frequent vulnerability scanning and penetration testing, ideally done monthly or quarterly. 
This is to discover and patch vulnerabilities as early as possible before any attackers can find and 
exploit them. (Jason Firch, 2024) 

In the case of attackers discovering vulnerabilities before the developers, our system proposes 
an architecture that utilizes network segmentation, which categorizes IoT devices into different 
groups based on use case, such as security cameras, alarms and smart gates being under office 
security, company computers and wireless devices being under company devices etc. (Blanton, 2025) 
Additionally, each group would have its own set of firewalls and defences, where after logging in via 
credentials, a firewall would also be present to block any suspicious activity. This architecture is to 
mitigate any potential damage done due to some zero-days potentially being overlooked by 
developers. 

3.4.3. Comparison of the New Solution with Current Alternatives 

Based on section 3.1.4 of the case study, companies adopt the Secure-by-Default principle to 
tackle such problems, where IoT devices should have up-to-date security requirements and no 
vulnerabilities by default; any additional security features can’t be added later. While this ensures 
the quality of the IoT device, vulnerabilities are inevitable and will require fixes multiple times. 
Attackers will also discover new ways or loopholes to overcome current defence systems, hence 
security systems should be flexible to adapt to various new threats. Aside from that, it doesn’t have 
a way to mitigate damage when a device is compromised. 

Meanwhile, our proposed solution suggests performing vulnerability scanning, penetration 
testing and releasing updates regularly, which may be tedious, but keeps the company up to date 
with the security of its IoT system and allows for faster fixes. Separating IoT devices into multiple 
groups can also mitigate attacks since not every group would be breached at the same time during 
an attack, which gives some time for developers to notice and patch the exploited vulnerabilities. 

3.5. Outdated Firmware 

3.5.1. Problem Identification 

Section 3.1.3 of the case study also sheds light on the problem with outdated and unpatched IoT 
firmware. IoT devices that have unpatched vulnerabilities or are of older models are easy targets for 
attackers to compromise. If this device remains connected to other functional and up-to-date IoT 
devices, it becomes a weak link that attackers can use to bring down or take control of the entire 
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system. (Courtney Goodman, 2025) There are instances when company employees fail to be aware of 
obsolete devices remaining connected to the IoT system, which also contributes to attackers being 
able to take advantage of such vulnerabilities. Employees also aren’t made aware that some IoT 
devices don’t have the latest patch updates that fix previously identified vulnerabilities. 

3.5.2. Solution 

To reduce the likelihood of attackers discovering such “weak links”, our solution suggests that 
a patch update should be performed at fixed intervals for each device. Even in the event that no 
vulnerabilities are found, developers should still perform updates to lessen the likelihood of a 
connected device being outdated. 

In addition, our solution also proposes the implementation of a centralised monitoring system 
that is able to automatically discover all connected IoT devices, including unmanaged devices, and 
provide real-time monitoring. It is effective to track important system usage data, including user 
login activity, usage time for each device, and other data, to build a comprehensive view of each 
device’s status and usage pattern (Accruent, 2023). 

Thus, the system can identify any obsolete IoT devices and prompt alert messages to notify 
users. It is useful to disconnect inactive or unused devices before they become vulnerable and 
exploited by attackers. 

3.5.3. Comparison of the New Solution with Current Alternatives 

From section 3.2.4 of the case study, companies require IoT manufacturers to provide automatic 
over-the-air updates to the end-users of the IoT devices. While this can resolve the issue of employees 
not manually performing updates due to a lack of awareness, it doesn’t tackle the problem of obsolete 
IoT devices remaining connected to the whole IoT system.  On the other hand, our proposed system, 
where login or usage information of each IoT device is monitored using a centralised monitoring 
system, helps employees keep being notified of unused IoT devices so they can remove them from 
the IoT system. This prevents the system from having a weak link that attackers can compromise. 

Overall, the proposed secure system involves several security mechanisms in a Zero Trust 
security model that presumes no trust by default and continually authenticates each user, device, as 
well as activity. As FIDO2 provides strong passwordless authentication, SSH, JIT access, and TPM 
are used to ensure secure and authenticated remote access for users. With access granted, 
vulnerability scanning, penetration testing, and network segmentation based on different IoT devices 
reduce possible damage and minimise the risk of the system being compromised by attackers. A 
centralised system can discover all connected devices and analyse the usage data in order to notify 
users about inactive or obsolete devices. With the Zero Trust principle, this system works collectively 
to ensure strict verification, reduce the attack surface, and protect the whole IoT infrastructure. 

3.6. Diagram of Secure System 
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Diagram 4.1 7-Layer System Architecture Diagram of Secure System 
https://lucid.app/lucidchart/5e6ee6cd-9038-4583-8419-e1c8cf75c889/edit?viewport_loc=-

244%2C-182%2C2915%2C1661%2C0_0&invitationId=inv_af0d3b48-c218-42bb-b78b-61ba01de9f12 

Table 4.1. 7 Layers of Secure System Companies. 

OSI Layer Security Component & Description 

Physical layer This first layer manages physical hardware connections such as devices, 
ports, and cables. 
 
Obsolete device removal - once the centralised monitoring detects the 
obsolete or inactive devices, it will notify the user to manually remove 
them. 

Data link layer This second layer mainly handles MAC addressing and local network 
switching, which are not the main focus of our system. Thus, this layer 
remains empty. 

Network layer This third layer controls data routing between networks and devices by 
using IP addresses. 
 
Network segmentation with firewalls - With network segmentation, IoT 
devices are divided separately. 

Transport layer This fourth layer maintains dependable end-to-end communication and 
makes sure the data is correct in delivered correctly. 
 
SSH - replaces the Telnet port with encrypted remote access sessions. 
RSA & AES Encryption - RSA provides the protection for key exchange, 
and AES encrypts the session data by protecting the sensitive data during 
transmission. 

Session layer This fifth layer handles setting up, maintaining, and closing the 
communication session between devices. 
 
JIT Access - closes the SSH ports by default and only opens them for a 
limited time for authorised users. 

Presentation layer The sixth layer transmits and protects data from the application to the 
network. 
 
TPA - ensures the system integrity through cryptographic hashes before 
granting access. 
SHA - ensures the important file has not been modified by comparing the 
stored hashes. 

Application layer The last layer is a direct interface between applications and end users, 
which maintains high-level network services. 
 
FIDO Authentication - provides users with a passwordless login method at 
the user interface. 
HTTPS - encrypts communication between systems and users. 
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Centralised Monitoring System - analyse the usage data and flag obsolete 
devices in real time by discovering and monitoring IoT devices. 
Vulnerability Scanning and Penetration Testing - scans and tests to identify 
vulnerabilities and resolve them. 
Patch Updates - regular updates of the firmware to prevent outdated 
software in the system. 

 

Diagram 4.2 & 4.3 Flowchart of Secure System 
https://drive.google.com/file/d/1u7ByBn5u_qhLwezMEA3YXa2y0i0UA5rD/view?usp=sharing 
According to the above, the left-side diagram illustrates the secure process for IoT devices. It 

starts to verify both the user and the device with FIDO2 authentication. Once verified successfully, 
the user can select a specific IoT device group from the segmented network to interact with. The 
system will check the firmware status; if it is outdated, it will proceed to update the firmware. Access 
proceeds only if the request is approved by JIT. Then, the system will perform an integrity check by 
TPM. If the system integrity is verified, then SSH access is granted for encrypted interaction. After 
that, the vulnerability scanning is executed, and the JIT session is automatically closed once the time 
limit is reached. 

Furthermore, the right-side diagram illustrates the system to monitor all connected IoT devices 
continuously by analysing usage data and generating alerts to notify users to disconnect manually 
when obsolete devices are detected. Also, the penetration testing is scheduled to ensure 
vulnerabilities are resolved using patch updates. 

4.0. Implementation Challenges & Feasibility 
4.1. Challenges in Deploying the Proposed Secure System 

Although the secure system is designed to provide strong and advanced protection using the 
Zero-Trust security model, there are still significant challenges in deploying the secure system, which 
include device compatibility issues, complex configuration, high costs, poor key management, 
workflow delays, high resource consumption, integration issues, system disruption, and human 
dependency. 
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4.1.1. Challenges in Implementing FIDO2 

The first challenge that needs to be discussed is device compatibility and hardware reliance in 
implementing FIDO2 for addressing the weak authentication issue. While the majority of modern IoT 
devices support FIDO2, some of the legacy systems still rely on conventional password-based 
authentication and lack the required hardware and firmware support to implement FIDO2. Since the 
migration of these legacy devices through system changes and software updates can be a serious and 
time-consuming issue, especially in large-scale installations of IoT (Descope, 2022) & (Sata, 2024). 

4.1.2. Challenges in Implementing SSH, JIT Access, and TPM 

Moreover, the other challenges are complex configuration, high costs, poor key management, 
and workflow delays in implementing a combination of SSH with JIT access and TPM to address 
insecure remote accessibility issues. The SSH uses a public and private key pair to authenticate, and 
poor key management can make the system vulnerable to unauthorised access (1kosmos, 2025). 
Furthermore, both legacy devices and systems do not often include TPM chips, or only support the 
outdated versions, such as TPM 1.2 and partial TPM 2.0. Migrating the TPM chips to the latest version 
may involve the update of other components, hence making TPM implementation more expensive 
compared to other technologies (IBM, 2023). Not only that, JIT access might lead to workflow delays 
since the granting access process is not immediate; thus, automated and optimised workflows are 
required. Also, the implementation of a combination of SSH, JIT, and TPM demands user education 
and technical support for configuration. If it is incorrectly configured, it might lead to security 
vulnerabilities and slow workflows (Satoricyber, 2025). 

4.1.3. Challenges in Implementing Frequent Vulnerability Scans and Penetration Testing 

Apart from that, another challenge is the high consumption of resources to implement frequent 
vulnerability scans and penetration tests to address the issue of infrequent vulnerability scans and 
weak defences. These repetitive processes require a substantial amount of time and human resource 
consumption (Moshe, 2024; Waheed et al., 2024). Furthermore, this solution is difficult to implement 
across different business infrastructures, especially for those involving legacy devices and mixed 
systems, as it might lead to compatibility issues. Also, implementing this solution may require 
infrastructure upgrades and network reconfiguration to ensure compatibility with target devices, 
which can be costly and disruptive. This process consumes a significant amount of time, future 
maintenance resources, and substantial staffing, which causes future pressure on IT and operational 
teams (Team, 2020; Weiqi et al., 2024). 

4.1.4. Challenges in Implementing the Disconnection of Obsolete IoT Devices 

The last challenge is human reliance on obsolete IoT devices to identify and disconnect outdated 
firmware. As dependence on the manual disconnection of obsolete IoT devices creates a serious 
challenge, as it can be subject to delay the process, overlook the outdated firmware, and even 
irregularly enforce it. Due to the lack of automated and enforced processes, outdated firmware can 
remain connected to the network for a longer time, which creates the risk of exploitation by attackers. 

4.2. Address Potential Limitations, Including Cost, Scalability, and User Adoption 

The proposed secure system is aimed at mitigating critical IoT vulnerability by implementing 
systems such as FIDO2, SSH, JIT access, TPM, frequent vulnerability scanning, network segmentation 
and automated firmware updates. However, the implementation faces significant issues which is 
related to the limitations, cost, scalability, as well as user adoption for those implemented systems. 

4.2.1. Limitations 

• Hardware Reliance 
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Relying on systems such as FIDO2 or SSH always requires security keys or compatible devices, 
which may lead to lost, damaged or stolen information for FIDO2 and bypass firewalls and 
target network systems for SSH. This is a significant issue as it will limit the users’ interaction 
capabilities. 

• Limited Support 
There are not many browsers and online services that can support systems such as FIDO2 or 
TPM, as not all websites and browsers support it as a universal standard for passwordless 
authentication or check the integrity of the system. (The Benefits (and Flaws) of FIDO2 Web 
Authentication, 2023) 

• Performance Impact 
Due to slow connections, the encryption of SSH will slow down its response speed to high-
bandwidth commands or instructions, and this issue will affect the performance of IoT devices 
like sensors or wearable devices. (Kanade, 2023; Wen et al., 2023) 

• Complexity of Integration 
As the integration of systems requires significant customisation and coordination, the 
heterogeneity of IoT devices has complicated. 

4.2.2. Cost 

• Development and Maintenance 
The development and maintenance of new systems requires regular updates to maintain the 
system, which involves important investment in software development, testing and 
infrastructure. For example, from section 4.2.2, ‘frequent penetration testing’ requires hiring 
cybersecurity experts or outsourcing services, which can be costly (bambooagile, 2021). 

• Training and Support 
The implementation of new systems requires educating end-users and providing technical 
support for secure configurations(Aldughayfiq et. Al, 2023), such as setting up FIDO2 or SSH 
when needed. This will require hiring experts or related employees who will be working for this 
service, which will increase the operational costs (MacRae, 2024; Xun et al., 2025). 

• Hardware Upgrades 
The implementation of the new systems, such as FIDO2, SSH, JIT or TPM, may require a 
hardware upgrade for some older IoT devices. The upgrade will increase the costs for both 
manufacturers and consumers (Athens Micro, 2024). 

4.2.3. Scalability 

The given systems, as stated above, are highly scalable for large organisations with robust 
resources due to the implementation of network segmentation, and OTA updates can be deployed 
across millions of devices. However, scalability is limited for smaller deployments only, as the initial 
setup costs are high and the requirements for ongoing maintenance. 

The scalability of FIDO2 is limited by partial market adoption due to the limitation of support 
for websites or browsers for FIDO2, which requires wide standardisation efforts from industry. 
(Authgear, 2025; Ying et al., 2024) 

For SSH, due to the need for robust key management, which is aimed at preventing sprawl and 
vulnerabilities, sophisticated systems are required on a large scale to deploy. 

The scalability of JIT depends on reliable cloud infrastructure and accurate demand forecasting, 
as well as disruptions such as network failures, which can limit its effectiveness in large deployments. 
From section 4.2.3, there also stated that the regions with unreliable internet connectivity will face 
additional scalability challenges as well. (Just in Time Inventory - Definition, Pros & Cons of JIT - 
Navata 2022, 2022) 

For TPM, its scalability is limited by the resistance to change, as it requires a lean culture and 
mindset to implement TPM. Besides, its scalability will be limited by the complexity of implementing 
continuous improvement as well as the need for clear milestones to maintain it, because both 
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managers and employees should communicate well and understand the outline clearly to ensure the 
smoothness of the implementation system. (Christiansen, 2024) 

4.2.4. User Adoption 

• Complicating User Experience 
As the proposed secure system requires users to adapt to the new secure practices, such as 
FIDO2 passwordless authentication or SSH key. It may be unfamiliar to new users or 
nontechnical users, as some of them are only accustomed to their familiar secure practices, and 
this will require them to use more time and effort to familiar themselves with the new system 
(FIDO Alliance, 2025). 

• User Awareness 
As seen in the SILEX and Mirai Botnet case studies, the lack of user awareness on IoT security 
problems, such as weak passwords or unpatched firmware. This will raise problems that cause 
the users’ accounts to be hacked easily (Basem Ibrahim Mukhtar et al., 2023); Ahmed et al., 2022). 

• Building Trust and Transparency 
Some users might think that the implementation of new systems may be unsecured due to a lack 
of understanding of those systems. Besides, users also think that those new systems are not as 
secure as the conventional mode of storing their accounts (Boucherle, 2023). 

4.3. Regulatory and Ethical Considerations 

Regulatory considerations ensure that the secure system protects the information legally by 
following industry standards. We involve the General Data Protection Regulation (GDPR) and NIST 
SP 800-213. Meanwhile, the deployment of the proposed secure system will raise several ethical 
considerations which focus on privacy concerns as well as transparency and accountability. 

4.3.1. Data Protection Under GDPR 

GDPR is a law that protects data protection and privacy for users. It is relevant to the secure 
system due to the use of biometric authentication by FIDO2, device monitoring by a centralised 
monitoring system, and others. GDPR requires the explicit agreement of users for collecting and 
processing their personal information. To comply with GDPR, the system will restrict the data 
collection and provide users with control over their personal information (Episensor, 2024; Attaullah 
et al., 2022). 

4.3.2. Security Standard Under NIST SP 800-213 

NIST SP 800-213 provides a framework especially for the protection of IoT devices, which 
applies to our secure system. It focuses on encrypted communication, secure identity, access control, 
and others. The system fulfils this standard by using JIT access, TPM, frequent vulnerability scanning, 
and monitoring devices in order to minimise security risk and ensure device integrity (Fagan et al., 
2021; Azeem et al., 2021). 

4.3.3. Privacy Concerns 

The implementation of biometrics such as fingerprints or facial recognition from FIDO2 will 
have risks of sensitive data being exposed if it is not secured properly. For instance, IoT data breaches 
like compromised health or smart home data could lead to emotional distress or even criminal 
exploitation. Hence, robust encryption like SHA-256 for TPM and privacy regulations like GDPR are 
required to protect users’ data. (Barbosa et al., n.d.) 

4.3.4. Transparency and Accountability 

As the system is relying on the manufacturer to provide updates, prompt and secure 
configurations play important roles in them; ethical issues may arise if manufacturers fail to disclose 
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the vulnerabilities or delay patches, which may expose users to risks indirectly. Thus, clear 
communication and accountability mechanisms should be shown to maintain users’ trust. 

5.0. Evaluation & Discussion 

In this project, we explored an approach to improving the security of IoT networks by combining 
network segmentation, lightweight encryption, and an anomaly-based Intrusion Detection System 
(IDS). The goal was to create a solution that works well even in environments with resource-
constrained IoT devices, such as smart homes. To have a better understanding of how our approach 
performs, we compared it with two common existing security solutions(Gill et. Al., 2022). 

5.1. WPA2 Encryption with Perimeter Firewall 

Most of the home networks rely on WPA2 Wi-Fi encryption and a basic firewall to keep external 
threats out. While this is a solid first layer of defence, it has clear limitations. Once an attacker gets 
past the firewall – for example, by exploiting a vulnerable IoT device – they can often move freely 
across the internal network. (Wired, 2017) 

By contrast, our approach adds network segmentation, which limits device-to-device 
communication, making it much harder for an attacker to spread. (IIoT World, 2021) The IDS also 
helps by watching for strange behaviour inside the network, providing another line of defence even 
after the perimeter is breached. (ACM Digital Library, 2021; Brohi et al., 2020) 

5.2. Device-based Security (TLS/SSL + Firmware Updates) 

Many newer IoT devices now come with built-in security, such as encrypted communication 
(TLS/SSL) and regular firmware updates. This is a big step forward, but it has a major downside: not 
all devices receive timely updates, and many older or cheaper devices may lack these protections 
altogether. (TrendMicro, 2020; eSecurityPlanet, 2023) 

Our method helps cover this gap. It adds network-level security that works no matter what kind 
of device is on the network — whether it’s fully up to date or not. Even legacy devices can be isolated 
and monitored, improving the overall security posture. (IEEE IoT Journal, 2022) 

 

Figure 6.1. Layout of the Device-Based Security. 

How do they compare? 

Table 6.1. Comparison of Two Existing Solutions with Our Approach. 

Feature WPA2+Firewall Device Security 
(TLS/SSL) 

Our Approach 

Blocks outside attackers Yes Yes Yes 
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Stops attacker movement inside the 
network 

No No Yes 

Works on older/unpatched devices Yes No Yes 
Resource impact on IoT devices Low High for some devices Low 
Easy to manage Yes Depends on vendor Initial speed needed 

 

Figure 6.2. Simulation panel for our system. 

 

Figure 6.3. Firewall TLS/SSL and SSH connections. 

5.3. Strengths and Weaknesses 

5.3.1. Strengths of Our Approach 

Our approach's ability to function with any IoT device, whether it be new or old, expensive or 
low-end, is one of its main advantages. Whether the gadget has the most recent firmware or 
integrated encryption is irrelevant. In smart homes, where individuals frequently combine newer 
devices with older ones, this is especially useful (eSecurityPlanet, 2023; Hanif et al., 2022). 

Its small weight is an additional benefit. Our method operates in the background, in contrast to 
certain security technologies that might cause devices to lag or lose power. It safeguards the network 
without putting undue strain on the devices, making it ideal for devices with little memory or battery 
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life (ACM Digital Library, 2021). Additionally, it monitors what occurs within the network in 
addition to thwarting intruders at the entrance. The system detects odd behaviour, such as a smart 
camera attempting to communicate with your refrigerator out of the blue. We have a second line of 
defence with this type of internal monitoring, particularly if something gets past the firewall (IEEE 
IoT Journal, 2022). 

5.3.2. Weaknesses to Consider 

That being said, it is not quite a plug-and-play setup. You'll need to set up the intrusion detection 
system (IDS) and define several network zones. Although it requires some technical expertise or time 
to figure out, it is feasible (Cisco, 2022; Humayun et al., 2022). Additionally, the IDS itself isn't always 
accurate from the beginning. It may first mark routine activities as suspicious, which can be 
inconvenient. You will likely need to adjust the parameters and educate it on what "normal" means 
in your configuration (ACM Digital Library, 2021). 

Finally, once everything’s running, you still need to check in occasionally. The system will need 
updates, reviews of alerts, and adjustments as your network grows or changes. It’s not a full-time 
job, but it does need a bit of ongoing care (SANS Institute, 2021; Jabeen et al., 2023). 

5.4. Final Thoughts 

In short, our approach adds valuable layers of security that address some major gaps in existing 
solutions. While no system is perfect, combining segmentation, encryption, and anomaly detection 
gives IoT networks much stronger resilience – especially in environments where device diversity and 
patch delays are common. With careful setup and tuning, this method can significantly improve the 
security of IoT networks without overwhelming the devices themselves. (IEEE IoT Journal, 2022; 
TrendMicro, 2020) 

6.0. Conclusion 

Although the Internet of Things (IoT) has changed many aspects of our daily lives, its security 
concerns, namely data privacy breaches, remain a serious risk. In this work, we explored the IoT 
security issues through a detailed analysis of the SILEX Malware and Mirai Botnet cases, among 
others, and consequently proposed a secure system based on the Zero Trust model. 

SILEX Malware and Mirai Botnet case studies showed that IoT systems are vulnerable to attacks. 
Weak authentication, insecure remote access, infrequent firmware updating, and outdated software 
increase the risk of an attack. SILEX Malware took advantage of system weaknesses like default 
credentials and unpatched firmware, while Mirai Botnet launched DDoS attacks by infecting IoT 
devices with the same default credentials. The pieces of evidence discussed reveal the need for proper 
security measures in IoT networks. 

In our secure system, we propose several new technologies to come together. These include 
FIDO2 for passwordless authentication, SSH, JIT access, and TPM for secure remote access, along 
with frequent vulnerability scans and penetration tests, and a centralized monitoring system. Our 
system is aimed at dealing with the vulnerabilities discovered, along with improving the security of 
IoT infrastructure as a whole. By using Zero Trust as a model, it keeps a continuous authentication 
of users, devices, and activities, a situation that minimises the environment where an attacker can 
access and violate the privacy and confidentiality of users' data. 

Nevertheless, challenges in implementing the suggested system are many. These consist of the 
difficulties in making the devices compatible with each other, the complexity of their configuration, 
the cost needed, the poor key management, and the established dependency on human beings. Both 
the hardware reliability and the limited support are incomplete, in addition to the performance 
impact and the tight complexity of integration. Scalability depends on an organisation's size and used 
technology, and adopting the new processes may be an issue due to unusual security practices and a 
lack of knowledge. 
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Yet, the new system can be considered a bold move towards IoT security enhancement. Practical 
mitigation of critical vulnerabilities and compliance with GDPR and current NIST SP 800-213 can 
facilitate proper IoT infrastructure protection, respect users' privacy, and secure data throughout the 
IoT ecosystem. The main area of future research and development should be directed at the issues 
that obstruct the effective protection granted by smart devices, e.g., developing more user-friendly 
security solutions, improving device compatibility, and lowering costs. Finally, what is required is a 
continuous drive to raise the awareness of users about IoT security for making the system proposed 
a success in its implementation and adoption. 
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