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Abstract 

Background: Data quality is a cornerstone of scientific integrity, reproducibility, and decision-making. 
However, datasets often lack transparency in their collection and curation processes. Methods: We 
conducted a narrative review of the scientific and technical literature published between 1996 and 
2025, complemented with standards (e.g., ISO/IEC 25012, ISO 8000) and reports addressing data 
quality frameworks. Sources were retrieved from PubMed, Scopus, Web of Science, and grey 
literature.  The review identifies core dimensions, practical applications, and challenges in data 
quality management. Results: Across sectors, accuracy, completeness, consistency, timeliness, and 
accessibility emerged as universal dimensions of quality. Healthcare and business provide 
illustrative case studies where poor data quality leads to significant clinical and economic risks. 
Recent frameworks integrate data governance, FAIR (findability, accessibility, interoperability, and 
reusability) principles, and ethical considerations, including transparency and bias reduction in 
artificial intelligence. Conclusions: Data quality presents both technical and socio-organizational 
challenges. Embedding quality assurance into the full data lifecycle and aligning with FAIR and 
governance frameworks is essential for trustworthy, reusable datasets. This review provides a 
structured synthesis that can inform research, policy, and practice in managing high-quality data. 

Keywords: data quality; data governance; FAIR principles; ISO/IEC 25012; data lifecycle; healthcare 
data; artificial intelligence ethics 
 

1. Introduction 

In today's data-driven world, data quality has become a vital factor in achieving organizational 
success, advancing scientific progress, and informing effective policymaking. Reliable information is 
indispensable across business, healthcare, and public administration. Poor data quality in these 
domains leads to significant social and economic consequences. [1–4]. While the concept of "quality" 
is context-dependent, it is broadly defined as data being “fit for [its] intended uses in operations, 
decision making and planning” [5,6] 
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This principle is critically important for research, as ensuring data quality is a prerequisite for 
transparency, reproducibility, and accountability in the scientific process. Robust data quality 
practices enhance the traceability of datasets and the credibility of scientific conclusions, aligning 
with broader initiatives such as the FAIR principles, which stipulate that data should be Findable, 
Accessible, Interoperable, and Reusable [7]. 

This narrative review offers a unique contribution by synthesizing three areas that are seldom 
connected: established theoretical frameworks, practical applications in the business world, and 
emerging trends such as ethical governance and the use of Artificial Intelligence (AI) in data 
management. Unlike works that focus on a single dimension, this review offers a holistic perspective 
that connects technical challenges with their organizational and ethical implications, underscoring 
their direct impact on scientific reproducibility and strategic decision-making. 

Data quality is typically assessed through a set of measurable dimensions—accuracy, 
completeness, consistency, timeliness, relevance, and validity—which together provide a framework 
for identifying and addressing potential issues [7,8]. These dimensions are widely applied across 
domains, including Customer Relationship Management (CRM). In SMEs, for example, failures in 
CRM implementation have often been linked to poor data quality, particularly in accuracy, 
consistency, and completeness, underscoring the importance of robust evaluation tools and processes 
[9]. 

2. Material and Methods 

We performed a narrative literature review covering publications from 1996 to 2025. Databases 
searched included PubMed, Scopus, and Web of Science, complemented with standards and 
technical documents (e.g., ISO/IEC 25012, ISO 8000). Inclusion criteria were: works explicitly 
addressing data quality frameworks, dimensions, or management practices; studies with 
applications in healthcare, business, or interdisciplinary contexts. Exclusion criteria included opinion 
pieces without methodological detail and articles that focused exclusively on data security. Sources 
were screened by title and abstract, and full texts were reviewed for relevance. Grey literature and 
international standards were considered to ensure comprehensive coverage. The findings were 
synthesized thematically, highlighting dimensions, methodologies, and applications of data quality.  
Detailed methodology is provided in Supplementary Materials (S1). 

3. Definitions and Frameworks of Data Quality 

Data quality is an inherently contextual concept. The fundamental principle, widely accepted 
and popularized by Wang and Strong, is that high-quality data is "fit for use by data consumers"[10] 
(Wang, 1996). This pragmatic definition emphasizes that quality is not an intrinsic, absolute property, 
but rather a dependent one, varying according to specific purpose, whether in operations, decision-
making, or planning [11].  [2]. 

3.1. Standards and ISO 8000 

ISO 8000, the international data quality standard, originated in the NATO Codification System 
(NCS), a framework developed to catalog material items with uniform descriptions and codes, 
improving inventory management and supply chain efficiency [12]. In 2004, NATO Allied Committee 
135 and the Electronic Commerce Code Management Association (ECCMA) formalized its promotion 
as the basis for an international standard. This collaboration led to ISO 8000, which built on the NCS’s 
emphasis on precise, standardized data descriptions and management practices, refined over 
decades [11–13]. 

ISO 8000 defines quality data as “portable data that meets stated requirements.” Data must be 
separable from a software application (portable) and comply with explicit, unambiguous 
requirements set by the user or consumer [13]. It also aligns with broader initiatives in data portability 
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and preservation, enabling organizations to define, request, and verify data quality using standard 
conventions [14] 

Complementing ISO 8000, ISO 25012 provides a foundational model with 15 dimensions of data 
quality, including accuracy, completeness, consistency, and traceability, initially designed for 
software but now widely applied across domains [15].  

Table 1. Comparison of selected definitions and frameworks of data quality. 

Source / Standard Definition of Data Quality Key Dimensions / 
Emphasis 

Notes 

ISO 8000 (2011–2015) 
[5,13,14,16] 

“Quality is the conformance of 
characteristics to requirements.” 
Data is high-quality if it meets 
stated requirements. 

Accuracy, completeness, 
consistency, timeliness, 
uniqueness, validity. 

Formal international 
standard; widely 
adopted in industry. 

Wang & Strong 
(1996)[10] 

“Data quality is data that is fit for 
use by data consumers.” 

Four categories: Intrinsic 
(accuracy, objectivity), 
Contextual (relevance, 
timeliness, completeness), 
Representational 
(interpretability, 
consistency), Accessibility 
(access, security). 

Highly influential 
conceptual framework; 
consumer-oriented. 

Strong, Lee & Wang 
(1997)[11] 

Emphasizes data quality as 
“fitness for use” in operations, 
decision-making, and planning. 

Same four categories as 
above. 

Extends the earlier 
framework with an 
organizational 
perspective. 

Pipino, Lee & Wang 
(2002)[17] 

Defines data quality through 
measurable attributes that reflect 
accuracy, completeness, 
consistency, and timeliness. 

Quantitative measures for 
core dimensions. 

Introduces practical 
tools for data quality 
assessment. 

Ehrlinger & Wöß 
(2022) [18] 

Data quality as a multidimensional 
construct is influenced by context 
and use. 

Highlights timeliness, 
completeness, plausibility, 
integrity, and 
multifacetedness. 

Extends beyond 
classical dimensions 
and focuses on big 
data. 

Haug, Zachariassen & 
van Liempt (2011)[19] 

Suggests that “perfect” data 
quality is neither achievable nor 
optimal; instead, the right level 
balances costs of maintenance vs. 
costs of poor data. 

Trade-off between quality 
maintenance effort and 
business impact. 

Cost-oriented 
perspective. 

3.2. Conceptual Definitions 

Maintaining high data quality in Customer Relationship Management (CRM) systems is crucial, 
as it directly impacts key performance indicators, including customer loyalty and promotional 
success. Reliable data supports accurate decision-making, marketing objectives, and competitive 
advantage in data-driven environments [20] 

High-quality data is commonly defined as “fit for use” in operations, decision-making, and 
planning, emphasizing its contextual and subjective nature [18]. Philosophical analyses reinforce this 
perspective, noting that data quality is not intrinsic but depends on its relationship to research 
questions, tools, and goals. Thus, a dataset may be suitable for epidemiological research but 
inadequate for historical analysis, underscoring the need for assessments to consider context as much 
as the dataset itself [21]. 

Evaluation of data quality encompasses multiple dimensions, including accuracy, completeness, 
consistency, timeliness, validity, accessibility, uniqueness, and integrity [22]. These dimensions 
ensure that organizations relying on data-driven insights can achieve their objectives [11] 

Quality also depends on meeting the expectations of data consumers, which are often implicit 
and evolving. Continuous engagement with users helps ensure reliability and adaptability to 
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changing needs [23]. A critical task is managing “critical data”—information that has a significant 
impact on regulatory compliance, financial accuracy, or strategic decision-making. Master data, such 
as customer, supplier, and product records, exemplifies this, as it directly affects operations and 
outcomes. Prioritizing critical data enables organizations to allocate resources efficiently, mitigate 
risks, and enhance customer satisfaction [23]. 

Pragmatically, data quality is defined as data that effectively supports analysis, planning, and 
operations [24]. High-quality data contributes to organizational success by providing trustworthy 
inputs for processes and analytics, even as enterprises face increasing data volumes and diversity 
[22] 

3.3. Frameworks 

Although many organizations aim to improve data quality, efforts often focus narrowly on 
accuracy and completeness. This overlooks the multidimensional nature of data quality, which must 
also reflect consumer needs and perceptions. Wang and Strong developed a widely used framework 
with four dimensions: [10] 

Intrinsic – data should be accurate, reliable, and error-free; 
Contextual – relevance depends on the task or use case; 
Representational – clarity and proper formatting enable correct interpretation; 
Accessibility – data must be available to users when and where needed. 
Data quality should be systematically assessed using both subjective perceptions and objective 

measures [17]. In healthcare, for instance, reliable data underpins patient records, diagnostics, 
research, and public health monitoring. 

Vaknin and Filipowska (2017) integrated information quality into business process modeling, 
addressing potential deficiencies at the design stage rather than relying solely on post-hoc cleansing 
[25]. In Customer Relationship Management (CRM), high-quality data enables segmentation, 
forecasting, and targeted marketing, directly affecting satisfaction and business performance, while 
poor-quality data undermines insights and decision-making [7,20]. Practical management requires 
preprocessing, profiling, and cleansing to ensure accurate analytics [1,18,25]. 

Miller advanced the field by aggregating 262 terms into standardized dimensions based on ISO 
25012, which was extended to include governance, usefulness, quantity, and semantics [15]. This 
addresses terminology fragmentation and promotes cross-sector collaboration. A complementary 
approach grounded in the FAIR principles proposes quality ascertained from comprehensive 
metadata, decoupling intrinsic properties from subjective needs and facilitating reuse across contexts 
[26]. FAIR has also been adapted for research software (FAIR4RS), accounting for executability, 
dependencies, and versioning, thereby extending reproducibility beyond data to the software that 
processes it [27] 

Recent methods embed information quality requirements directly into business process models. 
Silva Lopes introduced “information quality fragments,” modular components that integrate checks 
for accessibility, completeness, accuracy, and consistency, improving efficiency and reducing 
modeling time [28]. 

Beyond business contexts, frameworks for public administration emphasize both organizational 
and technological aspects. Studies of Ukrainian e-government show that staff skills, process design, 
and management practices are decisive for ensuring high-quality information in government [29]. 

A notable theoretical contribution is Xu Jianfeng’s Objective Information Theory, which defines 
information through a sextuple structure and nine metrics—such as extensity, richness, validity, and 
distribution—offering a systematic basis for quantitative analysis [30]. Building on this, research in 
the judicial domain has applied six-tuple information theory and rough set knowledge to develop 
measurable standards for document quality, showing that even text-driven contexts like court 
documents can benefit from formalized models that quantify accuracy, completeness, and semantic 
fidelity [31] 
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The FAIR principles have also been extended beyond data to research software, emphasizing 
that reproducibility depends not only on datasets but also on the tools and code that process them 
[32]. Together, these approaches underscore the diverse contributions of models of information 
quality to decision-making and broader outcomes across various sectors, as illustrated in Figure 1, 
where multiple dimensions of data quality support reliable analysis and foster trust in business, 
healthcare, and public policy. 

 

Figure 1. Relationship between data quality, decision-making, and outcomes.. 

3.4. Scope of Data Quality in Data Analytics 

In data analytics, data quality is paramount: analytical models and algorithms depend on 
accurate and complete inputs to generate meaningful insights and support sound decision-making. 
Models trained on flawed data can yield unreliable predictions, leading to misguided strategies. 
Conversely, high-quality data enhances the accuracy, fairness, robustness, and scalability of machine 
learning models, underscoring the importance of specialized tools in the era of data-centric AI [33]. 
[34]  

3.4.1. Role in Data Analytics 

Within Customer Relationship Management (CRM), data quality is especially critical. Reliable 
and consistent datasets enable accurate predictive modeling, such as customer lifetime value (CLV) 
estimations and RFM (Recency, Frequency, and Monetary) analysis, supporting effective 
segmentation, investment optimization, and customer equity assessment systems [3,7,8,20,22]. Well-
maintained data sets enhance the effectiveness of predictive modeling, such. Poor data quality, by 
contrast, compromises analytics, leading to misinformed decisions, missed opportunities, and 
weakened strategies [24,33]]. 

The importance of data quality tools is reflected in a 2022 systematic review, which identified 
667 solutions for profiling, measurement, and automated monitoring [18].  Nevertheless, despite this 
breadth, many organizations still rely on rudimentary methods: a German survey found that 66% of 
companies validate data quality with Excel or Access, and 63% do so manually without long-term 
planning [35]. Within CRM, this gap between available technologies and organizational practices 
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highlights the persistent challenges of implementing comprehensive, scalable data quality 
management. 

4. Dimensions of Data Quality 

Building on these frameworks and conceptual definitions, the following sections examine the 
key dimensions of data quality—such as accuracy, completeness, consistency, timeliness, relevance, 
and validity—that provide practical criteria for assessing and improving information quality across 
domains. 

4.1. Accuracy 

Accuracy refers to the extent to which data represents the real-world construct they describe. 
[24] It can be quantified through error rates, field- and record-level measures [18,33], and newer 
metrics that distinguish between random and systematic errors. [36]. Accuracy is especially critical 
for ensuring reliable insights in analytics and marketing, where decisions must reflect actual market 
conditions [9,20]. In CRM systems, maintaining accuracy is challenging because customer 
information (e.g., addresses or contacts) changes frequently [33]. Inaccurate data can distort 
segmentation, targeting, and predictive models, undermining customer management strategies. To 
safeguard accuracy, organizations employ validation and verification processes [24]. Complemented 
by audits, cross-checking with external databases, and automated validation techniques [34]. 
Ultimately, accurate data is a cornerstone of data quality, supporting effective decision-making and 
strengthening organizational performance. 

4.2. Completeness 

Completeness measures the extent to which all required data are present [18]. It involves 
ensuring that all necessary data is present and accounted for, minimizing the occurrence of missing 
values that can compromise the dataset's overall usefulness. This dimension needs to be quantified 
through specific metrics to assess data quality effectively [18]. In CRM systems, complete data is 
essential for creating comprehensive customer profiles and achieving accurate analytical outcomes 
[20]. 

4.3. Consistency 

Data consistency is important, particularly in terms of standardizing data definitions and 
structures. Consistent data ensures that different departments and functions within an organization 
interpret and use the data similarly, which is crucial for maintaining the integrity and reliability of 
data-driven decisions [22].  

4.4. Timeliness 

Timeliness reflects the availability of data when needed, considering both speed and context. 
Real-time data is vital in domains such as stock trading, where rapid changes demand instant 
responses [37], while daily or weekly updates may suffice for inventory management, helping 
prevent overproduction or stockouts [38]. Timeliness depends on collection methods, processing 
speed, and update frequency, requiring organizations to minimize latency and ensure data is current 
[39–42]. 

Regulatory frameworks often mandate timely reporting [43–45]. In healthcare, outdated records 
can compromise patient safety [46–49]. In business, untimely data undermines marketing campaigns 
and agility, while current data enhances responsiveness and competitiveness [50]. Organizations 
must balance the benefits of real-time information against the costs of maintaining it [51]. 

A related challenge is data decay, the gradual obsolescence of information, as seen in marketing, 
where up to 40% of email addresses change every two years [35]. Mitigating decay and maintaining 
timeliness are crucial for reliable analytics, resource efficiency, and improved decision-making [52]. 
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4.5. Relevance 

Relevance assesses how well data supports specific business needs and decision-making [10]. 
Data must serve its intended purpose, aligning with organizational objectives and challenges [53]. 
For example, accurate purchase histories may not fully explain customer churn if they lack 
information on satisfaction or service interactions; incorporating sentiment data provides more 
relevant insights. 

Relevance is highly context-dependent, varying across organizational areas [54]. Marketing 
departments prioritize demographics, purchasing behavior, and market trends to craft strategies, 
while financial teams focus on cash flow, revenue, and expenses for accurate planning. Thus, 
relevance is not static but shifts with the goals and requirements of users. 

Measuring relevance ensures that collected information contributes to informed decisions. 
Common approaches include tracking dataset usage, assessing “time to analysis” (shorter times 
reflect higher relevance), and gathering user feedback to identify gaps [55].  By aligning data with 
context-specific needs, organizations ensure that analytics are not only accurate but also meaningful 
for strategy and performance. 

4.6. Validity. 

Validity ensures that data accurately represent real-world constructs and comply with 
predefined standards and business rules [56]. It assesses conformity to formats, ranges, and logical 
relationships—for example, a date of birth within a realistic range or an address following national 
conventions [57]. Validity encompasses several forms: content validity, which confirms that a dataset 
covers all relevant aspects [58]; construct validity, ensuring alignment with theoretical concepts 
[59,60]; and criterion-related validity, which evaluates predictive power[61]. 

Invalid data can cause flawed analyses, poor decisions, and operational disruptions. Examples 
include failed deliveries to incorrect addresses [62], misleading financial data that affects investors, 
or inaccurate market research leading to wasted resources. Validity also supports integration and 
interoperability, as adherence to shared rules and formats facilitates combining data from multiple 
sources [63] 

In the era of big data and AI, validity is increasingly critical: high-quality inputs underpin 
reliable models and algorithms, while advanced analytics can also assist in validating data [64,65]. 
Thus, validity is both a safeguard and an enabler of trustworthy data-driven processes. 

4.7. Emerging Dimensions (Plausibility, Multifacetedness, Integrity) 

Beyond classical attributes, new dimensions such as governance, usefulness, quantity, and 
semantics have been proposed [15]. Governance refers to the accountability and authority structures 
that guide data activities. Usefulness emphasizes adaptability and reusability. Quantity addresses 
sufficiency and scalability. Semantics ensure that data meaning is preserved across systems. These 
additions reflect evolving understandings of data quality in contexts such as IoT, big data, and 
knowledge graphs. 

Vaknin and Filipowska [25] further highlight process-related dimensions, including traceability, 
semantic validity, and conformance of data flow, embedding quality checks into workflows rather 
than applying them post hoc. This process-centric view extends traditional dimensions, such as 
accuracy and completeness, ensuring proactive verification of accessibility and consistency at the 
workflow level [28]. 

At the theoretical level, Xu Jianfeng’s Objective Information Theory [30] defines information 
through a sextuple structure and nine quantitative metrics (e.g., extensity, richness, validity), 
providing a mathematical foundation for assessing information beyond traditional attributes. 

Ultimately, research on judicial documents underscores the growing importance of semantic 
and context-specific dimensions. Here, quality evaluation must capture not only syntactic correctness 
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but also semantic adequacy, underscoring the domain-driven expansion of data quality frameworks 
[31]. 

Table 2 summarizes the main dimensions of data quality, with their definitions, practical 
examples, and approaches to measurement. 

Table 2. Dimensions of data quality: definitions, examples, and measurement approaches. 

Dimension Definition Practical Example Measurement 
Approach 

Accuracy The degree to which data 
correctly describes the real-
world object or event. 

Patient’s recorded blood 
pressure matches the 
actual measurement. 

Comparison against 
an authoritative 
source or ground 
truth. 

Completeness The extent to which all 
required data is present. 

The customer database 
contains contact details 
for all clients. 

Ratio of available 
values to required 
values; percentage of 
missing fields. 

Consistency Absence of contradictions 
within and across datasets. 

A patient’s birthdate is 
consistent across both 
electronic health records 
and insurance records. 

Cross-field and 
cross-database 
validation checks. 

Timeliness The degree to which data is up 
to date and available when 
needed. 

Stock market prices 
updated in real time. 

Lag time between 
data generation and 
availability for use. 

Validity Degree to which data conforms 
to defined formats, rules, or 
ranges. 

Postal codes follow the 
official national standard. 

Validation rules, 
format checks, and 
range constraints. 

Relevance Appropriateness of data for the 
intended use. 

Including clinical trial 
data when evaluating a 
new treatment. 

Expert judgment; 
alignment with 
analytical or 
decision-making 
needs. 

Uniqueness The degree to which data is 
free of duplicate records. 

Each patient has a single 
unique medical record 
number. 

Duplicate detection 
and record linkage 
algorithms. 

5. Consequences of Poor Data Quality 

Organizations that neglect data quality in their CRM systems face serious consequences, 
including misleading conclusions, wasted resources, and reputational harm [7]. Inaccurate or 
inconsistent records distort insights, inflate costs, and reduce efficiency. Studies estimate that 
organizations can lose up to 6% of sales due to poor customer data management [24]. Fraudulent 
practices represent a particularly damaging source of poor quality: research shows that falsified 
records, such as fraudulent sick-leave claims, degrade timeliness, coherence, believability, and 
interpretability, sometimes even inflating completeness while eroding reliability [66]. Such issues 
often require costly cleansing and manual intervention.  

5.1. Impact on Decision-Making and Outcomes 

The financial impact is substantial. Gartner estimates annual losses of USD 12.9 million per 
organization, while IBM reports that U.S. businesses lose over USD 3.1 trillion annually[67–70]. Poor 
data quality also increases ecosystem complexity, leading to suboptimal decisions [71]. In CRM, 
outdated contact details or incorrect names can undermine segmentation and marketing efforts.[24]. 
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5.2. Flawed Insights and Conclusions. 

Low-quality data leads directly to flawed segmentation, poor targeting, and reduced 
performance [22]. Time, money, and credibility are wasted addressing these issues [23]. Industry 
experts estimate that data quality challenges consume 10–30% of a company's revenue. [52] A striking 
example is Unity Technologies’ Audience Pinpoint error (2022), where poor input data led to faulty 
algorithms, resulting in USD 110 million in losses and a 37% decline in stock value [72]. 

5.3. Wasted Resources 

Cleaning inaccurate or incomplete data is a significant and resource-intensive task. Manual and 
automated correction efforts are expensive, with Harvard Business Review estimating tasks done 
with bad data cost 100 times more than those with accurate data. The 1-10-100 rule illustrates that 
prevention ($1) is far cheaper than correction ($10) or failure costs ($100) [33,73]. 

5.4. Damaged Reputation 

Incorrect interactions or failed campaigns erode customer trust and damage brand image. Case 
studies show reputational damage is a frequent consequence of poor data management. [20]  

5.5. Missed Opportunities  

Poor-quality data contributes to wasted potential, with up to 45% of generated leads being 
deemed unusable due to duplication, invalid emails, or incomplete records [74]. Consequences 
include lost revenue, overlooked market segments, and hindered research progress. In healthcare, 
incomplete patient records may obscure critical patterns, delaying discoveries. Such missed 
opportunities amplify long-term competitive disadvantages [34,75] 

Table 3 summarizes key consequences across domains. 

Table 3. Consequences of poor data quality across domains: definitions, examples, and impact. 

Consequence Definition Practical Example Impact / Cost 
Faulty decision-
making 

Wrong or suboptimal choices 
based on inaccurate data. 

A hospital prescribes 
inappropriate treatment 
due to errors in lab data. 

Patient harm, 
liability risks, loss of 
trust. 

Financial losses Direct or indirect costs from 
incorrect, incomplete, or 
duplicated data. 

A bank suffers 
multimillion-dollar losses 
due to flawed credit risk 
models. 

Wasted resources, 
loss of revenue. 

Operational 
inefficiencies 

Processes slowed or disrupted 
due to unreliable information. 

Logistics companies 
misroute deliveries due 
to inaccurate addresses. 

Increased workload, 
delays, and higher 
costs. 

Reputational 
damage 

Erosion of trust from 
stakeholders, customers, or the 
public. 

Data breaches and 
reporting errors damage 
a company’s brand. 

Customer attrition, 
lower market share. 

Regulatory and legal 
risks 

Non-compliance with laws and 
standards due to poor data. 

A pharmaceutical firm 
fails an audit due to 
inconsistent records. 

Fines, sanctions, 
reputational harm. 

Missed 
opportunities 

Failure to identify insights or 
innovations. 

Retailer loses potential 
sales due to incomplete 
CRM data. 

Reduced 
competitiveness, 
slower growth. 

Misleading analytics Models or reports based on 
flawed inputs lead to invalid 
results. 

Overestimation of flu 
outbreaks by Google Flu 
Trends. 

Misallocation of 
resources leads to a 
loss of credibility. 
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6. Case Studies: Illustrating the Consequences of Data Quality Failures and 
Successes 

Real-world cases highlight both the risks associated with poor data quality and the benefits of 
robust data management. Organizations with decentralized storage and inconsistent entry practices 
often struggle to manage customer relationships effectively, while those investing in integration tools 
and governance frameworks report greater efficiency, cost savings, and competitive advantage [7,20]. 
High-quality data enables precise segmentation and targeting, supporting stronger customer 
relationships and sustainable growth [24] 

Systemic issues can also arise from organizational architecture. A financial institution, for 
example, found that legacy “data silos” perpetuated duplication, inconsistency, and limited access, 
hampering analytics. Transitioning toward modern paradigms, such as the Data Mesh, has improved 
availability and quality across the enterprise [76]. 

Overall, these examples show that failures often stem from governance and architectural 
oversights with significant consequences, while success requires sustained monitoring, continuous 
improvement, and the application of robust frameworks. Table 4 summarizes key cases of data 
quality failures and successes. 

Real-world cases vividly show how data quality shapes organizational outcomes. A classic 
example is the loss of NASA’s Mars Climate Orbiter, which was destroyed by a mismatch between 
imperial and metric units—a $125 million failure of consistency [77]. In contrast, Netflix’s 
personalized recommendation system demonstrates how high-quality data can become a strategic 
asset: leveraging user behavior data to drive over 80% of platform consumption [78]. 

These cases illustrate the high stakes of data quality: poor practices can lead to catastrophic 
losses, while robust frameworks can create a lasting competitive advantage. [20,22,24,25,33,72,78–84]. 
Additional failures and successes across domains—including finance, healthcare, logistics, and 
public administration—are summarized in Table 4 

Table 4. Case Studies of Data Quality Issues and Their Consequences Across Domains. 

Case / Organization Domain Data Quality Issue Consequence 
Failures    
Equifax [72] Finance / Credit 

reporting 
Inaccurate and poorly 
managed consumer credit 
data 

Erosion of public trust; 
legal and financial 
consequences 

NASA Mars Climate 
Orbiter) [25] 

Aerospace / 
Engineering 

Unit mismatch (imperial vs. 
metric) not reconciled in data 
systems 

Spacecraft loss (~$125 
million) 

Mid-sized enterprise 
(CRM migration) [24] 

Business / CRM Data quality challenges 
during migration from legacy 
systems 

Errors, inconsistent 
formats, and disruption 
in customer 
management 

Large home appliance 
business [20] 

Retail / CRM Low completeness, timeliness, 
and accuracy of customer data 

Ineffective campaigns, 
reduced loyalty, and 
weak predictive 
performance 

University fundraising 
CRM. [33]  

Education / 
Fundraising 

Outdated, incomplete, and 
inaccurate alumni data 

Reduced donor 
identification, 
inefficient fundraising, 
wasted resources 

Target [82]. Retail / CRM Predictive analytics revealed 
sensitive customer 
information 

Public backlash over 
privacy intrusion 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 19 September 2025 doi:10.20944/preprints202509.1572.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202509.1572.v1
http://creativecommons.org/licenses/by/4.0/


 11 of 24 

 

Google Flu Trends (2008–
2013) [79–81]. 

Public health 
analytics 

Overfitting and reliance on 
biased signals 

Overestimation of flu 
cases; credibility loss 

Amsterdam Tax Office 
[24]. 

Public sector Duplicate and inconsistent 
taxpayer records 

Inefficient operations; 
reduced compliance 

Healthcare organizations 
[22,83,84] 

Healthcare / CRM Incomplete or inconsistent 
patient data in electronic 
health records 

Medical errors, patient 
safety risks 

Successes of Data 
Quality 

   

Netflix Recommendation 
System [78]. 

Entertainment / 
Business 

Leveraging high-quality 
behavioral data for 
personalization 

Recommendations 
drive 80% of content 
consumption; increased 
engagement and 
revenue 

Freight forwarding 
industry [25] 

Logistics / Freight 
forwarding 

Workflow-embedded quality 
checks across logistics 
processes 

Improved coordination, 
fewer customs delays, 
reduced correction 
costs 

7. Ensuring Data Quality: Methods and Best Practices 

Ensuring high data quality requires a combination of standardized methodologies and 
continuous validation. Effective data collection is fundamental: standardized procedures and tools 
minimize errors at the source, while validation checks confirm that data entries meet predefined 
criteria[85]  

7.1. Data Collection Practices 

In CRM adoption by SMEs, robust data collection processes are essential for capturing accurate 
and relevant customer information. This involves integrating multiple internal and external sources 
and ensuring that data is timely and aligned with business objectives. Systematic frameworks and 
staff training help maintain consistency and reduce errors such as duplicate or incomplete records, 
which can undermine CRM performance [9]. 

Best practices include the use of automated data entry systems, regular cleaning processes to 
eliminate inaccuracies, and validation checks to ensure consistency and accuracy. Continuous 
monitoring and maintenance are crucial as data sources and systems evolve, ensuring that quality 
standards are consistently maintained over time.[7]  

7.2. Data Cleaning and Validation 

Data cleaning and validation are crucial for maintaining data quality, which involves detecting 
and correcting inaccuracies, inconsistencies, and missing values [9]. Automated tools can efficiently 
flag anomalies, but critical production environments often require a balanced approach that 
integrates manual review to ensure accuracy and reliability. A multicenter clinical database study 
demonstrated the effectiveness of semi-automated assessments in detecting widespread issues, while 
minimal manual checks remained necessary to address errors missed by automation [86]. However, 
manual abstraction also generated false positives, emphasizing the need to optimize manual 
efforts.[18]  Regular monitoring and quality reviews help sustain reliable datasets [9,87]. 
Establishing metrics and periodic audits ensures data remains accurate, timely, and fit for analysis. 
In CRM systems, poor validation can erode user trust and compromise adoption [22,24], particularly 
in SMEs facing frequent inconsistencies [24]. Robust cleaning practices—such as removing 
duplicates, filling missing values, and discarding outdated entries—reduce remediation costs and 
risks [33]. Preventive controls and improved entry processes further minimize errors [8]. 
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Advanced methods, including deep learning models such as the Denoising Self-Attention 
Network (DSAN), enhance the imputation of mixed-type tabular data by leveraging self-attention 
and multitask learning to predict substitutes for both numerical and categorical fields [88]. Data 
fusion also enhances reliability by integrating heterogeneous sources, thereby reducing uncertainty 
and providing more comprehensive representations [89]. 

Ultimately, rigorous validation and governance policies [1] combined with automated tools and 
audits [9] ensure consistent data quality. This is crucial for CRM, where reliable data directly impacts 
campaign success, customer loyalty, and business performance [20].  

7.3. Monitoring and Maintenance 

Monitoring and maintenance are crucial for preserving data integrity, accuracy, and reliability. 
Monitoring involves continuous oversight of collected, stored, and processed data to detect 
anomalies or inconsistencies [78]. Automated tools can track sources and issue real-time alerts for 
deviations from quality standards [75,90], supporting compliance with regulatory requirements for 
accurate and secure management [18,91] 

Maintenance refers to ongoing activities that sustain and improve data quality [92]. These 
include periodic cleansing and validation, updating outdated information, standardizing formats, 
and removing obsolete records to maintain relevance. Regular updates of data definitions and 
metadata ensure that stakeholders share a clear understanding of the data [81]. Maintenance may 
also refine collection methods and incorporate feedback loops, allowing users to report issues and 
suggest improvements. 

Both processes require collaboration among IT teams, data stewards, and business users [93].  
Clear communication channels, regular quality reviews, and training programs help ensure all 
stakeholders understand their roles [94]. Together, monitoring and maintenance establish a proactive 
framework that keeps data a reliable asset for operations, planning, and analytics. 

7.4. Governance/Ethics. 

Effective governance provides the foundation for maintaining sustainable data quality by 
defining clear roles, responsibilities, and procedures to ensure accountability throughout the data 
lifecycle. Leadership commitment and stewardship are crucial, as technical tools alone cannot 
guarantee reliability [95]. Governance frameworks should also incorporate compliance with 
regulations, such as the GDPR, to mitigate legal and ethical risks. 

An integrated data and AI governance model spans four phases: (1) data sourcing and 
preparation with ethical acquisition and bias detection, (2) model development with fairness-aware 
validation, (3) deployment and operations with drift monitoring, and (4) feedback and iteration to 
update policies dynamically [96].. Automated checkpoints across these phases link data integrity 
with model ethics. 

Responsible governance must extend beyond compliance to embed fairness, accountability, and 
inclusivity [97].. Ethical lapses can erode trust, reinforce bias, and produce harmful outcomes in 
domains such as healthcare or finance [98]. Embedding ethical principles within governance 
frameworks ensures data quality is evaluated not only for efficiency but also for societal impact. 

These concerns are amplified in large language models, where massive training datasets raise 
challenges of provenance, bias, and misuse. Robust governance of LLMs is therefore essential to 
prevent social and economic harm [99] 

8. Challenges and Proposed Solutions 

Managing data quality in CRM systems presents challenges, including decentralized storage, 
inconsistent data entry, and limited integration of diverse data sources. Proposed solutions include 
standardizing collection procedures, using advanced integration tools, and implementing 
comprehensive management frameworks to strengthen accuracy and consistency [7]. 
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8.1. Technical Challenges 

Technical obstacles stem from data heterogeneity, scale, and limited automation. Integrating 
multiple sources and processing large volumes of inconsistent or outdated information remain 
critical difficulties [20]. These issues are exacerbated by web-based platforms and SaaS models, which 
aggregate data from various internal and external sources [24]. Many organizations continues to rely 
on outdated or manual quality checks, which are inadequate given the volume and velocity of 
contemporary data [18].  

A further barrier is the lack of standardized terminology across sectors; Miller identified 262 
distinct terms in the literature to describe aspects of data quality, which complicates interoperability 
and hinders the adoption of automated assurance tools. [15] Addressing these challenges requires 
not only technical solutions but also harmonized frameworks that enable consistency and support 
effective, data-driven decision-making. 

8.2. Organizational Challenges 

The significance of data quality extends beyond technical systems to organizational processes, 
as illustrated by studies showing that even computerized criminal records in the U.S. are often 
inaccurate or incomplete [71]. Poor information quality undermines workflows by introducing 
inefficiencies and errors, highlighting the need to align process design with information system 
requirements from the outset [25]. Common issues include inadequate data entry, poorly designed 
systems [8], weak leadership commitment, and insufficient resource allocation. 

AI adoption introduces new challenges. Automation of complex tasks can deskill experts, 
reducing their role to passive monitoring and eroding the valuable expertise they possess. The 
autonomy of AI systems also creates ambiguity over accountability—raising legal and ethical 
questions when errors occur. [97] 

A systematic review of Data Science projects identified 27 barriers grouped into six clusters: 
people, data and technology, management, economic, project, and external factors. The most 
frequently cited included insufficient skills, lack of management support, poor data quality, and 
misalignment between project goals and company objectives [100]. Addressing these barriers 
requires comprehensive governance, continuous training, and systematic frameworks for handling 
and interpreting data [22]. 

Perfect data quality is neither achievable nor cost-effective. Organizations should instead pursue 
the “right level” of quality, balancing maintenance efforts against the costs of poor quality [101].  For 
large datasets, the marginal benefits of further improvements diminish over time [33]. Relevance is 
another concern: as business needs evolve, datasets may lose strategic value, and silos that isolate 
data within departments hinder efficient decision-making [102,103]. 

Organizational disconnection between process design and quality management exacerbates 
these issues. Too often, quality checks are retrofitted after processes are implemented, which 
increases costs and the risk of failure [25]. Embedding quality frameworks directly into workflows 
ensures validation mechanisms are integral rather than peripheral. The reuse of predefined process 
fragments provides a systematic way to integrate checks, reduce errors, and enhance reliability [28] 

Public administration research confirms that technology alone does not ensure high-quality 
information. Shortcomings such as insufficient training, weak governance, and organizational 
inefficiencies limit outcomes, underscoring that data quality challenges in government are rooted as 
much in people and structures as in systems [29]. 

8.3. Solutions. 

Organizations can address data quality challenges by adopting advanced, automated tools, 
including AI and machine learning. These technologies enable continuous monitoring, anomaly 
detection, and large-scale validation that surpass the capabilities of manual methods. Recent work 
demonstrates the potential of multi-agent AI systems, where “planner” and “executor” agents 
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automatically generate and execute PySpark validation code from natural language prompts, 
adapting to evolving data sources.[104]. However, user acceptance remains a barrier: a survey of an 
AI-generated e-commerce platform (ChatGPT-4 and DALL·E 3) revealed concerns about security and 
trust despite positive evaluations of functionality and aesthetics [105]. 

Effective solutions also require developing business-relevant quality metrics to guide decision-
making and improvement strategies. AI-based frameworks can support Business Intelligence (BI) 
and Decision Support Systems (DSS) through layered architectures: data ingestion, quality 
assessment (e.g., Isolation Forests, BERT), cleansing and correction (e.g., KNN, LSTM), and 
monitoring with feedback loops [106]. Predictive approaches, such as XGBoost, can correct anomalies 
across multiple dimensions (accuracy, completeness, conformity, uniqueness, consistency, and 
readability), improving composite Data Quality Index scores from 70% to over 90% in large-scale 
applications [107]. 

Beyond technology, sustainable quality depends on robust governance. Frameworks should 
define criteria for data relevance, ensure alignment with organizational objectives, and include 
regular audits to maintain validity [56]. Engaging stakeholders in data management further 
strengthens the practical utility of collected information. 

9. Discussion

9.1. Synthesis of Literature: What Is Agreed upon, What Is Debated 

This review confirms the persistence of inconsistencies in defining and applying data quality 
dimensions across various sectors. Miller’s hierarchical model offers a promising path by 
harmonizing terminology and adding new dimensions relevant to modern contexts such as IoT and 
machine learning [15]. At the same time, AI and machine learning are transforming governance by 
automating profiling, anomaly detection, and metadata management, reducing manual intervention 
and improving compliance. However, a systematic review of 151 tools found that most prepare “data 
quality for AI,” while few exploit “AI for data quality” [108], exposing a gap between current market 
offerings and the need for intelligent, automated DQM. 

The FAIR principles—Findable, Accessible, Interoperable, and Reusable—provide a widely 
recognized foundation for transparent management [109]. Applied not only to data but also to 
software, they ensure reproducibility by making workflows, tools, and dependencies openly 
accessible [27,110]. FAIR should be viewed as a flexible, community-driven framework designed to 
create “AI-ready” digital objects that machines can process with minimal human intervention [111]. 
Aligning quality frameworks with FAIR thus enhances both reliability and cross-domain reuse of 
scientific outputs. 

Despite progress, systematic analyses of repositories reveal significant shortcomings in quality 
assurance [112]. The broader reproducibility crisis has eroded trust in science [113], prompting calls 
for open science interventions that emphasize transparency in data practices to strengthen 
accountability [114]. Together, these findings position data quality as integral to reproducibility, 
FAIR compliance, and ongoing scientific reform. 

9.2. Emerging Trends and Lessons from Failures 

Semantic-driven technologies, including ontologies and knowledge graphs, emphasize 
semantics as a standalone dimension of data quality [20]. Ethical principles are increasingly 
embedded directly in AI systems through privacy-preserving algorithms such as federated learning 
and homomorphic encryption, which minimize risks by training or computing on distributed, 
encrypted data [96]. This reflects a shift toward privacy-by-design architectures, making governance 
an integral part of technical systems. 

Large Language Models (LLMs) extend this trend, enabling semantic-level assessments of data 
quality. Seabra demonstrated that LLMs can identify contextual anomalies in relational databases 
that are overlooked by rule-based methods [114,115]. Similarly, OpenAI’s DaVinci model has 
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demonstrated the capacity to assess temporal, geographic, and technology coverage, reducing 
practitioner bias [116]. Multi-agent frameworks further automate the lifecycle, generating and 
refining PySpark validation scripts with minimal human input [104]. While these advances promise 
efficiency, they also raise ethical challenges. AI-driven governance must strike a balance between 
automation and safeguards, such as fairness and explainability [76,117], as algorithmic decision-
making can amplify biases and erode accountability [118,119]. 

Hallucinations in LLMs exemplify the risks of poor data quality. Inadequate governance during 
training and evaluation—resulting from misuse, weak security, or poor-quality inputs—leads to 
actual errors [99]. Empirical results show that GPT-3.5's hallucination rates rose from 3.2% with 
curated data to 19.4% with noisy inputs [120], underscoring the importance of quality for reliability. 
Governance frameworks that integrate ethical safeguards [119,121] are therefore vital to sustaining 
trust. Figure 2 illustrates these interactions, showing governance as a mediator between technical 
tools, organizational practices, and ethical safeguards. 

 
Figure 2. Conceptual map linking data quality, governance, ethics, and AI-based tools, and their joint 
contribution to reproducibility and trust.  Light blue nodes represent the core components of data quality management, 

while the green node highlights' Reproducibility & Trust' as the outcome of their interaction. Lines indicate the bidirectional 

and reinforcing relationships between these elements. 

Failures provide further lessons. Poor timeliness, granularity, or completeness consistently 
impair CRM analytics. For example, a study reported that 64% of customer data had a timeliness 
score of ≤0.3, producing outdated segmentation and ineffective campaigns [20]. Such cases reinforce 
that sustainable progress depends on continuous monitoring, systematic validation, and robust 
governance. Regulatory penalties and reputational damage highlight the cost of neglect [8]. These 
lessons show that innovation must be coupled with organizational learning to avoid recurring 
pitfalls. 

9.3. Research Gaps  

Despite progress, key gaps remain. The organizational dimension of information quality in 
public administration is underexplored, as governance structures, staff skills, and administrative 
processes strongly influence reliability, but are mainly insufficiently studied [29]. Promising 
theoretical tools, such as sixtuple information theory and rough set approaches, are still confined to 
narrow domains like judicial documents [31], requiring testing in broader contexts (healthcare, 
publishing, administration). 

Measurement standards also lack harmonization. The WHO’s Data Quality Review toolkit [122] 
proposes a facility-level framework, but adoption remains uneven across regions, while sector-
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specific standards remain fragmented. In healthcare, real-world data often lack standardized 
definitions, which hinders analytics and research [123]. Qualitative work in Ethiopian public facilities 
reveals that inadequate training and infrastructure compromise timeliness, completeness, and 
accuracy [124], underscoring persistent vulnerabilities in the public sector. 

Similarly, SMEs remain underexplored. A study of 85 UK SMEs found that deficits in technical 
skills and resources limit the adoption of robust practices [125]. More comprehensive empirical 
research is needed to determine whether current frameworks effectively support data-driven 
decision-making in resource-constrained settings. 

9.4. Implications for Practitioners and Policymakers 

For practitioners, embedding quality mechanisms directly into business process models offers a 
sustainable approach to governance. Validation and monitoring should be intrinsic to workflows 
rather than external add-ons [26]. Reusable “information quality fragments” reduce modeling time, 
provide explicit checkpoints, and increase confidence, while their validation by domain experts 
demonstrates feasibility [28]. 

For policymakers and standard setters, these insights underscore the importance of explicit data 
quality validation in process modeling guidelines to mitigate systemic risks. Embedding FAIR 
principles—ensuring data are Findable, Accessible, Interoperable, and Reusable—remains a practical 
pathway toward reproducibility and accountability in research [7]. Incorporating FAIR into 
governance frameworks not only ensures compliance with regulatory and ethical standards but also 
enhances the long-term value of datasets through greater reusability [126]. 

10. Conclusions 

This review demonstrates that data quality is a multidimensional concept that extends beyond 
technical accuracy to include contextual, representational, and accessibility dimensions, as well as 
emerging attributes such as governance and semantics. Its central contribution has been to connect 
classic theoretical frameworks with real-world case studies and contemporary challenges in 
governance, ethics, and artificial intelligence. Ensuring data quality is therefore not only a technical 
task but also a strategic and socio-organizational imperative for scientific reproducibility and 
organizational trust. 

The literature consistently demonstrates that poor data quality undermines decision-making, 
wastes resources, erodes trust, and yields harmful outcomes. Case studies from finance, healthcare, 
logistics, and aerospace confirm the pervasive and costly consequences of inadequate quality. 
Effective practices cannot rely solely on post-hoc cleaning but must embed validation and governance 
across the whole data lifecycle—from collection to continuous monitoring and ethical oversight. 
Standards such as ISO 8000 and ISO 25012, as well as newer hierarchical models, provide practical 
foundations; however, fragmentation in terminology and uneven adoption persist. 

Key challenges remain: the proliferation of heterogeneous data sources, the velocity of big data, 
and entrenched organizational silos. While AI-driven validation tools and governance frameworks 
offer promising solutions, cost–benefit trade-offs often prevent systematic adoption. 

For practitioners, high-quality data should be treated as a strategic asset. For researchers and 
policymakers, stronger integration with data ethics and greater attention to underexplored contexts 
such as healthcare systems and SMEs are urgently needed. 

Finally, aligning practices with the FAIR principles—ensuring data are Findable, Accessible, 
Interoperable, and Reusable [7] —reinforces transparency, reproducibility, and long-term societal 
impact. 

Supplementary Materials: The following supporting information can be downloaded at the website of this 
paper posted on Preprints.org. 
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Abbreviations 

The following abbreviations are used in this manuscript: 

Abbreviation Full Term 
AI Artificial Intelligence 
BERT Bidirectional Encoder Representations from Transformers 
BI Business Intelligence 
CLV Customer Lifetime Value 
CRM Customer Relationship Management 
DQA Data Quality Assessment 
DQI Data Quality Index 
DQM Data Quality Management 
DSAN Denoising Self-Attention Network 
DSS Decision Support Systems 
ECCMA Electronic Commerce Code Management Association 
FAIR Findability, Accessibility, Interoperability, and Reusability 
FAIR4RS FAIR for Research Software 
GDPR General Data Protection Regulation 
IoT Internet of Things 
ISO International Organization for Standardization 
KNN K-Nearest Neighbors 
LLMs Large Language Models 
LSTM Long Short-Term Memory 
NATO North Atlantic Treaty Organization 
NCS NATO Codification System 
RFM Recency, Frequency, and Monetary 
SaaS Software as a Service 
SMEs Small and Medium-sized Enterprises 
WHO World Health Organization 
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