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Abstract: Granting digital banks license to operate in the financial services sector has brought 
different perspectives on the future of banking. Undoubtedly, innovative technologies have been 
pivotal to the dynamic and evolving financial sector`s ecosystem. Despite this, emerging risks 
continue to pose threats in addressing financial stability and consumer protection regulation 
mandates. To better appreciate emerging risks associated with banking environment in the fintech 
era, three theories were adopted. Utilizing Scopus database, the study carefully mapped existing 
literature which identified key themes, authors, and emerging risks in the era of fintech-driven digital 
banking and banks. Findings revealed growth in risk management aspects related to blockchain, 
digitalization, and cybersecurity. Additionally, highlighting the necessity of improved risk 
mitigation frameworks, such as blockchain for safe transactions, AI-driven fraud detection, along 
with robust regulatory compliance processes. This study provides foundation on which robust risk 
management framework customized to digital banking existence can be developed in the face of 
emerging risks.  

Keywords: fintech; emerging risks; cybersecurity; digital banks; banking regulations; digital 
transformation 
 

1. Introduction 

The incorporation of financial technologies within the banking sector has resulted in 
transformation of the sector and created a win-win situation for banks and customers. 
Transformation includes 24-hour banking services access, self- serving machines, and financial 
integration among others which advance digital banking. Additionally, the digital age has led to 
paradigm shift in business models. With digitalization increasing and becoming integral in 
customer`s lifestyles as it brings convenience in accessing banking services. Digital banking has 
become increasingly crucial as new risks and vulnerabilities emerge on the digital landscape.  

Historically, traditional financial institutions have long been at the forefront of using 
information technologies (Windasaria, et al., 2022; Haddad & Hornuf, 2019). However, today’s world 
is defined by rapid technologically induced innovative solutions that allow for an open environment. 
Dissanayake, Popescu, and Iddagoda (2023) observed that the financial services sector is experiencing 
a significant shift, marked by the appearance of innovative financial technological solutions which 
pose a threat to conventional banking services. For instance, new ways of interacting with customers 
have emerged because of the integration of both the digital and physical environments (Tanda & 
Schena, 2019).   

Aljudaibi and Amuda (2024) concurred with Dissanye et al. (2023) that there has been noticeable 
rise in the frequency of customer engagement across various interaction channels during the last 
decade. Above all, financial institutions have been forced to adapt to this shift by introducing hybrid 
customer engagements, physical and virtual. For this reason, technological innovations coupled with 
evolving modern consumer expectations lay the path for a more digitized future. Understandably, 
physical branches and staff are being rendered redundant as banking services and delivery channels 
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undergo a massive transition from traditional, non-digitalized operations backed by bank employees 
to totally digital and self-service. Gaviyau and Sibindi (2023) posit that the foundation for banking is 
now digital, but real innovation is the ultimate test.  

Noticeably, traditional banks are shifting either by closing bank branches or incorporating 
innovative technological solutions to banking (Dissanye et al., 2023; Polat, 2021). Despite fintech 
taking some market share from the banks, their presence is not to substitute banks but to complement 
the existing banking service provision (Elsaid, 2023; Bunea, Kogan, & Stolin, 2016).  

In terms of risks, traditional banking regulations fail to keep up with the rapid emergence of 
digital financial services since they were developed for brick-and-mortar type of institutions. On the 
other hand, both digital and traditional banks face similar risks. Thus, the transition to digital banks 
and banking requires responsive regulations. Indeed, digital banking has become part of many 
people’s daily lives, and this business model is relatively new.   

Globally, digital and traditional banks are being subjected to the same regulations, but some 
jurisdictions have developed regulatory frameworks specifically for digital banks (Biswas, Saha, 
Paulc & Kumer, 2024). For instance, in 2020 four digital banks licenses were issued in Singapore and 
no other have been issued in Singapore while Malaysia issued four digital banks licenses in 2022 
(Bank Negara Malaysia, 2022: Monetary Authority of Singapore, 2020).   

In designing the digital banks regulation as part of the financial services sector policy, there is 
need to be cognisant of the dual policy challenges of seeking to ensure the financial system’s safety 
and to protect customers’ interests. Furthermore, to leverage the emerging opportunities and tackle 
associated challenges in the new digital and customer landscape. Undoubtedly, the banking sector 
must concurrently address the associated emerging risks and implications of protecting client data 
and privacy (Duan, 2024; Allen, Gu, & Jagtiani, 2021).   

Against this background, a research query was adopted to enable the bibliometric review of the 
subject under study. The paper is organized into five sections. The first section focused on the 
introduction to the subject under study, this was followed by section 2 which discusses the literature 
underpinning the study. Section 3 focuses on the research methodology adopted. Presentation and 
discussion of results are shown in Section 4. Finally, Section 5 provides the conclusions and directions 
of future studies.   

2. Literature Review 

To enhance understanding of the emerging risks associated with fintech and digital banks, 
literature was gathered. The literature focuses on theoretical foundation, emerging risks and 
evolution of banking integrating with technology. Importantly, there is a need to trace the origins 
and how the banking sector has evolved over the years with technology being the driving force. 
Firstly, to be discussed is the theoretical foundation followed by evolution of banking sector 
integrated with technology and lastly emerging risks in the digital era.  

2.1. Theoretical Literature  

The three theories provided an insight into the foundation upon which the future of banking is 
anchored and responding thereof. These theories are namely, institutional theory, information 
asymmetry and holistic digital maturity model. These are discussed below:  

2.1.1. Institutional Theory  

The institutional theory was advanced by Scott in 1987. The theory postulates that procedures 
and mechanisms form structures, rules and behavior to explain social behavior. Additionally, this 
instils values as organizations are continually evolving in response to the business environment. 
Banking is anchored on values of trust and confidentiality; consumers expect that to continue even 
in the digital era where there is minimal bank-customer interaction.   
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Institutions are at different levels of institutionalization as they are not constant (Peters, 2000). 
Scott (2004) argued that institutions existence is due to social interactions among people. As social 
interactions take effect, this influences the powers of groups, shapes ideas, influences policy 
coordination and public decisions making. Generally, organizations change over time in terms of 
their effectiveness.  

Institutional theory is anchored on the integration of social, political, and economic factors. The 
theory attempts to distinguish as to why some organizational structures and procedures become 
predominant while others may be marginalized or even have an unfavourable prospect of weakening 
completely (Agoba et al. 2023; Hallett & Hawbaker 2021). By recognizing institutional forces, banks 
may better manage the competitive landscape, through incorporating digital innovations to meet the 
evolving stakeholders’ needs and expectations.  

2.1.2. Asymmetric Information Theory  

The three researchers namely Akerlof, Spence and Stiglitz advanced the information asymmetry 
theory in 1971 (Smith & Doe, 2023; Auronen, 2003). Since the advancement, the theory has been used 
to explain and describe phenomena within the economic and business domain among others (Smith 
& Doe, 2023). The theory offers insights into understanding how markets or economic sectors operate 
and influencing associated behaviour. Failure to align market behaviours can result in imperfect 
outcomes caused by adverse selection and moral hazards (Auronen, 2003).   

Asymmetry of information among the economic participants is reduced by an intermediary 
market institution known as counteracting institution (Nygaard & Silkoset, 2023; Auronen, 2003). 
When applied to this study, the regulator serves that role of reducing information asymmetry by 
regulating the financial services sector. Although Fintechs and banks target the same consumers with 
different information sets which make them competitive. Regulation by design is to correct the 
market imperfections, as failure can result in excessive risk-taking behaviour (Iyelolu, Agu, Idemudia 
& Ijomah, 2024). Therefore, the existence of regulator brings complexity to the information 
availability.  

This theory postulates that economic agents operate in an environment associated with biased 
and incomplete information. Information influences the behavior of economic participants. Decisions 
are based on this set of imperfect information to attain economic gain. Thus, the theory offers insights 
into the current operating environment where Fintechs have identified opportunities within the 
banking sector while the traditional banks are slowly adapting and responding because of legacy 
systems. On the other hand, Fintechs serve as an avenue in transforming the banking sector.   

Applying to this study, with the incorporation of fintech into the banking sector consumer 
decision making, security and trust in the digital environment can be impacted. Hence, requiring 
regulatory responses such as disclosure requirements, regulatory licensing and consumer protection 
among others.    

2.1.3. Holistic Digital Maturity Model (HDMM) 

The model was advanced by Aras and Büyüközkan (2023) who developed the model based on 
the shortfalls of the other maturity models. The maturity models first appeared within the software 
engineering domain in the 1970s (Minh & Thanh, 2022; Chanias & Hess, 2016). Indeed, this has 
evolved into a crucial tool to assess the status quo and improve thereof. Berghaus and Back (2016) 
opines that a maturity model offers guidance on the approach entities can adopt to plan and 
implement digital transformation. Critique of the maturity models included the model being centered 
on improving specific organization’s capabilities entailing further developing the model in line with 
digital transformation (Minh & Thanh, 2022).   

The Holistic Digital Maturity Model is based on six interacting elements in the journey of digital 
transformation. Based on each organization’s assessment they would be able to identify existing gaps 
between the current situation and intended goals. The six dimensions being digital strategy, digital 
value, digital processes, digital technology and data, digital work and digital governance.  

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 10 June 2025 doi:10.20944/preprints202506.0824.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202506.0824.v1
http://creativecommons.org/licenses/by/4.0/


 4 of 23 

 

Firstly, digital strategy assesses long term organizational aspects that create value in digital 
transformation. Secondly, digital value focuses on the value creation from the product to customer 
offering. This entails new product offering, innovation and customer value offering. Thirdly, digital 
processes examine how the organization’s process architecture and business process management is 
affected by strategies and management of the digitalization processes.   

Fourthly, is digital technology and data which evaluates the technologies and solutions which 
put the transformation process in a sustainable manner. The fifth dimension, digital work, focuses on 
employees upskilling in the digital transformation agenda to remain competitive. Lastly, digital 
governance focuses on managerial and cultural that need to be addressed to ensure successful 
implementation and sustainability of the digital transformation.  

Gökalp and Martinez (2022) argued that the inclusion of digital governance remains key to the 
success of the digital transformation process. Though the model is generic it can still be applied in 
the financial services sector to guide the transformation process to digital banks and banking. 
Furthermore, providing an opportunity to develop targeted solutions to accelerate the 
transformation. Thus, the holistic model allows for the examination and management of all the 
elements within the digital transformation journey. The digital transformation should be considered 
as an ongoing and iterative growth process to steering company success.     

2.2. Banking Evolution and Integration with Information Communication Technologies (ICT) 

Since immemorial time, businesses have made use of technology in business operations and with 
the developments, changes have been implemented. These changes include modern production 
methods, customer engagements and business operations among others which have led to spurred 
productivity. Importantly, the financial services sector was spared, and information technologies 
have remained core to their functions.  

Megargel, Shankararaman, and Reddy (2018) observed that technological changes have gone 
through three stages namely data processing, client server and predictive. Noticeably, the banking 
sector has evolved from banking 1.0 to the current banking 5.0 (Chougule & Dudekula, 2024; 
Rathnayake, 2023). Table 1 shows the integrated changes between the banking sector and 
incorporated technologies which provide insights into the evolution process and how the future is 
expected to be.  

Table 1. Summarized Banking Evolution with ICT. 

Banking Era Characteristics Authors Contributed 

Banking 1.0 (Pre 
1960s) 

 

Personalised banking with lending 
based on reputation and character, 
Physical cash transportation; Manual 
system and physical record keeping; 
Cheque system; Central banks and 
clearing houses were established; 
Limited banking services access 

Rathnayake (2023) 

Mehdiabadi et al, (2020)  

Chougule & Dudekula (2024) 

Banking 2.0 (1960s – 
1980s) 

Establishing banking networks, Data 
processing, Analogue system; Bulk 
transaction processing, SWIFT 
introduced, ATMs; Relationship 
banking, Physical record keeping; 
Limited banking access 

Chougule & Dudekula, (2024) 

Rathnayake (2023); Noreen, et 
al, 2023. 
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Banking 3.0 (1980s – 
2000s)  

Data warehouse; Banks website; 
Internet banking; Banking access 24/7; 
Telephone banking; Relationship 
banking; Physical record keeping; 
funds transfer system – RTGS; batch 
transaction processing. Expanding 
branch networks; Magnetic ink 
character recognition (MICR), Debit 
and Credit cards; Electronic financial 
markets; electronic payments 

Chougule & Dudekula (2024) 

Rathnayake (2023)  

Boot & Marinč (2008) 

Banking 4.0 (2000s – 
2020) 

Customer driven banking/ 
transaction-oriented banking; Instant 
and real time transaction processing; 
Digital record keeping; Reducing 
branch networks; Fintech; virtual 
markets, and mobile/online banking; 
mobile banking apps - digital 
payments, online deliveries, and 
mobile wallets; self-banking 

Chougule & Dudekula (2024) 

Rathnayake (2023); Noreen, et 
al, 2023. Boot & Marinč (2008) 

 

Banking 5.0 (2020s to 
future) 

Customer driven banking; electronic 
fund transferring; robots, application 
programming interface (APIs), and 
bots; Instant and real time transaction 
processing; mobile banking apps - 
digital payments, online deliveries, 
and mobile wallets, use of QR codes 
to access banking services; digital 
banks; digital currency 

Rathnayake (2023) 

Chougule & Dudekula (2024) 

 

Source: Researcher`s Synthesis. 

Mehdiabadi et al, (2020) observed that Banking 1.0, refers to the traditional banking concept 
which operated pre-1960, where banking services were personalised with branches operating at 
specified times. According to Megargel, et al. (2018) due to the analogue system that was being used 
the period was known as the data processing years. Transactions in the banking sector were primarily 
done at the branches in bulk with processing at the end of day. The period, also known as Banking 
2.0, advanced from Banking 1.0 as banks started having off branch operations and branch networks 
growing (Chougule & Dudekula, 2024).  

Banking 3.0 stretched from 1980s to 2000s. During this period banks facilitated IT-based 
infrastructures to enable bank clients to interact with the bank in addition to the new service offered 
by banks. The new service offerings were prompted by innovative technologies such as internet 
banking which was popularised in the 1990s with the advent of banks having worldwide websites. 
Subsequently, Banking 4.0 encourages collaboration and innovation in the financial services 
ecosystem with real time processing of transactions.  

Banking 5.0 is going to be characterised by Exchange-traded funds (ETFs), cryptocurrencies, 
high-frequency trading, intelligent banking, robo-advisors and cobots, embedded banking, and 
responsible banking. Thus, Banking 5.0 would require greater collaboration between human and 
intelligent systems (Chougule & Dudekula, 2024; Rathnayake, 2023).  
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Comparing Banking 4.0 and Banking 5.0, collaboration in Banking 4.0 centered on financial 
institutions with fintechs while Banking 5.0 is on human and intelligent system. This shows great 
advancement in the interaction which requires traditional banks to move away from legacy systems.  

2.3. Emerging Risks  

Fintech has revolutionized the traditional financial system, resulting in improved access to 
financial services and innovative banking practices with convenience underpinning this. Alongside 
the benefits, fintech has brought emerging risks that must be carefully addressed in line with the 
regulator`s mandates such as consumer protection and financial stability. The emerging risks include 
cybersecurity, operational, data protection, and regulatory arbitrage. Discussed below are some of 
the risks:     

2.3.1. Cybersecurity and Data Privacy Risks  

Cybersecurity remains as a significant issue faced by the financial services sector. Financial 
services are increasingly digital, making systems and bank customers more vulnerable to identity 
theft, data breaches, and cyberattacks (Duran & Griffin, 2021). Sahu and Kumar (2024) highlighted 
that though decentralised financial platforms aim at promoting peer to peer transactions and 
eliminating bank charges they contribute to increased cybersecurity risks. Furthermore, Daiya (2024) 
concurred with Lanfranchi and Grassi (2022) that fintech application integration with machine 
learning and artificial intelligence compounds the mitigation of associated risks.  

Related to cybersecurity is data privacy. Fintech integrates hard and soft information to 
customise new services offering, hence the competition with traditional banks who relied on one set 
of information. Information harvesting from different sources can entail unauthorised access or 
potential misuse (Fischli, 2024; Hua & Huang, 2021; Goddard, 2017). Due to weak or no data 
protection regulations in many countries, enactment of data protection mechanisms is required. The 
General Data Protection Regulations (GDPR) for the European Union can serve as the data protection 
framework for countries to customize. Without the legal data framework, consumer trust can be 
eroded and expose the sector to financial and legal penalties among others.   

In some countries, sharing personal details infringes on privacy rights (Bakare, Adeniyi, 
Akpuokwe, and Eneh, 2024; Christie, 2018). The biometric identification system adopted in India, 
Aadhaar was legally challenged on data privacy issues. Since the collation of data was being done by 
third party. Biometric information on the Aadhar system was open to abuse through fraud and 
misuse (Sadhya & Sahu, 2024; Martin, 2021; Abraham, et al., 2017). In 2017, the Supreme Court of 
India agreed that the privacy rights have been infringed but failed to rule on the constitutionality of 
case brought before the courts. This shows that country laws and regulations, culture and religion 
can be a hindrance to uniform global implementation of data standards.  

Existence of disharmony continues to present challenges to banks, regulators and academics on 
the need to find common ground to the betterment of the financial services sector (Ofoeda. et al, 2022; 
Heller, 2017). Likewise, the advent of blockchain technology can aid in resolving these challenges. 
Similarly, data privacy issues are impediments to blockchain technology which is imminent (Al-
Tawil, 2023). Simplification of the internal process by overcoming data issues can shift regulations to 
data-based regulations.   

2.3.2. Regulatory and Compliance Risk 

Fintech's rapid growth has resulted in regulations lagging, posing serious risk to regulatory 
compliance. These regulatory gaps together with limited fintech related regulations worldwide create 
an uncertain environment threatening financial stability (Khazratkulov, 2023; Lanfranchi and Grassi, 
2022; Ryu, 2018). Additionally, the cross-border nature of fintech complicates harmonisation of 
regulations. Nonetheless, this regulatory arbitrage opens opportunities for the fintech, which exposes 
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the wider financial services sector to inadequacy to address consumer protection and financial 
stability mandates.   

Financial institutions have been able to enhance operational efficiency, improve customer 
service, and reach a wider audience by integrating innovative technologies such as blockchain, 
artificial intelligence, and big data analytics (Obeng, Iyelolu, Akinsulire, and Idemudia, 2024). But 
these developments have also presented emerging challenges on current and traditional regulatory 
mandates of consumer protection and financial stability. In the same vein, Fintech brought about by 
new financial products, digital payment methods, and decentralized finance (DeFi) platforms, all of 
which frequently function outside of traditional financial regulatory framework. As FinTech 
solutions move across global and jurisdictional boundaries, regulatory compliance in areas like data 
protection, know your customer (KYC) regulations, and anti-money laundering (AML) has grown 
increasingly complex. In the digital era the know your customer (KYC) principle is being transformed 
to know your data (KYD) (Velez, 2024; Ismayilov & Kozarević, 2023). 

Akartuna et al. (2022) posits that cryptocurrencies facilitate money laundering and illicit 
transactions due to their anonymity and decentralized nature, necessitating the development of 
targeted regulatory measures. Money laundering risks are compounded by the accessibility of fintech 
platforms, which allow criminal actors to create false identities and obscure transactional trails, 
undermining efforts to combat financial crimes (Ismaeel, 2024; Ajdini, 2024; Nazzari, 2023). 

Haralayya (2024) assert that regulatory frameworks need to change considering fintech's 
innovative nature while maintaining financial stability, market integrity, and consumer protection. 
Thus, there is need for regulation paradigm shift which strikes a balance between innovation and risk 
management. Also, regulators should be proactive by encouraging incorporation of technology into 
the regulatory process such as Regtech and SupTech and promote innovation by testing the new 
advances in a controlled environment (regulatory sandboxes).    

Prudential regulations have become the cornerstone of post 2007/8 GFC which require massive 
data sets to be able to address financial stability mandate (Schiavo, 2022). Regulators need to make 
informed decisions; hence they need to adapt to technological enabled solutions and have 
collaborative partnerships (Kuchina, 2024).   

2.3.3. Operational Risk 

Operational risk is the possibility of suffering a loss because of weak or inadequate internal 
procedures, personnel, systems, or other external factors. This type of risk arises from several factors 
such as human error, failed processes and systems, and natural disasters. All these factors can lead 
to reputational damage and financial losses. In the financial services sector with the incorporation of 
fintech exposes the sector to systemic risks.  

Operating challenges are rendered inefficiency by more dependence on modern technologies 
such as blockchain and artificial intelligence. This further complicates operating system integration 
and maintenance, especially for traditional banks with legacy systems.  

Over the past 20 years, financial services have been the major user and purchaser of IT services 
globally (Tsingou, 2022; Arner & Barberis, 2015). Saksonova and Kuzmina-Merlino (2017) argued that 
legacy systems by financial institutions contribute to failure to innovate and adopt new technologies. 
Due to legacy issues, technology companies can exploit the opportunity through provision of cost 
effective and efficient ways to provide banking services. These have the competitive edge of being 
digitally centered. Resultantly, customers prefer better customer experience offered by technology 
companies to traditional banks.  

Traditional banks have struggled to develop robust and efficient systems to tackle compliance 
issues due to legacy systems (Tsingou, 2022; Marous, 2018). Compliance based data requires data 
extraction from different sets within the banking system. Integration, algorithm-based data 
aggregation and automation can only be extracted using modern technologies.  

Legacy systems make compliance expensive and very slow to get the requested information or 
data (Sreekanth & Kiran, 2024; Marous, 2018). For example, an online customer boarding process 
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using legacy systems cost at least USD10 million and implemented over a two-year period 
(Cognizant, 2017). Comparably, using modern technologies the same costs USD0.3 million and is 
implemented over a three-month period. The FATF recommendation number 17 of money 
laundering requires that extreme caution be observed when integrating technology from third party 
sources with the banking functions (Gaviyau & Sibindi, 2023; Omar & Johari, 2015). 

Ability to integrate risk functions is based on access to high quality data which is consistent 
across the organisation (Paramesha, Rane, and Rane, 2024; Mylavarapu, et al., 2016). In traditional 
banks this appears to be insurmountable due to legacy issues and compliance with internal data 
standards and practices. By resolving this challenge, this improves data quality and accuracy needed 
in supporting data driven decisions in real time.  

Essentially, with the current scenario of huge data, solutions include effective data management 
and advanced analytics. Data analytics helps banks to identify risky patterns or unusual account 
activity thereby deterring any criminal intentions (Javaid, 2024; Alter, 2015). By utilising data, banks 
can have better insights into customer relationships. The relationship can be analysed through using 
massive data of current and historical transactions.   

2.3.4. Ethical and Societal Risks 

Digital technology has transformed the working culture in the financial services sector, as well 
as traditional financial institutions have been compelled to adapt the way they operate. By adapting 
to the new norms this embraces inclusion and diversity, encourage innovation and new ways of 
thinking, and foster transparency and higher levels of customer trust (Prastyanti, et al, 2023).  

To offer a sufficient degree of clients’ protection, banks, as regulated entities, must also closely 
follow responsible credit practices in line with the applicable legislative framework (Sampat, Mogaji, 
and Nguyen, 2024). Unregulated entities such as fintechs engage in unethical or predatory lending 
practices with limited or no consumer protection mechanisms in place. Indeed, the greatest 
competitive advantage, which sets regulated banks apart from fintech entrants, is regulatory 
compliance and the integration of innovation and risk management within the banking systems 
(Macchiavello & Siri, 2022).  

Emphasis has focused on how critical it is to solve these ethical issues to reestablish digital ethics 
in the fintech sector and guarantee that technological ideals like accountability, transparency, 
fairness, and access are realized (Aldboush, & Ferdous, 2023; Prastyanti, Rezi, & Rahayu, 2023). 
Prastyanti, et al (2023) argued that to build a sustainable future for FinTech and digital banking, a 
balance should be struck between technological innovation and moral behaviour.    

Financial illiteracy among consumers further complicates the adoption of fintech services. Ozili 
(2021) notes that limited understanding of complex fintech products, particularly in developing 
economies, heightens the risk of misuse and exploitation. This underscores the need for 
comprehensive financial education initiatives to empower users and mitigate risks.  

Procedure used for assessing consumer credit loan applications has changed due to the extensive 
use of econometric techniques and machine learning systems. While automated credit application 
analysis reduces the subjective nature of the decision-making process. On the other hand, machine 
learning which is based on historical decisions documented in financial institutions' datasets, 
frequently reinforces preexisting prejudices and biases (Garcia, Garcia, & Rigobon, 2024). The biases 
are based on elements such as ethnicity, sexual orientation, and gender among others. 

Inherent biases in financial institutions' datasets can lead to discriminatory outcomes which 
undermines the financial inclusion goal envisioned by fintech (Lanfranchi and Grassi, 2022). To 
address the inherent biasness within the artificial intelligence driven financial service sector, regular 
algorithm audits should be conducted along with stakeholder collaboration (Chomczyk Penedo & 
Trigo Kramcsák, 2023). 
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3. Methodology  

A bibliometric analysis approach using databases such as Scopus and Google Scholar with tools 
like VOS viewer and R has been adopted by many researchers due to its cross disciplinary 
information repository (Passas,2024; Doulani, 2020). Additionally, it provides an enhanced scholarly 
foundation to discover emerging scholarly trends. The research relied on the Scopus search database.  

Scopus database was chosen as the database provides access to vast number of internationally 
recognized publishers and peer reviewed journals with a robust citation analysis and tracking tool 
among others (Chadegani, Salehi, Yunus, Farhadi, Fooladi, Farhadi, and Ebrahim, 2013; Bergman, 
2012). The tracking tool aids in evaluating the significance and scope of research outputs by different 
researchers globally.  

To gather the appropriate documents aligned to the research under study, two different search 
queries were applied which resulted in the same output of one hundred and thirteen (113) documents 
as shown in Figure 4. These documents served as the primary source documents on the banking 
perspectives given the emergent risks in the fintech or digitalized environment. By adopting two 
different search queries, the aim was to minimize missing critical documents sources as database 
responds differently when full words or initials are used in searching. For instance, financial 
technology and fintech can result in different information sets though they are covering the same 
subject of financial technologies. Also banking and bank produces different information. Therefore, 
the search process remains iterative requiring carefully identifying the appropriate search string 
which produces desirable results.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 

Figure 4. Methodological Database search process. 

The first search query was (TITLE-ABS-KEY-AUTH (financial AND technology) AND TITLE-
ABS-KEY (digital AND banks) AND TITLE-ABS-KEY (risk AND management)) AND PUBYEAR > 
2006 AND PUBYEAR < 2026 AND (EXCLUDE (LANGUAGE, “Russian”)). The initial query of 
financial technology had 66,801documents which were further confined to digital banks with 1,392 
documents and risk management with 113 documents. The second search query (TITLE-ABS-KEY-
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AUTH (financial AND technology) AND TITLE-ABS-KEY (risk AND management) AND TITLE-
ABS-KEY (digital AND banks)) AND PUBYEAR > 2006 AND PUBYEAR < 2026 AND (EXCLUDE 
(LANGUAGE, “Russian”)). The initial query of financial technology had the same documents as the 
first with 66,801 documents which was further limited to risk management with 4,858 documents 
and digital banks with 113 documents.  

Documents published between the period 2007 to 2025 were analyzed with focus but not limited 
to dominant themes, citations, publication trends, research output linked to the country, discipline 
areas, and influential authors. The inclusion period was considered on the basis that the global 
financial crisis (GFC) started in 2007/8, and the aftermath saw a surge in financial technology 
innovations. Despite initial thoughts of including 2007 as start period, Scopus database limited the 
search to start from 2010 which indicates little or no related research articles for that prior period. In 
terms of language, documents written in English were considered with those in Russian language 
excluded.    

4. Results and Discussions  

Table 2 shows some of the descriptive statistics of the retrieved documents under study. These 
metrics are discussed in the next section. 

Table 2. Descriptive Statistics of Sampled Documents. 

Metrics  Frequency 
Number of documents  113 
Period  2010 – 2025 
Total number of citations  415 
Highest number of cited document  132 
H-index  10 
Country with highest published documents  India 

4.1. Research Output by Year 

As shown in Figure 5, of the one hundred and thirteen (113) research output retrieved during 
the said period, the majority were published in 2024, which accounted for 24% followed by 2023 
which accounted for 23%. Notably, publication of research output within the confine of research 
query started from 2018 which showed a growing trend from that year to 2024. The plausible 
explanation being the growth and scrutiny of the subject under research as the financial services 
sector responds to the clarion call to evolve in terms of regulation, risk management, and consumer 
protection among others. The peaks especially after 2019 can be attributed to the COVID 19 induced 
restrictions of 2020 to 2021 which accelerated the shift towards digital banking. However, these 
opportunities underscored the importance of robust risk management frameworks as emergent risks 
arise. The findings also illustrate the financial technology research articles emerging period, even 
though GFC occurred in 2007/8.   
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Figure 5. Documents Published by Year.

4.2. Research Output by Geographical Distribution

Of the research output and over the same period 2010 to 2024, the countries that dominated the 
scholarly output were China, followed by India and thirdly United States of America (USA). As 
shown in Figure 5, the dominant countries are mainly in middle to upper income countries, except 
for India which is in the lower middle-income category. Despite India being classified in the lower 
middle-income category, the country is dominant in the financial inclusion subject. 

Figure 6. Publication by Country.

Based on World Bank (2023) categorization High income countries are Russia, Germany, United 
Kingdom and United States of America. Moreover, Upper middle income countries being China, 
Malaysia, Indonesia, South Africa and Ukraine. The results indicate the growth of Bigtechs and their 

201
0

201
1

201
2

201
3

201
4

201
5

201
6

201
7

201
8

201
9

202
0

202
1

202
2

202
3

202
4

1月
-25

Publications 2 0 0 1 0 0 0 1 7 4 13 15 18 26 27 1

0

5

10

15

20

25

30
Pu

bl
ic

at
io

ns
  

0%
2%
4%
6%
8%

10%
12%
14%
16%
18%
20%

Re
se

ar
ch

 O
ut

pu
t a

s a
 P

er
ce

nt
ag

e 

Research Output per Country

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 10 June 2025 doi:10.20944/preprints202506.0824.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202506.0824.v1
http://creativecommons.org/licenses/by/4.0/


 12 of 23 

 

countries of origin who are dominant in the field of information and communication technology 
infrastructure development which have extended into the financial services sector. This underscores 
the collaborations driven in Banking 4.0 and 5.0 evolution.    

BigTechs, also known as Tech Giants, are technological companies who leverage their data 
analytics capabilities, vast customer base and brand recognition to offer financial services 
(Armstrong, Balitzky and Harris, 2020). Offered services include payment and credit services. For 
instance, China has BATX - Baidu, Alibaba (Alipay), Tencent (WeChat Pay), and Xiaomi while the 
USA`s big tech players include Google, Amazon (Amazon Pay), Microsoft, Apple (Apple pay) and 
Meta (Meta pay). Furthermore, the BATX has a bigger presence in the domestic financial markets 
(Dziawgo, 2021). Bigtechs gather information from their financial and non-financial operations and 
use customer data stored in various areas of their company like social media.  

Bains, Sugimoto, and Wilson (2022) opine that to host essential IT systems such as cloud-based 
services, which boost security and efficiency, incumbent financial businesses have become more 
dependent on BigTech companies. Consequently, BigTechs' exponential growth in the financial 
services industry, together with their connections with other financial service companies, gives rise 
to new avenues for systemic risk.   

4.3. Discipline Area  

 

Figure 6. Publication by Discipline Area. 

The area of discipline indicates the extent of growth of the subject under discussion. In this 
paper, the subject most appeared in the Computer Science discipline with 19% followed by 
Economics, Econometrics and Finance with 16% while Business, Management and Accounting had 
14%. Notably, the subject of financial technology, digital banks and risk management is related to 
finance discipline. However, with the research output mainly in the Computer Science discipline this 
indicates the inter-disciplinary nature of the subject.  

Primarily, Fintech falls under the finance subject discipline though Fintech is a blend of finance, 
technology and computer science due to the reliance on algorithms, software development and 
digital platforms (Liang, 2023; Stulz, 2019). Taherdoost (2023) concurred with Das (2019) that Fintechs 
emerged because of significant advancements in computing technology, econometrics, mathematical 
and statistical disciplines. Indeed, fintech is inter-disciplinary. Interdisciplinary research is generative 
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process of harvesting and leveraging on the skills expertise of the various parties linked to the 
research (Duan, 2024; Klein, 2008).

4.4. Publication by Type

Figure 7. Research Output by Type.

Research output is published in the form of articles, conference papers, book chapters, and books
among others. In this paper, the research output is mainly produced in the form of Articles which 
accounted for 49%, followed by Conference paper with 21% and Book Chapter accounting 12%. This 
indicates that research outputs by academics are being shared through Articles in internationally 
recognized journals and acceptable conferences. Publishing research output remains as a powerful 
way to share findings, gain professional recognition, open collaboration opportunities, and 
contribute to the advancement of knowledge.

4.5. Publication by Source

Figure 8 shows the publications sources used by the researchers. Over the period under study, 
the top three publishers used by researchers were Lectures Notes in Networks and Systems with 15% 
followed by Journal of Risk Management in Financial Institutions with 7% and these two - ACM 
International Conference Proceeding Series, and Studies in Systems Decision and Control in the third-
place accounting for 5% each. These findings support the earlier assertion on the interdisciplinary 
nature of the subject as it cuts across various disciplines. Additionally, publishers of choice grow with 
time which assists researchers to evaluate the research output significance.
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Figure 8. Publication Source.

SJR assists researchers in identifying influential journals in a specified discipline. Also, it assesses 
the quality of journal citations (Jain, Khor, Beard, Smith, and Hing, 2021). SNIP assists researchers in 
comparing journals more accurately, especially those within the interdisciplinary research. 
Collectively these metrics assist in researcher`s decision making on which publication to choose and 
potential impact based on the previous metrics. As shown in Table 3, the journals have relatively low 
SJR and SNIP scores which indicate the interdisciplinary nature which can entail citations as not 
domiciled in one field. Also, the subject is a niche area which is still emerging and growing. 

Table 3. Comparing Citation Metrics for Publication Sources in the Top 5.

Journal Cite 
Score 

SCImago 
Journal 
Ranking (SJR)

Source 
Normalized 
Impact per 
Paper (SNIP)

Lectures Notes in Networks and Systems 0.9 0.171 0.282
Journal of Risk Management in Financial 
Institutions

0.9 0.205 0.462

ACM International Conference Proceeding 
Series 

1.5 0.253 0.233

Studies in Systems Decision and Control 1.6 0.116 0.0

4.6. Research Output – Citation Metrics 

Citations indicate the relevance and importance of the published document within the academic 
community. Over the period 2010 to 2024, a total of 1,466 citations were recorded as shown in Figure 
9. Of the citations, 2024 recorded the highest citations of 568 followed by 2023 with 365 citations and 
2022 with 211 citations. In addition, they had an overall h-index of 15, indicating the strength and 
relevance of the publications. 
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Figure 9. Citations by Year.

Of the publications, the five most prominent publications based on the citations are shown in 
Table 4. The research output entitled Blockchain technology for enhancing supply chain resilience, 
by Min H had the highest citations of 622 with a field weighted citation impact (FWCI) of 24.26. 

Table 4. Top Five Cited Articles.

Title of Article Published Year 
Published 

Citations FWCI 

Blockchain technology for enhancing supply chain 
resilience, by Min H , Business Horizons, 62(1), pp. 35–45

2019 622 24.26

A review of Blockchain Technology applications for 
financial services. by Javaid, M., Haleem, A., Singh, R.P. 
and 2 more, BenchCouncil Transactions on Benchmarks, 
Standards and Evaluations, 2 (3) 

2022 134 6.24

Technologies of compliance: Risk and regulation in a 
digital age by Bamberger, K.A.,Texas Law Review , 88(4), 
pp. 669–739

2010 119 9.96

Supply chain financial service management system based 
on block chain IoT data sharing and edge computing by 
Wang, L., Wang, Y. Alexandria Engineering Journal, 
61(1), pp. 147–158

2022 54 7.07

Technology Quality Management of the Industry 4.0 and 
Cybersecurity Risk Management on Current Banking 
Activities in Emerging Markets – The Case in Vietnam by 
Thach, N.N., Hanh, H.T., Huy, D.T.N. and 4 more, 
International Journal for Quality Research, 15 (3), pp. 845-
856  

2021 40 2.67

On the second place was the output entitled A review of Blockchain Technology applications for 
financial services by Javaid M and others had 134 citations with FWCI of 6.24. On the third place was 
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entitled Technologies of compliance: Risk and regulation in a digital age by Bamberger, K.A with 119 
citations and FWCI of 9.96. 

Fourthly the research entitled Supply chain financial service management system based on block 
chain IoT data sharing and edge computing by Wang, L and others had 54 citations with FWCI of 
7.07. Lastly, output entitled Technology Quality Management of the Industry 4.0 and Cybersecurity 
Risk Management on Current Banking Activities in Emerging Markets – The Case in Vietnam by 
Thach, N.N and others had 40 citations with FWCI of 2.67. 

Of the top five cited articles shown in Table 4, it is of particular note that the higher FWCI of 
24.26 observed on the first article focuses on Blockchain issues within the supply chain framework. 
However, this article was included in this research query indicating the interdisciplinary nature of 
the research query. This observation confirms the findings in Figure 6 where the subject discipline 
was shared with Computer Science, Economics and Business Management. Also cuts across all the 
disciplines as observed by Liang (2023) and Stulz (2019).   

Figure 10. Emergent Key Words in Top Cited Publications.

The emergent key words of the top five cited published was risk management with the others 
such as data sharing, virtual currency, service management and cloud technology being emerging. 
This indicates a growing trend towards addressing the risk management aspects in the fintech or 
digitalized environment.   

4.7 Geographical Collaboration Metrics

Collaboration facilitates the exchange of knowledge and skills among researchers. This thereby 
enhances learning and development of better and enhanced methodological research approaches. 
Table 5 shows that the majority, 29.5%, had institutional collaboration only with 22.3% being single 
authored with no collaboration and 19.6% had national collaboration only. Notably single authored 
publication had higher metrics such as 809 citations and 32.4 citations per publication with a 2.23 
FWCI. This shows as a niche area or emerging subject which is interdisciplinary, collaborations and 
FWCI is still in the novel stage. As more and more interest is generated, expectations are high that 
more joint research projects and collaborations will be recorded. 

Table 5. Metrics of Geographical Collaboration.

Metrics  Percentage of 
Collaboration

Scholarly 
Output

Citations Citation per 
publication 

Field 
Weight 
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Citation 
Impact 

International 17.9% 20 182 9.1 1.86
National Collaboration 
only

19.6% 22 279 12.7 1.15

Institutional 
collabaration only 

29.5% 33 204 6.2 2.97

Single Authorship 22.3% 25 809 32.4 2.23

Duan (2024) argued that studies involving collaboration are crucial for academic advancement 
because they enable researchers to pool their resources and expertise to produce novel concepts that 
might not have been achievable through individual effort. As a result, individuals may work more 
productively and provide better outcomes. 

4.8. Key Phrase Analysis

The key phrases for the study are shown in Figure 11. The key words for this study are risk 
management, fintech, commercial banks, finance, blockchain and digital currency. Further to 
interpreting these results, the relevance scores for the key phrases are shown in Table 6. The relevance 
score ranges from 0 to 1, showing the strength of relevance from 0 the lowest to 1 being the highest. 
In this study the most relevant were risk management and fintech with a highly strong relevant score 
of 1 followed by finance, digital currency and commercial bank with a strong score of 0.75. On the 
third, with a relatively moderate strong score of 0.63 were financial institution and block chain.   

Figure 11. Cloud Map of Key Phrases.

Table 6. Relevance of ten key phrases, 2019 to 2024.

Key phrase Relevance Score
Risk Management 1
FinTech 1
Finance 0.75
Commercial Bank 0.75
Digital Currency 0.75
Financial Institution 0.63
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Block chain  0.63 
Banks  0.5 
Digitalization  0.5 

Over the period 2019 to 2024, the top five key phrases growth due to research and increased 
reference revealed growth ranging from 100% to 500%. As shown in Table 7, risk management had 
the highest growth at +500% with financial institutions coming second with +400% and banks being 
third with +250%. On the fourth was digital currency with +200% and fifth being block chain with 
+100%.  

Table 7. Top Five Growth Key Phrases, 2019 to 2024. 

Key phrase Growth % 
Risk Management  +500 
Digital Currency  +200 
Financial Institution  +400 
Block chain  +100 
Banks  +250 

These findings indicate that risk management continues to dominate and emerge within banks 
or financial institutions. Evidently, this can be an indicator of the risky nature of the financial services 
sector due to the regulatory environment they are accustomed to. Also, the domination reflects the 
banking sector`s shift towards technology-driven models. Hence, the increase in digital banks with 
some collaborating with fintech to offer seamless customer service. This calls for appropriate 
regulatory responses which do not stifle innovation.  

5. Conclusion 

The bibliometric analysis undertaken reveals research on emerging risks in the era of fintech-
driven digital banking and banks. Key findings revealed importance of addressing risks such as data 
privacy, cybersecurity, and blockchain which are the study`s key phrases. Also, the subject is 
interdisciplinary as shown with the research output in various disciplines. Research output is 
inclined to countries where Bigtechs are domiciled. This indicates the growth of Bigtechs and their 
countries of origin who are dominant in the field of information and communication technology 
infrastructure development which have extended into the financial services sector. This underscores 
the collaborations driven in Banking 4.0 and 5.0 evolution.       

For financial institutions, the shift from traditional banking to digital banking marks an 
important industry transformation. For this reason, digital banks are being licensed under strict 
regulations while the fintech environment has forced traditional banks to be innovative and 
adaptable. Despite emerging risks evolving, a paradigm shift is needed by stakeholders in the 
financial ecosystem. Considerably, banks which embrace the fintech operating environment remain 
well-positioned to prosper in the rapidly evolving financial environment.  

To mitigate emerging risks and foster innovation especially in the Banking 5.0, collaboration 
involving policymakers, stakeholders and academics remains essential. Future studies should 
concentrate on creating robust risk management frameworks that address ethical issues associated 
with financial technologies. In the fintech era, this can ensure a robust and inclusive digital financial 
services ecosystem. 
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