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Abstract 

Federated learning (FL) enables collaborative model training without sharing raw data and has 

become an important paradigm for privacy-sensitive applications such as healthcare and other 

regulated domains. However, most existing federated learning frameworks rely on centralized 

coordination servers, fixed network configurations, and complex infrastructure requirements, which 

limit their deployment in real-world institutional environments with strict cybersecurity and data 

governance constraints. In this work, we propose STellar-FL, a decentralized federated learning 

architecture designed for scalable cross-institution model training under network-constrained 

environments. The proposed framework adopts a microservice-based design consisting of a 

federated training orchestration module, a distributed communication layer, and federated execution 

nodes. STellar-FL enables secure model exchange through relay-assisted peer connectivity, 

eliminates the need for centralized servers with public IP exposure, and provides a unified workflow 

for model development, deployment, and validation. Compared with conventional federated 

learning frameworks, STellar-FL reduces deployment complexity, improves system robustness by 

removing single points of failure, and supports flexible collaboration across heterogeneous 

institutional infrastructures. The proposed architecture provides a practical foundation for real-

world privacy-preserving AI deployment in healthcare and other data-sensitive domains. 

Keywords: decentralized federated learning; privacy-preserving ai; cross-institution collaboration 

 

1. Introduction 

The rapid adoption of artificial intelligence (AI) has created increasing demand for large-scale 

collaborative model training across institutions1-3. However, in highly data-sensitive domains such 

as healthcare and military, data are often distributed across institutions due to privacy regulations, 

data sovereignty requirements, and institutional governance policies. These constraints make 

centralized data aggregation infeasible and limit the development of robust machine learning 

models4-6. 

Federated learning (FL) has emerged as a promising paradigm for collaborative model training 

without sharing raw data7-10. By enabling local model updates to be aggregated across distributed 

nodes, FL allows institutions to jointly train models while preserving data privacy. As a result, FL 

has gained significant attention in data-sensitive applications, including medical imaging analysis, 

clinical prediction, and digital pathology. 

Despite its promise, existing federated learning frameworks remain difficult to deploy in real-

world institutional environments11. Most current FL systems rely on centralized coordination servers, 

fixed network configurations, and predefined communication endpoints. These requirements 

introduce several practical limitations. First, centralized FL servers typically require public IP 
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addresses and port forwarding privileges, which are often restricted in hospital networks due to 

cybersecurity policies. Second, virtual private network (VPN) configurations are frequently required 

to establish communication channels12, introducing additional setup complexity and security 

concerns. Third, deployment and maintenance of heterogeneous runtime environments, such as 

container-based execution pipelines, create substantial operational overhead. These constraints 

significantly hinder the adoption of federated learning in real-world cross-institution collaborations. 

Recent research has explored decentralized federated learning to reduce reliance on centralized 

coordination13-14. However, existing approaches primarily focus on algorithmic optimization or peer-

to-peer model aggregation and often lack system-level solutions for deployment challenges such as 

firewall constraints, distributed resource management, and scalable infrastructure integration. In 

particular, current frameworks rarely address the need for storage-aware model synchronization, 

flexible network connectivity, and unified training workflows in heterogeneous institutional settings. 

To address these limitations, we propose STellar-FL, a decentralized federated learning 

architecture designed for practical deployment in privacy-sensitive environments. The proposed 

framework integrates distributed storage, peer-to-peer communication, and modular microservice 

components to enable scalable cross-institution model training without requiring centralized 

infrastructure or fixed network endpoints. The architecture introduces a unified training workflow, 

firewall-compatible communication mechanisms, and distributed resource coordination to simplify 

federated learning deployment across heterogeneous environments. 

2. Related Work 

2.1. Federated Learning Frameworks 

Federated learning was first introduced as a distributed training paradigm that enables 

collaborative model optimization without centralized data sharing. The standard federated learning 

setting typically relies on a centralized server that coordinates model aggregation across participating 

clients using iterative optimization schemes such as Federated Averaging (FedAvg)15. 

Several production-grade federated learning frameworks have been developed to support 

practical deployment. NVFlare (NVIDIA), OpenFL (Intel), and Flower provide infrastructure for 

distributed training, model synchronization, and secure communication across nodes16-18. These 

frameworks commonly adopt a client–server architecture in which a central coordinator manages 

training rounds and aggregation procedures. While effective in controlled environments, such 

centralized designs introduce deployment challenges in institutional settings where network 

accessibility and infrastructure configuration are restricted. 

Moreover, many existing frameworks require fixed communication endpoints, public network 

accessibility, or virtual private network configurations to establish secure connections. These 

requirements limit scalability and hinder adoption in environments with strict cybersecurity policies, 

such as hospital networks. 

2.2. Decentralized and Peer-to-Peer Federated Learning 

To reduce dependence on centralized coordination, decentralized federated learning approaches 

have been proposed13-14, 19-21. These methods typically adopt peer-to-peer communication schemes or 

distributed optimization strategies, allowing nodes to exchange model updates without a central 

server. Prior work has explored gossip-based aggregation, decentralized stochastic gradient descent, 

and blockchain-based federated learning architectures. 

Although these approaches improve system robustness and remove single points of failure, 

most existing decentralized FL methods primarily focus on optimization algorithms rather than 

deployment infrastructure. Practical considerations such as firewall compatibility, distributed 

storage management, and system-level orchestration remain underexplored. In addition, many 

decentralized approaches assume stable network connectivity or predefined peer relationships, 

which may not hold in real-world institutional environments. 
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2.3. Secure and Privacy-Preserving Learning 

Security and privacy preservation are central concerns in federated learning. Prior work has 

proposed secure aggregation protocols, differential privacy mechanisms, and cryptographic 

techniques to prevent information leakage from model updates22-24. These approaches aim to protect 

data confidentiality and mitigate adversarial threats during collaborative training. 

While these techniques enhance privacy guarantees, they do not address infrastructure-level 

challenges related to deployment complexity, network configuration, and resource coordination 

across heterogeneous environments. Practical adoption of federated learning requires both 

algorithmic security mechanisms and system-level architectural design. 

3. STellar-FL Architecture 

3.1. System Overview 

In contrast to existing federated learning approaches, STellar-FL is a decentralized architecture 

designed to enable scalable and secure cross-institution model training without relying on centralized 

coordination infrastructure. An overview of the proposed STellar-FL architecture is illustrated in 

Figure 1. The system adopts a modular microservice-based design that integrates distributed 

communication and unified training orchestration, enabling deployment across heterogeneous 

institutional environments. 

 

Figure 1. Overview of STellar-FL system architecture. 

Unlike conventional federated learning frameworks that depend on centralized servers with 

fixed network configurations, STellar-FL eliminates the requirement for public IP addresses, port 

forwarding privileges, and virtual private network (VPN) configurations. Instead, the system 

employs distributed relay and proxy mechanisms to enable firewall-compatible communication 

between participating nodes. 

The overall architecture consists of three major components: 

1. Federated Training Orchestration(STellar-FL and STefan-FL) – the STellar-FL service 

orchestrates training tasks, device discovery, and deployment of FL clients across institutions; 
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STefan-FL provides the unified FL workflow, framework adapters (NVFlare, OpenFL, Flower), 

and simulation. 

2. Distributed Communication Layer (STellar-Go) – provides peer-to-peer connectivity, relay 

services, and distributed resource coordination. 

3. Federated Execution Nodes – institutional compute nodes that perform local model training 

and participate in distributed optimization. Model parameters and training state are 

synchronized through the communication layer and the FL orchestration workflow. 

Each participating institution operates an independent node that maintains local data and 

performs local model updates. Model parameters and training states are exchanged through 

distributed communication channels rather than a centralized aggregation server. 

3.2. System Architecture and Network Topology 

STellar-FL adopts a decentralized network topology in which participating institutions operate 

autonomous training nodes that collaboratively perform distributed model optimization. The 

architecture supports dynamic node participation and does not require persistent direct connections 

between all peers, allowing flexible deployment across heterogeneous network environments. The 

overall network topology is illustrated in Figure 2. 

 

Figure 2. Network topology of the STellar-FL decentralized communication architecture. 

As shown in Figure 2, the system consists of multiple private nodes, which represent 

institutional training environments that maintain local data and perform model updates, and 

publicly reachable nodes that provide communication support. A central node provides bootstrap 

and relay services to facilitate node discovery and communication initialization. These nodes do not 

store sensitive data or perform centralized aggregation; instead, they serve as communication 

intermediaries that establish secure peer-to-peer channels between training nodes. 

To enable connectivity under restricted network conditions, STellar-FL relies on relay-assisted 

communication and outbound connections from private institutional networks. This design removes 

the requirement for direct inbound access to institutional infrastructure and enables deployment in 

environments with strict firewall policies. 

The communication layer provides the following capabilities: 

• dynamic node discovery, 

• proxy-based message routing, 

• distributed task coordination, 

• secure model exchange. 
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By decoupling communication infrastructure from training execution, the proposed architecture 

improves deployment flexibility and supports scalable cross-institution collaboration in network-

constrained environments. 

3.3. Distributed Communication and Connectivity Mechanism 

A key design objective of STellar-FL is to enable federated learning deployment in environments 

where direct network access is restricted. To address this challenge, STellar-FL introduces a 

distributed communication layer that supports proxy-based connectivity, secure message routing, 

and relay-assisted peer communication. The architecture of the communication layer is illustrated in 

Figure 3. 

 

Figure 3. Distributed communication architecture of STellar-FL. 

As shown in Figure 3, the communication layer adopts a protocol-driven design built upon a 

peer-to-peer networking framework. The system provides a protocol tunnel and control plane that 

manage node communication, task coordination, and resource access across distributed 

environments. Multiple communication protocols are supported, including proxy-based routing, file 

transfer, and compute execution protocols, enabling flexible interaction between participating nodes. 

The communication mechanism provides the following capabilities: 

• firewall-compatible communication channels, 

• relay-assisted peer connectivity, 

• encrypted message transmission, 

• distributed task synchronization. 

Instead of requiring publicly accessible training servers, institutional nodes establish outbound 

connections to relay services that facilitate bidirectional communication between peers. This design 

removes the need for inbound network exposure, significantly simplifies deployment in restricted 

institutional environments, and reduces cybersecurity risks associated with open network ports. 

By decoupling network connectivity from training execution, the proposed communication 

mechanism enables robust cross-institution collaboration under heterogeneous network conditions. 
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3.4. Unified Federated Training Orchestration 

STellar-FL provides a unified federated learning workflow that standardizes model 

implementation, data loading, and training execution across heterogeneous environments. The 

architecture of the unified orchestration module is illustrated in Figure 4. 

 

Figure 4. Unified federated training orchestration architecture in STellar-FL. 

As shown in Figure 4, the orchestration module introduces a set of standardized interfaces that 

decouple model implementation and data processing from the underlying federated learning 

infrastructure. The system adopts an adapter-based design that abstracts different federated learning 

backends and provides consistent interfaces for model training and evaluation. 

Through this abstraction layer, STellar-FL supports integration with multiple federated learning 

frameworks, including NVFlare, OpenFL, and Flower, while maintaining a unified execution 

workflow. By separating model implementation from execution infrastructure, the framework 

enables flexible deployment across heterogeneous environments and improves compatibility with 

existing federated learning ecosystems. 

The unified workflow reduces engineering overhead, simplifies system configuration, and 

improves reproducibility in collaborative research settings. In addition, STellar-FL provides 

automated environment configuration and runtime management mechanisms that ensure consistent 

dependency setup and standardized execution pipelines across different institutional infrastructures. 

This design reduces operational complexity associated with container-based deployment strategies 

and improves compatibility across diverse operating systems and hardware configurations. 

3.5. Comparison with Conventional Federated Learning Frameworks 

To better position the proposed architecture, we compare STellar-FL with representative 

conventional federated learning frameworks. Existing systems typically adopt a centralized client–

server design in which a central coordinator manages training rounds and model aggregation. While 

effective in controlled environments, such architectures introduce deployment challenges in 

institutional settings due to networking constraints, infrastructure requirements, and scalability 

limitations. 

In contrast, STellar-FL adopts a decentralized architecture with relay-assisted communication 

and unified training orchestration. The design eliminates centralized infrastructure dependency and 

enables deployment in heterogeneous environments with strict network restrictions. The key 

architectural differences are summarized in Table 1. 
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Table 1. Architectural comparison between conventional federated learning frameworks and STellar-FL. 

Aspect Conventional Federated Learning STellar-FL (Proposed) 

Architecture Centralized client–server Decentralized 

Central coordinator Required Not required 

Public IP / port configuration Typically required Not required 

Network connectivity Fixed endpoints / VPN dependent Relay-assisted peer 

connectivity 

Deployment complexity High Low 

Scalability Limited by central server Distributed scaling 

Single point of failure Yes No 

The comparison highlights the fundamental architectural shift introduced by STellar-FL. 

Conventional federated learning frameworks rely on centralized coordination and fixed network 

configurations, which complicate deployment in real-world institutional environments. In contrast, 

STellar-FL removes the need for centralized infrastructure and supports dynamic peer connectivity 

through relay-assisted communication. 

The decentralized design improves system robustness by eliminating single points of failure and 

enables scalable cross-institution collaboration without requiring complex network configuration, 

making the framework more suitable for privacy-sensitive and infrastructure-constrained 

environments. 

4. LLM-Assisted Development and Extensibility 

The unified interface and adapter-based design of the federated training orchestration layer 

(STefan-FL) create a natural extension point for large language model (LLM)–assisted development. 

Because model implementation and data loading are decoupled from the underlying FL 

infrastructure through well-defined contracts (e.g., model and dataloader callables), LLMs can 

generate or compose FL-capable Python code that conforms to these contracts without needing to 

handle framework-specific APIs or deployment details. Generated code can target training or 

inference workflows and can be validated in simulation mode before deployment, reducing the risk 

of runtime failures in distributed settings. 

This extensibility is a direct consequence of the design choice to standardize the FL workflow: a 

single abstraction layer supports multiple backends (NVFlare, OpenFL, Flower) and exposes a 

consistent entry point for model and dataloader implementations. By keeping the surface area small 

and deterministic, the architecture lowers the barrier for automated or human-in-the-loop code 

generation. Domain experts and developers can describe desired behavior in natural language or 

high-level specifications, and LLM-generated scripts can be checked quickly via local or simulated 

FL runs before being used in cross-institution training. 

The approach offers several advantages: faster prototyping of federated experiments, reduced 

boilerplate and integration effort, and the ability to reuse or adapt generated code across different FL 

backends and institutions. It also opens a path toward low-code and no-code federated learning. In 

a low-code setting, users might assemble training or inference pipelines from predefined blocks 

(model templates, data loaders, aggregation strategies) with minimal hand-written code. In a no-code 

setting, natural language or visual workflows could drive the generation of FL-capable artifacts that 

are then executed through the same unified orchestration and communication stack. Such directions 

could broaden participation in federated learning—including from clinical or operational staff who 

may not write code—while preserving the flexibility and control needed for research and production 

deployment. 
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5. Discussion and Limitations 

5.1. Practical Implications for Real-World Deployment 

The proposed STellar-FL architecture addresses key barriers that hinder the adoption of 

federated learning in real-world institutional environments. By eliminating the requirement for 

centralized coordination infrastructure, public network exposure, and complex network 

configuration, the framework enables practical deployment in settings with strict data governance 

and cybersecurity constraints. This is particularly relevant for healthcare applications, where data 

sovereignty, regulatory compliance, and institutional autonomy are critical considerations. 

The decentralized communication mechanism and unified training workflow significantly 

reduce deployment complexity and enable scalable cross-institution collaboration. These 

characteristics make STellar-FL particularly suitable for multi-center medical AI development, where 

heterogeneous infrastructure and restricted network accessibility are common challenges. 

Furthermore, the modular microservice-based design allows flexible integration with existing 

federated learning frameworks and computational environments, facilitating interoperability and 

future system extensions. 

5.2. System-Level Trade-Offs 

Despite its advantages, the proposed architecture introduces several trade-offs. The relay-

assisted communication mechanism may introduce additional routing overhead compared with 

direct client–server communication. While this overhead is generally modest, it may affect training 

efficiency in environments with extremely limited network bandwidth. 

In addition, decentralized coordination may introduce increased system complexity in 

scheduling and synchronization compared with centralized aggregation. Careful system 

configuration and resource management are therefore required to ensure optimal performance in 

large-scale deployments. 

5.3. Limitations 

This study focuses primarily on system architecture and deployment feasibility rather than 

algorithmic optimization or model performance improvement. The evaluation emphasizes 

infrastructure-level characteristics such as communication mechanisms and deployment flexibility, 

and does not provide extensive benchmarking across diverse machine learning tasks. 

Furthermore, although the proposed architecture supports distributed model synchronization, 

the current implementation assumes reliable node participation during training. Future work may 

explore enhanced fault tolerance mechanisms and adaptive node management strategies for highly 

dynamic environments. 

Finally, while the framework is motivated by healthcare applications, large-scale clinical 

validation and long-term operational evaluation remain future directions. 

6. Conclusion and Future Directions 

This work presents STellar-FL, a decentralized federated learning architecture designed for 

scalable and secure cross-institution model training. STellar-FL adopts a microservice-based design 

consisting of a federated training orchestration module, a distributed communication layer, and 

federated execution nodes. The framework enables secure model exchange through relay and proxy 

nodes, supports flexible environment management, and provides simulation and automated testing 

workflows for model development. These features collectively reduce deployment complexity while 

improving system robustness and scalability in heterogeneous institutional environments. 

The main contributions of this work are summarized as follows: 

• We propose STellar-FL, a decentralized federated learning architecture that enables cross-

institution model training through distributed communication and peer-to-peer connectivity. 
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• We design a firewall-compatible communication mechanism that eliminates the need for 

centralized servers with public IP addresses or VPN-based connectivity. 

• We introduce a unified federated learning workflow with modular system components to 

simplify deployment and environment management. 

• We discuss how this design enables LLM-assisted generation of FL-capable training and 

inference code and outlines a path toward low-code and no-code federated learning. 

• We demonstrate the feasibility of the proposed architecture in multi-institution medical AI 

scenarios. 

The proposed framework provides a practical infrastructure foundation for real-world privacy-

preserving AI deployment in healthcare and other regulated domains. By addressing key 

infrastructure barriers in federated learning deployment, STellar-FL enables scalable and flexible 

collaboration across institutions with heterogeneous computational and network environments. 

Future work will explore communication optimization strategies, enhanced fault tolerance 

mechanisms, and large-scale deployment in multi-institution healthcare settings. Further research 

may also investigate integration with advanced privacy-preserving techniques, adaptive resource 

management and LLM-assisted as well as low-code and no-code federated learning workflows to 

improve system efficiency, usability and robustness in dynamic environments. 
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