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Abstract

OTA updates across aircraft, edge gateways, and ground systems can introduce faults that slow
updates or affect service stability. This study builds an AIOps-based process that uses time-series
data and log signals to detect OTA faults and to trigger automatic repair on aviation edge devices.
Data were collected from 280 nodes over 90 days and included CPU load, memory use, network
delay, and structured OTA logs. The detector reached an F1 score of 0.964 with a false-alarm rate of
1.1%, and most faults were identified within seconds. Automated actions resolved 73.6% of OTA
issues and reduced manual tickets by 57.9%. These results show that combining simple sequence
models, log features, and controlled rollback can shorten fault-location time and recovery time in
cloud—edge-aircraft environments. The work provides a practical direction for improving OTA
reliability, although wider testing across more aircraft types and update systems is still needed.
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1. Introduction

Cloud-edge architectures are increasingly used to support over-the-air (OTA) updates for
aircraft cabins, communication gateways, and ground-based platforms [1]. As more avionics-adjacent
and cabin functions are implemented as software on distributed edge devices, update workflows
now span cloud control planes, airport-edge infrastructure and onboard computing units [2]. In
practice, OTA operations have become tightly coupled with daily airline operations, where update
failures or delays can directly affect service availability and operational continuity. Reviews of
aviation cyber—physical systems show that fault signals during update activities are still identified
mainly through manual log inspection, despite gradual improvements in automation [3,4]. Studies
in edge computing further report that update failures can significantly reduce service availability,
especially when devices operate under constrained power budgets or intermittent network
connectivity [5].

Recent work on cloud-native OTA architectures for regulated and safety-critical domains
emphasizes that update frameworks originally developed for enterprise IT systems cannot be
transferred directly into aviation environments without explicit adaptation for operational control,
certification, and safety constraints [6]. This perspective is particularly relevant for aviation cloud-
edge OTA pipelines, where update execution must align with certified hardware platforms, strict
timing windows and operational schedules [7]. While cloud-native tooling improves deployment
consistency and scalability, limited observability during updates and the lack of automated fault
interpretation remain persistent challenges. As OTA campaigns increasingly span cloud services,
airport-edge gateways and onboard computing units, airline operators require mechanisms that can
associate update actions with system-level behavior in a timely and interpretable manner, rather than
relying on post-hoc manual analysis [8].
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AIOps has emerged as a general approach for automated fault detection and diagnosis in large-scale
software systems. Surveys consistently identify metrics, logs, and traces as the core data sources for
anomaly detection in cloud platforms [9]. Building on these inputs, many studies employ deep learning
models to detect irregular behavior in distributed services, often combining log semantics with numerical
performance indicators to capture complex failure patterns [10,11]. Public datasets derived from
microservice testbeds have further accelerated research in multi-source telemetry analysis [12]. Although
these methods are effective in data-center environments, they are typically designed for web services with
abundant compute resources and flexible remediation policies. Aviation edge systems operate under
markedly different conditions, including certified hardware, limited onboard compute capacity and strict
operational constraints that restrict both detection latency and allowable recovery actions [13]. Time-series
modeling plays a central role in many AIOps systems. Informer-based architectures have demonstrated
strong performance in long-horizon forecasting while reducing computational overhead compared with
standard Transformer models [14]. Such models have been applied to domains including finance,
environmental monitoring, and industrial sensing, where long-range temporal dependencies are critical
[15]. In parallel, lightweight LSTM- and CNN-based models have been deployed on drones and industrial
robots, demonstrating that real-time anomaly detection is feasible on resource-constrained devices [16].
In existing work, however, temporal prediction is typically used to flag generic performance anomalies
and is rarely linked directly to OTA-specific decisions such as update staging, controlled rollback, or
version alignment across cloud, edge, and onboard platforms. Graph-based learning provides a
complementary mechanism for modeling dependency relationships among system components.
GraphSAGE introduces an inductive framework for generating node embeddings through neighborhood
aggregation [17], and subsequent studies apply graph neural networks to fault detection in distributed
microservices, where interaction-driven failures are common [18]. These results show that graph
representations can capture fault propagation paths that are difficult to observe through isolated metrics.
In aviation OTA settings, however, cloud services, edge gateways, and onboard computing units are
seldom represented within a unified dependency graph, and update-related anomalies—such as partial
rollouts or software version mismatches—remain largely unexplored in this modeling context.
Automated recovery and self-healing mechanisms are now standard practice in site reliability engineering.
Research shows that policy-driven remediation and automated runbooks can substantially reduce
recovery time and manual workload in large-scale service environments, with industry reports
documenting similar gains in operational settings [19]. In aviation OTA workflows, any corrective action
must follow strict operational, safety, and certification rules, limiting the direct applicability of existing
self-healing approaches. As a result, update-related faults are often detected late and resolved manually,
increasing recovery time and operational risk.

In this study, an aviation-oriented AIOps framework is developed to improve the observability
and reliability of cloud-edge OTA operations. The framework integrates a lightweight Informer-
based temporal model deployed on edge nodes with a GraphSAGE-based encoder that captures
dependency relationships among cloud services, gateways, and onboard devices. Resource metrics,
network-delay signals, and OTA event logs are fused into a unified anomaly score that reflects both
temporal deviation and structural context. Detection outputs are directly connected to constrained
remediation mechanisms, including automated repair scripts and a grey-traffic switching strategy
that isolates faulty update paths and triggers rollback under predefined operational rules.

2. Materials and Methods

2.1. Sample and Study Setting

The study used data from 312 aviation edge nodes, which included cabin servers, aircraft
gateways, and ground-based edge units. Each node reported CPU load, memory use, network delay,
and OTA-related log entries every minute. Data were collected over 95 days to cover both routine
flight operations and irregular events. Hardware and workload levels varied across nodes, giving a
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wide range of operating conditions. All records were anonymized, and only nodes with complete
telemetry for the full period were kept for analysis.

2.2. Experimental Design and Control Setup

A two-group setup was used to measure the effect of the proposed detection and recovery process.
The treatment group (160 nodes) ran the detection module and automatic repair actions during OTA
updates. The control group (152 nodes) followed the normal OTA process without automated diagnosis.
Both groups received the same update schedule and traffic load. This design allowed performance
differences to be linked to the detection and repair steps rather than external changes.

2.3. Measurement Procedures and Quality Assurance

Quality checks were applied to all telemetry before model training. Resource signals with more
than 5% missing values were removed. Log entries with incorrect timestamps were corrected by
matching them to events recorded shortly before or after. Two operators reviewed each anomaly
label, and a third review was used when the first two disagreed. Measurements that showed
unrealistic jumps, such as sudden CPU drops outside hardware limits, were also filtered out. These
steps ensured that the final dataset was consistent and suitable for evaluation.

2.4. Data Processing and Model Formulation
Time-series data were standardized with node-level z-scores:
_ Ml

O;

x'
where p. and o; are the mean and standard deviation for node i. Log messages were converted to
fixed-length token sequences and stored as graph node features.

The anomaly score for each node, s,
was computed by combining outputs from the time-series model and the graph-based model:

s=af, () +(1-0)g,, ,(h)-

where fi; returns the time-series signal score, yrapn TELUINS the neighbourhood-based score, and o isa

weight tuned in validation. Scores above the threshold were flagged and passed to the repair module.
3. Results and Discussion

3.1. Overall Anomaly Detection Performance

The system was tested on 90 days of telemetry from 280 edge gateways and onboard devices. The
detector reached an F1 score of 0.964, with precision of 0.957 and recall of 0.971 for OT A-related faults.
The false-alarm rate stayed at 1.1%, which is low enough for routine operational use. We grouped alerts
into point anomalies, pattern changes, and multi-metric deviations. Figure 1 provides an example of such
groups, adapted from a published survey on multivariate time-series detection. The detector identified
more than 93% of pattern-type anomalies that involve CPU, memory, and network delay. These types are
often missed by simple threshold rules used in current airline monitoring systems.
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Figure 1. Types of time-series anomalies used to sort the detection outputs.

3.2. Detection Delay and Comparison with Baseline Methods

We compared the detector with two baselines: tuned static thresholds and a single-node LSTM
model. For OTA faults, the median detection delay was 11.4 s, while thresholds required 48.6 s and the
LSTM baseline required 32.7 s. The reduction came mainly from combining metrics and logs into a single
time-ordered signal, which allowed earlier recognition of drift. About 72.4% of anomalies were flagged
during early rollout stages, before they affected cabin applications. This matches earlier studies showing
that combined metric-log analysis lowers reaction time in distributed systems [20]. The detector also
remained stable under peak load, where threshold-based methods produced many false alerts due to
short-term spikes.

3.3. Self-Healing Actions and Operational Impact

The self-healing module triggered repair scripts and controlled rollback when an anomaly passed
validation. Across all nodes, 73.6% of OTA faults were resolved within 60 s of the first alert. The median
recovery time was 27.3 s. The number of manual tickets related to OTA issues dropped by 57.9%. When
manual work was still required, engineers could locate the cause faster because they received the recent
event sequence and suggested actions. Figure 2 shows a representative log-based anomaly path from
related work, which is similar in structure to the paths used here [21]. For aviation use, the repair scripts
added timing limits and safety checks linked to the aircraft’s phase of flight.
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Figure 2. Log-event sequence that shows how an OTA fault develops over time.
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3.4. Comparison with Earlier AIOps Studies and Limits of the Current Work

Earlier AIOps studies focus mainly on data-center or business systems. Our results show that
similar methods can support OTA tasks near flight-critical devices when safety rules are built into
the repair logic. Prior research on meta-learning, long-sequence models, and log-based detection
often relies on short tests or synthetic workloads [22]. In contrast, our evaluation used 90 days of
continuous operation and measured effects on both detection and maintenance outcomes. Still, the
study has limits. All tests came from one airline group and one OTA toolchain. Safety constraints
restricted the number of rare fault types we could introduce. Future work should involve more
aircraft types, additional data sources such as storage-health counters or radio-link metrics, and
closer alignment with formal safety and certification procedures.

4. Conclusions

This study presented a method that uses system metrics and log signals to detect OTA faults and
trigger automatic repair on aviation edge devices. Tests on 280 nodes over 90 days showed stable
results, with an F1 score of 0.964 and a false-alarm rate of 1.1%. Most faults were detected within a
short time window, and 73.6% were corrected through automated actions, which lowered manual
tickets by 57.9%. These findings show that combining time-series features, log patterns, and simple
repair rules can reduce both fault-location time and recovery time in cloud-edge-aircraft settings.
The study is limited to one operator and one OTA system, and only a small number of rare fault types
were observed. Future work should include more aircraft models, more types of telemetry, and closer
alignment with safety and certification requirements.
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