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Abstract

Recently, the need for unified orchestration frameworks that can manage extremely heterogeneous,
distributed, and resource-constrained environments has arisen due to the rapid development of cloud,
edge, and IoT computing. Kubernetes and other traditional cloud-native orchestration systems are
not built to facilitate autonomous, decentralized decision-making across the computing continuum or
to seamlessly integrate non-container-native devices. This paper presents the Distributed Adaptive
Cloud Continuum Architecture (DACCA), a Kubernetes-native architecture that extends orchestration
beyond the data center to encompass edge and Internet of Things infrastructures. Decentralized
self-awareness and swarm formation are supported for adaptive and resilient operation, a resource and
application abstraction layer is established for uniform resource representation, and a Distributed and
Adaptive Resource Optimization (DARO) framework based on multi-agent reinforcement learning is
integrated for intelligent scheduling in the proposed architecture. Verifiable identity, access control, and
tamper-proof data exchange across heterogeneous domains are further guaranteed by a distributed-
ledger-technology-based zero-trust security framework. When combined, these elements enable
completely autonomous workload orchestration with enhanced interoperability, scalability, and trust.
Thus, the proposed architecture enables self-managing and context-aware orchestration systems that
support next-generation AI-driven distributed applications across the entire computing continuum.

Keywords: distributed orchestration; computing continuum; Cloud–Edge–IoT integration; Kubernetes-
Native architecture; multi-agent reinforcement learning; adaptive resource optimization; zero-trust
security; distributed ledger technology

1. Introduction
Container orchestration engines facilitate cloud services by automating the deployment, scaling,

and management of containerized applications. Kubernetes [1] is the predominant engine, offered as
a managed service by major cloud providers, including Google Kubernetes Engine (GKE), Amazon
Elastic Kubernetes Service (EKS), and Azure Kubernetes Service (AKS). Other engines, such as Docker
Swarm [2], OpenShift [3], and Mesos [4], provide alternative features and deployment models. Across
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all these platforms, orchestration enables containerized applications to be scheduled on available node
resources and to scale according to workload fluctuations [5].

The rapid development of cloud, edge, and Internet of Things (IoT) computing has created a strong
need for unified orchestration frameworks that can manage extremely heterogeneous, distributed, and
resource-constrained environments. Traditional cloud-native orchestration systems present significant
limitations as they are not built inherently to facilitate autonomous, decentralized decision-making
throughout the computing continuum or to seamlessly integrate non-container-native devices [6].
Moving from cloud-centric clusters to this diverse continuum introduces several critical challenges [7]:
fast scaling and low-latency processing for many workloads remain difficult when resources are highly
distributed; the efficient use of heterogeneous and sometimes constrained hardware, particularly in
edge environments, is an active research problem; and finally, achieving interoperability between
various protocols [8] and device types requires suitable abstractions for networking, communication,
and resource representation.

To address these limitations, the Distributed Adaptive Cloud Continuum Architecture (DACCA) is
introduced as a novel Kubernetes-native framework designed to extend orchestration capabilities
beyond the data center to encompass the entire continuum of highly heterogeneous edge and IoT
infrastructures. DACCA facilitates a paradigm shift from centralized management to decentralized,
intelligent operation through the integration of decentralized self-awareness and swarm formation. This
capability enables adaptive and resilient operation, directly supporting fast scaling and low-latency
processing. The architecture also establishes a resource and application abstraction layer to ensure uniform
resource representation and resolve interoperability challenges, enabling seamless integration of con-
strained hardware. Furthermore, the distributed and adaptive resource optimization (DARO) framework,
which utilizes multi-agent reinforcement learning (MARL), ensures intelligent scheduling and opti-
mized resource utilization. Finally, to guarantee verifiable identity, access control, and tamper-proof
data exchange across heterogeneous domains, DACCA is reinforced by a zero-trust security framework
based on distributed ledger technology (DLT).

The contributions of this paper lie in proposing and formalizing a unified orchestration model
that we argue is essential for future cloud continuum platforms. Specifically, we integrate four key,
interdependent elements into a single Kubernetes-native framework: decentralized self-awareness at the
node level, dynamic swarm formation of nodes for adaptive, application-specific execution, distributed
learning-based scheduling under partial observability (via the DARO framework), and a zero-trust security
foundation that spans diverse administrative and operational boundaries (via the DLT framework).
Although existing systems address isolated aspects of this pipeline, such as basic monitoring, device
onboarding, centralized scheduling, or siloed security, they fail to provide an integrated, holistic
framework in which nodes and applications can collaborate, adapt, and optimize their operations
collectively across the entire continuum. DACCA supports this necessary integrated view, offering
a concrete architectural blueprint toward the realization of truly autonomous and self-managing
cloud-edge-IoT platforms.

The remainder of the paper is organized as follows. Section 2 provides background information
and related work. Section 3 presents an overview of the proposed architecture. Section 4 discusses
the model of resources and application data, which are then used for discovery, management, and
interoperability in Section 5. Section 6 introduces the mechanisms that equip nodes with self-awareness
and autonomous decision-making capabilities. Section 7 presents the Distributed and Adaptive
Resource Optimization (DARO) framework. Section 8 describes the decentralized trust and security
framework. Section 9 outlines further considerations and future work, while Section 10 concludes
the article.

2. Background and Related Work
Containerization and virtualization are core technologies that enable the abstraction, packaging,

and deployment of applications in isolated environments. Many orchestration platforms and container
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engines exist to execute isolated applications and deploy them in various environments. Additionally,
containerization significantly ensures portability, scalability, and efficient management of workloads
throughout the computing continuum.

We have studied existing orchestration and management tools and made comparisons to reach
a consensus on the best existing platform to build on. The comparison criteria were the features
provided, scalability options, flexibility, and community support. Additionally, we preferred open-
source solutions, but also studied and considered mainstream proprietary engines. We opted to use
Kubernetes as a basis for building upon, and in the following paragraphs, we provide a comparison of
other orchestration platforms with Kubernetes. This section provides an overview of some of the most
popular container orchestration engines, highlighting their similarities and differences.

Kubernetes (K8s) [1] is an open-source container orchestration system to automate software
deployment, scaling, and management. Originally designed by Google, the project is now maintained
by a worldwide community of contributors, and the trademark is held by the Cloud Native Computing
Foundation. Kubernetes provides a modular microservice-based architecture that supports rich
scalability options and autoscalers. It offers very easy scaling mechanisms out of the box. It is a highly
flexible and customizable engine with broad community support.

Parallel to Kubernetes is Amazon EKS (Amazon Elastic Kubernetes Service) [9]. EKS provides
seamless integration with AWS services, comes with managed updates, scaling, and self-healing
features, and has a large and active community. We did not proceed with EKS, as it is more complex
to setup during its initial phase compared to Kubernetes, requires a good understanding of AWS
(Amazon Web Services) and is costly for large-scale deployments.

Similarly to EKS, we looked into AKS (Azure Kubernetes Service) [10], which natively integrates
with Azure services, provides managed updates, scaling, and self-healing features, comes with very
strong security mechanisms via Azure AD (Microsoft Entra ID) and also has an active community
of developers. The cons are the same as in EKS: the complexity of setting up, the required deep
knowledge of Azure infrastructure, and the high cost for large-scale deployments, all of which hinder
the adoption of this option.

Another option we considered was Nomad [11]. Nomad is an orchestration engine maintained
by HashiCorp, that manages containerized applications within a single workflow. Although it is
very simple to use, a key difference with Kubernetes is that Nomad focuses primarily on cluster
management and scheduling. Kubernetes, on the other hand, provides a sophisticated ecosystem for
managing clusters, in addition to deploying applications, including service discovery, monitoring, and
other resource management capabilities.

OpenStack [12] is another alternative, maintained by the OpenStack Foundation. OpenStack
offers support not only for containerized applications but also for virtual machines and bare metal
management. However, it is also complex to use and maintain, especially in relation to Kubernetes
or Nomad.

OpenShift [3] by Red Hat is also a known engine, providing advanced DevOps and CI/CD tools.
Strong security and enterprise features are available, promoting hybrid cloud environments supported
by a large and active community. However, it is a proprietary solution that requires knowledge of Red
Hat infrastructure and is complex to set up and manage.

Another option we heavily considered was KubeEdge [13]. This orchestration engine is based
on Kubernetes, and, by design, it is additionally a strong option for supporting edge computing.
Also, KubeEdge’s architecture is designed to operate utilizing device controllers that enable edge
devices to communicate with the cloud. An important and key limitation is that KubeEdge is only
intended to integrate the cloud with diverse edge devices, and does not extend its capabilities to
deploying non-containerized applications to the edge and IoT devices, extending device heterogeneity.
To achieve this, it is necessary to take a step back and redesign the device controllers to support this
modular behavior.
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Finally, we also considered Docker Swarm [2], which provides extensive tools and ecosystem
support, is simple to use, integrates with Docker Hub, and has a vast active community for support.
However, it is much less popular than Kubernetes, requires additional setup for orchestration func-
tionalities, and security and scalability features pose significant concerns for large-scale deployments.

After conducting an exhaustive study and comparison, we opted to use Kubernetes as the base
orchestration engine and extend its capabilities to support more heterogeneous and multimodal
devices as nodes. In addition, we will demonstrate how our proposed architecture further enhances
security and trust, as well as the monitoring of nodes and ease of cluster management.

It is important to mention that none of the above orchestration engines has a straightforward or
out-of-the-box feature to support deploying workloads to diverse edge devices (including smartphones
and Android OS-based devices, in general). The existing scheduling components heavily (and only)
rely on CPU, memory, and GPU utilization (as seen in Kubernetes and also applied in AWS payment
policies) and thus do not provide a more sophisticated scheduler that takes various aspects into account.
The ultimate aim is to support diverse applications on a cloud infrastructure containing multi-modal
resources and devices, while taking security and trust into account. Our proposed architecture is based
on Kubernetes, as it is the most popular open-source solution, addressing all these issues to sustain
such requirements.

3. Architecture Overview
This paper presents the architecture of a distributed and adaptive cloud computing continuum

that aims to extend and enhance existing cloud orchestration concepts, ideas, and approaches. Our
proposed architecture is guided by the principles of modularity, scalability, and self-management.
The ultimate goal is the seamless execution of data-intensive applications utilizing the full spectrum
of the computing continuum, spanning from resource-constrained IoT devices at the edge to high-
performance cloud infrastructures. The proposed architecture follows a layered, service-oriented
approach, abstracting resource heterogeneity and promoting interoperability of interfaces and resource
abstractions.

Our proposed architecture aims to offer a computing continuum landscape, achieving the seamless
integration of diverse computational platforms, which can be:

• IoT Devices and On-Device Nodes: Devices such as sensors, AR glasses, and micro controllers are
integrated via lightweight communication protocols and connectors that translate their capabilities
into Kubernetes-compatible descriptors.

• Edge Infrastructure: Near- and far-edge nodes are equipped with enhanced awareness and resource
monitoring capabilities, allowing them to participate in autonomous cluster formation and
workload execution.

• Cloud Infrastructure: High-performance centralized resources provide additional computing power
and storage capacity for tasks requiring global state, deep analytics, or large-scale inference.

3.1. Kubernetes as a Basis

In our approach, we choose Kubernetes as the most suitable basis to build upon our architecture,
as it enables workload orchestration, scalability, and optimal self-management of nodes. To justify our
selection, we identify Kubernetes as presenting the following characteristics:

1. Orchestration of Heterogeneous Computing Nodes: Kubernetes contains flexible scheduling and
networking policies that can enable heterogeneous nodes (i.e., nodes with very different resources)
to participate in a unified ecosystem. Our architecture will extend these capabilities to integrate
more types of computing nodes, such as Android Smartphone devices, Raspberry Pi devices, or
other Single-Board Computers.

2. Dynamic Resource Allocation: Kubernetes provides a scheduler for resource management that
assigns workloads and pods to appropriate nodes, taking into account constraints and enforcing
policies. Decisions are strongly based on resource availability, latency constraints, custom policies,
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etc., allowing for dynamic reallocation of workloads optimizes execution of compute-intensive
tasks in heterogeneous environments

3. Scalability: An elastic infrastructure capable of dynamically scaling applications poses a strong
requirement in our architecture. Accommodating workloads on heterogeneous nodes requires
horizontal and vertical autoscalers based on predefined policies, optimizing resource utilization
across the entire computing continuum.

4. Advertising and Node Awareness: Nodes can announce their availability, capabilities, and resource
constraints throughout the entire computing continuum. This ensures that processing work-
loads are assigned to the most suitable nodes, taking into account resource availability, latency,
and energy efficiency. Kubernetes’ built-in mechanisms (node labels, taints, tolerations, and
Custom Resource Definitions) effectively allow for the required node discovery and workload
provisioning.

5. Resilience and Self-Healing: Kubernetes implements controllers for its self-healing mechanisms that
automatically detect and recover from failures, ensuring high availability of applications.

6. Cloud-to-Edge Compatibility: Kubernetes ensures integration between cloud, edge, and IoT nodes
by its ability to manage deployments across different environments. These deployments can be
extended to edge and IoT environments through specialized configurations and extensions.

7. Security and Access Control: Security is the cornerstone of our proposed decentralized architecture.
Kubernetes offers built-in Role-Based Access Control (RBAC), network policies, and encryption
mechanisms out of the box, ensuring data integrity and preventing unauthorized access across
the computing continuum.

8. Service Discovery and Load Balancing: Kubernetes provides a robust service discovery and load bal-
ancing framework, ensuring efficient inter-service communication across distributed computing
nodes.

3.2. Scheduling and Scalability

A significant advantage of using Kubernetes in our architecture is that it already provides sophis-
ticated mechanisms and core components to enhance workload distribution, scalability, and overall
adaptability. The Kubernetes Scheduler allocates applications and resources, considering current
resource utilization, latency requirements, and energy constraints. The execution of applications is
optimized to achieve efficient execution in cloud-to-edge environments.

Kubernetes also provides the concept of autoscalers, packaged into the following mechanisms:

• Cluster Autoscaler (CA): the required number of nodes can be dynamically adjusted, based on
demand.

• Horizontal Pod Autoscaler (HPA): the number of pod replicas is automatically adjusted, based on
CPU and memory utilization.

• Vertical Pod Autoscaler (VPA): the resource limits are adjusted for each individual pod, for optimal
resource re-allocation but maintaining application performance.

Kubernetes can also isolate workloads logically, using namespaces. This allows its architecture to
accommodate and easily manage diverse applications and workloads while maintaining security and
isolation in different execution environments.

3.3. Top-Level Architecture

This section outlines the overarching architecture of the proposed DACCA framework, leveraging
the fundamental capabilities of Kubernetes along with its scalability and scheduling mechanisms.
The architecture is structured in layers employing a bottom-up design that enhances modularity,
interoperability, and extensibility throughout the computing continuum. Each layer encompasses dis-
tinct functionalities, including device discovery, resource abstraction, decentralized decision-making,
adaptive scheduling, and trust enforcement, creating a cohesive ecosystem that connects cloud, edge,
and IoT infrastructures. This overview presents the primary architectural layers and demonstrates how
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their coordinated functioning facilitates seamless orchestration and intelligent workload management
across diverse environments.

Our proposed architecture, visualized in Figure 1, consists of the following discrete layers,
following a bottom-up approach (the top layer is the Application layer).

Cloud-Edge-IoT Environment

Kube 1 / FaaS

...

Kube i / FaaS

N1(f1) Ni(fj) N1(f1) Ni(cj)

Ni = Node i

fj = function j

Ni = Node i

cj = container j

Hyper-distributed Applications

Node Discovery, Management, and Interoperability

Application Profile
Model

Native & Device
Node Model

Self-advertisement
Hypertool

Softwarized Infrastructure
Open Connectors

Decentralized Self-Awareness and Swarm Formation

Alarming Events
Detections

Data Anomaly
Curation

Full-state
Estimation

Decentralized
Swarm Formation

Distributed and Adaptive Resource Scheduling

Distributed Reinforcement Learning (RL) AgentsScheduler Broker Delayed Feedback
Repository

Decentralized Trust and Security

XACMLHyperledger Fabric Decentralized Identifier EncryptFlow

Mobility & Automotive Farming & Agriculture HealthcareGreen EnergyManufacturing

Figure 1. Layered architecture of the DACCA framework.

1. The Applications layer, which consists of the various applications and workloads that are submitted
to our platform.

2. The Decentralized Trust and Security layer, containing a security framework designed to implement
a fully decentralized trust and security model combining Distributed Ledger Technology (DLT)
with the principles of Zero-Trust.

3. The Distributed and Adaptive Resource Scheduler (DARO), which is a Kubernetes-native scheduling
system designed to support real-time resource management and task scheduling in large-scale
heterogeneous environments. DARO is designed to operate effectively in resource-constrained,
non-stationary, and cloud-edge-IoT environments.

4. Decentralized Self-Awareness and Swarm Formation layer, which introduces mechanisms equipping
nodes with self-awareness and autonomous decision-making capabilities through decentralized
monitoring and dynamic swarm formation.

5. The Node Discovery, Management, and Interoperability layer, which offers critical resource abstraction
mechanisms for the discovery, management, and interoperability of nodes.

These layers create a unified and modular framework that facilitates seamless interoperability
and intelligent orchestration throughout the computing continuum. The foundational lower layers,
which facilitate node discovery, management, and interoperability, abstract device heterogeneity,
enabling both container-native and non-container-native nodes to uniformly engage in the cluster. The
decentralized self-awareness and swarm formation layer facilitates adaptive intelligence, enabling
nodes to independently assess their status, cooperate, and dynamically organize into logical clusters
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based on workload demands. The distributed and adaptive resource scheduler enhances this founda-
tion by facilitating efficient workload allocation via decentralized, learning-based decision-making,
thereby ensuring optimal resource utilization and scalability across various environments. Lastly, the
decentralized trust and security layer ensures that all system interactions are secure and verifiable
by integrating distributed identity management, zero-trust principles, and tamper-proof auditability.
When combined, these layers allow DACCA to fulfill its main objective, which is to provide a reliable,
flexible, and robust orchestration framework for hyper-distributed cloud-edge-IoT systems.

4. Resource and Application Abstraction
4.1. Node Data Model

In this section, we describe the data models developed for implementing the resource abstraction
and application layers. Cluster nodes, divided into physical and virtual machines, edge devices, and
IoT devices, are represented in the data models. The application model represents the application
execution framework necessary for executing applications within the proposed architecture.

Figure 2. Data model for architecture cluster nodes.

The data models adopt traditional Kubernetes core cluster resources, configuration details, status,
and conditions for cluster operations. A node has the following default sections:

• The metadata (ObjectMeta), which is the metadata section associated with a node and describes
identifying attributes for querying, monitoring, and managing each node (e.g., name, labels,
creation timestamp).

• The spec (NodeSpec), describing how Kubernetes should treat a node in terms of scheduling, net-
working, and provider information, and depicting the desired state of each node (e.g., scheduling
policies, provider details).

• The status (NodeStatus), which is the current actual status of a node. Attributes provide real-time
information about the resource capacity, connectivity, and health of a node (e.g., scheduling
policies, provider details). The following tables provide examples of node conditions (Table 1)
and node addresses (Table 2).

Table 1. Node conditions and their meanings.

Type Status Meaning

Ready True Node is healthy and accepting pods.
MemoryPressure False Node has sufficient memory.
DiskPressure False Node has enough disk space.
PIDPressure False Node has sufficient process IDs available.
NetworkUnavailable False Node has network connectivity.
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Table 2. Node addresses and examples.

Type Example

InternalIP 192.168.1.10
ExternalIP 35.184.202.50
Hostname worker-node-1

In our proposed architecture, we make use of the existing Kubernetes node data model and
extend it by considering a categorization of a node using two abstraction entities, the Native Node and
the Device Node. In our model, the Native Nodes constitute the traditional Kubernetes worker nodes
capable of running containerized applications (i.e. pods). The Device Nodes refer to computational
resources that cannot become Kubernetes nodes natively (i.e., either they are not capable of executing
containers or do not support the minimum computational requirements).

4.1.1. Native Nodes Model

As already presented, the Native Nodes utilize the traditional Kubernetes node objects, which
include:

• Metadata (labels, annotations, name, etc.),
• Spec (pod CIDR, taints, etc.),
• Status (pod CIDR, taints, etc.).

However, this existing model focuses mainly on CPU, memory, ephemeral storage, and GPU
utilization [14]. The Native Node model expands the Kubernetes node model by introducing ad-
ditional attributes that describe energy costs, sensors attached to nodes, network interfaces, and
other properties, which result from including a broader range of devices in the cluster. The Native
Node model uses additional node fields, labels, annotations, and taints to represent additional node
properties (see Figure 3).

Figure 3. Native Nodes and Device Nodes extended data model.

4.1.2. Device Nodes Model

Device Nodes, which represent edge devices, do not directly participate in the Kubernetes cluster
as Native Nodes can. Therefore, we use Custom Resource Definitions (CRD, [15]) in the Kubernetes
Control Plane to register the Device Nodes. To achieve a proper structure, we adhere to the standard
Kubernetes metadata, spec, and status patterns.

4.2. Application Profile Model

Deploying applications across cloud, edge, and IoT environments requires a clear and consistent
way of describing what an application needs in order to run correctly. The Application Profile Model
(APM) addresses this requirement by providing a structured, machine-readable contract that captures
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the key properties of an application—its operational behavior, resource requirements, constraints, and
execution context. These contracts, which we refer to as Application Profiles, ensure that all components
involved in the deployment process interpret application requirements in the same way.

Application Profiles are built directly on the Application Data Model and offer a practical mecha-
nism for expressing all relevant attributes in a predictable and schema-driven format. As shown in
Figure 4, the APM defines a clear structure that describes runtime settings, compute and accelerator
needs, networking dependencies, constraints on placement, and Quality-of-Service (QoS) expectations.
This structured representation makes it possible to validate, store, and reuse profiles across different
platforms and deployment scenarios.

Figure 4. Application Profile data model.

The APM’s core objectives are:

• Standardising and validating application metadata: Profiles are written in YAML for readability
but are validated against versioned JSON Schemas. This approach ensures that they follow a
well-defined structure and contain all necessary fields, reducing the likelihood of errors when the
profiles are processed by orchestration tools.

• Supporting integration with orchestrators [16]: The model is compatible with a wide range of
applications, from Kubernetes-native workloads to device-specific and multi-service integration
workflows. It supports both containerised and non-containerised execution, enabling a common
representation across different technologies and environments.

• Ensuring applicability across the computing continuum [17]: The profile model is intentionally
broad so it can describe applications intended for cloud servers, edge devices, or IoT endpoints.
This allows an application to be defined once, then deployed wherever the required resources
and conditions are met.

Each Application Profile is organised into three main sections, following the same structure used
for the Node Data Model in Section 4.1:

1. Metadata: Contains identifiers, annotations, and descriptive fields consistent with Kubernetes-
style metadata conventions. This information supports indexing, categorisation, and traceability
across tools and platforms.

2. Specs: Describes the desired state of the application, including runtime configuration, resource
requirements such as CPU, memory, GPU, and accelerators, as well as networking needs, deploy-
ment constraints, sensor dependencies, and QoS expectations. This section provides orchestrators
with all the information needed to make informed scheduling and placement decisions.
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3. Status: Represents the observed state during execution to ensure completeness, and support
monitoring and lifecycle management.

5. Node Discovery, Management, and Interoperability
This section is intended to describe the resources abstraction mechanisms required for the discov-

ery, management, and interoperability of nodes. These mechanisms implement the functionalities to
create the above-mentioned resource and application abstraction layer described in the previous sec-
tion. The mechanisms developed are the discovery of nodes, their management, and the functionalities
required to achieve smooth provisioning of applications and interoperability.

5.1. Mechanisms to Register, Discover, and Manage Heterogeneous Nodes

A self-advertisement mechanism is implemented to enable the registration, discovery, and man-
agement of heterogeneous nodes. Every new node must be seamlessly, robustly and securely added to
the cluster with almost no user intervention. This enables a seamless workload distribution without
the need for manual configurations. In the event that a node is unregistered or unexpectedly goes
offline (due to an error or for maintenance), workloads are automatically redistributed across the
remaining nodes. This leads to uninterrupted operations and overall cluster functionality.

In Kubernetes and other orchestration platforms, the management and addition of new nodes
is not a straightforward process, despite the availability of partial automation for this process. This
happens because of the assumption that all nodes are managed by administrators or system operators
in stages to ensure reliability. In our proposed architecture, we provide a more user-friendly, robust,
and streamlined approach to dynamically adding nodes. Our proposed solution, Hypertool, is a CLI tool
developed to automate the discovery and registration of heterogeneous nodes. This tool facilitated all
the required steps, from the dynamic creation of the node representation to its registration. Two output
modes are provided: the Default, which displays primary steps and results for standard operations,
and the Verbose, which provides detailed information about each step with diagnostics and logs for
advanced troubleshooting and insights. Hypertool offers a secure, robust and efficient mechanism for
integrating new nodes into the cluster, thus significantly reducing the complexity and manual effort
required by users.

5.2. Cognitive Cloud Softwarized Infrastructure (Connectors)

In this section, we describe the implementation and architectural impact of Open Connectors, an
abstraction layer on top of the cluster nodes. We describe a softwarized infrastructure that aims to
interconnect multi-modal entities joining the cluster as nodes. The Open Connectors are implemented
to enhance the interoperability of nodes and extend the management of computational, network, and
storage resources.

The Open Connectors are implemented to create a mechanism for edge devices to join the cluster
as nodes, although not capable of natively executing containers. Any computational resource with
the crucial limitation mentioned above cannot become a node in any Kubernetes-based cluster. The
Open Connectors enable these kinds of device to be registered as nodes and be available for scheduling
applications to them. The implemented abstraction layer aims to extend the capabilities of existing
Kubernetes orchestration engines by describing edge devices using familiar Kubernetes annotations.

The Open Connectors manage the self-advertisement and registration of the edge devices as
Kubernetes custom resources and maintain the required network communications for monitoring
them and delegating applications to them. This mechanism is intended for edge devices that are
not capable of natively joining a Kubernetes cluster due to hardware limitations or the inability to
execute any container runtime. The devices targeted to be registered as cluster nodes include Android
OS-based devices (such as smartphones, AR glasses, and tablets) and Linux OS-based devices (e.g.
Raspberry Pi). Edge devices are described in the Kubernetes cluster using Kubernetes Custom Resource
Definitions (CRD). Two entities related to Open Connectors exist: the DeviceNode and the Application,
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both of which are described in their corresponding CRDs. Its entity has its corresponding controller
for managing the CRD and the custom resources submitted.

The Open Connectors architecture is presented in Figure 5 and consists of two main components: a
controller and a communication connector. The controller operates in a Kubernetes-like approach [18],
maintaining the Custom Resources created for every edge device and for the applications submitted
intended for these devices. The communication connector is used to receive information from the edge
devices and to dispatch applications to them. All communications between edge devices use MQTT
brokers such as Eclipse Mosquitto [19], as they are lightweight and efficient. The controllers are divided
into two categories: the Device Node and the Application controller. The Device Node controller creates
and maintains Custom Resources, one per Device Node, and the Application controller transforms
submitted applications into Custom Resources, managing their life cycle.

Figure 5. Open Connectors architecture and components.

The Open Connectors operate as follows: a candidate edge device sends its details, device
information, and available resources (hardware capabilities and onboard sensors) to the cluster.
The Open Connectors device controller receives and validates this information, formulates a new
custom resource, and submits it to the Kubernetes Control Plane via the API [20]. If the custom
resource is accepted, it is stored in the etcd database and is considered an available cluster resource
(i.e., traditional kubectl commands can obtain the resource and its description). The Device Node
controller’s communication connector receives the status of every registered Device Node at an interval
of 5 minutes per device and patches this information into the corresponding custom resource. In case
the edge device fails to send its status, the Device Node is considered unavailable.

Similarly, the Application Controller intercepts the submission of applications intended to execute
on a Device Node. Upon submission of such an application, the controller creates a custom resource
containing all application information (edge device OS, application URL, required sensors, location,
etc.) and leaves a specific field blank, which is the UUID of a candidate Device Node. The Open
Connectors filter out the available Device Nodes based on their current resource utilization and
hardware and sensor constraints, and fill the Device Node UUID attribute in the Application custom
resource. This patch in the custom resource triggers the Applications controller’s communication
connector to create the appropriate payload and send it to the application details to the selected Device
Node. The sequence diagram for Open Connectors is visualized in Figure 6.
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Figure 6. Open Connectors sequence diagram.

6. Decentralized Self-Awareness and Swarm Formation
In this section, we introduce mechanisms that equip nodes with self-awareness and autonomous

decision-making capabilities through decentralized monitoring and dynamic swarm formation. More
specifically, we present a layered approach in which each node monitors its own state, curates anoma-
lies, detects alarming events using embedded intelligence, and sends compressed state information to
peer nodes. Thus, each node is capable of having a reliable estimation of the state of the system. Finally,
building on this foundation, we present a swarm formation mechanism that dynamically groups nodes
to meet application requirements, ensuring adaptive execution and resilience across heterogeneous
and resource-constrained infrastructures.

6.1. Decentralized Monitoring and Self-Awareness

Creating a system that spans cloud infrastructures, edge settings, and IoT devices in a decen-
tralized manner requires each node within it to be able to autonomously monitor, analyze, and
communicate its own status. This level of self-awareness is crucial, as it enables each node to un-
derstand its capabilities and how it can contribute to the system. This can be achieved by placing
lightweight modules on each node, with the goal of continuously collecting and examining operational
data, such as CPU and memory usage, network latency, and energy levels. Thus, each node maintains
an up-to-date and detailed view of its own health and capabilities.

In order to enable self-awareness in each node, the first step is to deploy an Anomaly Curation
mechanism, which will allow continuous monitoring of each node’s raw metrics and ensure high-
quality curated information for the whole architecture in a decentralized manner. This module will
be responsible for combining various heterogeneous and cross-domain raw metrics from each node,
collected from different sensors and devices, into a unified embedded representation.

Additionally, an Alarming Events Detection mechanism builds upon the aforementioned collected
curated data and enhances the capabilities of the anomaly detection mechanism by adding localization.
This is achieved by comparing real-time measurements with patterns in the historical data, thereby
identifying inconsistencies and patterned anomalies. Using different AI architecture models specialized
in understanding time series patterns [21,22], it is possible to generate case-specific annotations. By
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embedding these annotations directly into the node metrics, nodes can understand their operational
state and capabilities, thereby improving their decision-making in other parts of the system.

Nevertheless, knowledge of a node’s capabilities is insufficient to understand how it fits into
the entire system compared to the other nodes in the cluster. This gives rise to the need for a Full-
State Estimation mechanism, so that each node has a sense of the whole system it resides in. Using
autoencoder architectures [23], each node encodes its own curated state data and possible annotations
coming from the aforementioned mechanisms, resulting in a compact/compressed state representation
vector. Then each node sends these embeddings to all other cluster nodes via the default Kubernetes
API or a peer-to-peer protocol [24], in order to reduce the communication overhead. After receiving
this information, the nodes reconstruct the initial state vector of their peers through a decoder. This
mechanism ensures that each node has a comprehensive view of the whole system without violating
bandwidth constraints.

Kubernetes integration of the above modules is achieved by deploying each as a distinct Dae-
monSet, ensuring that they run consistently on every node and allowing for seamless scaling across
heterogeneous infrastructures. The entire framework extends the in-place Kubernetes metrics sys-
tem, adding new insights, without disrupting standard operations. The envisioned architecture is
depicted in Figure 7, illustrating the placement of the aforementioned modules within each node and
their coexistence with in-node Kubernetes components, such as kubelet and kube proxy. Through
this design, the platform achieves a decentralized foundation for resilient, scalable, and intelligent
self-management throughout the computing continuum.

Figure 7. Self-Awareness and Full-State Estimation in Kubernetes architecture.

6.2. Swarm Formation

Critical applications require guaranteed resources and high reliability. By dynamically forming
swarms of nodes (logical clusters within the physical cluster), each dedicated to an application’s
requirements, the system ensures reliable execution even under fluctuating workloads and heteroge-
neous infrastructure conditions. Forming a suitable logical cluster for each application’s execution
requires global knowledge and coordination. In our approach, this is handled by selecting a leader
node among the worker nodes to be responsible for creating the logical cluster that matches the
application’s needs.

Every time an application arrives at the Control Plane, the Logical Cluster Manager selects a leader
node among the worker nodes through a rotating leader strategy, periodically designating different
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nodes to act as leaders, as long as they meet reliability criteria. The selected leader then initiates the
logical cluster formation process by sending the application’s requirements, including CPU, memory,
etc., to the rest of the worker nodes in the system. Each node decides to offer to participate in the
logical cluster based on the requirements received and its own computational resources.

After the leader node has received the responses from the worker nodes (with respect to a
timeout limit), it formulates and solves a Mixed-Integer Linear Programming (MILP) problem [25] to
determine the optimal set of nodes to form the logical cluster. This ensures that the selected group
can meet the application’s demand while respecting the constraints related to the tasks comprising it,
thereby avoiding unnecessary resource fragmentation and preserving capacity for future applications.
When the logical cluster is finalized, the leader node informs the Control Plane about the outcome.
While the application is running, the leader node continuously monitors for node failures, demand
increases/decreases, and partially reruns the MILP process to dynamically reshape the cluster without
disrupting the application’s execution.

Kubernetes integration of the above logic is accomplished by deploying Local Node Agents in
each node as a DaemonSet and the Logical Cluster Manager as a custom controller at the Control
Plane. This framework seamlessly extends native Kubernetes resource management mechanisms,
embedding advanced clustering and optimization capabilities without disrupting standard operations.
The architecture is depicted in Figure 8, highlighting how the Logical Cluster Manager and Local Node
Agents are placed within the Kubernetes environment alongside core components such as kubelet and
kube-proxy. Through this design, the platform establishes a decentralized, yet coordinated foundation
for forming application-specific logical clusters, enabling resilient, adaptive, and efficient execution
across the entire computing continuum.

Figure 8. Logical cluster formation in Kubernetes architecture.

7. Distributed and Adaptive Resource Scheduling
This section introduces the Distributed and Adaptive Resource Optimization (DARO) framework, a

Kubernetes-native scheduling system designed to support real-time resource management and task
scheduling in large-scale heterogeneous environments. DARO leverages a cooperative Multi-Agent Re-
inforcement Learning (MARL) approach [26] to overcome the limitations of centralized scheduling, such
as scalability bottlenecks, single points of failure, and poor adaptability in dynamic workloads [27].
Unlike traditional centralized schedulers, DARO employs decentralized decision-making under partial
observability, enabling it to operate effectively in resource-constrained, non-stationary, and cloud-edge-
IoT environments [28]. Each agent learns to make local scheduling decisions while contributing to a
globally efficient task allocation policy.
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7.1. Architectural Components

The primary objective of DARO is to perform resource allocation and task scheduling, consider-
ing various aspects, including the balance of resource utilization among distributed nodes and the
proximity of tasks to the data they require (either from storage or other tasks). Its architecture follows
an asynchronous Kubernetes-native pattern and consists of four building blocks: the Scheduler Broker,
the Distributed Reinforcement Learning (RL) Agents, a Delayed Feedback Repository, and a set of
Application Programming Interfaces (APIs). The DARO framework, including its core components
and their interactions, is illustrated within the Kubernetes architecture in Figure 9.
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Figure 9. DARO components within the Kubernetes architecture

The core of the system is the Scheduler Broker, which operates within the Kubernetes Control
Plane and coordinates the scheduling process. It replaces the default scheduler and is responsible for
managing task submissions, broadcasting task specifications to worker nodes, collecting responses
from distributed agents, and finalizing scheduling decisions by interacting with the Kubernetes
API server.

Each worker node hosts an autonomous Distributed Reinforcement Learning (RL) Agent that evalu-
ates the incoming scheduling opportunities. These agents make independent decisions based on task
information (e.g. resource requirements, data needs) as well as local observations, such as CPU and
memory availability, current workload, data locality, and network conditions [29]. By learning over
time, each agent improves its ability to bid for tasks in a way that balances resource efficiency, data
transmission, and task performance.

In addition, DARO includes a Delayed Feedback Repository that stores structured execution records
containing task outcomes (i.e. success or failure), resource consumption, execution latency, and
periodic snapshots of the state of the system. This repository supports off-policy learning and delayed
reward computation.

Finally, a set of Application Programming Interfaces (APIs) facilitates communication between DARO
components and the broader Kubernetes system. These APIs allow the broker to bind pods, agents to
access resource metrics, and external modules to interact with the scheduler, ensuring tight integration
with the Kubernetes ecosystem and other architectural layers in the framework.

7.2. Task Scheduling Workflow

DARO replaces the default Kubernetes scheduling workflow with a decentralized, MARL-driven
alternative, as shown in Figure 10:

1. When a new pod is marked as unscheduled by the Kubernetes API server, the Scheduler Broker
is notified and initiates the scheduling process.
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Figure 10. DARO-integrated scheduling workflow in Kubernetes

2. The Scheduler Broker filters eligible nodes based on hard constraints and broadcasts task metadata
to the available RL Agents.

3. Each RL agent computes a bid based on task information and local metrics (such as CPU, memory,
and bandwidth) and sends it back to the Scheduler Broker.

4. The Broker receives and ranks the bids, selects the most suitable node, and binds the pod via the
Kubernetes API.

5. The selected node’s kubelet retrieves the pod specification and launches the container.
6. Relevant data, including task parameters, bid values, system state, and execution results, are

captured by the Delayed Feedback Repository.
7. The data from the Delayed Feedback Repository are used to compute reward signals that guide

the agents’ learning and adaptation over time, thereby improving future scheduling decisions.

7.3. Integration with the Proposed Architecture

DARO is integrated into the broader proposed architecture, benefiting from the outputs of several
supporting modules:

• Higher-level abstractions (see Section 4) and mechanisms (see Section 5) provide semantic context
about applications and resources to support informed and constraint-aware scheduling decisions.

• Real-time system state estimation (see Section 6.1) improves local agent decision-making by
providing accurate, up-to-date resource metrics.

• Logical nodes clustering (see Section 6.2) informs how the nodes should coordinate and manage
data locality in the infrastructure.

Together, these modules form a closed-loop control system that begins with system monitoring,
proceeds through logical clustering, task placement, and resource allocation, and continuously adapts
to changing workload patterns and infrastructure conditions.
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8. Decentralized Trust and Security
The described security framework is designed to implement a fully decentralized trust and se-

curity model by tightly integrating Distributed Ledger Technology (DLT) [30] with the principles of
Zero-Trust. The architecture combines Hyperledger Fabric, the Extensible Access Control Markup Lan-
guage (XACML) [31], distributed policy enforcement points, and an application-level encryption layer
provided through EncryptFlow. Hyperledger Fabric, which operates as a permissioned blockchain,
establishes the foundational trust layer by ensuring verifiable participant identities, immutable storage
of access control policies, and decentralized credential management via Decentralized Identifiers
(DIDs) [32]. Its modular architecture supports flexible deployments across multiple organizations and
provides fault-tolerant consensus, thus reducing the exposure and trust limitations typically associated
with public blockchains. The general structure and interaction of these components are illustrated in
Figure 11, which provides an overview of the architecture.

Figure 11. Architecture for decentralized data trust and security based on DLT.

In addition to this secure ledger foundation, XACML introduces a dynamic and context-sensitive
attribute-based access control (ABAC) mechanism [33]. In contrast to static role-based models,
ABAC evaluates access requests in real-time using multiple attributes, contextual parameters, and
risk indicators. Storing both policies and attributes directly on the blockchain ensures that access
control decisions remain traceable, tamper-resistant, and consistently enforced across the system. This
capability is realized through a coordinated network of specialized nodes: Hyperledger Fabric nodes
manage decentralized identities and preserve immutable policies, XACML nodes serve as decision
points for real-time authorization, and PEP-Proxy nodes act as distributed enforcement points that
intercept requests and verify their validity before granting access.

To extend the Zero-Trust paradigm beyond access control and into data protection, the framework
integrates EncryptFlow [34], a portable end-to-end encryption and decentralized key management
solution. EncryptFlow ensures that sensitive data remains encrypted throughout its life-cycle, from
generation to authorized processing, while assigning full control of key management to the data
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owner. This approach protects confidentiality and integrity, aligning with the same decentralized
verification-first principles used for identity and access management, thus creating a cohesive and
unified trust model across all layers of the architecture.

8.1. Implementation of DLT-Based Security

The practical implementation of this design involves the deployment of a DLT-based security
architecture to provide secure identity management and access control in decentralized environments.
Hyperledger Fabric serves as the backbone for storing identity records, access policies, and attributes,
offering a tamper-proof and auditable ledger. In parallel, XACML operates as the policy decision
point, evaluating each authorization request against the policies and contextual data recorded on the
blockchain. These authorization decisions are enforced in real-time by PEP-Proxy components, which
act as distributed entry points within the architecture. Each PEP-Proxy intercepts incoming access
requests, verifies the validity of the access token included in the request, and grants or denies access
accordingly. Together, these components remove the dependency on centralized intermediaries and
ensure operational alignment with Zero-Trust principles.

To enable these capabilities, two dedicated smart contracts are deployed in Hyperledger Fabric.
The first manages policies and attributes through an indexed JSON structure, allowing for registration,
version-controlled updates, and retrieval by domain or type. This structure ensures that authorization
always relies on the most current rules while preserving historical versions for audit and compliance
purposes. The second smart contract provides immutable logging of authorization requests, supporting
historical analysis and forensic investigation while preventing any modification of stored records.
Both smart contracts are accessed via a REST API, which offers a standardized interface for XACML
and other security components to interact with the ledger. This separation of policy logic from
direct blockchain interaction improves scalability, simplifies integration, and facilitates interoperability
between different components.

EncryptFlow functions as an additional cryptographic enforcement layer, providing encryption at
the source, controlled decryption at authorized processing points, and decentralized key management
under the control of the data owner. When sensitive data are generated, they are encrypted using key
material provided by the owner’s key manager. Any entity requiring access must submit a formal
decryption request, which is evaluated against the policies stored on the blockchain. Approved
requests result in the delivery of wrapped decryption keys, while both successful and rejected requests
are authenticated via DIDs and recorded in an immutable audit log. By combining immutable
policy management, context-aware ABAC decision-making, and user-controlled encryption, the
implementation ensures that access rights and data confidentiality are preserved within a transparent,
verifiable, and decentralized framework.

To conclude this section, it is essential to clarify how the proposed decentralized trust layer
integrates with Kubernetes’ native access control mechanisms. The DLT-based Zero-Trust framework
does not replace Kubernetes’ built-in security features; instead, it complements them. Kubernetes
continues to enforce authentication and authorization within the cluster, while the blockchain layer
provides verifiable identity, immutable policy storage, and policy consistency across heterogeneous
environments—capabilities that extend beyond traditional cluster-scoped enforcement.

Although this additional verification introduces an additional authorization step, the associated
overhead remains modest, as policy checks occur mainly during identity validation rather than during
every cluster interaction. In practice, this approach preserves expected Kubernetes performance
characteristics (e.g., scheduler latency and API responsiveness) while enabling decentralized trust and
secure interoperability across diverse environments.

8.2. Operational Workflow of Zero-Trust Security

The process starts with the establishment of trusted identities for all participating nodes. Within
each node, the component known as the Holder is responsible for generating and storing the Decen-
tralized Identifier (DID) locally. This process begins with the creation of a cryptographic key pair using
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the ES256K algorithm, followed by the construction of a DID document that contains identity metadata
and a verification method to retrieve the public key. Once generated, the DID is also registered in
Hyperledger Fabric, ensuring both immutability and verifiable ownership. The diagram illustrating
the DID creation and registration process is shown in Figure 12. In parallel, the node acquires a
Verifiable Credential either at deployment or when first requesting access to a protected resource. This
issuance involves a secure, multi-step interaction with an issuer, resulting in a signed credential that
will be presented in future authorization requests.

CloudNode

Holder Hyperledger
Fabric

1. Keypair creation

2. DID Creation

3. DID registration

Figure 12. DID generation and registration process

Once identities and credentials are in place, the management of access policies and attributes
follows a consistent blockchain-backed process. XACML submits a JSON policy or attribute set via the
REST API, using the identifier as the blockchain key to guarantee uniqueness and immutability. Up-
dates follow a version-controlled model in which the timestamp and version number are incremented
while the identifier remains constant, thereby preserving a full change history. Retrieval can be scoped
to specific domains or performed globally, ensuring that enforcement components always operate with
the latest relevant policy data. Authorization itself proceeds in a structured manner. When a resource
request is made, the verifier sends the resource, subject, and action parameters to XACML, which
compares them with the policies stored in the ledger. If the policy decision is “Permit”, the verifier
generates a signed access token. This token is then validated by the PEP-Proxy before granting access,
ensuring that each request is explicitly verified and that any unauthorized attempt is blocked at the
entry point.

Data protection workflows integrate seamlessly with this process through EncryptFlow. A task
that produces sensitive data encrypts them with keys obtained from the owner’s key manager, after
which the encrypted data can be stored or transmitted without risk of exposure. If another task needs
to process these data, it creates a share request embedded within the encrypted content and sends
it to the key manager. The request is evaluated according to the access policies, and if approved,
the requester receives the wrapped decryption keys. All exchanges are logged in detail, creating an
immutable audit trail that supports compliance verification and dispute resolution. Through this
tightly integrated sequence of steps, our proposed architecture maintains a decentralized, verifiable,
and context-sensitive security process that protects both the identity and data layers, ensuring integrity,
confidentiality, and trust across the entire platform.
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9. Discussion and Future Work
In this section, we will present additional reflections on the various aspects of the proposed

architecture discussed in this article. Although numerous cloud–edge–IoT orchestration systems have
emerged over the past decade, including KubeEdge, Open Horizon, and hybrid cloud frameworks,
these solutions typically address isolated parts of the continuum stack. Existing systems provide device
connectivity, basic offloading or edge-aware scheduling, but do not offer a unified approach that spans
heterogeneous device abstraction, decentralized monitoring, autonomous logical cluster formation,
learning-enabled scheduling, and Zero-Trust security. DACCA argues that genuine autonomy in the
computing continuum can only emerge from the integration of these capabilities into a single coherent
architecture. This architectural convergence distinguishes DACCA from prior approaches that have
focused narrowly on scheduling strategies, IoT integration, or Kubernetes edge extensions, without
addressing the full end-to-end orchestration pipeline.

It is essential to explain why this architecture can support a broader range of complex and multi-
modal applications and workloads. First, the architecture consists of heterogeneous computational
resources, including diverse edge devices (e.g., Android and Linux-based devices), which have been
identified as extremely useful but introduce very interesting design and implementation challenges. In
general, container orchestration engines are used to set up cloud services and manage computational
and networking resources. Container orchestration engines automate the deployment of applications,
provide scaling mechanisms and automation when needed, and offer tools and interfaces for man-
aging any containerized application. Moreover, load balancing between services can be automated
or enforced, and in general, it is easy to apply additional networking policies for every specified
cloud service.

9.1. Autonomy and Adaptivity

Our proposed architecture aims to unify cloud, edge, and IoT under a Kubernetes-native orchestra-
tion ecosystem. As discussed previously, this is only partially achieved by other existing orchestration
systems, such as KubeEdge or OpenShift. Our proposed architecture incorporates additional tools
that either extend the native capabilities of Kubernetes (e.g., Hypertool, Open Connectors) or adopt
the Kubernetes principles but are redesigned to add more features and technologies (e.g., DARO
scheduler, self-monitoring, DLT trust mechanisms). The latter tools are not natively provided by
Kubernetes but operate by adopting the same principles of orchestration, scalability, compatibility
between multi-modal nodes, and security.

The proposed architecture is capable of self-adapting and self-managing all workloads and
resources in various dynamic large-scale environments. In Section 2, we briefly presented many
existing orchestration platforms, including Kubernetes, which rely heavily on predefined scaling and
resource utilization policies. These mechanisms are not efficient when applied to highly heterogeneous
infrastructures, which contain multi-modal nodes with computing incompatibilities, especially when
energy and networking limitations are present. Our proposed architecture was initially designed to
address all these challenges by creating abstraction layers and embedding intelligence in each layer.
The proposed architecture offers a decentralized self-awareness mechanism (i.e., Monitoring and
Swarm Formation) that, in conjunction with the DARO scheduler, facilitates achieving autonomy and
resilience across heterogeneous environments.

The Decentralized Self-Awareness mechanisms provide tools for every node to monitor itself,
detect any anomalies that occur, and exchange its state with other nodes. The entire cluster is capable
of maintaining accurate self-situational awareness, without relying on a central monitoring service
(e.g., Prometheus). Using AI-driven anomaly detection and autoencoder-based full-state estimation,
nodes can manage performance issues, detect bottlenecks, and adapt accordingly. Communication
overhead is minimized, and all correcting actions are performed in real-time.

Another layer is the Swarm Formation mechanism, which enables nodes to dynamically form
logical clusters, adapting to specific application requirements. The swarms are created to provide
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sub-clusters to the users. They are capable of reconfiguring themselves in response to any failure or
change in resource availability. Efficient resource aggregation and reliability are enhanced by this
adaptive clustering technique, which can be applied to various variable workloads.

The Distributed and Adaptive Resource Optimization (DARO) framework further reinforces
adaptivity at the scheduling layer. DARO is a distributed, multi-agent reinforcement learning (MARL)
approach for scheduling applications, which enables nodes to learn over time and improve their
scheduling policies based on resource and other requirements. Although each agent acts and learns
independently, it contributes to a globally efficient scheduling policy. As time passes, the system
converges towards optimal task placement strategies and decisions that further account for latency,
data locality, and resource balance. The interaction between self-awareness, swarm formation, and
MARL scheduling creates a closed-loop adaptive system capable of continuous self-optimization.

All of the above layers provide a very strong and robust foundation for autonomy and adaptability
towards deployed workloads. However, maintaining the stability and interoperability of such au-
tonomous decision-making processes is always challenging and remains a direction for future research.

9.2. Scalability, Interoperability and Security Considerations

The proposed architecture aims to enhance scalability across heterogeneous devices (mentioned in
a previous section as Device Nodes). Through the Resource and Abstraction layer in our architectural
hierarchy, we provide a unified representation of cloud, edge, and IoT resources, enabling uniform
orchestration across edge device classes that are otherwise incompatible. The introduction of Open
Connectors further extends interoperability, allowing non-container-native devices (e.g., Android
OS-based devices) to operate as Kubernetes cluster nodes using Custom Resource Definitions (CRDs).
This significantly broadens the applicability of containerized orchestration to diverse ecosystems,
including wearables, AR devices, industrial IoT sensors, and other edge devices.

The above requires additional security mechanisms to be enforced, which can be accomplished
with the Distributed Ledger Technology (DLT) framework. This framework enforces identity manage-
ment, access control, and auditability in a tamper-proof and Zero-Trust manner. Confidentiality and
traceability are improved, despite some computational and storage overhead being introduced.

9.3. Limitations

Despite its promising potential, the proposed architecture also introduces several design and
implementation challenges. Firstly, embedding distributed intelligence in every node increases the
system’s complexity and may lead to higher energy consumption on constrained devices. Second, the
MARL-based scheduling framework, while scalable in principle, requires careful tuning to prevent
excessive network communication and ensure convergence under dynamic conditions. Third, integra-
tion of DLT mechanisms may cause latency overhead in time-sensitive operations, especially when
dealing with large-scale geographically distributed deployments. Furthermore, interoperability testing
across diverse network configurations, varying communication protocols, and different operating
systems represents a non-trivial engineering effort that requires systematic validation.

9.4. Future Work

The architecture presented provides a foundation for a new generation of self-managing and
intelligent orchestration frameworks that can efficiently bridge between cloud, edge, and IoT infras-
tructures. It is by integrating decentralized intelligence, adaptive scheduling, and verifiable trust
that we lay the foundation for an autonomous computing continuum, where nodes and applications
participate in a dynamic collaboration to negotiate resources and adapt to contextual changes in
real-time. This model opens up the path towards cognitive orchestration systems, i.e., platforms that
not only deploy and scale applications but also constantly monitor performance, energy efficiency, or
data locality to guarantee optimal execution without intervention from a human operator. In doing so,
our proposed architecture provides not only a technical roadmap for distributed orchestration using
AI, but also a systematic model for self-evolving computing environments that can sustain promising
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paradigms, such as AI-driven networking and federated intelligence, with regard to context-adaptive
services across the full computing continuum.

Future research will focus on evaluating and validating our proposed architecture in real-world
scenarios. We aim to deploy our orchestration platform in hybrid cloud infrastructures, which also
contain edge and IoT environments and devices. Current implementations have been deployed within
the scope of a European-funded research project named HYPER-AI [35]. All of the above layers (and
not only) are currently under development, and a first version of them has been tested and open-
sourced [36]. The project’s goal is to provide a unified container orchestration platform with all the
proposed features. Specific use cases have been agreed upon to test and stress this new orchestration
platform in several real-world settings and industries, including farming and agriculture, mobility and
automotive, green energy, healthcare, and Industry 4.0.

10. Conclusions
To facilitate the smooth orchestration and execution of workloads across the cloud-edge-IoT

continuum, this paper presents a native unified Kubernetes architecture. By extending the conventional
cloud orchestration paradigm, the suggested framework creates a distributed, self-governing, and trust-
aware ecosystem that can dynamically adjust to changing infrastructure conditions and diverse device
capabilities. The proposed architecture provides an integrated solution that bridges the gap between
cloud-native and edge-native computing paradigms through abstraction layers and components,
including the Resource and Application Abstraction Layer, Open Connectors, Decentralized Self-
Awareness and Swarm Formation mechanisms, the Distributed and Adaptive Resource Optimization
(DARO) scheduler, and the DLT-based Zero-Trust Security framework.

For nodes to self-monitor, cooperate, and collectively optimize resource allocation without central-
ized control, the architecture distinguishes itself by integrating intelligence and autonomy at multiple
levels. This design improves responsiveness, scalability, and fault tolerance in settings with varying
computational resources, limited connectivity, and volatility. A verifiable trust foundation is also pro-
vided by the integration of distributed ledger technologies and attribute-based access control, which
guarantees the decentralized and impenetrable maintenance of data integrity, identity management,
and authorization.

The proposed architecture creates a robust framework for overseeing the next generation of
complex, AI-driven, and multimodal applications through the integration of adaptability, decentraliza-
tion, and trust. The proposed architecture offers a collection of innovative mechanisms and a unified
design philosophy that transforms the perception and orchestration of computing resources across
boundaries. Future efforts will encompass experimental validation and performance benchmarking in
extensive testbeds, the enhancement of learning-based scheduling algorithms, and the investigation of
lightweight blockchain architectures to optimize security and efficiency.

We aim to establish the foundation for autonomous, scalable, and reliable orchestration in hyper-
distributed environments, representing progress toward achieving a genuinely intelligent computing
continuum.
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