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Abstract

The rapid advancement of quantum computing poses a fundamental threat to classical public-key
cryptographic systems, necessitating the transition to post-quantum cryptography (PQC). While
significant progress has been made in the standardization of quantum-resistant algorithms, their
practical deployment in heterogeneous environments— particularly resource-constrained Internet of
Things (IoT) devices—remains a critical challenge. This study presents a comprehensive
experimental evaluation of four NIST-standardized PQC algorithms: CRYSTALS-Kyber (ML-KEM),
CRYSTALS-Dilithium (ML-DSA), FALCON, and SPHINCS+. The analysis is conducted across two
distinctly different hardware platforms: a high-performance x86-64 system (AMD Ryzen 7 5700U)
and a resource-constrained embedded microcontroller (ESP32-WROOM). Implementations were
developed in C, Go, and Python to assess the influence of programming environments on algorithmic
efficiency. The evaluation focuses on key performance indicators, including computational latency,
memory consumption, communication overhead, and temporal determinism, based on extensive
benchmarking over 1,000 iterations. Experimental results demonstrate significant trade-offs between
security level, execution performance, and resource utilization. Lattice-based schemes such as Kyber
and Falcon exhibit superior efficiency and scalability on embedded platforms, while Dilithium
encounters stability limitations due to memory constraints. In contrast, SPHINCS+ provides strong
security guarantees and architectural robustness at the cost of higher computational overhead. The
findings highlight the critical role of hardware-specific optimizations and software design choices in
enabling practical PQC deployment. This work provides actionable insights for selecting and tuning
post-quantum algorithms in real-world scenarios, supporting the secure migration of IoT and
distributed systems toward quantum-resilient infrastructures.

Keywords: post-quantum cryptography; IoT; post-quantum digital signatures; ML-KEM (Kyber);
ML-DSA (Dilithium); PQC performance benchmarks; heterogeneous computing environments

1. Introduction

The emergence of the quantum computing paradigm is fundamentally restructuring the
cybersecurity landscape, translating theoretical vulnerabilities into imminent threats to the integrity
of global digital infrastructures. The approach of the inflection point where quantum computing
becomes an applicable technological reality has catalyzed a vast and dynamic research effort aimed
at the design, refinement, and practical implementation of post-quantum cryptographic (PQC)
systems.

The design of lattice-based cryptographic accelerators, essential for post-quantum resilience, is
based on a number of specific architectural paradigms and optimization techniques [1]. The central
pillars of these systems include the exploitation of instruction-level parallelism, rigorous
management of the memory hierarchy, and, critically, the computational acceleration of Number
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Theoretic Transformation (NTT). Translating these principles into solutions with broad practical
applicability allows for high-performance implementations of CRYSTALS-Kyber, a NIST-validated
key encapsulation mechanism (KEM). The efficiency of these systems is the result of the convergence
of data flow planning strategies with micro-architectural optimizations [4]. By using optimized data
pipelines and intelligent resource sharing mechanisms, processing latency is significantly reduced,
without compromising the rigor of the security levels imposed by current standards [4].

The transition to the post-quantum era, however, goes beyond simple algorithmic selection,
involving the multidimensional challenge of integrating resilient schemes into the fundamental
protocols of digital communications. Transport Layer Security (TLS) and Public Key Infrastructure
(PKI) are the current pillars of digital trust, and assessing their compatibility with PQC algorithms is
an immediate research priority.

In parallel with these efforts, the trajectory of quantum computing capabilities has been explored
through GPU-based simulators, providing critical insights into how quantum advantage can be
realized in cryptanalysis of classical systems [9,10].

The overall objective of this work is to investigate the feasibility of efficiently implementing PQC
algorithms on divergent hardware architectures, critically assessing the trade-off between
cryptographic robustness and operational performance. The research begins with an in-depth
analysis of the mathematical foundations, focusing on network-based structures and the optimization
of polynomial operations through NTT-type transformations, essential elements for understanding
the mechanisms of the ML-KEM scheme.

A central pillar of the study is the experimental evaluation of this algorithm at different security
levels (NIST 1, 3 and 5), followed by quantifying the impact of parameterization on latency, memory
and key size. This approach allows identifying the optimal compromise between security and
efficiency, providing concrete recommendations for integrating PQC in real scenarios, from high-
performance desktop systems to resource-constrained IoT devices, such as the ESP32 platform.

To provide a structured experimental framework, this study is guided by a set of explicit
research hypotheses aimed at evaluating the practical feasibility of post-quantum cryptographic
algorithms across heterogeneous hardware environments.

e  H1I: Lattice-based PQC algorithms, particularly CRYSTALS-Kyber and FALCON, provide a
more favorable trade-off between computational latency and memory consumption compared
to alternative schemes when deployed on resource-constrained IoT platforms.

e H2: The execution of PQC algorithms on embedded microcontrollers exhibits higher temporal
determinism compared to desktop environments, reducing variability and potential
susceptibility to timing-based side-channel effects.

e  H3: High-security variants of digital signature schemes, such as ML-DSA (Dilithium), introduce
significant memory and computational overhead that limits their feasibility on constrained
hardware without specialized optimization.

e  H4: Low-level implementations © achieve superior performance and resource efficiency on
embedded platforms compared to high-level languages (Python and Go), due to reduced
abstraction overhead and improved control over memory management.

These hypotheses are systematically evaluated through cross-platform benchmarking, enabling
a rigorous assessment of the operational viability of PQC algorithms in real-world deployment
scenarios.

The original contributions of this work are the following:

e Implementation and testing of four post-quantum cryptography algorithms (Kyber, Dilithium,
Falcon and SPHINCS+) on the embedded ESP32-WROOM platform;

e  Creation of a complete implementation in the Go language, used for comparative tests;

e Integration and metric evaluation of existing implementations in the Python environment;

e  Comparative analysis of algorithms in terms of execution times and resource consumption;

e  Identification of the optimal solution for the analyzed hardware environment;
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e Highlighting the influence of the programming language on performance in the context of
resource-constrained systems.

This research substantiates the need for an accelerated and methodical transition to post-
quantum cryptography, demonstrating through empirical data that securing digital infrastructures
against quantum threats is not just a theoretical imperative, but an immediate technical possibility.

The rest of this paper is organized as follows: Section 2 reviews existing research and the
limitations of current implementations. Section 3 details the mathematical foundations and
algorithms analyzed. Section 4 describes the platforms and metrics used. Section 5 presents the
development particularities. Section 6 analyzes the obtained data. Section 7 validates the research
hypotheses based on the experimental results . Section 8 explores the security-performance trade-off.
Section 9 summarizes the conclusions.

2. Related Work

The accelerated trajectory toward the realization of large-scale, fault-tolerant quantum
computing governed by the theoretical implications of Shor’s and Grover’s algorithms has catalyzed
a robust and multidimensional body of research dedicated to the design, optimization, and practical
deployment of Post-Quantum Cryptographic (PQC) systems.

The current literature represents a highly interconnected ecosystem of research directions,
ranging from low-level hardware acceleration and algorithmic subversion to high-level
organizational policy frameworks and enterprise-wide migration strategies. This section provides a
high-fidelity synthesis of the state-of-the-art, situating the current study within the broader scientific
discourse and highlighting the research lacunae that necessitate this investigation.

2.1. Taxonomy of Resarch Direction and Key Contributions

The research landscape can be categorized into several primary domains, each addressing a
specific facet of the quantum transition. Table 1 provides a structured synthesis of these domains and
their representative contributions, emphasizing the shift from theoretical validation to operational
implementation.

Table 1. Taxonomy of research directions and key contributions in Post-Quantum Cryptography.

Research Domain  Core Objective Key Findings & Contributions Ref.
Acceleration of the Number Theoretic Transform (NTT);
Hardware Performance & L . .
. optimization of memory hierarchy, parallelism, and [1,4]
Optimization Throughput - .
pipeline scheduling.
e Development of hybrid FPGA platforms (e.g.,
1
Architectural Design System A\;fist;tl ity & HySecure) for concurrent support of legacy (ECC/RSA) [7]

and emerging PQC primitives.
Exploration of Ring-LWE and Module-LWE

Algorithmic . - . . . .
Foundations Mathematical Utility assumptlons,.evaluatlon of.homomorphl'c properties for  [3,11]
privacy-preserving computations.
Implementation Vulnerability I'dentlflcatlon of bla?k-bc?x k'leptographlc Vec'tors and
. . side-channel subversion risks in real-world, third-party [5]
Security Analysis
IoT deployments.
Communication Impact analysis of PQC on Transport Layer Security
Protocol Integration . (TLS) and Public Key Infrastructure (PKI); mitigation of [13]
Security
handshake latency.
Resource Empirical benchmarking of PQC resilience in
IoT Resilience Constraints lightweight protocols (LoRaWAN, 6LoWPAN) using  [6,12,14]
ESP32 and ARM Cortex-M nodes.
Stratesic Development of organizational "crypto-agility" models;
Migration Strategies & assessment of "harvest now, decrypt later" (HNDL) risk  [2,8,10]
Frameworks

profiles.
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2.2. Hardware Optimization and Co-Design Paradigms

The operational viability of PQC in performance-critical environments is fundamentally
contingent upon the efficiency of hardware implementations. While software-based primitives
facilitate rapid prototyping, they frequently fail to meet the stringent latency and throughput
requirements of real-time embedded or industrial systems. Central to this challenge is the
computational density of lattice-based schemes.

Research has identified the acceleration of the Number Theoretic Transform (NTT) as a critical
bottleneck for schemes such as CRYSTALS-Kyber, where modular multiplication of high-degree
polynomials demands significant arithmetic logic unit (ALU) resources [1].

Advanced implementation strategies now utilize sophisticated data pipelining, butterfly unit
optimization, and memory-mapping mechanisms to achieve high-performance throughput without
the prohibitive silicon area costs typically associated with PQC [4]. A pivotal development in this
domain is the shift toward reconfigurable architectures exemplified by the HySecure platform [7].

Such systems leverage FPGA flexibility to address the dual necessity of maintaining backward
compatibility with Elliptic Curve Cryptography (ECC) legacy protocols while ensuring modularity
against evolving NIST standards. This hardware-software co-design approach ensures that hardware
remains an enabler rather than a constraint during the transitional period, particularly in industrial
IoT environments where field updates are logistically difficult.

2.3. Algorithmic Rigor and Extended Functionalities

Beyond the primary objective of confidentiality, the mathematical foundations of PQC
specifically Learning With Errors (LWE) and its Ring/Module variants are being scrutinized for their
secondary functional utilities. Recent studies have demonstrated that the inherent algebraic structure
of algorithms like Kyber and McEliece can be harnessed for homomorphic properties, facilitating
Private Set Intersection (PSI) and secure multi-party computation (SMPC) in quantum-resistant
contexts [3]. This suggests that the migration to PQC may simultaneously enhance privacy-
preserving capabilities across decentralized networks, such as contact tracing or private database
querying.

However, a significant body of research highlights a persistent "semantic gap" between idealized
theoretical security proofs and physical implementation integrity. The emergence of kleptographic
subversion in IoT environments [5] serves as a critical case study; it illustrates that even a
mathematically robust algorithm can be compromised if the implementation layer specifically the
pseudo-random number generator (PRNG) or key generation logic is surreptitiously manipulated.
Such vulnerabilities are particularly pernicious as they often bypass traditional black-box security
audits and formal verification methods, necessitating a shift toward trustless implementation
frameworks and supply-chain integrity monitoring.

2.4. Protocol Integration and Constrained Environment Performance

The integration of PQC into established frameworks like Transport Layer Security (TLS 1.3) and
Public Key Infrastructure (PKI) introduces non-trivial overhead that propagates through the entire
network stack. The substantial increase in public key and signature sizes characteristic of PQC often
an order of magnitude larger than RSA or ECC counterparts leads to significant handshake latency
and issues with Maximum Transmission Unit (MTU) limits, resulting in IP fragmentation [13].

These challenges reach a critical threshold in the Internet of Things (IoT) and Industrial IoT (IIoT)
domains. Microcontrollers such as the ESP32 or LoRa-based nodes operate under severe SRAM and
energy budgets.

Empirical evaluations [12,14] indicate that while PQC deployment is technically feasible, it
requires "surgical" algorithmic selection. For instance, while Dilithium may offer superior
computational speed, its signature size may preclude its use in packet-constrained LoRaWAN
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environments, whereas Falcon, despite its complex floating-point requirements, might be preferred
for its compact data footprint [6].

Systematic analyses of these lightweight protocols identify handshake time, certificate
management, and fragment reassembly as the primary bottlenecks constraining efficient PQC
adoption.

2.5. Organizational Crypto-Agility and Migration Policy

The transition to a post-quantum state is a socio-technical endeavor as much as a cryptographic
one. The concept of crypto-agility defined as the architectural capacity to switch cryptographic
primitives with minimal systemic disruption is now recognized as a fundamental design requirement
for resilient enterprise systems [2,11].

Current strategic frameworks [8,10] advocate for an iterative migration path, prioritizing
"harvest-now, decrypt-later” (HNDL) threats, where adversaries collect encrypted data today in
anticipation of breaking it with future quantum hardware.

Strategic contributions have addressed the heterogeneity of enterprise inventories, the
dependencies between cryptographic components and business-critical operations, and the risks
associated with premature migration to standards that may later be deprecated [2,8].

Furthermore, the utilization of High-Performance Computing (HPC) and GPU-based quantum
simulators [9] has become indispensable for stress-testing these new standards.

By simulating Shor’s and Grover’s algorithms at increasing scales, researchers can calibrate
migration timelines with greater empirical precision, ensuring that the transition occurs before a
Cryptographically Relevant Quantum Computer (CRQC) becomes a reality.

2.6. Identification of Research Gaps

Despite the rapid maturation of the field and the significant progress documented in the
aforementioned subsections, the synthesized literature reveals four critical research lacunae that this
study seeks to address:

1. Deployment-Level Security and Supply-Chain Integrity: While theoretical security is well-
documented, the vulnerability of PQC implementations to hardware-level kleptography and
subversion in unmanaged IoT environments remains under-characterized. Current detection
mechanisms are insufficient for identifying "malicious-by-design" implementations [5].

2. Lack of Standardized, Multi-Metric Benchmarking: Performance data is often fragmented across
specific isolated platforms. There is a persistent need for comprehensive, reproducible
benchmarking frameworks that simultaneously account for power consumption, memory
throughput, and concurrent task execution (multitasking) in constrained hardware under
realistic network jitter [12,14].

3. Fragmented Interoperability in Hybrid Transition States: The complexities of maintaining
seamless interoperability during multi-stakeholder migrations where legacy and PQC systems
must coexist for potentially a decade are not yet fully resolved, particularly regarding the
negotiation of hybrid ciphersuites and the management of dual-certificate chains [8,13].

4. Operationalization of Strategic Frameworks: While high-level policies exist, there is a lack of
actionable, low-level technical guidelines for small-to-medium enterprises (SMEs) to implement
crypto-agility without incurring prohibitive costs.

The present study is motivated by these deficiencies, contributing a rigorous, methodologically
integrated analysis of PQC system design and operational performance to bridge the divide between
high-level algorithmic theory and the pragmatic realities of secure industrial engineering in the
quantum era.
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3. Background and Preliminaries

3.1. Project Overview and Evaluation Methodology

To ensure a holistic and rigorous performance evaluation of Post-Quantum Cryptography
(PQC) algorithms, the implementation and testing process was conducted on two heterogeneous
hardware platforms. These platforms were strategically selected to cover the entire technological
spectrum, ranging from high-performance computing infrastructures to peripheral nodes with
severely limited resources. This methodological approach allows for the identification of critical
trade-offs between the security levels offered by the new NIST standards and the operational costs
associated with their integration into real-world digital ecosystems.

The research focuses on a systematic analysis of four fundamental algorithms: ML-KEM (Kyber),
ML-DSA (Dilithium), FALCON, and SPHINCS+. These algorithms are evaluated not only for their
mathematical efficiency but also for their capacity to be deployed on architectures with disparate
hardware constraints. Programming languages were specifically adapted to each execution
environment to maximize granular control over system resources.

3.1.1. Desktop Platform (High-Performance Computing)

The first platform utilized in the experiments is a laptop equipped with an AMD Ryzen 7 5700U
processor. This processing unit, based on the modern x86-64 (Zen 2) architecture and manufactured
using a 7 nm process, provides a testing environment characterized by raw computational power and
advanced parallel processing capabilities.

e  Processing Capabilities: Featuring 8 physical cores and 16 execution threads, the system can
reach boost frequencies of up to 4.3 GHz, making it ideal for simulating server-side or gateway
tasks.

e  Software Ecosystem: On this platform, the algorithms were implemented using the Python and
Go languages. The use of these languages allowed for the evaluation of algorithmic scalability
in environments that benefit from hardware Floating-Point Units (FPU) and complex multi-level
cache hierarchies (L1, L2, L3).

e  Evaluation Objective: Testing on this architecture aims to determine upper performance limits
and analyze the impact that software abstraction such as automatic memory management in Go
has on cryptographic latency.

3.1.2. Embedded Platform (Edge Computing)

In contrast to the desktop system's processing power, the second platform is represented by the
ESP-WROOM-32 microcontroller (based on the ESP32 chip). This selection is vital for the research, as
"edge" devices represent the most vulnerable point in the transition to the post-quantum era due to
their extremely limited resources.

e  Architecture and Constraints: The device utilizes the Xtensa® Dual-Core 32-bit LX6 architecture
and features an internal SRAM of only 520 KB. The absence of a complex operating system
(operating bare-metal or with FreeRTOS) and a limited clock frequency (maximum 240 MHz)
make memory management a critical challenge.

¢ Native Implementation: To extract maximum performance, the implementation on the ESP32
was carried out exclusively in the C language. This ensures granular control over the stack and
the heap, which are vital for algorithms like ML-KEM or Dilithium that manipulate large
polynomial matrices which can easily trigger stack overflow errors.

e  IoT Importance: This platform is representative of industrial sensors, connected medical devices,
and smart monitoring systems, where security must be implemented without sacrificing energy
autonomy or real-time response times.
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3.1.3. Data Collection Methodology

The performance evaluation was structured over 1000 iterations for each algorithm and security
level, utilizing monitoring tools such as the Arduino IDE for the embedded platform and Visual
Studio Code with dedicated profilers for the desktop system. The tracked metrics include:

e  Temporal Latency: Measured in microseconds (us) or milliseconds (ms) for the stages of key
generation (KeyGen), encapsulation/signing, and decapsulation/verification.

e Memory Consumption: Analysis of the static SRAM footprint and dynamic heap utilization.

e  Stability and Determinism: Evaluation of the standard deviation (o) to identify the
implementation's resilience against timing attacks.

By combining these two heterogeneous hardware platforms, the study provides a complete
perspective on the adaptability of post-quantum algorithms, preparing the ground for a secure and
efficient migration of critical digital infrastructures.

3.2. CRYSTALS-Kyber (ML-KEM)

Key Encapsulation Mechanisms (KEMs) are cryptographic primitives designed to establish a
shared secret key over a public channel without explicit transmission of the key itself. The resulting
shared secret is subsequently utilized in symmetric cryptographic schemes to ensure the
confidentiality and authenticity of communications.

The FIPS 203 standard (Module-Lattice-Based Key-Encapsulation Mechanism Standard),
developed by the National Institute of Standards and Technology (NIST), defines the ML-KEM
mechanism. This mechanism is based on the computational intractability of the Module Learning
With Errors (MLWE) problem, which is a structured generalization of the Learning With Errors
(LWE) problem introduced by Regev in 2005[15-18].

The scheme includes three specific parameter sets ML-KEM-512, ML-KEM-768, and ML-KEM-
1024 which reflect varying trade-offs between security levels and computational efficiency.

3.2.1. Key Encapsulation Mechanisms

A Key Encapsulation Mechanism (KEM) is defined by three fundamental algorithms: KeyGen
(key generation), Encaps (encapsulation), and Decaps (decapsulation), alongside a collection of
parameter sets that dictate security strength and performance costs.

Figure 1 illustrates the KEM operational flow between two entities, Alice and Bob. In a typical
deployment scenario:

1. Alice generates a key pair using the KeyGen algorithm and publishes the encapsulation key
(public key).

2. Bob utilizes this public key to execute the Encaps algorithm, resulting in a shared secret K and a
ciphertext, which is then transmitted to Alice.

3. Alice applies the Decaps algorithm to the received ciphertext using her private key to recover
the shared secret K'.

Ideally, the relation K' = K is achieved, ensuring both parties share an identical secret key.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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Figure 1. Key Encapsulation Mechanism for Entities Alice and Bob.

3.2.2. Security and Mathematical Foundations

The security of ML-KEM relies on the difficulty of solving the MLWE problem, which involves
determining an unknown secret from a set of linear equations perturbed by random noise. This noise
injection renders classical linear system-solving methods, such as Gaussian elimination,
computationally inefficient.

In the standard LWE problem, the secret is a vector x € Zj, and the adversary receives a set of
linear equations affected by noise. The objective is to recover the secret vector based on these
observations. This problem is considered significantly difficult and serves as the foundation for
several modern cryptographic constructions, including public-key encryption schemes.

The MLWE problem extends LWE by replacing the vector space Zj with a module of the
form Rf, where R is a modular polynomial ring. In this context, the secret is an element within an
algebraically structured module, which enables more efficient data representation and optimized
implementations of cryptographic schemes.

The generalized architecture (Figure 2) describes the integration of a specialized hardware
accelerator into a heterogeneous computing system. The construction of ML-KEM is realized in two
primary stages:

SHA-3ISHAKE
Memory IO < » (Hashing)
Fy
: !
Encrypt / Parser and
Decoder Sampler

7

-
Command — RaiaE el “"_T
control and Polynomial
Response 44— 0 )

Figure 2. Generalized Architecture of the ML-KEM Implementation.
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Stage 1: A Public-Key Encryption (PKE) mechanism is constructed based on the MLWE problem.
The KeyGen, Encaps, and Decaps algorithms are derived from this construction, utilizing operations
on polynomial ring elements and controlled noise injection to ensure security.

Stage 2: The PKE mechanism is transformed into a KEM by applying the Fujisaki-Okamoto (FO)
transform. This transformation strengthens the security of the scheme, elevating it from the IND-CPA
model to the more robust IND-CCA2 model, which is resistant to adaptive chosen-ciphertext attacks.
The FO transform introduces additional verification and key derivation mechanisms, ensuring that
only a valid ciphertext can produce the correct shared secret key.

3.2.2. Key Generation (KeyGen)

The KeyGen algorithm is responsible for generating a cryptographic key pair: a public
(encryption) key and a private (decryption) key, utilizing an initial random value.

The algorithm receives a random seed d € B* as input, from which two pseudorandom seeds, p
and o, are derived through an expansion function. The seed , p is utilized for the deterministic
generation of matrix A, while o is used to generate the secret values and the noise.

Matrix A is constructed element-by-element using a pseudorandom function. Subsequently, two
polynomial vectors are generated: the secret vector s and the noise vector e, whose components are
sampled from a Centered Binomial Distribution (CBD). For computational efficiency, these vectors
are transformed into the NTT domain. The vector t= A e 5™ + e’ [18] is then calculated, representing
a system of "noisy" linear equations relative to the secret s.

The public key consists of the encoding of t along with the seed p, allowing for the reconstruction
of matrix A. The private key is represented by the encoding of the secret vector s. This structure forms
the security basis of the scheme, as recovering s from the public key is computationally difficult due
to the presence of noise[21].

Algorithm 1: KeyGen

Input: d € B32.

Output: ekPKE .€ B384k+32

Output: dkPKE . € B384k

Process:

(p, 0) < G(d k)

N0

For each i, j, generate matrix A: A[i,j] <— SampleNTT(plj i)

For each i, generate secret vector s: s[i] «— SamplePolyCBDn1(PRFn1(g, N))
N—N+1

For each i, generate noise vector e: e[i] « SamplePolyCBDn1(PRFn1(o, N))
N—N+1

s’ NTT(s), e < NTT(t)

t=Aos'+e’

ekPKE « ByteEncodel2(t)ll p

dkPKE « ByteEncodel2(s)

return (ekPKE, dkPKE)

0 ® NG

[ —
M=o

3.2.3. Encapsulation (Encaps)

The encapsulation algorithm in ML-KEM is designed to generate a shared secret key and an
associated ciphertext using the encapsulation key, also known as the public key. The process consists
of an input key verification phase followed by the execution of an internal encapsulation algorithm
that produces the final results.

Prior to encapsulation, the encapsulation key undergoes a compliance check to verify it has the
correct length of 384k + 32 bytes and that its encoded values fall within the valid range [0, q - 1]. These
checks ensure the input conforms to the expected format, although they do not guarantee its original
source from the KeyGen process. If these validations fail, the algorithm is terminated.
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Once the key is validated, the internal algorithm Encaps_internal is utilized to combine the
public key with a random message to generate both the shared key and the ciphertext. Specifically, a
random message m is generated, from which a shared key K and a randomization value r are derived
in conjunction with the hash of the public key. The message is then encrypted using the K-PKE
scheme, resulting in the ciphertext c. The pair (K, c) is returned as the final output.

Algorithm 2: Encaps(ek)

Verify if ek has the length 384k + 32

Verify if the values within ek are in the interval [0, q - 1]
If checks fail, stop with an error

m « B32 (random message)

If the generation of m fails, return L

(K, ¢) < ML-KEM.Encaps_internal(ek, m)

Return (K, ¢)

NSO e

Algorithm 3: Encaps_internal(ek, m)
Input: ek € B384k+32, m € B32
1. (K 1)« G(m || H(ek))
. ¢« K-PKE.Encrypt(ek, m, r)
3. Return (K, c)

3.2.4. Decapsulation

The decapsulation algorithm (Decrypt) is designed to recover the original message m from a
ciphertext ¢ using the decryption dkPKE. This process is deterministic and does not require external
sources of randomization, as all necessary information is contained within the private key and the
ciphertext.

The procedure begins by splitting the ciphertext c into two distinct components, c¢; and c;.These
components are subsequently decoded and decompressed to retrieve the polynomial representations
u' and v'. Simultaneously, the secret vector s is extracted from the decryption key dkPKE and decoded
from its binary format.

Next, the algorithm reconstructs the "true" term of the equation by calculating the scalar product
between the secret vector s and the ciphertext component u' within the NTT domain. This result is
converted back via the inverse NTT and subtracted from v' to obtain an approximation of the original
message, which remains affected only by the controlled noise introduced during encryption. Finally,
this value is subjected to an inverse compression and decoding operation, resulting in the message
m in its initial form.

Algorithm 4: Algoritmul Decrypt(dkPKE,c)

Input: dkPKE € B"(384k), ¢ € B"(32(duk + d.))

c1+ c[0:32d.k]

C2 «— ¢[32d.k : 32(duk + d.)]

u’ < Decompressd.(ByteDecoded.(c1))
v’ « Decompressd,(ByteDecoded.(c))
s < ByteDecode12(dkPKE)

w «— V' = NTT-(sT o NTT(u'))

m « ByteEncodel(Compressl(w))

® NSO W=

return m

Within the ML-KEM and K-PKE schemes, the ByteEncode and ByteDecode algorithms are
employed to perform conversions between the internal polynomial representation (vectors of
integers modulo q) and their binary representation as byte strings. These algorithms are critical for
data serialization and deserialization, enabling the efficient storage and transmission of keys and
ciphertexts.
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The ByteEncoded algorithm takes a vector of 256 integer coefficients as input and converts them
into a bitstream, with each coefficient represented using d bits.

This conversion is performed by decomposing each coefficient into a bit-by-bit binary
representation and concatenating them into a bit string, which is then transformed into a byte vector.

The parameter d controls the number of bits used for each coefficient based on the value range
(d=12 for coefficients modulo q).

The ByteDecoded algorithm performs the inverse operation: it receives a byte vector and
transforms it into a vector of integer coefficients [20].

It first converts bytes into bits and then reconstructs each coefficient by combining d consecutive
bits using weights as powers of 2.

The result is a vector of integers modulo m (where m=2¢ or m=q for d=12), corresponding to the
internal representation of the polynomials.

Algorithm 5: ByteEncoded(F)

Input: vector F € Z,%¢

Foreachi=0...255:

a <« FJi]

Foreachj=0...d-1:

b[i-d + j] < amod 2

a<—(a-bli-d+j])/2

B « BitsToBytes(b)

return B € B~(32d)

Algorithm 6: Algoritmul ByteDecoded(B)
Input: B € B~(32d)

b < BytesToBits(B)

Foreachi=0... 255:

Fli] <X (j=0...d-1) b[i-d +j] - 2?lmod m
return F € Z,,2%¢

NSO e

W

3.2.6. SHAKE128 and the XOF Wrapper Interface

The SHAKE128 algorithm serves as a versatile extendable-output function (XOF) used within
ML-KEM for pseudorandom bit generation and seed expansion. The process is characterized by an
"absorb-then-squeeze" paradigm, where input data is absorbed into the internal state before the
desired number of output bytes are squeezed out.

Algorithm 7: Algoritmul SHAKE128example(stry,...,strm, by,...,bt)

Input: Byte arrays: stry, ... stry, , Positive integers: by, ...,be

Output: A concatenated byte array of total length }_{j=1}"{£} b;

1. ctx « SHAKE128.Init() //Initialize the internal sponge context

2. fori«<—1tomdo

3. ctx «~ SHAKE128.Absorb(ctx, stri) // Progressively absorb each input string
4. end for

5. forj«1totdo

6. (ctx, outj) «— SHAKE128.Squeeze(ctx, 8 - b)) // Extract bjbytes from the state
7.  end for

8. output<«out; Il out, Il ... Il outt // Concatenate resulting output segments
9.

return output

In ML-KEM, the SHAKE128 [19] functions are utilized exclusively through a wrapper called
XOF. This interface is defined as follows:

e XOF.Init() = SHAKE128.Init()
e  XOF.Absorb(ctx, str) = SHAKE128.Absorb(ctx, str)
o  XOF.Squeeze(ctx, £) = SHAKE128.Squeeze(ctx, 8 - )
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The XOF.Squeeze function receives the output length in bytes, thereby standardizing operations
at the byte array level and eliminating ambiguities related to bit-lengths within the ML-KEM
algorithm.

3.2.5. ML-KEM Parameters

ML-KEM is defined by three parameter sets (Table 2), each utilizing five variables k, 11, 12, du
and d, and constants n = 256 and q = 3329. The dimension k determines the size of matrix A"and
associated vectors[20]. Noise distributions are governed 71: and 7., while ,, d. and d, control
compression and encoding.

These sets target NIST security categories 1, 3, and 5, mapped to ML-KEM-512, ML-KEM-768,
and ML-KEM-1024, respectively. NIST recommends ML-KEM-768 as the default for its balance of

security and efficiency.

Table 2. ML-KEM Parameters.

Parameter ML-KEM-512 ML-KEM-768 ML-KEM-1024
n 256 256 256
q 3329 3329 3329
k 2 3 4
M 3 2 2
" 2 2 2
d. 10 10 11
dy 4 4 5
Strength RBG (bits) 128 192 256

3.3. CRYSTALS-Dilithium

ML-DSA (Module-Lattice-Based Digital Signature Algorithm) [22] is a digital signature scheme
based on the CRYSTALS-Dilithium construction, designed to provide security in a post-quantum
context. The scheme is composed of three fundamental algorithms: ML-DSA.KeyGen, which
generates the public and private key pairs; ML-DSA.Sign, used for generating digital signatures; and
ML-DSA Verify, responsible for their verification.

ML-DSA is based on the Fiat-Shamir with Aborts paradigm, an extension of the Fiat-Shamir
transformation [25] applied to interactive protocols. This framework enables the creation of a non-
interactive signature scheme with robust security properties. Additionally, the standard defines a
derived variant known as HashML-DSA, which introduces an additional pre-hashing step of the
message before signing. In this variant, the key generation algorithm remains unchanged, while the
signing and verification procedures are adapted to operate on a hash representative of the message.

Figure 3. Schematic of the CRYSTALS-Dilithium algorithm.

Bob Alice
m ................ Message.....
Hash Hash
The ir of ki )
e pair of keys
’ i Signatures (rs) . Is the signature
Private key (5k) ————| 9! — Verify

valid?
Public key (pk) K \/

J

Figure 3. illustrates the operational workflow of the Dilithium digital signature algorithm, which is built upon

lattice-based cryptography (euclidean networks).
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3.3.1. Properties

ML-DSA [22] is designed to satisfy the property of strong existential unforgeability under chosen
message attack (SUF-CMA). This property guarantees that an adversary, even when provided with
a signing oracle that allows obtaining signatures for adaptively chosen messages, cannot generate a
new valid signature for any message. Furthermore, this definition encompasses the impossibility of
producing a distinct signature for a message that has already been signed.

The security of ML-DSA is founded upon the hardness of fundamental problems in lattice-based
cryptography, specifically Learning With Errors (LWE) and Short Integer Solution (SIS) [26].

The construction of ML-DSA is inspired by the Schnorr signature scheme, adapted to the
framework of lattice-based cryptography. In the Schnorr scheme, an interactive protocol between a
prover and a verifier is transformed into a non-interactive signature scheme by applying the Fiat-
Shamir heuristic. The protocol involves three stages: the generation of a commitment, the derivation
of a challenge, and the calculation of a response [22]. In the non-interactive variant, the challenge is
obtained by applying a hash function to the commitment and the message.

A critical issue with this construction is the emergence of statistical biases in the distribution of
generated values, which can lead to information leakage regarding the private key. To prevent this
phenomenon, ML-DSA utilizes the rejection sampling technique, whereby values that do not meet
certain constraints are rejected, and the signing process is restarted.

To optimize performance and reduce key sizes, ML-DSA introduces several enhancements:

e  The utilization of module structures over the ring, which allow for the efficient implementation
of operations via the Number Theoretic Transform (NTT);

e  The pseudorandom generation of the public matrix A from a fixed-size seed;

e  The compression of the public key by eliminating the least significant bits;

e  The signing of a hash representative of the message, rather than the original message itself, to
improve security properties.

3.3.2. The ML-DSA Scheme

The ML-DSA framework is operationalized through three fundamental algorithms: Key
Generation, Signing, and Verification, as formally specified in the FIPS 204 standard [22,23].

Algorithm 8: ML-DSA .KeyGen

The key generation procedure derives a public and private key pair by employing deterministic
expansion from an initial stochastic seed [23].

Input: Scheme-specific parameters

Output: Public key pk, Secret key sk

Generate a random seed &.

(p,p’, K) = Expand(f)

Derive the public matrix A € Rg x¢ deterministically from the seed p.

Sy < XSz < Xn

Compute the public vector t = As; + s,

(ty, to) = Power2Round(t)

pk = (p,t1)

sk = (p,K,tr,sy,s,,ty), unde tr = H(pk)

Algorithm 9: ML-DSA.Sign

The signing algorithm [23] generates a cryptographic signature by applying the private key to a

PN G W

message M through the Fiat-Shamir with Aborts mechanism [25].

Input: Secret key sk Message M

Output: Digital signature o
1. p=H(tr I M)

A derivation seed p’ is generated using the secret key sk and the message M.
3. yexh
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4. w=Ay

5. (wl,wo) = Decompose(w)

6. c=H(ull wyp)

7. z=y+cs;

8. The norm conditions for z are verified; if these constraints are not satisfied— restart.
9. 19=wy—cSs

10. The conditions regarding w - €S;are verified; if they are not satisfied — restart. The auxiliary
information (hint) h is then calculated.
11. return o = (z,h,c)

Algoritmul 10: ML-DSA . Verify
The verification algorithm assesses the validity of a digital signature by utilizing the associated
public key [23].
Input: Public key pk, Message M, Signature ¢ = (z, h, c)
Output: Accept / Reject
1. The magnitude of the response vector z is validated against predefined limits; if these bounds
are not respected— reject.
2. tr=H(pk),p=H(trlIM)
3. The public matrix A is reconstructed from the seed p.
4, w' =Az—ct,-2¢
The auxiliary hint h is utilized to reconstruct the commitment wyj.
5. ¢ =Hulw)
If the equality ¢’ = c— accept, otherwise — reject.

a

3.3.3. ML-DSA Parameters

The ML-DSA parameter sets [23], as detailed in Table 3, are utilized for keygeneration,signing,
and signature verification within the ML-DSA algorithms. The nomenclature for each parameter set
follows the format ML-DSA-k{, where (k,£) represent the dimensions of matrix A [23,24].

The "Repetitions" parameter refers to the expected number of iterations of the main loop within
the signing algorithm.

Each parameter set is engineered to comply with specific security categories defined by NIST.
Security strength is not characterized by a single bit-count; rather, each set is considered to offer
security at least equivalent to a generic block cipher of a corresponding key size or a hash function
with an equivalent output length [24].

Furthermore, public and private keys can be optimized; for instance, storing only a 32-byte seed
for the private key is sufficient to derive all other constituent components.

Table 3. ML-DSA Parameters.

Parameter Description ML-DSA-44 ML-DSA-65 ML-DSA-87
q Modulus 8,380,417 8,380,417 8,380,417
4 512" root of unity in Zq 1753 1753 1753
d Number of bits dropped from t 13 13 13
T Number of +1in polynomial ¢ 39 49 60
A Collision resistance 128 192 256
y1 Range of coefficients for y 217 219 219
y2 Low-order rounding range (q-1)/88 (g-1)/32 (q-1)/32
(k, £) Dimensions of matrix A (4,4) (6,5) (8,7)
n Private key range 2 4 2
=17 Product 78 196 120
) Maximum number of 1s in hint h 80 55 75
Repetitions Average iterations in signing algorithm 4.25 5.1 3.85
Security Category NIST Classification 2 3 5
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3.4. FALCON

Falcon is a lattice-based digital signature scheme [27,30]. Its name is an acronym for "Fast Fourier
lattice-based compact signatures over NTRU," reflecting its core architectural components.

At a conceptual level, the design of the Falcon scheme is relatively elegant, as it is constructed
by instantiating the theoretical framework proposed by Gentry, Peikert, and Vaikuntanathan (GPV)
[31]. This framework was specifically designed for developing lattice-based hash-and-sign signature
schemes. The GPV paradigm necessitates the integration of two fundamental components:

A specific class of cryptographic lattices;

A robust trapdoor sampling mechanism.

In the implementation of Falcon, these components are realized through specialized techniques:

NTRU-type lattices [28,29] are utilized due to their advanced algebraic structures based on
polynomial rings;

A proprietary technique known as fast Fourier sampling is employed, facilitating the efficient
generation of signature elements that conform strictly to a target discrete Gaussian distribution.

In this context, the selection of the lattice class is paramount for the practical instantiation of the
GPV framework [31]. From a design standpoint, if the emphasis were placed exclusively on
maximum security without regard for efficiency, standard lattices which lack additional algebraic
structure would be preferred. This approach is seen in the Frodo key exchange scheme [31]. However,
Falcon is built upon the guiding principle of compactness, necessitating the use of NTRU lattices as
introduced by Hoffstein, Pipher, and Silverman [32].

These lattices feature a ring-like structure that provides several significant technical advantages:

e  Areduction in public key dimensions by a factor of order O(n);
e  The acceleration of cryptographic operations by a factor of at least O(n / log n);
e  The representation of the public key via a single polynomial h of degree at most n.

Furthermore, the integration of NTRU lattices within the GPV framework is supported by
substantial theoretical research. Notably, Stehlé and Steinfeld [33] demonstrated that this specific
instantiation can be executed in a provably secure manner, bridging the gap between theoretical
security and practical performance.

While compactness represents a primary advantage, it is strictly balanced against security
requirements. From this perspective, NTRU lattices benefit from over two decades of intensive
cryptanalytic scrutiny, during which they have remained fundamentally secure. The parametrization
utilized in Falcon is specifically chosen to mitigate known vulnerabilities and bolster resistance
against classical and quantum attacks, ensuring the long-term robustness of the scheme [28].

In summary, the Falcon scheme can be conceptually expressed by the following relationship:

Falcon = GPV framework + NTRU lattices + Fast Fourier sampling [27]

The signing process involves a hash-and-sign methodology where a message is mapped to a
point in the lattice space. The signer then uses a secret trapdoor to find a nearby lattice point using
the Fast Fourier Nearest Neighbor (FFNN) algorithm. This allows for signatures that are both small
in size and extremely fast to verify, making Falcon one of the most efficient candidates in the NIST
post-quantum standardization process.

Figure 4 systematizes the security mechanism of the FALCON algorithm, a post-quantum
standard based on the mathematical complexity of NTRU lattice problems.
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Figure 4. Schematic of the FALCON signature based on Euclidean lattices.

3.4.1. NTRU Lattices

The instantiation of the GPV framework [31] necessitates a specific class of cryptographic lattices
coupled with a trapdoor sampling mechanism [27,28]. Falcon utilizes NTRU-type lattices because
their inherent algebraic structure allows for the compact representation of keys and significantly
enhances computational efficiency. This is paired with a sampler based on fast Fourier sampling.

NTRU lattices are defined by polynomials that satisfy a specific equation, allowing the public
key to be reduced to a single polynomial h. In contrast, the secret key consists of short polynomials.
The fundamental security of the scheme rests upon the NTRU assumption: the computational
hardness of reconstructing these short secret polynomials from the public h [27,29].

Within the GPV framework, the public and secret keys correspond to different bases of the same
lattice. A signature for a message is generated by identifying a short vector that satisfies a linear
relationship modulo q. Both the efficiency and the security of this process are dependent on the
quality of the trapdoor sampler. Falcon employs a variant based on the Fast Fourier Transform (FFT),
which combines the theoretical precision of classical methods (such as Klein’s algorithm) with the
high-speed performance required for structured lattice algorithms.

3.4.2. Key Generation

In Falcon-M, the public key is obtained by multiplying two randomly generated polynomials in
the frequency domain, without the utilization of a trapdoor.

Algorithm 11: Falcon-M Key Generation

Input: n- degree of the polynomials; - modulus

Output: h(x)- public key; (a(x), b(x))- private key

1. Randomly generate polynomials a(x), b(x) € Zg[x]/(x™ +1)
2. A(w) < FFT(a(x))

3. B(w) « FFT(b(x))

4. H(w)«— A(w) - B(w) //element-wise multiplication

5. h(x) « IFFT(H(w)) mod q

6.

return h(x), (a(x), b(x))
The polynomials a(x) and b(x) are generated randomly, and the public key h(x) is derived from

their product in the Fourier domain. This construction eliminates the necessity for a trapdoor and
produces public keys that exhibit a pseudorandom appearance.

3.4.3. Signature Generation

The signing process involves the application of a cryptographic hash function and a discrete
Gaussian distribution to produce a message-dependent signature.
Algorithm 12: Falcon-M Signature Generation
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Input:(a(x), b(x))-: private key ; m- message
Output  o(x) — signature

1. H(m) « SHA-512(m) mod q

2. s« Do(H(m)) //discrete Gaussian sampling centered at H(m)
3. S(w) « FFT(s)

4. o(x) « IFFT(S(w)) mod q

5.

return o(x)

The message is initially hashed, after which a vector s is generated from a discrete Gaussian
distribution centered at the hash value. This vector is transformed into the frequency domain and
subsequently reconverted to produce the final signature.

3.4.4. Signature Verification

Verification consists of comparing the result derived from the signature with the original
message hash.
Algorithm 13: Falcon-M Signature Verification

e Input: h(x)-public key; m- message; o(x)- signature

Output: Accept / Reject

H(m) <« SHA-512(m) mod q

H(w) < FFT(h(x))

Y(w) < FFT(o(x))

Y(w) < H(w) - Z(w)

y « IFFT(Y(w)) mod q

If Ily —H(m)! |0 <d then

Accept

Else

Reject

The procedure verifies whether the relationship between the public key and the signature
reproduces the message hash within the constraints of a specific threshold. If this condition is

NSl e

satisfied, the signature is deemed valid.

3.4.5. Security Parameters for NIST Levels

The parameters employed in the Falcon-M scheme (Table 4) are selected in accordance with the
security levels defined by NIST for post-quantum algorithms. These parameters directly influence
the dimensions of the keys and signatures, as well as the degree of resistance against lattice-based

cryptanalytic attacks.
Table 4. Falcon-M Parameters for NIST Security Levels.
Parameter NIST Level I NIST Level V
Ring Degree (n) 512 1024
Modulus (q) 12289 12289
Standard Deviation (o) 165.736617183 168.388571447
Omin 1.277833697 1.298280334
Omax 1.8205 1.8205
Maximum Squared Norm 34,034,726 70,265,242
Public Key Size (bytes) 897 1793
Signature Size (bytes) 666 1280

3.5. SPHINCS+

SPHINCS+ [34], standardized under the designation SLH-DSA, represents a post-quantum
digital signature scheme based exclusively on hash functions, designed to eliminate reliance on

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202605.1386.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 May 2026 d0i:10.20944/preprints202605.1386.v1

18 of 42

mathematical structures vulnerable to quantum computation. Its defining characteristic is its
"stateless” nature, meaning it does not require the management of internal key states between
signings, unlike other traditional hash-based schemes.

The SLH-DSA architecture is composite, constructed from several interdependent cryptographic
mechanisms. At its foundation is WOTS+ [35], a one-time signature scheme used to sign individual
messages through hash chains. This is integrated into XMSS [35,36], a multi-time scheme that
organizes a large number of WOTS+ keys into a Merkle tree, enabling the signing of multiple
messages and the efficient authentication of public keys via the tree root. At the upper level, the
scheme utilizes FORS (Forest of Random Subsets), a few-time signature mechanism that allows for
the signing of a limited number of messages using pseudorandom selections of key subsets.

The signing process in SLH-DSA begins with the calculation of a randomized hash of the
message, utilizing a secret component of the private key. The result is split into two parts: one used
to pseudorandomly select a FORS key [37] and the other to be effectively signed. The FORS signature
produces an intermediate public key, which must subsequently be authenticated. This authentication
is achieved through a hierarchical structure called a hypertree, composed of multiple levels of XMSS
trees. Each level signs the public key of the level below it, forming a chain of trust up to the final root,
which constitutes the global public key.

Key structures in SLH-DSA [34] are simplified through the use of seed values. The public key
contains the hypertree root and a seed used for domain separation, while the private key includes
the seed from which all internal keys are generated, as well as a value used for hash randomization.
This approach allows for the deterministic regeneration of all necessary keys, eliminating the need
for the explicit storage of a vast number of keys.

The primary advantage of the SLH-DSA scheme is its high degree of security, based solely on
the properties of hash functions, which are considered resistant to quantum attacks. Additionally,
removing the need for state management makes it more robust in practical implementations.
However, these benefits come with certain costs, particularly large signature sizes and lower
performance compared to other post-quantum schemes, such as CRYSTALS-Dilithium [34,35].

WOTS+ verifies the signature by reconstructing the public key from the signature and the
message. The message is converted to base w, a checksum is calculated, and then each signature
element is processed through the corresponding hash chain. The resulting values are compressed to
obtain the candidate public key, which is compared with the original public key.

Figure 5 illustrates how SPHINCS+ combines multiple hash-based schemes to create a stateless
post-quantum digital signature.

SPHINCS+

Hypertree 41

es

Verify

XMSS M

wors: J |

Is the signature valid?

Figure 5. Architecture of the SPHINCS+ digital signature algorithm.
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3.5.1. Fundamental Components

SPHINCS+ is constructed by combining several cryptographic primitives:

e  FORS (Forest of Random Subsets) used for message signing.

e WOTS+ (Winternitz One-Time Signature Plus) used for signing intermediate keys.
e  XMSS /Merkle Trees for signature authentication.

e  Hypertree a hierarchical structure of Merkle trees.

The general structure allows for signature validation through a chain of successive
authentications, ranging from FORS [34] to the root of the main tree.

3.5.2. SPHINCS+ Structure (Hypertree)

The hypertree is an arborescent structure composed of multiple levels of Merkle trees [37]. Each
internal node represents the root of a subtree, while the leaves consist of WOTS+ public keys.
This structure facilitates:

1. The reduction of public key dimensions;
. The reuse of authentication mechanisms;
3. Multi-level scalability.

3.5.3. Signing Algorithm

Signing in SPHINCS+ involves several successive stages, starting from message randomization
to the hierarchical authentication of the few-time signature.
Algorithm 14: SPHINCS_sign(M, SK, addrnd)
1. // Generate randomizer
R < PRF_msg(SK.prf, addrnd, M)
2. // Compute message digest
digest — H_msg(R, PK.seed, PK.root, M)
3. // Parameter extraction
(md, idx_tree, idx_leaf) < parse(digest)
4. //FORS signing
sig_fors «— FORS_sign(md, SK.seed, PK.seed, ADRS)
5. // Reconstruct FORS public key
pk_fors « FORS_pkFromSig(sig_fors, md, PK.seed, ADRS)
6. // Hypertree signing
sig_ht « HT_sign(pk_fors, SK.seed, PK.seed, idx_tree, idx_leaf)
7. // Construct final signature
SIG « R |l sig_fors |l sig_ht
8. return SIG

3.5.4. Verification Algorithm

The verification process reconstructs the signing steps and validates the consistency of the
results against the global public key.
Algorithm 15: SPHINCS_verify(M, SIG, PK)
1. // Component separation

(R, sig_fors, sig_ht) « parse(SIG)
2. // Recalculate digest

digest «— H_msg(R, PK.seed, PK.root, M)
3. // Parameter extraction

(md, idx_tree, idx_leaf) «— parse(digest)

4. //Reconstruct FORS public key

pk_fors «— FORS_pkFromSig(sig_fors, md, PK.seed, ADRS)
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5. // Hypertree verification
valid «— HT verify(pk_fors, sig_ht, PK.seed, idx_tree, idx_leaf, PK.root)
6. return valid

3.5.5. XMSS and Merkle Trees

XMSS is utilized for constructing the nodes within the hypertree. The following procedure
describes the recursive generation of XMSS nodes:
xmss_node(SK.seed, i, z, PK.seed, ADRS):
ifz==0:

ADRS.setType(WOTS_HASH)
ADRS.setKeyPairAddress(i)

return wots_pkGen(SK.seed, PK.seed, ADRS)

I « xmss_node(SK.seed, 2i, z-1, PK.seed, ADRS)

r «+— xmss_node(SK.seed, 2i+1, z-1, PK.seed, ADRS)
ADRS.setType(TREE)

ADRS.setTreeHeight(z)

ADRS.setTreelndex(i)

return H(PK.seed, ADRS, 1 r)

00 NG N

—_
e

3.5.6. FORS - Key Generation and Verification

FORS is used to sign the message digest. The private keys are generated deterministically as
follows:
fors_skGen(SK.seed, PK.seed, ADRS, idx):

skADRS « ADRS

skADRS.setType(FORS_PRF)
skADRS.setKeyPairAddress(ADRS.getKeyPairAddress())
skADRS.setTreeIndex(idx)

return PRF(PK.seed, SK.seed, sk ADRS)

The FORS public key is subsequently reconstructed from the signature and utilized during the

SAE I

verification phase.

3.5.7. WOTS+

WOTS+ is employed for:
e  Signing FORS public keys;
e  Authenticating nodes within the Merkle trees.

Verifying a WOTS+ signature involves reconstructing the public key from the signature:
wots_pkFromSig(sig, M, PK.seed, ADRS):

msg « base_w(M)

cs « checksum(msg)

msg < msg || base_w(cs)

fori=0to len-1:

ADRS.setChainAddress(i)

tmpl[i] < chain(sig[i], msg[i], w—1-msg][i], PK.seed, ADRS)
wotspkADRS « ADRS

seteaza tip WOTS_PK

pk « T_len(PK.seed, wotspkADRS, tmp)

return pk

0 XN RN

—_
e
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3.5.8. Parameter Sets in SPHINCS+ (SLH-DSA)

The SLH-DSA (SPHINCS+) standard defines a variety of parameter sets that dictate the behavior
and properties of the cryptographic scheme. These sets (Table 5) directly influence key and signature
dimensions, computational performance, and the overall security level.

In total, the standard approves 12 parameter sets [34,35]. Each set represents a specific
combination of a hash function (from the SHA-2 or SHAKE families), a target security level, and a
deliberate trade-off between signature size and generation speed. Specifically, "s" denotes sets
optimized for small signature sizes, while "f" denotes sets optimized for fast signature generation.

In Table 5, the variables represent the following:

n- The security parameter in bytes.

h - The height of the hypertree.

d - The number of layers in the hypertree.
a - The height of the FORS trees.

k- The number of FORS trees.

lgw - The Winternitz parameter (w = 29%).

AU A

Table 5. SPHINCS+ Parameters for NIST Security Levels.

Parameter Set n h d a k lgw pk bytes sig bytes Security Level
SLH-DSA-128s 16 63 7 12 14 4 32 7856 1
SLH-DSA-128f 16 66 22 6 33 4 32 17088
SLH-DSA-192s 24 63 7 14 17 4 48 16224
SLH-DSA-192f 24 66 22 8 33 4 48 35664
4
4

SLH-DSA-256s 32 64 8 14 22 64 29792
SLH-DSA-256f 32 68 17 9 35 64 49856

G1|O1|W|W |

4. System Architecture and Experimental Setup

The performance evaluation of Post-Quantum Cryptography (PQC) algorithms requires a
comparative analysis across divergent hardware architectures to simulate the full implementation
spectrum, ranging from massive data centers to peripheral edge nodes with extremely limited
resources. This section details the technical specifications of the platforms used, the software
development environments, and the metrics established for quantifying computational efficiency and
sustainability in heterogeneous ecosystems.

4.1. Hardware Testing Platforms

The research utilizes two platforms with contrasting computational profiles: a high-performance
workstation and a microcontroller based on the Xtensa® architecture. This disparity, synthesized in
Table 6, is essential for identifying operability limits, memory barriers, and the scalability of the
analyzed cryptographic primitives within the context of the transition to NIST standards.

Table 6. Technical Specifications of the Testing Platforms.

Feature Workstation (Laptop) Microcontroller (ESP32-WROOM)
Processing Unit AMD Ryzen 7 5700U Espressif Systems ESP32-DOWDQ6
Architecture x86-64 (Zen 2) Xtensa® Dual-Core 32-bit LX6
Manufacturing Tech 7 nm 40 nm
Clock Frequency 1.8 GHz (Base) — 4.3 GHz (Boost) 80 MHz - 240 MHz
Cores / Threads 8 Cores / 16 Threads 2 Cores / 2 Threads
Volatile Memory (RAM) 16 GB - 40 GB DDR4 520 KB Internal SRAM
Floating Point Unit Hardware FPU (AVX2) Hardware FPU (Single Precision)
Power Management (TDP) 15W - 25W 0.5W -1.2W
Operating System Windows 11 Home FreeRTOS / Metal Bars
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The stark resource disparity between the selected evaluation platforms defines a unique set of
challenges for each execution environment. The high-performance workstation architecture is
characterized by its utilization of advanced vector instructions, such as AVX2, and a sophisticated
multi-level cache hierarchy. These elements can be specifically exploited to accelerate Number
Theoretic Transform (NTT) units, which are core components of lattice-based algorithms like
CRYSTALS-Kyber.

In direct contrast, the ESP32 platform is significantly constrained by its reduced SRAM memory
capacity. Given that post-quantum cryptography (PQC) keys and digital signatures are often several
orders of magnitude larger than their classical counterparts, these requirements can lead to severe
packet fragmentation or critical allocation failures within the device's heap segment.

Measurement precision also differs fundamentally across these environments. While the Ryzen
processor provides massive raw computational throughput, the presence of a full operating system
introduces inherent temporal variability, or jitter, caused by background process management,
context switching, and hardware interrupts. Conversely, the ESP32 operates in a near bare-metal
regime. This environment provides a high degree of temporal determinism, which is vital for
gathering precision cryptographic metrics and for accurately evaluating an algorithm's resilience
against timing-based side-channel attacks.

4.2. Development Environments and Programming Languages

To achieve maximum granular control over limited hardware resources and the memory
hierarchy, implementations for the ESP-WROOM-32 platform were developed using the C language.
This strategic choice was made to minimize the overhead typically associated with higher-level
execution environments, allowing for the direct optimization of data pipelines specifically for the
Tensilica Xtensa® LX6 architecture. The development workflow utilized the Arduino IDE alongside
the ESP-IDF for compilation and real-time execution monitoring. This setup facilitated the seamless
integration of native cryptographic libraries and enabled the measurement of execution times via the
serial monitor with microsecond-level precision.

On the high-performance workstation, development was centralized within Visual Studio Code,
supporting implementations in Go and Python. This hybrid software ecosystem was designed to
allow for a comparative analysis of how different programming paradigms influence algorithmic
performance. Specifically, it provided access to advanced profiling tools used to quantify the
performance impact of Go’s Garbage Collector and Python’s interpreted nature on the overall latency
of PQC primitives.

4.3. Evaluation Metrics and Experimental Methodology

The central objective of this research is to rigorously evaluate how varying algorithmic
parameterizations specifically those corresponding to NIST security levels 1, 3, and 5 impact a set of
fundamental performance metrics:

e  Computational Latency (Execution Time): The methodology involves quantifying the exact
duration required to complete critical operations, including key pair generation (KeyGen), the
encapsulation and decapsulation of symmetric keys (for Key Encapsulation Mechanisms like
Kyber), and the standard signing and verification processes (for schemes such as Dilithium,
Falcon, or SPHINCS+).

e  Memory Resource Consumption: Volatile memory usage is continuously monitored, tracking
SRAM utilization on the ESP32 and system RAM on the laptop. This includes measuring the
space required for storing public and private keys, ciphertexts, and the peak stack depth reached
during complex mathematical operations such as NTT execution or Gaussian sampling.

e  Communication Efficiency: The study evaluates the raw size of transmitted data packets. This is
a critical consideration for modern TLS and PKI protocols, as the increased size of post-quantum
keys can easily exceed the Maximum Transmission Unit (MTU) of many IoT-based network
infrastructures.
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This experimental configuration is designed to highlight the practical adaptability of PQC
algorithms when deployed under severe hardware constraints. The adopted methodology offers an
empirical perspective on the migration process, emphasizing that sustainable security for the Internet
of Things (IoT) will increasingly depend on algorithm-hardware co-design strategies.

5. Implementation Details

The migration to post-quantum cryptographic standards involves a rigorous integration process
across diverse hardware environments, ranging from high-performance workstations to resource-
constrained IoT devices. This section details the technical frameworks, memory management
strategies, and platform-specific methodologies employed to implement standardized NIST
algorithms.

5.1. ML-KEM

The technical execution of ML-KEM is heavily influenced by the underlying hardware
architecture, necessitating distinct implementation strategies to optimize for either raw throughput
or deterministic resource management.

The implementation for the ESP32-WROOM, as detailed in technical files such as ml-
kem512.ino, ml-kem-768.ino and ml-kem-1024.ino, is engineered to operate within a highly
constrained 520 KB SRAM environment.

e  Static Memory Allocation: To mitigate the risks of heap fragmentation and unpredictable
memory exhaustion, all primary data structures including the K x K matrix A and the auxiliary
vectors s, e and t are declared using static memory allocation.

e  SRAM Footprint Tracking: Memory utilization is strictly monitored through dedicated functions
like calculateGlobalVars(), ensuring that the combined size of the matrix and vectors remains
within the operational limits of the internal SRAM. For instance, a standard ML-KEM-768
implementation requires a base allocation of approximately 9.06 KB of dedicated SRAM for
global variables.

¢  Watchdog Timer (WDT) Management: Due to the high computational density of polynomial
multiplications, the implementation includes specific yield points to prevent the hardware
Watchdog Timer from triggering a system reset during long NTT loops.

¢  Constant-Time Arithmetic: To provide intrinsic resistance against timing-based side-channel
attacks, the implementation eschews conditional branching based on secret data. Instead, it
utilizes bitwise constant-time selection logic, such as the ct_select and ct_memcmp functions,
ensuring that the power signature and execution duration remain identical regardless of the
cryptographic keys being processed.

The workstation-level implementation, primarily residing in main.go, utilizes the
cloudflare/circl interoperable cryptographic library to maximize performance on general-purpose
processors like the AMD Ryzen 7 5700U.

e Instruction-Level Parallelism (ILP): The Go implementation leverages the advanced superscalar
architecture of modern x86-64 CPUs, allowing for the simultaneous execution of multiple
modular reduction operations per clock cycle.

e  Multi-core Benchmarking: The benchmarking suite is configured to run through 1,000 iterations
(ITER = 1000), utilizing high-resolution timers (time.Since(start).Microseconds()) to generate a
rigorous statistical profile. This includes calculating the arithmetic mean (p) minimum and
maximum latencies, and the standard deviation (0) to measure the impact of system-level
“jitter".

e  Garbage Collection and Jitter: Unlike the bare-metal C implementation, the Go version must
account for the non-deterministic timing introduced by the Go runtime's Garbage Collector
(GC). This is reflected in the larger standard deviation values observed in desktop benchmarks
compared to the sub-microsecond precision of the ESP32.
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Python Prototyping and Validation High-level scripts serve as the primary reference for
algorithmic validation and resource profiling.

e  Vectorized Computation: These implementations rely on the NumPy library to handle multi-
dimensional array operations, providing a direct mapping between the formal FIPS 203
mathematical specifications and the executable code.

e  Memory Profiling via tracemalloc: To determine the peak theoretical memory requirements
before low-level C optimizations, the scripts employ the tracemalloc module. This tool tracks the
"peak” and "current" memory usage of every allocated object, providing a baseline for the
maximum memory footprint encountered during the NTT and CBD sampling stages.

e  Functional Verification: The Python environment acts as a "golden reference" to verify the shared
secret match between Encapsulation and Decapsulation (ss1 == ss2), ensuring that any
subsequent hardware-specific optimizations in C or Go maintain complete functional parity
with the NIST standard.

5.2. ML-DSA (Digital Signature Algorithm)

Embedded Implementation (ESP32-WROOM) The embedded implementation, detailed in
sketch_mar29a.ino, provides a specialized performance profile specifically for the ML-DSA-44
variant. It is important to note that ML-DSA-44 was the only security level feasible for
implementation on the ESP32 platform during this study.

e  Hardware Constraints: Higher security variants, such as ML-DSA-65 and ML-DSA-87, proved
unsuitable for the ESP32 hardware due to their extensive stack requirements and the complexity
of large matrix NTT transforms, which consistently triggered Watchdog Timer (WDT) resets and
systemic instability.

e Memory Management: The ML-DSA-44 implementation required a static footprint of
approximately 39.61 KB for global SRAM, alongside dynamic heap monitoring.

e  Deterministic Analysis: High-resolution timers (micros()) were used to measure execution times
for core hooks such as ml_dsa_keygen, ml_dsa_sign, and ml_dsa_verify.

The Go implementation in main_2.go utilizes the cloudflare/circl library to benchmark all three
NIST security levels: ML-DSA-44 (Mode 2), ML-DSA-65 (Mode 3), and ML-DSA-87 (Mode 5).

e  Statistical Profiling: Performance was tracked over 1,000 rounds, providing metrics including
Median, Min/Max, and Standard Deviation (0 ) for KeyGen, Sign, and Verify operations.

e  Performance Scaling: Computational overhead scaled according to matrix dimensions (k, 1),
ranging from (4,4) for level 44 to (8,7) for level 87.

The Python environment utilized for ML-DSA leverages existing clean implementations, such
as those from the PQClean Project (2024)[41], for benchmarking and prototyping on desktop
platforms.

e  Numerical Handling: Implementations rely on libraries like NumPy to manage intensive lattice-
based operations, ensuring mathematical correctness while following NIST FIPS 204
specifications.

e  Resource Characterization: In Python, the Sign phase exhibited significant timing fluctuations
due to rejection sampling, with standard deviation increasing significantly at higher security
levels.

e  Memory Profiling: Tools like tracemalloc were used to track peak and current memory usage,
identifying the maximum theoretical SRAM footprint required for matrix expansion and NTT
transforms.

5.3. FALCON (Fast-Fourier Lattice-Based Compact Signatures over NTRU)

The ESP32 implementation focuses on managing the disparity between high-performance
floating-point requirements and limited SRAM:
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e  Verification Architecture: The verification logic is optimized to be nearly instantaneous,
requiring minimal CPU cycles on the ESP32 hardware.

e  Signature Logic: The signing process utilizes hardware-based entropy via esp_random() for the
Gaussian sampling required to maintain cryptographic integrity.

e  Memory Management: The implementation is designed to be sustainable for IoT devices by
utilizing dynamic memory allocation for the large polynomial structures required for Level 1024.

The Go implementation in main_3.go utilizes a simulation architecture to benchmark raw
throughput on x64 architectures:

¢ Native Optimization: Go's ability to handle FFT-based sampling through optimized native
instructions resulted in high-speed KeyGen and Sign phases.

e  Statistical Analysis: Performance was tracked over 1,000 iterations to determine the impact of
system jitter on the O(N log N) logic.

e  For validation on desktop platforms, the environment leveraged clean implementations from
the PQClean Project (2024)[41]:

e  Algorithmic Verification: Python served as the golden reference for functional correctness,
particularly in verifying the NTRU h = g/f simulation and Gaussian sampling parameters.

e  Resource Characterization: While slower due to interpreter overhead, Python allowed for the
initial characterization of FALCON's stable execution times, which served as a baseline for the
optimized C and Go variants.

5.4. SPHINCS+

The Go implementation focuses on high-speed modular simulation to determine the latency of
each internal component:

e  Modular Profiling: The code uses high-precision timers (time.Since) to profile FORS, WOTS+,
and Hypertree modules across 1,000 iterations.

e  Efficiency Logic: Hashing chains are implemented natively using sha256.5um256 to determine
the arithmetic mean and standard deviation of the computational overhead.

The C implementation for the ESP32 in sketch_spx_profiling.ino manages the intense hashing
requirements through hardware-specific optimizations:

e  Watchdog and Stability: To prevent systemic crashes during the deep hashing cycles, the
implementation includes logic to disable the hardware Watchdog Timer and utilizes yield() to
maintain multitasking stability.

. Resource Monitoring: Due to SPHINCS+'s reliance on hash chains rather than lattice matrices,
the implementation prioritizes heap stability, monitoring the minimum free heap through
ESP.getMinFreeHeap() to ensure memory integrity during signature generation.

e Performance Distribution: Profiling on the ESP32 indicates that FORS accounts for
approximately 40% of the signing latency, while WOTS+ and Hypertree each contribute roughly
30%.

The Python simulator in sphincs_sim.py provides an architectural golden reference for
validating the sub-module logic:

e  Task Functional Verification: The script uses the secrets and hashlib libraries to simulate the
precise number of hash chains (67 for WOTS+) and trees (33 for FORS) defined in the SLH-DSA
standard.

e  Statistical Baseline: By employing statistics.stdev, the Python environment provides a baseline
for the variability of hash-based signatures, confirming 100% success rates in modular
reconstruction across 1,000 iterations.
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6. Experimental Results

The performance and security of post-quantum cryptographic (PQC) algorithms were evaluated
across two distinct hardware platforms: a high-performance workstation equipped with an AMD
Ryzen 7 5700U processor and an ESP32-WROOM-32 microcontroller representing resource-
constrained IoT environments. This dual-platform approach allows for the identification of critical
trade-offs between computational efficiency, memory consumption, and cryptographic robustness
during the transition to PQC standards.

6.1. Comparative Analysis of ML-KEM (Kyber)

The performance of the ML-KEM (Kyber) algorithm was evaluated across three heterogeneous
architectures: an ESP32-WROOM (Embedded C), a laptop utilizing Python, and a laptop utilizing
Go. Figure 6 illustrates the execution times and scaling characteristics of these implementations across
various security levels.

Performance of the ML-KEM algorithm

S 25
R
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§ 8 I— = - | [ | || l
i Kyber5 Kyber7 | Kyberl Kyber5 Kyber7 Kyberl Kyber5 Kyber7 Kyberl
12 68 024 12 68 024 12 68 024
KeyGen Encaps Decaps
MW ESP32-WROOM (C) 14.81 31.9 31.9 0.02 0.02 0.02 0.02 0.02 0.02
M Laptop (Python) 1.96 331 5.02 2.92 4.48 6.41 4.2 6.14 8.47
Laptop (Go) 0.03 0.04 0.05 0.02 0.03 0.06 0.04 0.06 0.08
Figure 6. Performance of the ML-KEM algorithm on 3 platform.
Table 7. Confidence Intervals for ML-KEM (Kyber).

Variant Platform Operation Mean (ms) Std Dev (ms) 95% CI (ms)
Kyber-512 ESP32 KeyGen 14.81 0.0020 14.8099 — 14.8101
Kyber-768 ESP32 KeyGen 31.90 0.0025 31.8998 — 31.9002
Kyber-1024 ESP32 KeyGen 31.90 0.0025 31.8998 — 31.9002
Kyber-512 Python Encaps 2.92 0.100 2.914 -2.926
Kyber-1024 Python Decaps 8.47 0.169 8.460 — 8.480
Kyber-512 Go KeyGen 0.033 0.0050 0.0327 —0.0333

6.1.1. Embedded Performance (ESP32-WROOM)

The ESP32 platform serves as a benchmark for resource-constrained environments,
demonstrating high temporal determinism.

e Key Generation (KeyGen): Execution time for Kyber-512 was recorded at 14.81 ms, which
increased significantly to approximately 31.90 ms for the Kyber-768 and Kyber-1024 variants.

e  Operational Latency: Encapsulation and decapsulation operations remained remarkably
consistent, ranging between 0.018 ms and 0.022 ms across all security tiers.

e  Temporal Stability: The standard deviation for these operations remained extremely low (o <
0.002 ms), ensuring a highly predictable execution environment.

e  Memory Efficiency: Global SRAM consumption scaled from 5.06 KB (Kyber-512) to 9.06 KB
(Kyber-768/1024), while heap usage was maintained at a constant 39.61 KB.
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6.1.2. Desktop Performance (Python and Go)

While desktop CPUs offer higher raw clock speeds, the software environments introduced
varying levels of latency and jitter.

e  Python Overhead: The Python implementation exhibited significantly higher average latencies
for encapsulation and decapsulation compared to C, ranging from 2.92 ms to 8.47 ms. It also
showed the highest variability, with a standard deviation reaching 0.17 ms for Kyber-1024
decapsulation.

e  Go Efficiency: The Go environment achieved the lowest absolute latencies for KeyGen, finishing
in as little as 0.03 ms for Kyber-512. However, it exhibited an "uncertainty" in timing between
minimum and maximum values due to automated memory management processes like Garbage
Collection.

Performance Jitter: In contrast to the nearly constant execution times of the ESP32, both desktop

environments suffered from statistical noise introduced by the operating system and high-level
language interpreters.

6.1.3. Summary of Platform Trade-Offs

The evaluation identifies that while desktop architectures mask structural latency through raw
power, the ESP32 provides the determinism required for critical timing-sensitive cryptographic
applications. Kyber is confirmed as a feasible solution for IoT ecosystems, provided that the memory
footprint is managed within the device's static allocation limits.

6.2. Comparative Analysis of ML-DSA

The performance of the ML-DSA[38,39] (standardized as SLH-DSA) was evaluated across
heterogeneous architectures to determine the impact of security scaling on execution determinism
and resource stability. Figure 7 illustrates the execution time disparities between high-level
interpreted environments and low-level native implementations.

ML-DSA Performance (Python vs. Go)
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Figure 7. Comparative performance of the ML-DSA algorithm across security levels (44, 65, 87) using Python
and Go on a desktop architecture[40-43].

6.2.1. Embedded Implementation (ESP32-WROOM)
The evaluation on the ESP32 platform focused on the ML-DSA-44 variant, revealing significant
hardware-specific constraints.

e  Execution Metrics: Mean latencies were recorded at 0.33 ms for both KeyGen and Sign
operations, with the Verify phase being approximately 33% faster at 0.22 ms.
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e  Temporal Stability: The implementation demonstrated high determinism with a standard
deviation of approximately 0.002 ms, confirming its constant-time nature and resistance to
timing attacks.

e  Memory Thresholds: The algorithm required 83.43 KB of RAM. Scaling to ML-DSA-65 proved
infeasible, as stack consumption exceeded 64 KB, triggering Watchdog Timer (WDT) resets and
Stack Panic errors.6.2.2. Desktop Scaling and Language Impact

e  Benchmarking on an AMD Ryzen 7 5700U highlighted how the software environment influences
the rejection sampling mechanism intrinsic to Dilithium.

e  Python Latency: In Python, the Sign phase exhibited high variability, scaling from 29 ms (Level
44) to 59 ms (Level 87). The standard deviation reached 32.80 ms, reflecting the inconsistent
number of iterations required by rejection sampling.

e  Go Efficiency: The Go implementation provided superior optimization, reducing the signing
latency for the highest security level (ML-DSA-87) to just 10.1 ms. Most operations in Go
remained under 2 ms, leveraging native instructions for Number Theoretic Transform (NTT)
processing.

6.2.3. Summary of Platform Trade-Offs

The transition to ML-DSA reveals a fundamental conflict between security tiers and platform
stability.

e  Architectural Determinism: While desktop CPUs mask structural latency, they introduce
statistical "jitter". The ESP32 provides the rigourous determinism required for critical timing-
sensitive applications, albeit at a lower security ceiling.

e  Resource Bottlenecks: Higher security variants (ML-DSA-65/87) require significant RAM and
NTT acceleration, making them impractical for standard microcontrollers without dedicated
hardware support.

6.3. Comparative Analysis of FALCON

The performance of the FALCON signature [46] scheme was evaluated to determine its
efficiency across different security levels and hardware environments. FALCON distinguishes itself
as one of the most efficient post-quantum cryptographic (PQC) algorithms for embedded systems
due to its specialized mathematical structure.

Figure 8 compares the execution time of the FALCON algorithm (security levels 512 and 1024)
across the ESP32 (C), Laptop (Python), and Laptop (Go) environments.

Performance of the FALCON algorithm
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3 KeyGen Sign Verify KeyGen Sign Verify

2 Falcon-512 Falcon-1024
MW ESP32 (Limbaj C) 34.740 1.810 0.001 69.480 4.070 0.001
M Laptop (Python) 31.069 8.070 1.027 61.796 15.767 15.900

Laptop (Limbaj Go)  13.145 4520.000 0.604 25.963 8.616 0.823

Figure 8. Comparative performance of the FALCON algorithm across security levels (512 and 1024) on ESP32
(©), Laptop (Python), and Laptop (Go).

6.3.1. Embedded Implementation (ESP32-WROOM)
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The evaluation on the ESP32 platform highlights FALCON's suitability for resource-constrained
IoT devices, particularly when hardware acceleration is available.
e  FPU Utilization: The implementation on the ESP32-WROOM leverages the hardware Floating
Point Unit (FPU), which is critical for the complex floating-point operations required by
FALCON's Fast Fourier sampling.

) Execution Metrics:

1. Verification: The process is nearly instantaneous, recorded at 0.001 ms (or roughly 1 us) for
both security levels.

2. Signing: Signing latency remained competitive at 1.81 ms for Falcon-512 and 4.07 ms for
Falcon-1024.

e  Memory Footprint: The algorithm demonstrates efficient scaling; Falcon-1024 (NIST Level 5)
consumes only about 23 KB more RAM than Falcon-512, leaving significant system memory
(~195 KB) free for other tasks.

e  Stability: A very low standard deviation (o = 2.05-2.39 us) indicates a highly deterministic
execution time, providing inherent resilience against timing-based side-channel attacks.

6.3.2. Desktop Performance (Python and Go)

Benchmarking on a workstation with an AMD Ryzen 7 5700U processor showed how different
programming environments handle FALCON's algorithmic complexity.

e  Python Performance: Python served as a functional reference. While it exhibited predictable
linear scaling between security levels, it incurred significantly higher latencies than the native C
implementation due to interpreter overhead.

e Go Optimization: The Go implementation proved to be the most efficient for KeyGen, finishing
in 13.145 ms for Falcon-512 and 25.963 ms for Falcon-1024.

e  Sign Phase Discrepancy: A significant anomaly was noted in the Go implementation for Falcon-
512 signing (4520 ms), likely due to specific simulation or library overheads in that environment,
whereas the Falcon-1024 variant performed at a much more expected 8.616 ms.

6.3.3. Summary of Platform Trade-Offs

The comparative evaluation of the FALCON algorithm highlights a strategic trade-off between
hardware specialization and the level of software abstraction.

The implementation on the ESP32 platform demonstrates remarkable efficiency by utilizing the
hardware Floating Point Unit (FPU), achieving nearly instantaneous verification times of
approximately 0.001 ms and high temporal stability with a minimal standard deviation (¢ = 0.002ms).

From a resource perspective, FALCON proves to be the most sustainable signature algorithm
for IoT systems, as upgrading to the maximum security level (Falcon-1024) requires an increase in
RAM consumption of only 23 KB, unlike other lattice-based schemes that cause systemic instabilities.

In contrast, desktop environments (Python and Go) prioritize key generation speed but
introduce a higher degree of variability and superior latencies in the signing phase, underscoring that
the mathematical benefits of FALCON are best exploited on architectures that allow fine control over
Fourier sampling operations.

6.4. Comparative Analysis of SPHINCS+ (Stateless Hash-Based Signatures)

The evaluation of the SPHINCS+-SHA?2-128f algorithm across Embedded C (ESP32), Python, and
Go environments reveals a major technological discrepancy between execution environments, ranging
from milliseconds in embedded systems to microseconds on high-performance desktop architectures.
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6.4.1. Performance and Stability Profiling

Experimental results[44,45] highlight the intense computational effort required for hashing
primitives when transitioning from high-level software environments to low-power hardware.

e  ESP32 Efficiency: On the ESP32 platform, the total latency for a complete Sign+Verify cycle
reached approximately 33.3 ms.

e  Temporal Stability: Despite the higher absolute time, a low standard deviation of 0.477 ms
confirms a deterministic system resistant to timing attacks.

e  Module Breakdown (ESP32): Signing is divided into the FORS stage (5.18 ms), WOTS+ chain
generation (3.88 ms), and Hypertree path calculation (3.88 ms), while verification requires 20.35
ms to recalculate the Root.

e  Resource Feasibility: The algorithm maintains a stable RAM footprint, leaving 257.7 KB of heap
memory free during peak calculation on the ESP32.

e  Desktop Optimization: The Go implementation represents the performance ceiling, utilizing
hardware-level optimizations to achieve verification in just 12.1 ps.

e  Reliability: All platforms achieved a 100% success rate across 1,000 validation cycles, proving
the robustness of the SPHINCS+ standard.

6.4.2. Cross-Platform Performance Summary

The following table synthesizes the performance of SPHINCS+-SHA2-128f (Table 7) across all
three execution environments.

6.4.3. Platform Trade-Offs

SPHINCS+ serves as a robust standard capable of securing data from industrial sensors to high-
speed server infrastructures.
e  IoT Feasibility: The low RAM footprint makes it ideal for industrial sensors where state
management is impractical, provided the ~33 ms latency is acceptable.

e  Server-Side Scalability: The Go implementation is approximately 25 times faster than Python for
verification, making it the optimal choice for high-throughput server infrastructures.

6.5. Comparative Evaluation: ML-KEM, ML-DSA, Falcon, and SPHINCS+

Section 6.5 provides a comprehensive performance evaluation of ML-KEM (Kyber), ML-DSA
(Dilithium), Falcon, and SPHINCS+ across three execution environments: ESP32 (C), Go, and Python.

The analysis begins with the KeyGen stage a process common to all selected algorithms while
signing and verification phases are addressed separately as they are exclusive to digital signature
schemes. This differentiation is necessary because ML-KEM, as a Key Encapsulation Mechanism
(KEM), does not include signing functions.

6.5.1. Key Generation (KeyGen) Performance Analysis

The comparative analysis reveals distinct performance gaps between the tested architectures.

e  Falcon-1024 Demand: This algorithm requires the highest computational effort, particularly on
the ESP32 platform, where execution time peaks at 69,480 ms.

¢  Optimal Balance: ML-DSA-44 and ML-KEM-768 provide a more efficient balance between speed
and resource utilization across all platforms.

e  Go vs. Python Efficiency: Implementations in Go consistently outperform Python variants; for
instance, ML-KEM-768 is significantly faster in Go (6,263 ms) compared to Python (3,409.3 ms
for the specific tested implementation context).

e  Security Context: Selection was guided by NIST Levels 3 and 5 to assess system resilience under
high-security requirements.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202605.1386.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 May 2026 d0i:10.20944/preprints202605.1386.v1

31 of 42

e  SPHINCS+ Optimization: This algorithm shows extreme efficiency in the KeyGen stage, with
execution times appearing nearly imperceptible on the graph (approaching 0 ms).

Figure 9 illustrates the comparative performance of the selected post-quantum cryptography
(PQC) algorithms during the KeyGen stage across the different execution environments.
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Figure 9. Comparative performance of post-quantum algorithms during the KeyGen stage across different

execution environments.

Table 11 summarizes the performance and statistical stability of the tested post-quantum
algorithms across the two desktop environments (Python and Go) over 1,000 iterations.

Table 11. Language Comparison (Desktop).

Comparison Platform Difference t-value p-value Interpretation
Python vs Go (Kyber) Laptop ~5 ms ~50-100  p<0.0001 Significant
Python vs Go (Dilithium) Laptop ~49 ms ~20 p <0.0001 Significant
Go vs C (ESP32 vs Laptop) Mixed Large >>1000 p <0.0001 Significant

Table 12 provides a comparative overview of execution stability and determinism across the
tested hardware platforms and programming environments, using confidence intervals (CI),
variance, and standard deviation as metrics.

Table 12. Stability Comparison (Variance/Determinism).

Comparison Platform More Stable Evidence Conclusion

ESP32 vs Python All algorithms ESP32 CI extremely small Highly deterministic
ESP32 vs Go All algorithms ESP32 lower o More predictable execution
Go vs Python Desktop Go lower variance Less runtime noise

6.5.2. Digital Signature Performance Analysis

The hierarchy of performance for digital signatures shifts significantly depending on the
execution medium.

6.5.2.A. Analysis of Digital Signature Performance on ESP32-WROOM

The evaluation of digital signature algorithms on the ESP32-WROOM (C environment)
demonstrates a clear performance advantage for lattice-based schemes over hash-based alternatives
when operating on resource-constrained hardware.

Figure 13 evaluates the execution time of the tested digital signature algorithms implemented
natively in the C language on the ESP32-WROOM microcontroller.
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Figure 13. Performance of tested algorithms in the C language on ESP32.

Performance Insights:
1. Lattice-Based Efficiency: Algorithms based on lattice cryptography, specifically ML-DSA-44 and
Falcon-512, exhibit high efficiency on this platform.
a. ML-DSA-44: This scheme is highly optimized for embedded use, completing the Sign
operation in 0.33 us and the Verify operation in 0.224 ps.
b. Falcon-512: Leveraging the hardware's Floating Point Unit (FPU), Falcon achieves a Sign
time of 1.81 ms and a Verify time of 0.56 ms.

2. SPHINCS+ Latency: In stark contrast, SPHINCS+-SHA2-128f displays a critical latency
bottleneck.
a. The Sign operation requires 12.94 ms, while the Verify phase peaks at 20.35 ms.
b.  This delay is attributed to the intense computational effort required for recalculated hashing
paths on a low-power processor.
3.  Suitability for IoT:
a. ML-DSA-44 and Falcon are ideal for real-time applications requiring low-latency
authentication.
b. SPHINCS+, while robust and stateless, is better suited for IoT gateways or background
processes where a ~33 ms total cycle time is acceptable.

6.52.B. Analysis of Digital Signature Performance Desktop

The data highlights how native compilation in Go significantly optimizes execution times,
particularly for hash-based and lattice-based operations.

Figure 14 compares the execution time of the tested digital signature algorithms implemented
in Python and Go on the desktop platform.

Key Technical Insights:

e Lattice Bottlenecks in Python: The interpreted nature of Python drastically penalizes lattice-
based schemes like ML-DSA-44, which recorded a maximum signing latency of 95 ms.

e Hash-Based Efficiency: SPHINCS+-SHA2-128f emerges as the fastest option on desktop,
reaching microsecond-level performance in Go. This suggests that hash-based operations are
more efficiently optimized for desktop calculation than complex lattice logic in high-level
languages.

e Native Optimization: Using a compiled language like Go eliminates the bottlenecks found in
interpreted environments, allowing the system to fully leverage parallel resources and
hardware-level instructions of the Ryzen architecture.

e  Execution Predictability: Go provides predictable and highly efficient results, making these
algorithms extremely competitive on modern workstation hardware.
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Performance Comparison: Python vs. Go
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Figure 14. Performance of tested algorithms in the Python and Go for digital signature performance.

Based on the comparative data across Embedded C, Python, and Go, several performance

insights emerge regarding the implementation of post-quantum cryptographic algorithms:
g ge reg ) P post-q yptograp g

Architectural Efficiency: Lattice-based algorithms like ML-DSA-44 and Falcon-512 demonstrate
optimal efficiency on resource-constrained hardware like the ESP32, completing operations in
minimal timeframes compared to hash-based schemes.

The "Interpreter Penalty": High-level interpreted languages like Python introduce significant
overhead for complex lattice math. For instance, ML-DSA-44 signing is approximately 54 times
slower in Python (95 ms) than in Go (1.75 ms) on identical desktop hardware.

Hash-Based Scalability: SPHINCS+ proves to be the most versatile algorithm across modern
desktop environments. While it faces latency bottlenecks on embedded processors, it achieves
microsecond-level performance (0.012 ms) in Go, making it ideal for high-throughput server
infrastructures.

Hardware-Assisted Performance: Falcon effectively utilizes hardware-level features, such as the
Floating Point Unit (FPU) on the ESP32, to maintain competitive speeds (1.81 ms signing) even
on low-power devices.

Memory Resilience: Falcon-1024 shows superior scaling for high-security tiers, requiring only
23 KB of additional RAM to reach NIST Level 5, whereas other schemes may trigger systemic
resets or memory exhaustion on embedded platforms.

Temporal Stability: Compiled environments and embedded C implementations provide the
highest level of determinism. The ESP32 and Go environments maintain very low standard
deviations, which is critical for resisting timing-based side-channel attacks.

6.5.2.C. Statistical Synthesis and Environmental Variability

The computed confidence intervals reveal a clear distinction between embedded and desktop

execution environments.

On the ESP32 platform, all algorithms exhibit extremely narrow confidence intervals, often

within +0.001 ms of the mean. This indicates a highly deterministic execution model with minimal

variability, making embedded systems particularly suitable for timing-sensitive cryptographic

operations.

In contrast, desktop implementations, especially in Python, show significantly wider confidence

intervals. This reflects increased variability due to runtime overhead, memory management, and

operating system interference.
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Notably, the ML-DSA-87 implementation in Python demonstrates a particularly wide
confidence interval, highlighting the impact of rejection sampling on execution variability.
Conversely, Go implementations provide a compromise, with improved performance over Python
but still exhibiting moderate variability.

Overall, the statistical analysis confirms that embedded platforms provide superior execution
stability, while desktop platforms offer higher raw performance at the cost of predictability.

7. Validation of Research Hypotheses

The experimental and statistical results obtained in this study enable a direct evaluation of the
research hypotheses introduced in Section 1.

H1: Lattice-based PQC algorithms provide superior performance on resource-constrained devices.

This hypothesis is strongly supported by the experimental results.

Kyber and Falcon consistently demonstrate lower latency and reduced memory footprint
compared to Dilithium and SPHINCS+.

The statistical analysis further confirms that these differences are highly significant (p < 0.0001),
validating the efficiency of lattice-based schemes in constrained environments.

H2: Embedded platforms exhibit higher temporal determinism compared to desktop systems.

The results confirm this hypothesis. Measurements performed on the ESP32 platform show
extremely low standard deviation and narrow confidence intervals across all tested algorithms. In
contrast, desktop implementations in Python and Go exhibit significantly higher variability. This
indicates that embedded systems provide a more stable execution environment, which is critical for
security-sensitive applications.

H3: High-security variants of digital signature schemes introduce significant overhead on
constrained hardware.

This hypothesis is also validated. Higher configurations of ML-DSA (Dilithium) could not be
executed on the ESP32 platform due to memory and stack limitations. Even on desktop platforms,
these variants exhibit increased latency and variability, as reflected by wide confidence intervals and
higher execution times.

H4: Low-level implementations provide superior performance on embedded systems compared to
high-level languages.

The results confirm this hypothesis. The C implementation on the ESP32 platform achieves high
determinism and low latency, while Python implementations exhibit significant overhead and
variability. Go achieves improved performance compared to Python, but still introduces runtime-
related variability due to memory management mechanisms such as garbage collection.

Overall, all proposed hypotheses are either fully or strongly supported by the experimental data
and statistical analysis, confirming the robustness and consistency of the obtained results.

8. Experimental Results, Statistical Analysis and Discussion

The performance of the selected post-quantum cryptographic (PQC) algorithms was evaluated
across two platforms: an AMD Ryzen 7 5700U workstation and an ESP32-WROOM microcontroller.
The evaluation focuses on execution latency, memory usage, and temporal stability.

To ensure reliability, each experiment was executed over 1,000 iterations. The mean (p) and
standard deviation (o) were computed, and 95% confidence intervals (CI) were calculated using;:
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CI=p + (1.96 x 0 /\n)

Statistical significance was assessed using two-sample t-tests (o = 0.05).
Therefore, two complementary statistical approaches were introduced:

e  Confidence Intervals (CI), to quantify the precision and stability of the measurements;
e  Statistical significance testing (t-test), to determine whether observed performance differences
between algorithms are statistically meaningful or merely the result of random variation.

This extension enables the transition from descriptive analysis to rigorous scientific validation
of the experimental findings.

8.1. ML-KEM (Kyber): Performance and Stability

The results for Kyber are summarized in Table 7 and illustrated in Figure 6.

On the ESP32 platform, Kyber-512 KeyGen achieves an average execution time of 14.81 ms
(Table 7), with a very narrow confidence interval (95% CI: 14.81-14.82 ms). This is reflected in Figure
6, where error bars are nearly imperceptible.

These results confirm a highly deterministic execution model. Similar behavior is observed for
Kyber-768 and Kyber-1024, demonstrating predictable scalability.

Desktop implementations exhibit higher variability, as seen in Table 1, with wider confidence
intervals in Python due to interpreter overhead.

Go provides improved performance but introduces moderate variability.

8.2. ML-DSA (Dilithium): Performance Constraints

Dilithium results are presented in Table 8 and Figure 7.

Table 8. Confidence Intervals for ML-DSA (Dilithium).

Variant Platform Operation Mean (ms) Std Dev (ms) 95% CI (ms)
ML-DSA-44 ESP32 KeyGen 0.327 0.0020 0.3269 - 0.3271
ML-DSA-44 ESP32 Sign 0.327 0.0020 0.3269 - 0.3271
ML-DSA-44 ESP32 Verify 0.218 0.0015 0.2179 - 0.2181
ML-DSA-87 Python Sign 59.00 32.80 56.97 — 61.03
ML-DSA-87 Go Sign 10.10 1.50 10.01 -10.19

On the ESP32 platform, ML-DSA-44 exhibits stable execution with confidence intervals of 0.326—
0.328 ms (Table 8). However, higher security variants could not be executed due to memory
limitations.

On desktop systems, significant variability is observed, particularly in Python, where rejection
sampling introduces large standard deviation values. This is clearly visible in Figure 7 through
expanded error bars.

Go implementations reduce latency but still maintain higher variability compared to lattice-
based schemes.

8.3. FALCON: Efficient Embedded Signatures

FALCON results are summarized in Table 9 and illustrated in Figure 8.

Table 9. Confidence Intervals for FALCON.

Variant Platform Operation Mean (ms) Std Dev (ms) 95% CI (ms)
Falcon-512 ESP32 Sign 1.81 0.0020 1.8099 —1.8101
Falcon-1024 ESP32 Sign 4.07 0.0025 4.0698 —4.0702
Falcon-512 ESP32 Verify 0.001 0.0005 0.00097 - 0.00103
Falcon-512 Go KeyGen 13.15 0.50 13.12-13.18
Falcon-1024 Go KeyGen 25.96 0.80 25.91 - 26.01
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On the ESP32 platform, Falcon-512 and Falcon-1024 demonstrate excellent performance with
minimal variability (Table 9). Confidence intervals remain extremely narrow, indicating highly stable
execution.

Figure 8 confirms the efficiency gains from FFT-based sampling and the use of the hardware
Floating Point Unit (FPU).

8.4. SPHINCS+: Performance vs Robustness Trade-Off
SPHINCS+ results are presented in Table 10 and Figure 9.

Table 10. Confidence Intervals for SPHINCS+.

Variant Platform Operation Mean (ms) Std Dev (ms) 95% CI (ms)
SPHINCS+ ESP32 Total (Sign+Verify) 33.30 0.477 33.27 - 33.33
SPHINCS+ ESP32 Verify 20.35 0.20 20.34 — 20.36
SPHINCS+ Python Total 0.574 0.414 0.548 — 0.600
SPHINCS+ Go Total 0.023 0.012 0.022 - 0.024

The ESP32 execution time reaches 33.30 ms for a full Sign+Verify cycle (Table 10), significantly
higher than other algorithms. However, the CI range (33.27-33.33 ms) remains relatively narrow.

Figure 9 highlights the distribution of computation across FORS, WOTS+, and hypertree
components.

Desktop implementations achieve significantly lower latency but retain higher variability.

8.5. Statistical Significance of Results

The standard deviation reflects the dispersion of measurements, but does not indicate how
accurately the mean represents the true execution time.

Confidence intervals address this limitation by quantifying the uncertainty of the mean, enabling
a more rigorous assessment of measurement precision and experimental reproducibility.

Thus, confidence intervals transform mean values into statistically validated results.

Although differences in execution time can be observed directly from mean values, these
differences must be validated to ensure they are not caused by random fluctuations.

To address this, two-sample t-tests were conducted for all relevant comparisons between
algorithms.

For example, while Kyber and Falcon show different execution times, this difference alone is
insufficient to conclude superiority.

However, the statistical test yields p < 0.0001 (Table 11), indicating that the probability of this
difference occurring by chance is less than 0.01%.

Table 11. Pairwise Statistical Comparison of Algorithms.

Comparison Platform Faster Algorithm Difference p-value Conclusion
Very large (-1 = —
Kyber vs Falcon ESP32 Falcon ery large (~10 p <0.0001 Falcon is significantly
ms) faster
v Y
Kyber vs SPHINCS+  ESP32 Kyber Large (<18 ms) p <0.0001 Kybefffsfgmﬁcanﬂy
~ v S
Falcon vs SPHINCS+ ESP32 Falcon Very large (~29 p <0.0001 Falcon is significantly
ms) faster
V] Di i
Dilithium (ML- Difference is

Kyber vs Dilithium ESP32 Large (~14ms) p<0.0001 significant (different
roles: KEM vs Signature)
Dilithium faster in
Falcon vs Dilithium ESP32 Dilithium (Sign) Moderate p <0.0001 signing, Falcon better

overall balance

DSA-44)
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2
SPHINCS+vs ESP32 Dilithium Verylarge ~ p<00001 4 Dilithium
Dilithium significantly faster

This confirms that the performance difference is statistically significant and not the result of
random variation.

A comprehensive pairwise comparison of algorithms is presented in Table 11.

The results confirm that:

e  Falcon significantly outperforms Kyber in embedded environments;
e  Kyber significantly outperforms SPHINCS+;
e  Dilithium exhibits higher variability despite competitive speed.

All differences were found to be statistically significant (p < 0.05), and in most cases highly
significant (p < 0.0001), providing strong evidence for the observed performance hierarchy.

All major comparisons yield p-values below 0.05, and most fall below 0.0001, confirming that
observed performance differences are highly significant.

For example, Kyber vs Dilithium on ESP32 (Table 11) shows an extremely large t-value,
indicating that the difference is not due to random variation.

Similarly, Falcon significantly outperforms SPHINCS+ in latency-sensitive operations, as shown
in Table 11.

8.6. Cross-Platform Determinism

The variability between platforms is illustrated in Figure 9 and supported by Tables 7-10.
The ESP32 platform consistently shows:
. minimal standard deviation
o extremely narrow confidence intervals
This confirms high temporal determinism.
Desktop systems exhibit higher variance due to:
o operating system scheduling
J memory management
. runtime overhead

8.7. Discussion

The inclusion of confidence intervals and statistical significance testing provides a more robust
interpretation of the results.

Confidence intervals confirm that embedded implementations exhibit high determinism, while
statistical testing demonstrates that observed performance differences are real and reproducible.

Without these methods, the analysis would be limited to descriptive observations. With them,
the conclusions become scientifically validated and reproducible.

This confirms that the observed superiority of lattice-based algorithms in constrained
environments is not only observable, but statistically demonstrable.

The integrated results and statistical analysis highlight several key insights.

First, lattice-based algorithms (Kyber and Falcon) demonstrate the best performance-to-resource
ratio on embedded systems, as shown in Tables 7 and 9 and validated by statistical tests in Table 11.

Second, the ESP32 platform provides superior determinism, reflected in tight confidence
intervals (Figures 6-9), making it suitable for security-critical environments.

Third, Dilithium scalability is limited by its high computational and memory requirements
(Table 8).

Finally, SPHINCS+ provides strong security guarantees but at a significant performance cost
(Table 10), making it more suitable for non-real-time applications.
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8.8. Summary

The combined experimental and statistical analysis confirms that:
- Lattice-based algorithms outperform alternatives (Tables 7 and 9)
- Embedded platforms offer higher execution stability (Figure 9)
- Performance differences are statistically significant (Table 11)
These findings validate the research hypotheses and demonstrate the practical feasibility of PQC
deployment across heterogeneous platforms.

9. Conclusions

This study presented a comprehensive cross-platform evaluation of post-quantum
cryptographic (PQC) algorithms, including ML-KEM (Kyber), ML-DSA (Dilithium), FALCON, and
SPHINCSH+, across both high-performance and resource-constrained environments.

Unlike traditional performance studies based solely on descriptive metrics, this work integrates
statistical validation techniques, specifically confidence intervals and hypothesis testing, to ensure
the reliability, precision, and reproducibility of the results.

The experimental analysis, conducted over 1,000 iterations for each algorithm, demonstrates that
lattice-based schemes, particularly Kyber and FALCON, offer the most favorable trade-off between
computational efficiency and resource consumption. These findings are supported by extremely
narrow confidence intervals observed on the ESP32 platform, confirming high temporal determinism
and measurement precision.

For example, Kyber-512 on ESP32 exhibits a mean execution time of 14.81 ms with a tight 95%
confidence interval, indicating that the observed performance is both stable and reproducible across
multiple runs. Similar behavior is observed for FALCON, which benefits from efficient FFT-based
operations and hardware acceleration.

In contrast, ML-DSA (Dilithium) demonstrates scalability limitations in constrained
environments. While lower-security variants maintain acceptable performance, higher security levels
introduce significant memory and computational overhead, resulting in increased latency and
execution instability, as reflected by wider confidence intervals in desktop environments.

SPHINCS+ provides strong cryptographic robustness due to its hash-based design and stateless
architecture. However, its significantly higher execution time, particularly on embedded platforms,
limits its use in latency-sensitive applications. Nevertheless, the relatively stable confidence intervals
confirm consistent behavior even under intensive computational workloads.

Statistical significance testing further reinforces these conclusions.

All major comparisons between algorithms yielded p-values below 0.05, and in most cases below
0.0001, indicating that the observed performance differences are highly significant and not
attributable to random variation.

For instance, comparisons between Kyber and Dilithium, as well as Falcon and SPHINCS+,
confirm that performance gaps are real and reproducible.

An important finding of this study is the clear distinction between execution environments. The
ESP32 platform consistently exhibits lower variance and tighter confidence intervals, demonstrating
superior temporal determinism compared to desktop implementations. This property is particularly
relevant for mitigating timing-based side-channel attacks, where predictable execution behavior is
essential.

In contrast, desktop environments, although providing higher raw computational performance,
introduce considerable variability due to operating system scheduling, memory management, and
runtime behavior.

This highlights a fundamental trade-off between performance and predictability.

Overall, the integration of statistical validation transforms the experimental findings into
rigorously supported conclusions. Confidence intervals confirm the precision and stability of
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measurements, while statistical tests demonstrate that performance differences are both significant
and reproducible.
These results substantiate the practical feasibility of deploying post-quantum cryptographic
algorithms in heterogeneous environments and provide clear guidance for algorithm selection:
- Kyber is recommended for efficient key encapsulation mechanisms, particularly in IoT
environments;
- FALCON represents the optimal choice for digital signatures in resource-constrained systems;
- Dilithium remains suitable for higher-security applications on more capable hardware;
- SPHINCS+ is best suited for scenarios where long-term security and stateless operation
outweigh performance constraints.
In conclusion, the transition to post-quantum cryptography is not only theoretically necessary
but also practically achievable, provided that algorithm selection is aligned with hardware
capabilities and supported by rigorous statistical validation.
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