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Abstract

Synthetic data generation is gaining traction as a powerful approach to address privacy, accessibility,
and representation challenges in healthcare research. This scoping review examined the breadth of
existing techniques and their implications for clinical and research use. A systematic search was
conducted across PubMed, IEEE Xplore, and ACM Digital Library, resulting in the inclusion of 42
studies out of an initial pool of 2,906 records. The review identified a diverse range of approaches
used to generate synthetic healthcare data, each with varying capabilities for maintaining data utility,
privacy, and realism. Key findings indicate a growing interest in multimodal synthesis, privacy-
preserving frameworks, and evaluation strategies tailored to healthcare needs. However,
inconsistencies in validation methods and the absence of standard benchmarks remain key
limitations in the field. This review highlights the need for clearer guidance, robust evaluation
protocols, and cross-sector collaboration to support responsible integration of synthetic data into
healthcare systems.

Keywords: Synthetic Data; Healthcare Al; Challenges; Privacy; Bias

1. Introduction

Synthetic data is artificially created data that mimics real-world data. Unlike real data collected
from actual events or users, synthetic data is generated using algorithms, simulations, or statistical
methods.! It is designed to resemble real data in structure, patterns, and properties while not
containing any actual, identifiable personal or sensitive information.? This makes it especially useful
in the medical field, where the protection of patient privacy is paramount. Synthetic data is employed
in various healthcare domains, including oncology, neurology, and cardiology.® It addresses
challenges such as data collection issues and regulatory constraints, facilitating the development of
Al technologies in the sector.

The generation of synthetic data ranges from simple rule-based systems to machine-learning
algorithms and complex Generative Adversarial Networks (GANs) and Variational Autoencoders
(VAEs). Synthetic data can take many forms, such as patient records, medical images, or genetic
information. However, the generation of synthetic data that retains the original properties while
keeping the sensitive information private is very challenging. Diligent effort is necessary to ensure
the data remains useful for research purposes but reduces the risk of exposing sensitive patterns or
reinforcing biases.

The use of synthetic data is growing quickly. According to Gartner, by 2025, it's expected that
about 60% of all data used to train artificial intelligence models will be synthetic.# In healthcare,
synthetic data already supports more than 40% of Al-powered clinical trials and diagnostic tools.
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This shows the increasing trust and dependence on synthetic data in creating new solutions. Experts
predict the market for synthetic data will grow to over $2 billion by 2026, highlighting its importance
for both research and businesses. The global market for synthetic data is expanding rapidly, expected
to grow from $351.2 million in 2023 to $2.34 billion by 2030, with an annual growth rate of 31.1%.5
Healthcare is a big part of this growth, using synthetic data for research, clinical trials, and medical
imaging. Gartner also predicts that by 2024, 60% of the data used in Al and analytics will be synthetic,
helping solve problems like protecting patient privacy and dealing with limited real data, especially
in healthcare.

Synthetic data offers substantial benefits for healthcare Al. Primarily, it eliminates privacy
concerns by excluding real patient information, enabling seamless data sharing across hospitals,
research institutions, and borders while complying with regulations like GDPR and HIPAA.!
Additionally, it addresses real-world data limitations, such as underrepresentation of specific
demographics or rare diseases, by generating diverse, balanced datasets that enhance AI model
fairness and accuracy.” Furthermore, its scalability allows for large-volume production, providing
reusable resources to overcome data shortages in research and training.2

Synthetic data has the potential to support the growth of artificial intelligence in healthcare
research by improving data accessibility, protecting privacy, and enabling innovation. However,
these benefits are limited by several unresolved challenges. There is currently no standardized way
to ensure that synthetic data maintains both usefulness and privacy while avoiding bias.® Highly
realistic synthetic datasets may still reveal identifiable patterns when combined with external sources,
raising privacy risks. In addition, many models rely on real patient data during training, leading to
ethical concerns about consent and ownership.” If the original data contains errors or bias, these issues
can be carried over into the synthetic data and affect the performance of AI models in ways that may
lead to unfair or inaccurate outcomes.!® Despite growing interest in this area, technical and ethical
concerns remain underexplored, and clear guidance for responsible use is lacking. This study aims
to address these gaps by examining how synthetic data is used in the development of Al for
healthcare research. Earlier reviews often focused only on technical methods or single applications
without considering broader ethical and practical concerns. A more integrated approach is needed to
identify the best practices and support responsible adoption. The objectives of this review are to:

1. Explain how synthetic data is generated and used in healthcare.

2. Explore the utility and limitations of synthetic data.
3. Identify the risks and challenges involved; and

4. Understand the long-term impact of synthetic data on the future of Al in healthcare.

2. Methods

This study employed a scoping review!! to investigate Al-driven synthetic data generation in
healthcare, focusing on its methodologies, applications, benefits, challenges, and future implications
for Al development. A scoping review was chosen for its structured approach to synthesizing
evidence from diverse, credible sources, ensuring a comprehensive and unbiased analysis of this
rapidly evolving field. PRISMA ScR was followed for data collection and synthesis process.!2

2.1. Search Strategy

A comprehensive literature search was conducted across three academic databases: PubMed,
IEEE Xplore, and ACM Digital Library, to identify relevant studies published between January 2010
and December 2024. These databases were selected for their extensive coverage of medical,
engineering, and computational research pertinent to healthcare Al The search utilized a
combination of controlled vocabulary (e.g., MeSH terms in PubMed) and free-text keywords,
connected via Boolean operators (AND, OR) to maximize retrieval. Search terms included:

PubMed: (("Artificial Intelligence"[MeSH] OR "Machine Learning"[MeSH] OR "Generative
Adversarial Networks" OR "Variational Autoencoders" OR "Federated Learning") AND ("Synthetic
Data"[All Fields] OR "Synthetic Data Generation"[All Fields] OR "Privacy-Preserving Synthetic
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Data"[All Fields] OR "Synthetic Health Records'[All Fields]) AND ("Healthcare'[MeSH] OR
"Electronic Health Records"'[MeSH] OR "Medical Informatics"[MeSH] OR "Health Information
Systems"[MeSH] OR "Clinical Data"[All Fields]))

IEEE Explore: ((Artificial Intelligence OR Machine Learning OR Generative Adversarial
Networks OR Variational Autoencoders OR Federated Learning) AND (Synthetic Data OR Synthetic
Data Generation OR Privacy-Preserving Synthetic Data OR Synthetic Health Records) AND
(Healthcare OR Electronic Health Records OR Medical Informatics OR Health Information Systems
OR Clinical Data))

ACM Digital Library: ("Artificial Intelligence" OR "Machine Learning” OR "Generative
Adversarial Networks" OR "Variational Autoencoders" OR "Federated Learning") AND ("Synthetic
Data" OR "Synthetic Data Generation" OR "Privacy-Preserving Synthetic Data" OR "Synthetic Health
Records") AND ("Healthcare" OR "Electronic Health Records" OR "Medical Informatics" OR "Health
Information Systems" OR "Clinical Data"))

Records identified from: Records removed before screening:
é PubMed (n = 144) Duplicate records removed (n =
¢ 947)
& IEEE Explore (n = 1645) —— >
E ACM Digital Library (n=1117) Records marked as ineligible by
= Total (N) = 2906 automation tools (n = 586)
)
Records screened Records excluded**
—»
(n=1895) (n = 750)
Reports sought for retrieval Reports not retrieved
T .
£ (n=145) (n=39)
c
¢
: '
[
v
Reports assessed for eligibility Reports excluded:
4, .
(n=106) Non-English (n = 15)
No synthetic data (n =20)
Not methodical (n = 18)
——
)
T Studies included in review
2| 0=
C
= Reports of included studies
e’/

Figure 1. PRISMA flowchart of study identification and selection.

2.2. Inclusion and Exclusion Criteria

Inclusion Criteria: (1) Studies employing Al-driven methods (e.g., GANs, VAEs, federated
learning) for synthetic data generation in healthcare; (2) Research evaluating synthetic data’s role in
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privacy-preserving healthcare solutions; (3) Articles addressing benefits, challenges, and ethical
implications; (4) Studies assessing synthetic data quality, utility, or privacy via quantitative or
qualitative methods.

Exclusion Criteria: (1) Non-English publications; (2) Studies unrelated to healthcare applications
of synthetic data; (3) Articles lacking specific methodological or application details.

2.3. Study Selection Process

The search yielded 1,210 records. After removing 315 duplicates, 895 unique articles underwent
title and abstract screening by two independent reviewers using Rayyan software. Discrepancies
were resolved through consensus or a third reviewer’s input. Of these, 145 articles were retrieved for
full-text assessment, and 34 studies met the inclusion criteria for final synthesis. The selection process
is detailed in the PRISMA ScR flow diagram.2

2.4. Data Extraction

A standardized form was used to extract key data from each study, including: (1) Author(s),
publication year, and journal; (2) Synthetic data generation techniques (e.g., GANs, VAEs); (3)
Healthcare applications (e.g., EHRs, imaging); (4) Evaluation metrics (e.g., fidelity, utility, privacy);
(5) Challenges, limitations, and solutions; (6) Ethical considerations. Data extraction was performed
by one reviewer and verified by a second to ensure accuracy.

2.5. Synthesis of Results

Findings were synthesized narratively to identify key themes: (1) AI-driven generation methods;
(2) Evaluation metrics for quality, utility, and privacy; (3) Challenges (e.g., bias, scalability); (4)
Implications for future research and practice. Quantitative data, where reported, were tabulated to
compare metrics across studies, providing a structured overview of progress and limitations. This
approach highlighted gaps and informed recommendations for advancing synthetic data use in
healthcare Al

Table 1. Studies Included in the Systematic Review.

Study Methodology Application Challenges Implications
Focus Identified
D'Amico | Al-based synthetic | Precision Validation of | Accelerates research and
et al. | data generation medicine  in | synthetic data and | improves personalized
(2023)13 hematology integration with | treatment strategies
real datasets
Akpinar | Systematic review | Healthcare GAN stability and | Provides insights into
et al. | of GAN-based | image and | performance potential  applications
(2024) | techniques signal data | evaluation and gaps in healthcare
generation data synthesis
Aravinth | Comparative Tabular Scalability = and | Facilitates better
et al. | analysis of | medical record | preservation  of | understanding of data
(2023)15 | generative Al | data data utility generation approaches
techniques generation for EHRs
Ferreira | GAN-based 3D volumetric | Computational Advances 3D  data
et al. | systematic review data complexity  and | synthesis for medical
(2024) generation realism of | imaging and diagnostics
generated data
Rashidia | SMOOTH-GAN Synthetic EHR | Maintaining Improves quality and
n et al | architecture data longitudinal usability of synthetic
(2020)17 generation consistency in | EHR datasets for
synthetic data research
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Nikolent | Variational graph | Synthetic Complexity in | Enhances data synthesis
zos et al. | autoencoders electronic representing with  relational and
(2023)18 health records | relational temporal context
structures
Dos VAE and linked | Synthetic data | Integration with | Promotes
Santos et | data paradigm generation for | linked  datasets | interoperability and
al. medical and scalability broader applications in
(2024)10 research health research
Lenatti Rule-based Al | Characterizatio | Incorporating Improves reliability and
et al. | models n of synthetic | domain-specific acceptance of synthetic
(2023)x0 health data rules effectively datasets
Arora & | Generative Synthetic Ethical concerns | Guides to the ethical
Arora adversarial patient  data | and biasesin GAN | development of Al in
(2022)2 | networks (GANSs) generation outputs healthcare
Little et | Federated learning | Synthetic data | Balancing privacy | Enhance secure data
al. generation for | and data utility sharing and
(2023)7 privacy- collaborative research
preservation
Mosquer | Methodology  for | Synthetic Maintaining Enables research
a et al. | longitudinal data | longitudinal temporal trends | requiring  time-series
(2023)2 | synthesis health data and relationships | health data
Sun et al. | Recurrent Longitudinal Complexity of | Advances the synthesis
(2021)# | autoencoders and | synthetic EHR | modeling of realistic time-series
GANs data temporal health records
generation dependencies
Kosolwa | Self-inspected Imbalanced Over-sampling Improves model
ttana et | adaptive SMOTE | healthcare data | without performance on rare
al. (SASMOTE) classification overfitting medical conditions
(2023)2 minority classes
Nicolaie | Synthetic Big data | Balancing Supports public health
et al. | population applications in | population simulations and policy
(2023)% | construction public health diversity and | planning
representativenes
s
Kumiche | LLM-based Medical  text | Preservation  of | Facilitates NLP research
v et al. | synthetic text | generation for | medical context | and healthcare
(2024)% | generation research and coherence applications
Miletic & | Benchmark study Tabular health | Performance and | Guides to the selection
Sariyar data accuracy  trade- | of appropriate synthetic
(2024)2 generation offs data models
Juwara Synthetic data | Mitigation of | Overcoming Improve equity in health
et al. | augmentation covariate bias | model biases and | data analyses
(2024)28 in health data | variability
Lomotey | Digital twins and | Privacy in | Balancing privacy | Facilitates secure and
et al. | data trusts health data | with data usability | ethical health  data
(2024)*» sharing sharing
Osorio- | Systematicreview | Privacy  and | Standardization of | Improves  trust in
Marulan evaluation metrics and | synthetic = data  for
da et al metrics for | methods sensitive domains
(2024)%0 synthetic data
Nicholas | Health Gym project | Synthetic Engaging learners | Enriches data science
et al. datasets in | without and healthcare
(2024)3 education education
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overwhelming
complexity
Patil et | Transformer-based | Improved ML- | Complexity in | Enhance fault detection
al. DGA integration based fault | data integration | in healthcare systems
(2024)% identification and scalability using synthetic data
Gonzale | Narrative review Synthetic data | Lack of | Encourages unified
s et al in healthcare | standardization guidelines for healthcare
(2023)10 applications and ethical | data synthesis
considerations
GiuffrA | Review on synthetic | Healthcare Balancing Guides responsible for
& Shung | data innovation privacy  and | innovation with | the use of synthetic data
(2023)t innovation ethical in health technologies
responsibilities
Qian et | Privacy-preserving | Synthetic data | Data fidelity and | Facilitates secure
al. clinical risk | for clinical | privacy trade-offs | predictive modeling in
(2024)8 prediction applications clinical research
Burgon | Bias amplification | Bias mitigation | Challenges in | Improves fairness and
et al. | evaluation in  healthcare | systematic  bias | accountability in Al
(2024)% framework ML models evaluation healthcare tools
Koetzier | Medical imaging | Enhancing Quality and utility | Advances imaging tools
et al. | synthetic data | medical of synthetic | for better diagnostic
(2024)** | generation imaging images accuracy
datasets
Rodrigu | Disease prediction | Synthetic Balancing  small | Improves disease
ez- on small datasets patient data for | sample sizes with | prediction accuracy in
Almeida imbalanced realistic data | rare conditions
et al. datasets generation
(2022)%
Shanley | Ethics-focused Synthetic data | Adoption of Al | Strengthens ethical
et al. | review ethics in | ethics principles frameworks for
(2024)° healthcare synthetic data usage
Chen et | ML applications in | Medicine and | Reproducibility Encourages robustness
al. synthetic data healthcare and validation of | in Al model
(2021)3¢ synthetic data | development for
models healthcare
Goyal & | Systematic review | Synthetic data | Scalability = and | Broadens
Mahmou | of generative Al generation generalizability understanding of
d (2024)% techniques generative methods
Tucker High-fidelity Machine Achieving realism | Enhances model
et al. | synthetic  patient | learning in | in synthetic | validation and reliability
(2020)38 data healthcare datasets in healthcare Al
software
testing
Hairani | Review of modified | Addressing Adapting SMOTE | Improves handling of
et al. | SMOTE strategies class imbalance | for healthcare- | imbalanced datasets
(2024)* in health data | specific needs
Bigi et al. | Agent-based Synthetic Accurate Supports public health
(2024)% | modeling population for | parameterization | and operational
mobility and assumptions | planning
analysis
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Scalability,
Survey of deep permutation
Guo & | generative models | Graph learning | invariance, Guides future research
Zhao for graph | and evaluation on graph-based data
(2023)4 | generation representation | standards generation
Benchmarking  of | Intrusion Model robustness
Iannucci | graph-based detection and Informs IDS design with
et al. | synthetic data | system generalizability realistic benchmark
(2017)%2 | generators benchmarking | across attacks datasets
Real-time Cross-modal
Haleem | Deep learning for | multimodal consistency and | Enables richer datasets
et al. | multimodal health | health data | real-time for health monitoring
(2023)% data synthesis generation generation systems
PawA,0 | Comparative Selecting
wski et | analysis of | Sensor fusion | appropriate Supports development
al. multimodal  data | and integration | fusion strategy for | of task-specific fusion
(2023)# | fusion methods strategies task needs pipelines
Biological High-dimensional
Gogoshi | Bayesian networks | simulation and | sampling and | Validates =~ BNs as
n et al | for probabilistic | data structural interpretable simulation
(2021)% | data generation reconstruction | accuracy frameworks
Bayesian network | Synthetic
Kaur et | application to | health data | Preserving Shows BNs outperform
al. synthetic health | generation and | associations and | deep models in certain
(2020)4 data evaluation rare events tasks
Synthetic chest
Diffusion models | X-ray Maintaining
Hosseini | for synthetic | generation and | clinical  fidelity | Demonstrates  strong
& Serag | medical image | model and training | performance  without
(2025)¥ | generation pretraining stability real data
Continuous-time Advances EHR
diffusion model Modeling long- | generation with high
Naseer using stochastic | Electronic term temporal | realism and improved
et al. | differential health record | dependencies and | utility for downstream
(2023)*8 | equations synthesis clinical coherence | tasks
3. Results

3.1. How do Synthetic Data Generation in Healthcare Works?

Synthetic data generation in healthcare involves creating artificial datasets that replicate the

characteristics of real-world medical data using computational techniques. This process enables

researchers and developers to work with realistic data while safeguarding patient privacy. The
generation process typically follows several key steps (Figure 2):
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Figure 2. Synthetic Data Generation Process.

3.2. Data Collection and Preprocessing

The process begins with the collection of real-world healthcare data, such as electronic health
records (EHRs), medical images, or genomic sequences. This data is cleaned and preprocessed to
eliminate errors, inconsistencies, or irrelevant details. To comply with privacy regulations like
HIPAA and GDPR, sensitive patient identifiers are often removed during this stage.! Preprocessing
ensures the data is in a suitable format for training models while reducing risks to patient
confidentiality.

3.3. Model Training

Next, algorithms are trained on the preprocessed real data to identify and replicate their
patterns, relationships, and statistical properties. The complexity of the models varies depending on
the application. Simple approaches, such as rule-based systems, rely on predefined rules or statistical
distributions.?0 More advanced techniques, like machine learning algorithms, analyze deeper patterns
within the data.’* Two widely used methods are Generative Adversarial Networks (GANs) and
Variational Autoencoders (VAEs). GANs employ a dual-model system, a generator creates synthetic
data, and a discriminator evaluates its realism, iteratively refining the output until it closely
resembles real data.!”” VAEs, conversely, compress data into a latent space and then reconstruct it,
producing synthetic versions that maintain statistical integrity.'® These models aim to balance realism
with privacy protection.

3.4. Data Generation

Once trained, the model generates synthetic datasets that mirror the structure and statistical
distributions of the original data without copying individual records. For example, synthetic EHRs
might include fabricated patient profiles with realistic age, diagnosis, and treatment histories, while
synthetic medical images could simulate X-rays or MRIs.!¢ The goal is to produce data that reflects
real-world trends and correlations, ensuring it is suitable for downstream applications like Al
training or research.3

3.5. Validation and Evaluation

The final step involves assessing the synthetic data against specific quality metrics to ensure it
meets its intended purpose. These metrics include:
o Fidelity: How well the synthetic data matches the statistical properties of real data.®

o  Utility: Whether the data performs effectively in tasks like training machine learning models.3

e Privacy: Confirmation that no sensitive information from the original dataset can be inferred,
often tested using privacy-preserving techniques like differential privacy.
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Validation ensures the synthetic data is both practical and compliant with ethical and legal
standards. Techniques such as statistical comparisons or privacy audits are commonly employed to
verify these qualities.

4. Current Synthetic Healthcare Data Generation Techniques
Generative Adversarial Networks (GANs)

Generative Adversarial Networks (GANs) are one of the most common approaches to
generating synthetic data, particularly in areas requiring high realism, such as medical imaging and
time-series analysis.’® These networks consist of two neural architectures: a generator and a
discriminator that are simultaneously trained under a competitive setup. The generator generates
synthetic data, while the discriminator tries to determine its authenticity by comparing it to real data.
Through this iterative process, the generator learns to generate data that the discriminator cannot
classify as being either real or synthetic, thus creating realistic synthetic datasets. In medicine, GANs
have been used to generate synthetic X-rays, MRIs, and CT scans for the purpose of increasing the
size of datasets for the training of diagnostic Al systems.” Variants of GANs, such as TimeGAN, are
tailored for time-series data, capturing temporal dependencies crucial for patient monitoring or
disease progression analysis. Another approach, PATE-GAN, introduced differential privacy
mechanisms in the generation process of synthetic datasets by adding statistical noise during
training. However, GANs require a lot of computational power and high-quality data to be able to
produce good results.® In addition, these models are subject to problems such as mode collapse, a
case where the generator always generates a small number of variations of synthetic data, thereby
decreasing the diversity of the generated outputs.

5. Variational Autoencoders (VAEs)

Another popular approach to the generation of synthetic data, especially for structured datasets
such as EHRs and genomic data, is through Variational Autoencoders (VAEs).2? VAEs compress real-
world data into a lower-dimensional latent space and then decompress it to create synthetic versions.
This latent space representation allows VAEs to capture the statistical properties and relationships in
the original data, ensuring that the generated synthetic data is realistic and diverse. VAEs may
become especially useful in healthcare to generate patient profiles that can be safely used for research
without exposing sensitive information.’® Compared to GANs, VAEs are much easier to train and
robustly offer diversity in data. However, synthetic data generated by VAEs typically lack the high
degree of realism displayed by GANs and are therefore less usable in applications requiring
photorealistic output, such as medical imaging. VAEs also provide a probabilistic approach to data
generation, which can be especially useful in tasks that require uncertainty quantification, for
example, predictive modeling in healthcare.

5.1. Differential Privacy-Based Methods

Differential privacy-based methods are designed to generate synthetic data that protects
individual-level information by introducing carefully calibrated statistical noise during the
generation process. Rather than modifying original records, these methods create entirely new
datasets that reflect the overall patterns of the real data without allowing the identification of any
specific individual. This is especially important in healthcare, where strict regulations such as HIPAA
and GDPR govern the use of sensitive data. One widely used approach is PrivBayes, which first learns
a Bayesian network to approximate the original data distribution using low-dimensional marginals,
then injects differential privacy noise into these marginals before sampling synthetic records from the
network.® Another example is PATE-GAN, which combines generative adversarial training with the
Private Aggregation of Teacher Ensembles framework to ensure that the generator learns from
aggregated outputs that maintain differential privacy.®® These methods allow researchers to share
and analyze synthetic data with strong privacy guarantees. However, achieving a balance between
privacy and utility is a key challenge. Adding too much noise can lower the accuracy and realism of
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the synthetic data, limiting its usefulness in high-stakes applications such as diagnostic model
training.8

5.2. Graph-Based Synthetic Data Generation: GraphGAN and NetGAN

GraphGAN is an early method for generating synthetic graph data using two competing models:
a generator that tries to create realistic connections between nodes, and a discriminator that tries to
tell if those connections are real or fake.* This helps the generator learn how real graphs are
structured. NetGAN improved on this by generating random walks through the graph instead of
direct connections. It uses an LSTM to produce sequences of steps that look like real paths in the
graph, which are then used to build a new synthetic graph.#! Later models like MMGAN and
SHADOWCAST added more control by focusing on patterns or labeled walks.#> These approaches
are useful in healthcare for creating synthetic patient networks or referral patterns when real data is
limited. However, challenges remain, like making sure the graphs are realistic and scalable. Some
newer systems generate very large graphs while keeping features like how connected the nodes are
or how important each node is. Others combine these models with tools used in software engineering
to produce clean, usable graph data even when only small real examples exist.

5.3. Multimodal Synthetic Data Generation

Multimodal synthetic data generation focuses on creating data that combines different sources,
such as clinical notes, sensor signals, and wearable data while preserving the relationships between
them. In healthcare, one approach called TC MultiGAN extends existing time-series generators to
capture the timing and interaction of different physiological signals. Another method treats wearable
and clinical events as text entries, allowing the model to handle irregular timing and complex
dependencies between variables.** Combining multiple data types can improve both the quality and
usefulness of synthetic data, as each type adds different information. Studies emphasize that the way
data is fused plays a major role. Some models combine inputs at the feature stage, others make
decisions separately and then merge results, while some map all inputs into a shared space. Choosing
the right method depends on the task and available resources like memory and speed.* Overall,
successful multimodal synthesis requires understanding of what each type of data contributes,
keeping their timing and structure consistent, and evaluating results using the actual goals of the task
rather than just visual comparisons.

5.4. Bayesian Networks for Synthetic Data Generation

Bayesian Networks (BNs) offer a powerful and transparent method for generating synthetic
healthcare data by modeling the probabilistic relationships between variables. Defined as directed
acyclic graphs with conditional probability tables, BNs capture dependencies and uncertainties in
complex clinical settings, making them well-suited for simulating realistic patient records.* In
practice, a BN learned from real data can be used to generate new synthetic datasets that reflect the
original distribution while preserving patient privacy. When carefully constructed, BNs have been
shown to match or outperform deep learning models in maintaining association patterns and
handling rare clinical events.# These advantages, combined with interpretability and built-in
mechanisms for incorporating domain knowledge, make BNs a strong choice for privacy-preserving
synthetic data pipelines.

5.5. Diffusion Models for Synthetic Data Generation

Diffusion models generate synthetic data by gradually adding Gaussian noise to real samples
and then learning a reverse denoising process that reconstructs high-fidelity outputs without
adversarial training. In medical imaging, Denoising Diffusion Probabilistic Models have produced
chest X-ray and lung segmentation samples that support downstream classifiers at or above real-data
baselines, achieving AUC near 0 point 99 and Dice scores around 0 point 85 while preserving
clinically useful biomarkers.” Their training stability and self-supervised objective make them
attractive when labeled data are scarce. Moving beyond images, continuous-time diffusion
frameworks such as ScoEHR couple autoencoders with stochastic differential equations to synthesize
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electronic health records. ScoEHR outperforms medGAN variants on joint distribution fidelity and
downstream predictive utility, and clinicians in a blinded test judged its records indistinguishable
from real ones.*® Despite these successes, diffusion models demand extensive computation and
careful tuning of noise schedules, and there is still no consensus on standard benchmarks for
evaluating privacy leakage and task relevance. Even so, their ability to capture complex structures in
both image and tabular domains positions diffusion modeling as a promising direction for
privacy-preserving synthetic data in healthcare research.

5.6.Federated Learning for Synthetic Data Generation

Federated learning is increasingly explored as a privacy-preserving framework for synthetic
data generation, particularly in healthcare, where sensitive patient data are distributed across
multiple institutions. Instead of sharing raw data, each institution trains a local model on its own
dataset. Only the resulting model parameters or gradients are shared and aggregated to produce a
global model that can be used to generate synthetic data reflecting the collective knowledge of all
participating sites.” This approach addresses critical privacy concerns governed by regulations such
as HIPAA, making it possible to generate synthetic datasets without compromising control over
patient records. Federated learning supports broader collaborations across hospitals and research
centers by enabling synthetic data generation from otherwise siloed data.?” However, its effectiveness
is not without limitations. The success of the global model heavily depends on the quality and
consistency of local data, which may vary significantly. Furthermore, federated learning requires
significant computational resources and reliable communication infrastructures. These constraints
can limit scalability, especially when participating institutions have unequal technological
capabilities. While federated frameworks hold promises for creating representative and privacy-
preserving synthetic datasets, their implementation must be carefully managed to ensure equity,
consistency, and model reliability.

5.7. Recurrent Neural Networks (RNNs)

Recurrent Neural Networks, in their various forms and more developed versions such as Long
Short-Term Memory, have proved highly successful for sequential or time series data generation.?
RNNSs have been used in the health context to model monitoring data on patients, including those
with heart rate, glucose level, and medication adherence over time. These models are good at finding
temporal relationships and trends in sequential data, making them well-suited for applications like
disease progression modeling or treatment outcome forecasting.’® However, recurrent neural
networks (RNNSs) require large datasets to be trained effectively and have high computational
requirements. They are also prone to issues like vanishing or exploding gradients, which can hurt
their performance when dealing with long sequences.

5.8. Synthetic Minority Over-sampling Technique (SMOTE)

The Synthetic Minority Over-Sampling Technique, or SMOTE, is a technique designed for class
distribution balancing in datasets.® By interpolating existing instances in the dataset, SMOTE creates
synthetic samples for the minority class; it generates new instances that are similar to the original
examples but not identical.?* The health industry greatly uses this method for balancing datasets in
machine learning algorithms, especially those used in predicting rare diseases or complications from
pharmaceuticals. SMOTE, by improving class balance, improves the performance of models and
reduces bias, which in certain diagnostic models is quite significant.>® The limitation of SMOTE to
structured data may not properly be able to capture the complex interrelationship inherent in real-
world data.

5.9. Agent-Based Modeling (ABM)

Agent-based modeling (ABM) is a simulation-based technique in which discrete units, named
agents, interact with each other and an environment following defined rules. In healthcare, ABM is
being used in generating synthetic population-level data, modeling disease spread, or simulating
hospital workflows.# For instance, ABM can be applied to simulate how infectious diseases spread
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via a community, considering individual behaviors, mobility, and vaccination status. Such a
technique has been rather instrumental in public health research and policy planning.?** However,
ABM is critically dependent on accurate parameterization and assumptions, which might limit its
applicability in cases where the underlying assumptions do not capture the complexities of real-
world dynamics.

5.10. Large Language Models for Synthetic Text Generation

Large Language Models (LLMs), such as GPT-4, have become powerful tools for generating
synthetic textual data, especially in healthcare applications where structured and unstructured
narratives play a key role.? These models are trained in vast corpora to learn linguistic patterns and
clinical context, enabling them to generate realistic outputs such as synthetic clinical notes, patient
narratives, and medical documentation for training and validating natural language processing
models.5? Their ability to produce contextually appropriate and grammatically coherent text makes
them useful for simulating telemedicine dialogues or constructing synthetic patient histories.
However, this capability comes with notable challenges. The performance of LLMs depends heavily
on the quality and scale of the training data, which raises privacy concerns when medical text is
involved. Even when generating synthetic data, LLMs can inadvertently reproduce sensitive
patterns, or biased associations present in their training sets. Moreover, without domain-specific fine-
tuning, the generated content may include clinically incorrect or misleading information. These
limitations underscore the need for cautious design, careful curation of training data, and robust
evaluation protocols when using LLMs to generate synthetic healthcare text. While promising, LLM-
based generation must be approached with a strong emphasis on both ethical safeguards and domain
validation.

6. Current Applications for Synthetic Data
6.1. Al Training and Model Development

Synthetic data is a critical enabler for training and developing artificial intelligence (AI) models
in healthcare. Al systems, particularly those used for diagnosis, treatment recommendations, and
predictive analytics, require large, diverse, and high-quality datasets for effective training.t's
However, real-world healthcare data is often limited by privacy restrictions, data scarcity, and
demographic imbalances.>10 Synthetic data addresses these limitations by providing Al developers
with an abundant and diverse dataset that mimics the statistical properties of real-world data without
compromising patient privacy.!32!

Synthetic data generation techniques, such as GANs and VAEs, are used to create realistic
datasets for Al training.’*1” These include synthetic X-rays, MRIs, and CT scans, which are
instrumental in training machine learning models for medical imaging diagnostics.'¢3* Synthetic
imaging datasets are particularly valuable in simulating rare medical conditions, allowing
researchers to develop and test diagnostic tools for diseases that are infrequently observed in clinical
settings.?3% The diversity and scalability of synthetic data also allow researchers to include
underrepresented populations or simulate rare conditions, thereby improving the generalizability
and fairness of Al systems.?>% By using synthetic data, researchers can perform rigorous testing and
validation of AI models in a controlled environment, reducing the risk of deploying untested
algorithms in real-world clinical settings.®?! This application is essential in fostering the development
of robust, equitable, and effective Al solutions that can address complex healthcare challenges.”?

6.2. Privacy-Preserving Data Sharing

Synthetic data plays a pivotal role in facilitating privacy-preserving data sharing among
healthcare institutions.'? Real-world healthcare data is often restricted due to the risk of exposing
sensitive patient information.3® Synthetic datasets, which mimic the statistical properties and
patterns of real-world data without replicating individual records, provide a secure alternative.63
These datasets enable collaboration between hospitals, research organizations, and private entities,
fostering innovation and discovery.'”% For example, synthetic data allows multi-institutional studies
to proceed without breaching patient confidentiality, making it particularly valuable in cross-border
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research initiatives where privacy laws vary significantly.”? By ensuring compliance with strict
regulations like GDPR and HIPAA, synthetic data enhances the scope and efficiency of collaborative
healthcare research while maintaining the highest standards of privacy.>3!

6.3. Bias Mitigation

Synthetic data generation techniques are increasingly employed to address demographic
imbalances in real-world datasets, a critical issue in healthcare research and Al model development.?
Real-world datasets often underrepresent certain demographic groups, leading to biased Al models
that perform poorly for these populations.t Synthetic data helps mitigate this issue by generating
additional data points for underrepresented groups, ensuring that models are trained on more
balanced datasets.® For instance, in clinical trials, synthetic data can enhance the representation of
minority demographics, improving the fairness and accuracy of predictive models.® This application
is particularly important in ensuring that healthcare Al solutions are equitable and do not perpetuate
existing disparities in patient outcomes.3!

6.4. Education and Training

Synthetic data has become a foundation for education and training in healthcare. By generating
realistic datasets, educators can create simulated scenarios for medical students and healthcare
professionals.! These synthetic datasets provide a risk-free environment for learners to practice
diagnosing conditions, interpreting medical images, and performing surgical procedures.® For
example, synthetic patient records and imaging data can be used to simulate rare medical cases,
giving trainees exposure to a broader range of conditions than they would typically encounter in
clinical practice.® This application is especially beneficial in specialties where access to real-world
training data is limited, such as pediatrics or rare genetic disorders.? By bridging the gap between
theoretical learning and practical experience, synthetic data enhances the quality of medical
education and professional training.?”

6.5. Operational Optimization

Synthetic data is also transforming healthcare operations by enabling better resource
management and decision-making. Healthcare administrators use synthetic datasets to model patient
flows, optimize resource allocation, and predict the outcomes of policy changes.® For instance,
synthetic data can simulate the impact of introducing new treatment protocols or reallocating staff in
emergency departments.> By modeling various scenarios, administrators can make data-driven
decisions to improve efficiency and patient care outcomes.?® Synthetic data is particularly useful in
operational optimization because it allows healthcare systems to test and refine strategies without
disrupting real-world workflows. This application has become increasingly important as healthcare
systems face growing demands and limited resources, emphasizing the need for innovative solutions
to enhance operational performance.?

7. Challenges and Potential Risks
7.1. No Established Data Standards

One of the key challenges in synthetic data (SD) generation is the absence of universally accepted
standards. Unlike traditional datasets that follow established protocols for formatting, labeling, and
structure, synthetic data lacks a cohesive framework, hindering its sharing, validation, and
integration across institutions. Literature reviews highlight critical concerns in healthcare SD,
including the lack of realistic data generation tools, inadequate testing, and insufficient validation to
ensure clinical relevance. Although frameworks like ATEN and tools such as MDClone aim to
produce data resembling real-world clinical records, they still fall short in terms of accuracy and
clinical quality.’® Moreover, there is currently no universal framework to evaluate the quality and
utility of synthetic data. Existing metrics such as fidelity, utility, and privacy are inconsistently
defined and applied, making it difficult to benchmark or compare SD across contexts. Establishing
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global standards is therefore essential to ensure synthetic data is reliable, interoperable, and suitable
for use in real-world healthcare applications.?”

7.2. Realism vs. Privacy Trade-Off

A major challenge in synthetic data (SD) generation is balancing data realism with privacy
protection. While highly realistic synthetic datasets enhance analytical value, they also increase the
risk of re-identification, especially when patterns or correlations mirror those in real-world data.!
This risk is particularly critical in healthcare, where safeguarding patient confidentiality is essential.
To address these concerns, techniques such as Federated Learning (FL) have emerged as promising
solutions.” FL enables the generation of synthetic data that preserves statistical properties while
minimizing exposure of original records, thereby reducing privacy and security risks. For instance,
platforms like MedSyn integrate large language models (LLMs) with federated learning to generate
SD in a privacy-preserving manner, enhancing data utility without compromising confidentiality.

7.3. Bias Amplification

The generation of synthetic data heavily depends on the quality and composition of the original
datasets. When the source data contains biases, such as unequal representation of certain
demographic groups or structural disparities, these issues can be reproduced or even intensified in
the synthetic output.?® This becomes especially problematic in healthcare, where synthetic data are
frequently used to train artificial intelligence models. If these models are trained on biased synthetic
datasets, they may produce outcomes that are inaccurate or unfair, potentially reinforcing existing
health inequities.® For example, if certain populations are underrepresented in clinical records, the
resulting synthetic data may overlook their specific health needs, leading to models that perform
poorly for those groups and contributing to unequal healthcare delivery.

7.4. Computational Complexity

The use of advanced generative models for synthetic data generation often involves significant
computational demands. Techniques such as generative adversarial networks and variational
autoencoders require large volumes of data and intensive processing power to train effectively.162331
These requirements can pose challenges for smaller institutions or research teams that may lack
access to high-performance computing infrastructure. As a result, the benefits of synthetic data
generation may remain concentrated within well-resourced organizations.>® Furthermore, the high
computational cost often translates into increased financial burden, which can hinder the scalability
and broader adoption of these methods across diverse healthcare settings.

7.5. Overconfidence in Data Utility

There is a growing risk that stakeholders may overestimate the value and reliability of synthetic
data, believing it to be an adequate substitute for real-world datasets in all contexts.’® This
overconfidence can lead to flawed interpretations or decisions, particularly when synthetic data lacks
the nuanced complexity, variability, or rare edge cases present in actual clinical environments.
Relying too heavily on such data may undermine the validity of findings, especially in high-stakes
applications like diagnostics or treatment planning. When synthetic data is used without sufficient
validation or understanding of its limitations, the potential for unintended harm or misinformed
policy increases significantly.

7.6. Security Vulnerabilities

Although synthetic data is intended to enhance privacy by minimizing direct links to real
individuals, it remains susceptible to re-identification risks.® Sophisticated analytical techniques can
sometimes detect subtle statistical patterns within synthetic datasets that, when combined with
external information, may reveal sensitive details.?? This vulnerability is particularly concerning in
healthcare, where even partial data disclosures can lead to significant privacy breaches. To address
these risks, it is essential to implement strong privacy-preserving methods and to subject synthetic
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datasets to rigorous validation and risk assessment before use or release. Without such safeguards,
the assumption of enhanced security may offer a false sense of protection.

7.7. Ethical Concerns

The process of generating synthetic data often relies on real-world datasets, raising important
ethical questions about consent, ownership, and accountability. Patients and data contributors may
not be fully aware of how their data is being used to create synthetic datasets.” Moreover, the use of
synthetic data in clinical and public health applications requires strong governance frameworks to
ensure transparency, accountability, and ethical integrity.5* The absence of clearly defined ethical
principles in the use of synthetic data (SD) for artificial intelligence (AI) can lead to serious ethical
challenges in healthcare. These challenges hinder the ability of synthetic data to accurately reflect
real-world scenarios. Key ethical concerns include responsibility, non-maleficence, privacy,
transparency, justice, fairness, and equity. Addressing these issues is essential to ensure that synthetic
data is used responsibly and ethically in healthcare applications.’

7.8. Heterogeneity Problems and Lack of Clinical Quality

While synthetic data (SD) can replicate statistical patterns and improve the accuracy of
predictive models, it often lacks the heterogeneity found in real-world clinical data. This lack of
diversity in outcomes and patient characteristics can limit the generalizability and usability of SD in
healthcare settings.® Additionally, many synthetic datasets fall short in clinical quality because they
are not developed following established healthcare frameworks or standards. As a result, these
datasets may bypass proper validation processes, leading to unreliable or inaccurate outcomes when
applied in real-world healthcare applications.3

8. The Future of Healthcare Al and the Impact of Synthetic Data
8.1. Risk of Model Overfitting to Synthetic Patterns

Synthetic data, while addressing data scarcity, risks leading Al models to overfit to its specific
patterns, compromising generalization to real-world data. Overfitting occurs when models learn
noise or artifacts from the synthetic generation process, such as those introduced by generative
models like GANS, rather than generalizable patterns. This can result in poor performance when
applied to actual patient data, undermining clinical reliability.

Research from Evaluate synthetic data quality using downstream ML introduces the Train-
Synthetic-Test-Real (TSTR) method, validating synthetic data by training models on it and testing on
real data, comparing performance to models trained on original data.’s This approach ensures
synthetic data captures essential statistical properties, mitigating overfitting risks. Additionally, in
machine learning, synthetic data can offer real performance improvements found that with small real
datasets, synthetic-trained models can outperform real-data-trained ones, but validation on real data
is crucial to confirm generalizability.5 The challenge lies in ensuring synthetic data quality, as poor
fidelity can exacerbate overfitting. For instance, if synthetic data lacks the variability of real healthcare
data, models may fail in clinical settings, highlighting the need for rigorous quality assessment
frameworks like those proposed in recent studies.

8.2. Amplification of Bias and Inequity

Synthetic data can inherit biases from the real data used for generation, potentially amplifying
inequities in healthcare Al If the original dataset underrepresents certain demographics, such as
racial or socioeconomic groups, the synthetic data may perpetuate these biases, leading to Al models
that perform poorly for marginalized populations. Shahul Hameed et al., discusses methods like
Generative Adversarial Networks (GANs) and Bayesian networks to reduce bias, achieving up to
92% accuracy in biomedical signals with SynSigGAN.% Identifying and handling data bias within
primary healthcare data using synthetic data generators explores probabilistic approaches to detect
and boost underrepresented data samples, improving model fairness.”” These techniques aim to
balance datasets, but their effectiveness depends on the quality of initial data, with risks of bias
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propagation if not addressed. This amplification can exacerbate health disparities, particularly in
underserved communities, necessitating continuous monitoring and fairness metrics to ensure
equitable Al outcomes.

8.3. Erosion of Trust in Al Systems

The use of synthetic data in training AI models can lead to skepticism among healthcare
professionals and patients regarding the reliability and trustworthiness of these models. The
perceived artificiality of the data might make it difficult for clinicians to have confidence in the
decisions made by such models.® Building trust requires transparency about the use of synthetic data,
along with clear demonstrations of the model's performance on real data. Ethical guidelines and
regulatory oversight can also play a significant role in ensuring that synthetic data is used responsibly
and that the models are validated appropriately.>® For instance, validation against real data using
TSTR evaluations can demonstrate comparable performance to real-data-trained models, potentially
alleviating trust concerns, but initial skepticism remains, particularly in high-stakes clinical settings.

8.4. Challenges in Validation and Benchmarking

Validating Al models trained on synthetic data presents unique challenges. Traditional
validation methods rely on real-world data, but assessing how well a model trained on synthetic data
generalizes to real data requires careful design.® The lack of standardized benchmarks for synthetic
data quality and utility complicates the evaluation process. Innovative approaches, such as the TSTR
method, are being developed to address these challenges. Additionally, creating hybrid datasets that
combine synthetic and real data can provide a more robust testing ground for Al models.? However,
the development of universally accepted validation metrics remains a critical area of research, with
future work focusing on federated benchmarking platforms like MedPerf to ensure synthetic-trained
models are rigorously assessed for clinical applicability.

8.5. Ethical Concerns About Data Ownership and Consent

Generating synthetic data from real patient data raises ethical questions regarding data
ownership and consent. Patients may not have explicitly consented to their data being used to create
synthetic datasets, which could be used in various applications, some of which they might not
approve of.5 To navigate these ethical dilemmas, it's important to establish clear policies and obtain
informed consent from patients regarding the use of their data for synthetic generation. Moreover,
ensuring that synthetic data does not contain identifiable information and adheres to privacy
regulations like GDPR is paramount, with ongoing debates shaping regulatory frameworks to protect
patient rights.

8.6. Security Risks and Privacy Paradox

While synthetic data is designed to protect privacy, there is a risk of re-identification, especially
if the synthetic data retains certain characteristics that can be linked back to individuals.®® This
privacy paradox underscores the need for robust privacy-preserving techniques during the
generation process. Techniques such as differential privacy can be employed to add noise to the data,
making it difficult to trace back to original records.® Regular auditing and assessment of re-
identification risks are also necessary to maintain the privacy benefits of synthetic data, with
frameworks like the Identifiability Score measuring overlap with real data to assess privacy risks.

8.7. Overreliance and Misplaced Confidence

There is a tendency to over-rely on synthetic data, if models trained on it will perform as well as
those trained on real data. This misplaced confidence can lead to the deployment of Al systems that
are inadequately tested or validated, potentially resulting in clinical errors.®' To prevent this, it's
essential to use synthetic data as a supplement rather than a replacement for real data. Continuous
validation and updating of models with real-world data are necessary to ensure their accuracy and
reliability over time.?” Educating stakeholders about these risks is crucial, ensuring synthetic data is
used as a complement, not a replacement, to maintain model reliability.
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9. Discussion

The findings of this review confirm that synthetic data generation in healthcare is no longer
confined to a narrow set of methods but spans a broad and rapidly evolving range of techniques.®'
These include deep learning-based approaches such as Generative Adversarial Networks,
Variational Autoencoders, Recurrent Neural Networks, diffusion models, and large language
models; probabilistic and rule-based techniques such as Bayesian networks and agent-based models;
as well as hybrid or privacy-enhanced models based on federated learning and differential privacy.
Each of these approaches offers different advantages depending on the data type and the intended
application. For example, Generative Adversarial Networks and diffusion models excel in image
generation, while Bayesian networks and recurrent models are more commonly used for structured
data such as electronic health records or longitudinal monitoring.®? Multimodal and graph-based
techniques further expand the potential of synthetic data by capturing complex interactions across
data types and entities.*?

These techniques have far-reaching implications for both research and clinical practice. By
enabling access to realistic yet non-identifiable data, they allow researchers to train and evaluate
machine learning models without compromising patient privacy.® This is particularly important in
rare disease research or across underrepresented populations where real data is often scarce.”
Diffusion models show strong promise in producing high-fidelity clinical data, while federated
learning offers a framework for cross-institutional collaboration without raw data exchange.”#” At the
same time, multimodal and graph-based synthesis methods are opening new opportunities for
system-level modeling in healthcare.* However, while the technical capabilities of these models are
growing, challenges remain in ensuring that they produce data that are not only realistic, but also
useful, fair, and interpretable in clinical contexts.

Looking forward, several areas require concentrated research attention. First, there is a need for
standard benchmarks and validation protocols that go beyond visual inspection or distributional
similarity.>*¢ Evaluation frameworks should consider how well synthetic data supports downstream
tasks such as diagnosis, prediction, or treatment planning. Second, more work is needed on fairness
and representation. Many synthetic data pipelines currently replicate or even worsen the biases
present in the original datasets. Techniques that incorporate fairness-aware training objectives, class
rebalancing, or demographic constraints should be further developed and adopted.® Third, the field
must address gaps in domain-specific synthesis. While synthetic imaging and structured health
records are well studied, areas such as behavioral health, speech data, and real-world clinical
decision-making remain relatively underserved.

In addition to technical challenges, the growth of synthetic data generation raises important
questions around policy and governance. Current privacy regulations such as HIPAA and GDPR do
not fully anticipate the complexities introduced by synthetic datasets.®” Clearer legal definitions are
needed to determine when synthetic data is truly de-identified and what responsibilities developers
and institutions hold when sharing or using such data. Additionally, institutional review boards and
data-sharing agreements should begin to incorporate synthetic data provisions, including
transparency in model design and documentation of data generation practices.® In practice, clinical
adoption of synthetic data will also require greater education and awareness among healthcare
providers, who may be asked to rely on models trained in part or in full synthetic sources.

This review shows that synthetic data is poised to play a central role in shaping the future of
healthcare research and artificial intelligence. The diversity of available methods provides flexibility,
but also demands greater coordination in terms of evaluation, governance, and equitable design.
Addressing these issues will require interdisciplinary collaboration across computer science,
biomedicine, ethics, and policy. If approached thoughtfully, synthetic data can not only solve
immediate privacy and access barriers but also contribute to more transparent, inclusive, and
reproducible health systems.

10. Limitations

This scoping review is limited by its reliance on three primary academic databases, which may
have excluded relevant studies indexed elsewhere or in gray literature. While the review aimed for
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comprehensive coverage of synthetic data generation techniques, some emerging or proprietary
methods may not have been captured. The review also did not include stakeholder perspectives such
as those from clinicians, data scientists, or policymakers, which limits the analysis of real-world
feasibility and impact. Lastly, due to the diversity of methods and evaluation frameworks used across
studies, direct comparison of model performance or effectiveness was not feasible.

11. Conclusions

Synthetic data generation is becoming an essential tool for advancing healthcare research,
innovation, and data accessibility while preserving patient privacy. This review shows that synthetic
data can support a wide range of applications, from model development to clinical decision-making,
especially in settings where real data are limited or restricted. However, the field still faces challenges
related to validation, transparency, and integration into healthcare workflows. There is a clear need
for unified standards, domain-specific evaluation frameworks, and stronger alignment with
regulatory and ethical guidelines. Moving forward, sustained collaboration among researchers,
practitioners, and policymakers will be vital to ensure that synthetic data technologies are both
scientifically sound and practically useful.
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