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Abstract: Recently, deep neural networks (DNNs) have been widely used in various fields such as autonomous
vehicles and smart homes. Since these DNNs can be directly implemented on edge devices, they offer advantages
such as real-time processing in low-power and low-bandwidth environments. However, deployment of DNNs in
embedded systems, including edge devices, exposes them to threats such as fault injection attacks. In this paper,
we introduce two methods to induce misclassifications by using clock and voltage glitch-based fault attacks in
devices where DNN models are executed. As a result of experiments on a microcontroller implemented with
a DNN for image classification, we show that glitch injection attacks can lead with high probability to serious
misclassifications. Furthermore, we propose a countermeasure to glitch attacks on the softmax function, and

confirm that this method is effective in preventing misclassifications.

Keywords: sensor network; deep neural network; Image classification; hardware security; fault injection attack

1. Introduction

Recently, deep learning has been applied to various real-life applications such as autonomous
vehicles, smart homes, and IoT applications. However, these deep neural network (DNN) implementa-
tions are easily exposed to threats from malicious attackers when operating on systems far from the
administrator, such as edge devices. An example of such a threat is when adversaries intentionally
alter input data to induce misclassifications in DNNs designed for image recognition [1-3]. Such
intentionally caused misclassifications of images can lead to serious accidents in environments like
autonomous vehicles. Furthermore, migrating DNN computations from servers or the cloud to edge
devices makes threats such as fault injection and side-channel attacks quite possible [4-6].

Many of the fault injection attacks developed so far that involve glitches [7,8], lasers [9], elec-
tromagnetic (EM) pulses [10], and other methods to influence device operation have been used to
introduce faults into encryption systems. This allows adversaries to analyze faulty output and extract
secret information stored inside the devices [11,12]. Recently, various attacks have been proposed to
launch fault injection attacks against DNNs to induce misclassifications [13-17].

Liu et al. proposed a white-box attack on DNNs that is based on software simulation [13].
However, it did not provide practical results in real implementation scenarios. Zhao et al. proposed a
framework for injecting stealth faults into selected input while maintaining the overall test accuracy
[14]. Practical research by Bereir et al. using laser injection techniques on embedded devices to
conduct fault injection attacks was conducted to demonstrate the possibility of misclassification by
injecting faults into the hidden layers of DNNs [15]. Alam et al. proposed remote fault attacks utilizing
vulnerabilities in the RAM of FPGAs, demonstrating the ability to induce timing faults and bit flips
[16]. Fukuda et al. evaluated attack performance from faults caused by injecting clock glitches into the
softmax function of a DNN output layer, successfully misclassifying input images processed on an
8-bit microcontroller [17].

In this paper, we experimentally confirm that injecting a clock or voltage glitch into a DNN on an
edge device can lead with high probability to misclassifications. Since this glitch attack on a softmax
function of the DNN was launched in the last layer, it was much more effective than attacks on other
activation functions.

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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In order to detect fault injection attacks and shut down devices in an attack situation, we propose
a countermeasure to glitch attacks on the softmax function. The main idea of the countermeasure
includes two factors: one is verifying the number of loops during softmax execution, and the other
is ensuring that cumulative normalized output values equal 1. As a result of experiments on micro-
controllers implemented with image classification DNNs, we confirmed that our countermeasure can
completely prevent misclassification from attacks on the softmax function.

This paper is structured as follows. Section 2 describes the DNN structure and the fault injection
attacks. In Section 3, we analyze the softmax function that is the target of the attack, and observe
possible attack points. Section 4 describes experimental settings on the microcontroller, and the results
from fault injection via glitch-based fault attacks on a DNN. Section 5 explains our countermeasure’s
principles, and presents experimental results when applying it in the targeted board. Section 6
concludes the paper.

2. Materials and Methods

2.1. The DNN Structure

DNNs are artificial neural networks with multiple hidden layers that learn complex patterns
in data. They are widely used in areas such as image recognition and natural language processing
because they can learn complex and nonlinear data patterns using a network of neurons. The basic
form of the DNN, multilayer perceptron (MLP), consists of an input layer, hidden layers, and an output
layer. The structure of the MLP model is shown in Figure 1.
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Figure 1. Structure of the MLP Model

Activation functions used in DNNs are functions that nonlinearly transform the sum of input
signals at each neuron in the neural network. These activation functions are essential in order for the
network to learn and classify complex data patterns. The representative activation functions include
sigmoid, tanh, ReLU, and softmax. Softmax is commonly used in the output layer of DNN models
that process multiple classes by transforming output values into probabilities for each class. That is,
each output represents the probability of belonging to a certain class.

The formula for calculating input value y; of the i — th neuron in the softmax function is shown in
Equation (1). Here, | represents the number of classes, indicating the number of neurons in the output
layer.

O; = Softmax(y;) = M 1)
4 gexp(vi)
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Since the softmax function normalizes the classification probability of the image, it is characterized
by the sum of each output being 1. Based on these special properties, classification models can interpret
softmax output as the predicted probability for each class. This study focuses on the softmax function
commonly used in the output layer of most classification models. Meaningful injection of malicious
faults into the final output nodes of an image classification DNN can lead to misclassification.

2.2. Fault Injections

In a fault injection attack, a fault to induce a malfunction is inserted into a device. These attacks
can be used to compromise the stability of a system or to extract secret data. Fault injection attacks
can be conducted through various methods, including glitches in the clock or the voltage of the target
device. In this study, we conduct glitch-based fault injection attacks using clock or device voltage
disruption, both of which are relatively low-cost but highly effective.

In general, the clock controls the timing of operations in a computing device. If abnormal behavior
occurs in this clock signal, instructions may not work properly. Furthermore, these faults may lead
to abnormal termination or incomplete use of memory. A malicious attacker can induce abnormal
operations by injecting clock glitches while the target device is running. Figure 2 illustrates the effect
of a clock glitch on pipeline instructions.

Input
Clock I
Load #1 Load #2 Load #3 Load #4
Execute #1 Execute #2 Execute #3
Clock
Glitch
Load #3
Execute #2
Clock
XOR I
Load #1 Load #2 Load #4 Load #5
Execute #1 Execute #3 Execute #4

Figure 2. The Effect of a Clock Glitch on Pipeline Instructions

We can also use a voltage glitch that injects a fault causing high or low voltage on the power line
of a device. Several parameters for a voltage glitch attack are shown in Figure 3. Like the clock glitch
attack, this can lead to a malfunction in the instructions and incomplete use of memory. However,
compared to a clock glitch, the voltage-based glitch attack is more sensitive to the attack environment,
and requires additional work to accurately select the attack point.
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Figure 3. Voltage Glitch Parameters

3. The Fault Injection Model

In our assumption for model design, the attacker inserts a clock or voltage glitch into the softmax
function at the output layer of the image classification DNN. The objective of the attack is to cause
incorrect classifications for the given input images. Here, we assume that an attacker has the ability to
inject glitches at desired points during execution of the softmax function. Algorithm 1 which is based
on Equation (1) shows the operational flow of the softmax function implemented in a microcontroller.

In this algorithm, output array O is first initialized to 0. In the following For loop, an exponential
operation is performed on input value y; stored in array O at index k. Then, the values in Oy are
summed and stored in the variable sum. In the second For loop, Oy, is divided by sum. Consequently,
output array O has the values converted to a probability distribution from the value of each neuron in
the y array.

Algorithm 1 The softmax function

Require: y(y € {vo,...,yj-1})
Ensure: O(O € {Oy,...,0;_1})
1: for (k =0k < [;k+ +) do

Or=0
end for
sum =10
for (k=0;k < J;k++)do // Attack point of loop counter
Ok = exp(yi)
sum = sum + Oy
end for
for (k =0k < [;k++) do
O = Oy /sum
: end for

_ =
-

In this study, we assume that glitches are inserted into the first “For” loop: lines 5 to 7 of the
softmax algorithm. The precise timing is at the point after the operation k = 0 in the loop has completed
and before k becomes 1 during the first “For” loop. At this point, Oy contains the correct values, but all
subsequent values in the O array remain at zero. Additionally, only the value of Oy is stored in the
variable sum. Therefore, when the second “For” loop is executed, Oy is 1, while the remaining classes
have a value of 0.
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The assembly list compiled from lines 5 to 7 of Algorithm 1 is shown in Figure 4. The label L3
represents the section performing the operations within the loop. The label L2 corresponds to the
portion verifying the conditional branch; if k is less than | then branching to L3 occurs. The injected
glitch causes Line 50 of the assembly list to be skipped, and it prematurely terminates the first “For”
loop.

L3:
16 Idr 13, [fp, #-24] Load Loop Counter(fp-24)
17 Isl r3, 13, #3 3 Shift Left (scale for memory access)
18 Idr 12, [fp, #-32] Load argument (y)
19 add r3,r2,r3 Calculate address of current element in y

20 ldmia 13, {r2-r3} Load multiple elements form arr (12 to r3)

L2:

47 Idr 12, [fp, #-24] Load Loop Counter (fp-24)
48 Idr 13, [fp, #-36] Load argument (J)

49  cmp r2, 13 Compare R2 and R3

50 blt L3 Branch to L3 if condition is met

Figure 4. Assembly List of the Softmax Function
4. Glitch-Based Fault Attacks on a DNN

4.1. Experiment Setup

The target DNN models for fault injection attacks are MLP, AlexNet, and ResNet, which can
classify digit images from the MNIST database [18]. This classification is the process of predicting
input digit images ranging from 0 to 9 into 10 classes. The MNIST dataset used in our experiment
consisted of 60,000 samples as the training dataset and 10,000 samples as the test dataset. Table 1
shows the MLP model structure for classifying the MNIST datasets used in our experiments. The input
layer uses 784 neurons to receive images, and the output layer consists of 10 neurons. The output layer
produces the final result through the softmax function.

Table 1. Structure of the MLP Model for Classification of the MNIST Datasets

Layer Number of Neurons Activation function
Input Layer 784 RelLU
Hidden Layer-1 128 ReLU
Hidden Layer-2 64 ReLU
Hidden Layer-3 32 ReLU
Output Layer 10 Softmax

Figure 5 shows classification of MNIST digits by a normal MLP model that was not subjected to a
fault injection attack. This result is classifications from using the dataset of 10,000 MNIST images. As
shown in the figure, we can confirm that classification was done with 97.74% accuracy.

d0i:10.20944/preprints202409.0373.v1
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Figure 5. MNIST Dataset Classifications under Normal MLP Operation

To evaluate the performance of our fault injection attacks, practical experiments were conducted
using the ChipWhisperer platform from NewAE, which includes CW-Lite (CW1173). Additionally,
settings for the glitch-based fault injection attacks included the CW308 UFO Board equipped with an
ARM Cortex-M4 STM32F303 microcontroller. The target DNN models were implemented in C and
uploaded to the device under test using the ARM-GCC compiler. The setup for the experiment and
the interface connection between devices is in Figure 6.

_______

d CW308 &
4 STM32F303
*

Figure 6. Setup and Interface between Experimental Devices

4.2. Glitch Attack Results

The middle column of Table 2 shows the prediction probability of classifying the input classes
from the MNIST dataset. Since this is a normal situation, we can see that 1 was predicted as Class 1.
On the other hand, on the right side of the table, you can see that image 1 was classified as 0 due to the
glitch-based fault injection attack.
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Table 2. Comparison of Prediction Probabilities

Class Normal Model Attacked Model

0 1.0725232e-10
0.9999546
1.5233452e-07
5.8926429¢-10
2.6625094e-07
1.3121079e-06
7.8415707e-07
3.3144510e-05
9.7056473e-06
1.4593203e-10

O 0 N3 O U = W N
[y

Figure 7a presents the results of the clock glitch fault injection attack on the MLP classification
model using the MINIST test dataset of 10,000 samples. In this attack, most outputs are misclassified as
0 regardless of the input. We analyze that the reason is that the loop was skipped at the attack point
in Algorithm 1. That is, the attacker can omit the branch statement at line 50 in Figure 4. This shows
that the attacker can intentionally make the output zero through fault injection in the first iteration
in Algorithm 1. While the accuracy of the normal MLP model was 97.74%, accuracy of the attacked
model decreased to 9.77%. The values in the rightmost column of the confusion matrix indicate where
the device terminated irregularly due to the clock glitch. The success rate of this fault attack was 99.9%,
excluding data in Class 0.

In the voltage glitch fault attack, similar to the clock glitch, the loop process terminated at the
same location. Figure 7b depicts the confusion matrix for the results obtained from the voltage glitch
injection. This attack classified digit images with 12.51% accuracy. However, compared to the clock
glitch attack on the MLP model, it caused a lot of response failures from the target device. This was
not the desired outcome of the experiment, because it was not the result the attacker intended.
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Figure 7. MLP Classifications under Glitch Fault Injection Attacks

We conducted experiments to determine if an attacker can intentionally classify MNIST images
other than class 0. Figure 8a shows the misclassification results when injecting a fault into the fourth
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loop in the clock glitch attack. As shown in the figure, we found that the success rate of the attack is
100%, except for the results that predicted 0, 1, 2, and 3, which means that all inputs with a label of 4
or higher are misclassified. Figure 8b shows that when a voltage fault was injected during the fourth
loop, the attack success rate could be 81.52%. Since the attack result depends on the order of the labels,
the attacker cannot fully control the misclassification into a particular class. Nevertheless, the location
of the flaw injection can limit the scope of misclassification in some cases.
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(a) Clock Glitch Attack (b) Voltage Glitch Attack

Figure 8. Fault Attacks for Intentional Classification

Because the attack method in this approach targets only the softmax function in the output layer,
it is theoretically applicable regardless of the DNN model or dataset. Table 3 presents results from
attacking MLP and three CNN-based DNN models, popularly used in image recognition. Observe that
not only the MLP model but also the other three models misclassified images with high probability.

Table 3. Fault Injection Attacks on MLP and other CNN-based DNN Models

Normal Accuracy  Glitch Model Accuracy

Clock Voltage

MLP 97.74% 9.77% 12.51%
AlexNet 98.99% 9.50% 9.35%
InceptionNet 99.06% 9.61% 10.64%
ResNet 98.98% 9.33% 10.39%

A comparison with other existing studies is shown in Table 4. The practical fault attack using
laser injection resulted in random misclassifications of more than 50%|[15]. Khoshavi et al. found that
glitches targeting clock signals can reduce accuracy by 20% to 80%[19]. Liu et al. showed that an
attacker can induce more than 98% misclassification rate in 8 out of 9 models using clock glitches[20]. A
clock glitch-based fault injection into the softmax function of a DNN can lead to 98.6% misclassification
with class 0 only[17]. We also performed misclassification attacks using clock glitches and voltage
glitches against softmax functions and experimentally confirmed that we can misclassify them as 0 or
other classes more than 99%.
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Table 4. Comparison of fault injection attacks

Target Method Goal Effect
Bereir et al.[15] activation Laser random > 50%

functions  injection misclassification misclassification
Khoshavi et al.[19]  clock clock glitch accuracy 20% ~ 80% accuracy

signal degradation degradation
Liu et al. [20] clock clock glitch misclassification > 98%

signal misclassification
Fukuda et al.[17] softmax clock glitch misclassification 98.6%

function to class 0 misclassification
Ours softmax clock glitch misclassification > 99%

function = voltage glitch  to class 0 or others  misclassification

5. Countermeasure

5.1. Proposed Softmax Algorithm

The core of the fault injection attack on the softmax function lies in artificially omitting the loop
process during execution. The main ideas of the countermeasure are based on two factors. One is
that we should verify the number of loops during softmax execution. To address this, the softmax
algorithm is designed to check whether the loop process has been executed completely or not. If you
have not executed enough “For” loops for the number of output classes, you stop the process.

Even if a “For” loop executes normally, an injected fault can change the value of a variable in
memory. Therefore, the other idea in the countermeasure is to check that the sum of output normalized
probability values is always 1. The idea in the second method is to check the memory value to prove
that the operation inside the loop was performed properly.

The countermeasure at the algorithmic level to resist fault attacks is outlined in Algorithm 2.
In the proposed countermeasure, we verify that the loop process executed correctly through three
conditional statements in the algorithm. The conditional statement in Line 9 checks if the first loop
executed fully, and Line 16 verifies the second loop. Finally, Line 19 confirms that the sum of the output
values equals 1. Here, we emphasize that Line 10 of Algorithm 1 and Line 13 of Algorithm 2 must be
computed differently. The reason is that if Line 13 of Algorithm 2 is calculated as Oy = Oy /sum, the
fault injection attack attempted at Line 6 cannot be detected.
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Algorithm 2 The proposed softmax function

Require: y(y € {yo,...,yj-1})
Ensure: O(O € {Oy,...,0j_1})
1: for (k =0k < J;k+ +) do
O, =0
: end for
sum = 0,check = 0
: for (k =0k < J;k+ +) do
Or = exp(yk)
sum = sum + Oy
end for
. if (k! =]) then
exit(1);
. end if
: for (k=0;k < J;k++) do
Oy = exp(yy) /sum
check = check + Oy
: end for
. if (k! = J) then
exit(1);
: end if
. if (check! = 1) then
exit(1);
: end if

RN AN U S

[ S i e <
S, S © ® N o Uk WN = O

5.2. Fault Attacks on the Proposed Algorithm

To validate the proposed countermeasure algorithm, we conducted experiments on four DNN
models using the same test dataset. In all cases where fault injection attacks were not launched on the
softmax algorithm with countermeasures, image classification had the same accuracy as normal. Next,
a glitch fault injection attack was launched against the algorithm adopting the countermeasure, and
the result confirmed that faults were detected with 100% probability in the target device, and device
operation stopped. Figure 9a shows the result from injecting a clock fault into the countermeasure
softmax algorithm, and Figure 9b shows the result from injecting a voltage fault. From the experiments
on the microcontrollers implemented with the proposed countermeasure, we confirmed that it can
completely prevent misclassification on MNIST digit images.
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Figure 9. Fault Attacks on MLP with the Countermeasure

6. Conclusions

Deep learning, which has recently been attracting attention, is widely used for facial recognition
and image detection in IoT-edge devices and smart homes. However, remote edge devices that run a
DNN are exposed to threats such as fault injection and side-channel attacks. In particular, glitch fault
injection attacks can easily cause misclassified images by utilizing simple tools.

This paper demonstrated that clock or voltage glitch injection attacks can effectively induce errors
in image classification DNN models. The target for fault injection attacks is the softmax function
at the output layer. To verify the applicability of fault injection attacks, we used datasets from the
MNIST database for image classification and implemented DNN models on a 32-bit STM32F303
microcontroller. By terminating the first loop of the softmax function using glitches, misclassification
of Class 0 was easily induced. Experimental results showed the classification accuracy from MLP
decreased from 97.74% to 9.77% from a clock glitch attack and decreased to 12.51% from a voltage
glitch. Furthermore, we proposed a countermeasure to glitch attacks on the softmax function, which
is based on checking the loop counter and validating computational correctness. Consequently, we
confirmed that our proposed softmax algorithm can sufficiently defeat glitch-based fault injection
attacks.
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Abbreviations

The following abbreviations are used in this manuscript:

CNN  Convolution Neural Network
DNN  Deep Neural Network

EM Electromagnetic

FPGA  Field-programmable gate array
IoT Internet of Things

MLP  multi-layer perceptron
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