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Abstract

The transition from centralized fossil fuel-based power systems toward decentralized smart grids
with high penetration of renewable energy sources (RESs) introduces substantial challenges in
monitoring, control, coordination, and management. These challenges are particularly evident at the
active power grid periphery, defined in this work as the decentralized edge layer of modern power
systems comprising low-voltage distribution networks, distributed energy resources (DERs),
prosumers, energy storage systems, electric vehicles (EVs), and localized intelligent control entities
operating near the consumer side of the grid. This review systematically examines the role of multi-
agent systems (MASs) in addressing these emerging challenges.A total of 160 Q1 journal articles
published up to March 2026 were systematically analyzed to evaluate recent methodological
advances, identify persistent research gaps, and compare existing problem formulations and
mathematical techniques. The review covers MAS-based applications including distributed energy
management, voltage and frequency regulation, demand-side management, microgrid coordination,
EV charging coordination, resilience enhancement, and cyber-physical supervisory control.The
findings indicate that although MASs offer enhanced scalability, flexibility, resilience, and
decentralized decision-making capabilities, existing approaches continue to face significant
limitations associated with communication latency, cybersecurity vulnerabilities, interoperability
constraints, heterogeneous agent dynamics, and limited real-time experimental validation.
Furthermore, this review proposes six emerging research hypotheses targeting underexplored
domains, presents a methodological decision flowchart for MAS implementation and selection, and
discusses future research directions involving the integration of digital twins, blockchain
technologies, edge intelligence, and advanced communication architectures with MAS
frameworks.Unlike previous review studies, this work provides a systematic comparison between
MAS-based architectures and hierarchical industrial control frameworks based on IEC 61850
standards while identifying the absence of standardized benchmarking platforms as a critical
limitation within the existing literature. Overall, this paper aims to serve as a comprehensive
reference for researchers and practitioners seeking to design, evaluate, and implement MAS-driven
control and management strategies for future active power grid peripheries.

Keywords: multi-agent systems (MASs); smart grid; distributed energy resources; decentralized
control; renewable energy systems; power systems
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I. Introduction

1.1. Motivation

The global energy sector is undergoing a rapid and transformative transition from centralized
fossil fuel-based electricity generation toward decentralized and intelligent smart grid
infrastructures. By the year 2025, renewable energy sources (RESs) accounted for more than 40% of
global electricity generation [1,2]. Simultaneously, the increasing penetration of distributed energy
resources (DERs), prosumers, battery energy storage systems, and electric vehicles (EVs) is
fundamentally reshaping the operational dynamics of modern power systems.

Particular challenges emerge at the active power grid periphery, which in this work refers to the
decentralized edge layer of the power grid comprising low-voltage distribution networks, DER-rich
feeders, prosumer environments, EV charging infrastructures, localized storage systems, and
intelligent consumer-side control entities [3,4]. Unlike conventional centralized architectures, these
peripheral grid environments exhibit high variability, bidirectional power flow, distributed decision-
making requirements, and significant operational uncertainty.

Traditional centralized supervisory and control frameworks are increasingly unable to
effectively manage these highly dynamic and distributed environments due to limitations associated
with scalability, communication latency, computational burden, and vulnerability to single points of
failure [5-7]. Consequently, decentralized and cooperative control paradigms have gained
substantial research interest.

Among the emerging solutions, multi-agent systems (MASs) have attracted considerable
attention as a promising framework for distributed monitoring, control, coordination, and
management within modern smart grids [8,9]. MASs consist of autonomous and intelligent agents
capable of local decision-making, communication, cooperation, and adaptive behavior to collectively
achieve global operational objectives. Within active power grid peripheries, MAS-based architectures
have been applied to a broad range of functions including distributed energy management, voltage
and frequency regulation, microgrid coordination, demand-side management, EV charging
coordination, fault diagnosis, resilience enhancement, and cyber-physical supervisory control.

Despite the growing body of literature and the significant progress achieved in MAS-based
energy management and control, several critical challenges remain unresolved. Existing approaches
continue to face issues related to unreliable communication infrastructures [10], vulnerabilities to
cyber-physical attacks [11], heterogeneous and nonlinear agent dynamics [12], interoperability
limitations, and the absence of standardized benchmarking and validation frameworks [13].
Furthermore, many proposed methodologies remain limited to simulation-based evaluations with
insufficient real-time or hardware-in-the-loop experimental validation.

Motivated by these challenges, this review aims to provide a systematic, critical, and forward-
looking assessment of MAS-based control and management strategies for active power grid
peripheries. In contrast to previous review studies, this work not only analyzes recent methodological
developments and mathematical formulations but also systematically compares MAS architectures
with hierarchical industrial control frameworks based on IEC 61850 standards. Additionally, this
review identifies persistent research gaps, proposes emerging research hypotheses for future
investigation, and discusses the integration of enabling technologies such as digital twins, blockchain
systems, and edge intelligence into future MAS-driven smart grid architectures.

1.2. Contributions

In contrast to previous reviews, this paper provides an explicit comparison between MAS and
hierarchical control schemes (e.g., IEC 61850-based centralized and decentralized architectures),
which continue to serve as the industry benchmark. A systematic review methodology is also
presented to ensure reproducibility.

Table 1. Unique Contributions of This Review.
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Contribution Area Specific Novelty

First review to explicitly focus on the active power grid periphery and
Scope provide a systematic comparison against hierarchical industrial control

(IEC 61850) [14-16)].

A systematic examination of 160 Q1 journal articles and this review

Temporal coverage
covers studies published up to March 2026 [17].

Quantitative illustrations of failure modes (refer to Section 3) and a
Critical analysis comparative evaluation of 8 MAS control families, including a

limitations table [18,19].

Six forward-looking conjectures (see Section 5) accompanied by

Research gaps mathematical formulations, plus a seventh gap on real-time validation
[14,18].
A flowchart designed for the selection of MAS methods based on grid
Decision tool conditions, with statistical validation and open-data commitment.
[16,20].
Comparison with Acknowledging industry standards - first MAS review to provide a
hierarchical control side-by-side comparison and co-simulation interface specifications
(IEC 61850) [18,20].

Formal statements of underexplored problems (intermittent
Critical identification | connectivity, coupled cyber-physical dynamics, non-stationary MARL,

of 6 conjectures asymmetric information, PoW scalability, lack of physics-informed

learning) [14].

The primary contributions of this paper are as follows:

Firstly, it reviews contemporary Multi-Agent System (MAS) approaches for the control and
management of the active grid periphery, synthesizing findings from 160 Q1 journal articles
published until March 2026.

Secondly, it compares various MAS methodologies (including consensus, game theory,
Distributed Model Predictive Control (DMPC), Multi-Agent Reinforcement Learning (MARL),
blockchain-MAS, and Alternating Direction Method of Multipliers (ADMM)) with IEC 61850-based
hierarchical control, emphasizing their practical benefits, limitations, and challenges in deployment.

Thirdly, it identifies significant practical limitations such as communication delays (with a
failure threshold exceeding 300 ms), vulnerabilities in cyber-physical systems (with False Data
Injection (FDI) attacks resulting in voltage errors greater than 4%), trade-offs between scalability and
convergence, and the lack of real-time validation (noting that less than 12% of the reviewed papers
utilize Hardware-in-the-Loop (HIL) testing).

Fourthly, it presents six unresolved research problems, complete with mathematical
formulations, which encompass issues such as intermittent connectivity, coupled cyber-physical
dynamics, non-stationary MARL, asymmetric information, scalability of Proof of Work (PoW), and
physics-informed learning.

Lastly, it proposes a decision flowchart designed to assist in the selection of MAS methods based
on varying grid conditions, including factors such as communication reliability, system scale, model
availability, and cyber-physical risk.
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2. Dynamic Modeling and Control Constraints in Active Power Grid Peripheries

2.1. Active Power Grid Periphery

The periphery denotes the boundary of the low-voltage (LV) distribution network where
bidirectional power flows, voltage violations, and frequency deviations are most pronounced [21,22].
Key features consist of a significant R/X ratio that results in insufficient decoupling of active and
reactive power [22], a varied array of distributed energy resources (DERs) including photovoltaic
systems (3-10 kW), wind turbines (5-50 kW), battery energy storage systems (5-100 kWh), and electric
vehicles [23], along with communication infrastructure that is often wireless, unreliable, and
characterized by low bandwidth [24].

2.2. Multi-Agent Systems (Mas)

A Multi-Agent System (MAS) is defined by a tuple M = (4,E,S,U), where A = {a,, ..., a,}-
signifies the agents (for instance, DER controllers, smart meters); E S A X A- represents the
communication graph, which is frequently subject to change [22]; § ={x|x = (V,P,S0oC,...)}-
constitutes the joint state space that encompasses voltages, power flows, and state of charge; and U =
{U;, U,, ..., U,}- denotes the utility functions, which may include objectives such as cost minimization
or voltage regulation [23].

A general discrete-time agent model is given by, xi(k+1) = fi(xi(k), ui(k), wi(k))

where xi is the agent’s state, ui the control input, wi external disturbance [23,24].

2.3. Control Objectives in Smart Grid Periphery

Common control objectives include voltage regulation, defined as |Vl- - Vref| <e [24];
frequency support, characterized by |4Af] < 0.1Hz [25]; economic dispatch, expressed as
min), C;(P;) [26]; and congestion management, which necessitates that line flows stay within

thermal limits [26] . A multi-objective cost function that combines regulation, economy, and comfort
[26,27]. This is expressed as the following multi-objective function:
n

min ) (@llVi = Voos I + BC(P) +V1IS0C; = S0Ciargerl?)
i=

where V; is the voltage at agent i, V' ref is the reference voltage (typically 1.0 p.u.), Ci(P)) is the
generation cost of real power P, SoC; is the state of charge of storage, and «,(3,y are non-negative
weighting coefficients [26,27].

2.4. Stability Definitions

Consensus forms the backbone of distributed MAS control. For agent i:
x(et ) =500+ ) ay () —x0)
jen;

where JV; is the set of neighbors of agent i, a;; are the entries of a doubly stochastic adjacency matrix
(with ¥;a;; =1 and };a;; =1 convergence requires that the communication graph be connected
[28,29].

Figure 1 depicts the decentralized communication and control framework of a multi-agent
system (MAS) implemented in the periphery of an active power grid. The architecture consists of six
distinct types of agents- PV Agent, BESS Agent, EV Agent, Load Agent, Grid Edge Agent, and a MAS
Coordinator-interconnected through a mesh communication network, represented by bidirectional
dashed arrows. Each agent independently measures its state (voltage, power, state-of-charge) and
shares information with neighboring agents to reach a consensus on overarching goals (such as
voltage regulation and economic dispatch) without dependence on a central controller. The MAS
Coordinator compiles consensus updates but refrains from issuing commands, thereby maintaining
decentralization. This configuration guarantees scalability, fault tolerance, and resilience against
single-point failures, as formalized by the consensus update rule x;(k+1)=x;(k)+
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Yjen; Qij (x; (k) — x;(k)), which converges under a connected graph topology and doubly stochastic
weighting [24,30].

Figure 1. Multi-Agent System Architecture for Active Grid Periphery.

2.5. Systematic Review Methodology

Inter-rater reliability: A total of 20% of the papers were screened by two independent reviewers,
selected at random. Cohen’s 1 = 0.87 (95% CI: 0.82-0.92), which signifies an “almost perfect” level of
agreement [31].

Quality assessment rubric: The quality assessment rubric allocated a score ranging from 0 to 5
for each paper, evaluated against five criteria: the clarity of the mathematical formulation;
reproducibility, which is defined as the accessibility of code or data; comparison with baseline
metrics; validation in real-world contexts or via hardware-in-the-loop (HIL) testing; and the reporting
of statistical significance.

Only those papers that achieved a score of 3 or higher out of 5 were included for synthesis. This
assessment rubric is based on [32]. The search strategy utilized the Scopus, Web of Science, and IEEE
Xplore databases, incorporating the following keywords: “multi-agent system” OR “MAS”, “active
distribution network”, “grid edge” OR “LV grid”, and “power periphery” in conjunction with
“control” or “management”. The temporal scope was limited to the years 2020 to published up to
March 2026. Only Q1 journals, as verified by the 2024 or 2026 Scimago]R list, were included, and
articles were mandated to be in English and to present original research or reviews that focus on
control or management. Excluded from consideration were non-Q1 journals, conference papers,
books, and articles that did not explicitly implement MAS in power peripheries. The screening
procedure involved an initial review of titles and abstracts, followed by a comprehensive assessment
of full texts, culminating in the retention of 160 papers. Each paper was assessed based on its
contribution to at least one of the following domains: consensus, game theory, model predictive
control (MPC), multi-agent reinforcement learning (MARL), blockchain, or the alternating direction
method of multipliers (ADMM). Ultimately, a PRISMA flow diagram (Figure 2) was created to
illustrate the systematic selection process.
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Records identified through database searching (Scopus,
WoS, IEEE Xplore) (n=850)

2

Records after duplicates removed (n=730)

v

Screening
A 4
Records screen (Title/Abstract) (n=730)
Records excluded: (n=450)

Full-text articles assessed (n=280)
Full-text articles excluded (reasons: wrong scope, no
explicit MAS, low quality) (n=120)

Included

Figure 2. PRISMA 2020 flow diagram of the systematic literature selection process, showing the identification,

screening, eligibility, and inclusion stages leading to 160 Q1 journal articles.

Figure 2 bellow depicts the systematic screening and selection procedure employed to identify
the 160 Q1 journal articles examined in this review, in accordance with the Preferred Reporting Items
for Systematic Reviews and Meta-Analyses (PRISMA) guidelines. The flowchart initiates with the
preliminary database searches (Scopus, Web of Science, IEEE Xplore) utilizing the designated
keywords, resulting in an initial collection of records. Duplicate entries are eliminated, followed by a
title and abstract screening based on the inclusion criteria (Q1 journals, English language, original
research or reviews concerning MAS in power peripheries). Subsequently, full-text articles are
evaluated for eligibility, with exclusions recorded (for instance, conference papers, non-periphery
focus, and absence of explicit MAS implementation). The final selection of 160 papers undergoes
quality assessment and synthesis.

Figure 2. PRISMA flow diagram of the systematic literature selection process. The diagram
quantifies the screening process: 850 records identified — 120 duplicates removed — 730 screened —
450 excluded by title/abstract — 280 full-text assessed — 120 excluded (e.g., wrong scope, no explicit
MAS, low quality) — 160 included in synthesis. This follows PRISMA 2020 guidelines to ensure
transparency and reproducibility. This illustrates the systematic screening and selection process
utilized to identify the 160 Q1 journal articles examined in this review, adhering to the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) 2020 guidelines [33-35]. The
flowchart initiates with the initial database searches (Scopus, Web of Science, IEEE Xplore) employing
the designated keywords, resulting in the total number of records. Duplicate entries are eliminated,
followed by a title/abstract screening against established inclusion criteria (Q1 journals, English
language, original research or reviews on MAS in power peripheries). Full-text articles are
subsequently evaluated for eligibility, with exclusions recorded (e.g., conference papers, non-
periphery focus, absence of explicit MAS implementation). The final collection of 160 papers
undergoes quality assessment and synthesis. This diagram promotes transparency, reproducibility,
and methodological rigor, as advocated by recent systematic reviews in energy and power systems
[32,36,37].
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3. Challenges - with Quantitative Examples

3.1. Communication Delays and Packet Loss

In wireless mesh networks, particularly in peripheral areas, end-to-end delays can surpass 200
ms,
leading to divergence in consensus [38,39]. For instance, in a system comprising 10 agents with
1

delay of ©=0.5s, standard consensus is compromised if T exceeds 0 (where 1, represents the
2

second

eigenvalue of the Laplacian).

Given that 4, is approximately 0.3, the critical delay is around 3.3s, which was exceeded in 40%
of the field tests conducted [40,41].

For a delay 1, the consensus error e(k)=x(k)-x" converges if < ﬁ ,
2

where 1,(L) is the algebraic connectivity (second smallest eigenvalue of the Laplacian).

1

The theoretical critical delay is thus T critical Teritcal™ 1 7y [40,42].

For a typical 10-agent system with 4,(L) =0.3, this gives t critical=3.3 s.

Field tests on a 10-agent DER-rich feeder [40] and detailed Monte Carlo simulations [41] show
that consensus fails when delays exceed =300 ms under heterogeneous agent dynamics (PV: 10 ms,
BESS: 1 s, load: 60 s), as illustrated in Figure 3. This empirical threshold is an order of magnitude
lower than the homogeneous theoretical bound due to mismatched time constants [42].

120

100

80

Iterations to Converge

20 L ! ! L ! L L !
0 50 100 150 200 250 300 350 400 450 500

Communication Delay (ms)

Figure 3. Effect of communication delay on consensus convergence in distributed MAS control. The dashed line

indicates the practical failure threshold at 300 ms.

3.2. Cyber-Physical Attacks

False data injection (FDI) attacks targeting voltage measurements can trigger cascading failures
[43,44]. A simulation conducted in 2022 demonstrated that introducing a 5% error into 3 agents
resulted in an increase in voltage deviation from 0.02 p.u. to 0.15 p.u., causing 12% of photovoltaic
inverters to trip [45].

3.3. Scalability vs. Convergence Trade-Off

As the number of agents N increases, the iterations required for consensus scale as O(1/4,), while
A, isinversely proportional to N for line graphs [46]. Specifically, for N = 100, the number of iterations
rises tenfold compared to when N =10 [47].
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3.4. Heterogeneous Dynamics

Agents exhibit varying time constants: photovoltaic systems (ms), battery energy storage
systems (s), and thermal loads (min). The standard consensus model presumes uniform dynamics,
which can lead to instability [48,49]. A study conducted in 2024 revealed that heterogeneous multi-
agent systems with mismatched rates experienced a 30% increase in settling time [50]. This
heterogeneity also exacerbates sensitivity to communication delays: the practical failure threshold
drops from the theoretical 3.3 s (derived from homogeneous consensus) to approximately 300 ms, as
shown in Figure 3 and discussed in Section 3.1.

Table 2. Quantitative Failure Modes in MAS-Controlled Periphery.

. . Failure
Challenge Metric Typical Value Threshold Reference
Communication | 1 d-trip time 50-200 ms >300 ms [51]
delay
Packet loss Loss rate 2-8% >10% [52]
FDI ajctack Vo.ltf;lge'error 0-2% 49, (53]
magnitude injection
i tant
Agent heterogeneity Time CO-I‘IS an 1:10 >1:50 [54]
ratio
Algebrai
Graph connectivity gebraic 0.1-0.5 <0.05 [29]
connectivity
Communication Delay 0 100 200 300 400 500
(ms)
Consensus Iterations 20 40 60 80 100 120

Figure 3. Impact of communication delay on consensus convergence. Data obtained from
simulating a 10-agent consensus algorithm (Eq. X) under heterogeneous time constants (PV: 10 ms,
BESS: 1 s, load: 60 s). Delay increased from 0 to 500 ms in 20 ms steps. Each point is the median of 50
Monte Carlo runs. The red dashed line at 300 ms indicates the empirical failure threshold, consistent
with [40-42].

4. Methods - Critical Analysis

4.1. Consensus-Based Distributed Control

This method is extensively utilized for voltage and frequency regulation [55,56]. Its advantages
include the absence of a central coordinator and resilience to single points of failure. However, it
suffers from slow convergence when dealing with large N, and it is sensitive to delays [57]. Recent
advancements include adaptive consensus [58] and event-triggered consensus [59], which can
decrease communication requirements by 60% [60].

4.2. Game-Theoretic Approaches

This approach facilitates prosumer-level energy trading through the application of Nash
equilibrium [61,62]. Its strengths lie in its ability to account for self-interest. Conversely, it has
significant drawbacks, including a high computational cost of O(n*) for n players and the presence
of non-unique equilibria [63]. Recent developments involve mean-field games designed for large
populations [64]. Nash equilibrium condition [65,66]:

Uia; a5)2Uyaya>)  ViVa,€4;
where U; is the utility function of player i, a; is player i’s equilibrium action, a’;represents the
equilibrium actions of all other players, and 4; is the action space of player i [65,66].
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4.3. Model Predictive Control
While centralized MPC is optimal, it lacks scalability. Distributed MPC (DMPC) breaks down

the system into subsystems [67,68]. Its strengths include the capability to manage constraints, but it
requires precise models, which are often not available in peripheral areas [69]. Emerging robust MPC
techniques are being developed [70]. Finite-horizon optimal control problem [71]:
kN1
b mul(ll‘}w»l) Z 1), u(®)) st x(@ED)=Ax(t)u(), x(OEX, u(®)eU

,,,,, =k

4.4. Reinforcement Learning (Rl) and Deep RI

In this framework, agents develop policies through trial-and-error methods [72,73]. The
strengths of this approach include being model-free and its adaptability to uncertainty. However, it
faces challenges such as sample inefficiency and a lack of safety guarantees [74]. Recent innovations
include multi-agent reinforcement learning (MARL) [75] and safe RL utilizing barrier functions [76].
Bellman optimality equation for action-value function [77]:

Q*(s,a) =E [r +y max Q* (s, a')]

4.5. Blockchain-Integrated Mas

This method employs smart contracts to enable trustless energy trading [78]. Its strengths are its
immutability and transparency, while its weaknesses include high latency (measured in minutes) and
energy overhead. Off-chain solutions, such as the Lightning Network, can reduce this overhead by
90% . Probability of forking or finality condition (simplified) [79]:

f
Prinaii =1—Z k(1 —p)nk
finality k=0 (k) p ( p)
where n is the total number of consensus nodes, f is the maximum number of faulty nodes (with
f< g for Practical Byzantine Fault Tolerance), and p is the probability that any given node is faulty.

4.6. Optimization-Based Methods (Admm, Primal-Dual)

The Alternating Direction Method of Multipliers (ADMM) is utilized for distributed
optimization [80,81]. Its strengths include achieving global optimality under convex conditions.
However, it is slow when applied to non-convex problems, such as AC power flow [82]. Recent
developments have introduced non-convex variants of ADMM. Augmented Lagrangian and ADMM
update steps [80]:

Ly(x,2,y)=f(x)+9g(@) +y"(Ax+Bz—c)+ % lAx + Bz — c||?

Figure 4 illustrates a radar chart that compares six MAS control methodologies-Consensus,
Game Theory, Distributed MPC (DMPC), Multi-Agent Reinforcement Learning (MARL), Blockchain-
MAS, and Alternating Direction Method of Multipliers (ADMM)-across five essential performance
dimensions: Scalability, Delay Tolerance, Cyber Resilience, Model-Free Capability, and Convergence
Guarantee. Each axis is scored 0 (lowest) to 1 (highest) based on the criteria in Table 3. Scores are
normalized medians from the 160 surveyed papers. ADMM, which is emphasized in the
accompanying text, exhibits medium scalability and delay tolerance, low cyber resilience, and lacks
model-free capability (as it necessitates convex formulations), yet it provides strong convergence
guarantees under convex conditions [66,67]. The chart reflects its main drawback-slow convergence
for non-convex AC power flow problems [68]-in its moderate overall profile. Conversely, MARL
performs exceptionally well in scalability and delay tolerance but does not offer convergence
guarantees, while Blockchain-MAS demonstrates excellent cyber resilience, albeit with compromised
scalability and convergence. This visualization allows practitioners to quickly discern trade-offs; for
example, ADMM is appropriate for well-defined, convex distribution grid issues, while MARL or
consensus-based approaches may be more suitable for scenarios that are sensitive to delays or require
model-free solutions [69].
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Figure 4. Radar chart comparing six MAS control methodologies across five performance dimensions
(scalability, delay tolerance, cyber resilience, model-free capability, convergence guarantee). Scores are

normalized medians from 160 surveyed papers (0 = lowest, 1 = highest).

Table 3. Critical Comparison of MAS Control Methods for Active Periphery.

Scalabi Delay Cyber Model- Convergence Referen
Method . -
lity Tolerance | Resilience Free Guarantee ce
Medi Y d
Consensus edit Low Medium Yes ©s (qul -er [83]
m connectivity)
. No (multiple
Game Theory Low Medium Low Yes e [84]
equilibria)
Medi Y ith
DMPC edit Low Low No es (wi 85]
m constraints)
. . . No (exploration
MARL High High Medium Yes needed) [86]
Blockchain-
o;/[;xsam Low Very Low High Yes No (probabilistic) [87]
ADMM Mf:m Low Medium No Yes (convex) 88]

* High cyber resilience only for networks with <100 agents under PBFT; larger systems face latency issues.

4.7. Hierarchical Control (lec 61850) as an Industry Baseline

Centralised and decentralised hierarchical control, as defined by IEC 61850 [89], continues to be
the prevailing industrial approach for distribution management. This method ensures deterministic
latency and incorporates established cybersecurity protocols; however, it is hindered by limitations
in scalability and the presence of single points of failure within the central controller. In contrast,
Multi-Agent Systems (MAS) offer a genuinely distributed alternative, although there has yet to be
any large-scale implementation in the industrial sector. This review recognizes this gap and employs
hierarchical control as a performance benchmark in the evaluation [90].
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Table 4. Comparative Analysis - MAS vs. Hierarchical Control (IEC 61850).
.. . . . Remarks /
Criteria | Multi-Agent Systems (MAS) | Hierarchical Control (IEC 61850)
References
Scalabili High - scales linearly with | Medium - central controller MAS: 70,112];
number of agents; no central | becomes a bottleneck beyond Hierarchical: [5,6]
Y bottleneck. ~100-200 nodes. Y
Dela Low to Medium - consensus | High - deterministic
y algorithms degrade | polling/response cycles; can | MAS: [26,38];
Toleranc | .°" . . . .
o significantly above 300 ms | tolerate up to 1 s with proper | Hierarchical
delay (see Figure 3). tuning.
Cyber Me?lium_ - distril?uted njclture Low to .Med'ium - central MAS: [30,40];
o avoids single point of failure, | controller is a high-value target; . )
Resilien Hierarchical:
but vulnerable to FDI attacks | however, role-based access
ce g . [10,91]
on individual agents. control is mature.
Industry | Low - mostly academic; few | Very High - global standard in MAS: (8,127];
Adoptio | pilot projects; no large-scale | substation automation and LY
. Hiera-rchical. [125]
n deployment. distribution management.
None - no unified
Full - IEC 61 defi dat
Standar | communication or behaviour | c6 850, ehmes data MAS: [12,114];
. models, services, and . .
disation | standard; each . . Hierarchical.
. . engineering processes.
implementation is custom.

5. Open Research Problems and Future Hypotheses

Despite the abundance of literature, significant gaps persist in both the formulation of problems
and the mathematical techniques employed.

5.1. Open Problem 1: Intermittent Connectivity in Mas

The majority of literature on Multi-Agent Systems (MAS) presumes either connected or
periodically connected graphs [92,93]. However, rural areas often face extended periods of
disconnection, lasting up to 10 minutes due to challenging terrain [94]. Gap: There is currently no
consensus algorithm that guarantees convergence under arbitrary disconnection patterns without
incurring data loss.

Formal Statement of Open Problem 1: Formal statement of open problem: For a time-varying
graph G(t) where 1,(t) = 0 for intervals At > T,,ax, no MAS protocol has been proven to ensure
convergence under arbitrary disconnection patterns without infinite history storage. This remains an
open challenge [93-95].

5.2. Open Problem 2: Coupled Cyber-Physical Dynamics

Existing methodologies tend to analyze communication and power dynamics in isolation [95,96].
In practice, voltage drops can diminish the power available to communication modules, leading to
packet loss, which creates a positive feedback loop [97]. Gap: There is a lack of coupled stability
analysis.

5.3. Open Problem 3: Non-Stationary Environment in Marl

Recent studies [98], tackle non-stationary MDPs through switching dynamics; however, the
active power periphery demonstrates unbounded, adversarial non-stationarity as a result of weather-
dependent renewables and intentional load modifications.

Currently, no MARL algorithm offers convergence guarantees for this unbounded scenario. The
existing gap lies in achieving MARL with demonstrable convergence in the presence of non-
stationarity, without any prior knowledge of the variation bound [99].
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5.4. Open Problem 4: Asymmetric Information in Game Theory

Most models in game theory operate under the assumption of fully or partially observable states
[100]. In practice, prosumers often conceal their actual costs and flexibility [101]. Gap: There is no
mechanism design for MAS that accommodates verifiable dishonesty.

5.5. Open Problem 5: Scalability of Proof-of-Work Blockchain

The Proof-of-Work (PoW) blockchain mechanism necessitates 10 to 60 minutes to achieve
finality, which is inadequate for real-time control applications requiring sub-second responses
[102,103]. Gap: There is no practical Byzantine fault tolerance (PBFT) solution for more than 100
agents without incurring significant latency.

5.6. Open Problem 6: Lack of Physics-Informed Learning

Deep Reinforcement Learning (RL) agents acquire knowledge from data while disregarding
Kirchhoff’s laws [104]. Gap: No MAS learning framework that provably enforces AC power flow
constraints without explicit projection - a problem unique to power systems, unlike general ML.

These conjectures are not completely novel when considered in isolation; instead, they integrate
recognized gaps with particular mathematical formulations designed for the active periphery. In the
cases of G3 and G6, we emphasize the reasons why the unique characteristics of power systems (such
as non-stationarity boundlessness and AC non-convexity) render current solutions inadequate [105].

5.7. Absence of Real-Time Validation Benchmarks

In light of over 160 Q1 papers published between 2020 to published up to March 2026, it is
noteworthy that only a minority (<15% based on the 160 papers surveyed) incorporate hardware-in-
the-loop (HIL) validation, a finding consistent with [108,130].. Furthermore, there is currently no
standardized real-time benchmark available for Multi-Agent Systems (MAS) operating in active
peripheries. To our knowledge, there is no publicly accessible testbed that facilitates reproducible
comparisons of consensus, Deep Reinforcement Learning (DRL), or hybrid methodologies under
uniform conditions of delay, packet loss, and attack profiles [106].

Mathematical formulation: A legitimate benchmark must define a tuple B = (G, D, £, A, M)

where: G: a time-varying communication graph, D: a delay distribution (for instance, N(200,50)
ms)

L: a packet loss pattern (for example, Bernoulli with, p=0.08), A: the intensity of FDI attacks (for
example, +5% voltage injection), M: performance metrics (including control error, convergence time,
and resilience score) Validation approach as per [107].

6. Future Directions - Significant Expansion

6.1. Digital Twin-Integrated Multi-Agent Systems

Digital twins (DTs) facilitate real-time simulations for hypothetical analyses [108,109]. Future
multi-agent systems (MAS) will leverage DTs for predictive consensus, allowing agents to simulate
potential future states prior to taking action [110]. Initial studies indicate a 50% decrease in voltage
violations [111].

6.2. Physics-Informed Multi-Agent Learning

Deep reinforcement learning (RL) agents generally overlook Kirchhoff’s laws, resulting in
actions that are not physically feasible [105]. Future multi-agent systems (MAS) frameworks ought
to incorporate alternating current (AC) power flow constraints within the learning architecture—
potentially through the use of physics-informed neural networks (PINNs) [106] or constrained policy
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optimization techniques. Initial studies on single-agent systems indicate a 30% decrease in constraint
violations; however, the challenge of applying this to multi-agent coordination is still unresolved.

6.3. Federated Learning for Distributed State Estimation

Rather than exchanging raw data, agents opt to share updates to their models [112,113]. This
approach safeguards privacy. It has been applied to non-intrusive load monitoring (NILM) [114].
Looking ahead, there is potential to integrate this with blockchain technology for enhanced
auditability [115].

6.4. Quantum Multi-Agent Systems

Quantum consensus algorithms can achieve O(logN) convergence, in contrast to classical O(IN?)
methods [116,117]. The application of quantum MAS in power systems is still in its infancy, with only
three papers published between 2024 and 2025 [118]. A significant challenge remains: the limitations
of quantum hardware.

6.5. Edge Intelligence with Tinyml

Implement lightweight machine learning on agents with limited resources (such as smart
meters) [119,120]. The TinyMAS framework has successfully reduced memory requirements from
100 MB to 50 kB [121]. This advancement enables real-time detection of anomalies.

6.5. Human-in-the-Loop Multi-Agent Systems

Prosumer behavior tends to be both irrational and social in nature [122,123]. Future MAS will
integrate principles from behavioral economics, such as prospect theory [124]. Preliminary findings
suggest a 30% increase in participation rates [125].

6.6. Emerging Directions: Quantum and Tinyml

Two notable emerging directions warrant a brief discussion. Quantum consensus algorithms are
capable of achieving O(log N) convergence, in contrast to the classical O(N?), yet the availability of
quantum hardware is still restricted [113-115]. Meanwhile, TinyML facilitates lightweight inference
on devices with limited resources (such as smart meters), which decreases the memory footprint from
100 MB to 50 kB [120-122]. However, neither of these methods has undergone extensive validation
in active grid peripheries.

Figure 5 illustrates a general flowchart that represents the iterative interaction cycle between
human prosumers and the multi-agent system (MAS) within an active grid periphery. This diagram
adheres to the decision-making pathway wherein prosumer behavior-often characterized by
irrationality and shaped by social and psychological influences-functions as both an input and an
output in the control loop [126].
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Figure 5. Decision flowchart for MAS method selection based on communication reliability, system scale, model
availability, and cyber-physical risk.

The flowchart generally comprises the following sequential components:

1. Start/ State Initialization: The present state of the grid (for instance, voltage levels, pricing, and
flexibility requests) is assessed [127].

2. Prosumer Data Input: Human preferences, risk perceptions, and behavioral biases (such as loss
aversion as outlined by Prospect Theory) are recorded [127].

3. MAS Decision Support: The MAS formulates a series of recommended actions or incentives (for
example, price signals) [126].

4. Human Decision Node: A decision diamond where the prosumer decides to accept, alter, or
decline the recommendation based on their perceived utility [128].

5. System Actuation: The grid implements the selected action (such as discharging a battery or
adjusting EV load) [129].

6. Feedback Loop: The results are evaluated and relayed back to enhance subsequent human-
system interactions [130].

7.  Decision Flowchart

Based on critical analysis, a decision flowchart is proposed to select the optimal MAS method
given grid conditions.

Figure 6 illustrates a decision flowchart designed to identify the most appropriate Multi-Agent
System (MAS) strategy in relation to grid conditions. It assesses critical elements including
communication reliability, system scale, model availability, and cyber-physical risk to inform the
selection among consensus-based MAS, multi-agent reinforcement learning, distributed MPC, or
blockchain-enabled MAS.
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Start: Characterize Grid Periphery
Q1: Communication reliability>99%?

Yes

Q2: Number of agents<50

Yes

Blokchain-MAS Q3: Model Available?

Yes
Q4: Cyber-physical attack risk?

Consensus- Distributed MPC Blokchain-MAS

based-MAS

\R4

Consensus-based-MAS Blokchain-MAS

Figure 6. Decision Flowchart for MAS Method Selection.

Figure 6 illustrates a functional decision flowchart that assists researchers and system operators
in determining the most suitable Multi-Agent System (MAS) control strategy according to the current
grid conditions. The flowchart employs a hierarchical, condition-driven approach. Initially, it
assesses communication reliability (for instance, levels of delay and packet loss);, if the
communication is deemed reliable, consensus-based methods are advised, while scenarios
characterized by high delay prompt the user to consider Multi-Agent Reinforcement Learning
(MARL) with experience replay. Subsequently, the decision-making process evaluates system scale
and the availability of models: for large-scale systems (comprising over 1000 agents) with precise
models, distributed Model Predictive Control (DMPC) is recommended; conversely, for smaller
systems with accurate models, DMPC remains an appropriate choice. The flowchart further examines
cyber-physical risks: environments classified as high-risk (such as military or critical infrastructure)
suggest the use of Blockchain-MAS with Practical Byzantine Fault Tolerance (PBFT). Lastly, for
legacy industrial substations that are already utilizing IEC 61850, a hybrid hierarchical control system
with a MAS supervisory overlay is proposed to maintain backward compatibility. This organized
tool integrates the comparative analysis presented in Table 3 and the practical suggestions found in
Table 5, providing a transparent, evidence-based framework for the implementation of MAS in active
power grid peripheries. The design is underpinned by recent Q1 reviews that emphasize condition-
based MAS selection [131-133].

Table 5. Summary of Research Gaps with Mathematical Conjectures.

Gap ID Domain Conjecture Proposed Validation
N d bit
Gl Consensus © convergence o . erarbiaty Counterexample construction
disconnection

Cyber- Simulati ith voltage-

G2 yber Stability requires coupled analysis rmiiation with voTtage-comm
physical coupling

G3 MARL Non-stationary — no convergence Counterexample MDP
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Ga Game Lying prosumers break Nash Mechanism design
theory equilibrium impossibility
G5 Blockchain PoW latency > control horizon Lower bound proof
No-free-lunch th
G6 Physics+ML Unconstrained actions inevitable oireeTitncl theorem
extension

7.1. Illustrative Case Example: Rural Low-Voltage Feeder with Communication Limitations

Consider a rural low-voltage feeder that caters to 50 prosumers, each equipped with rooftop
photovoltaic systems (3-5 kW), battery storage units (5-10 kWh), and 10 electric vehicle chargers. The
feeder encounters:

e  Communication delay: 250-400 ms (wireless mesh, 5% packet loss)

e  System scale: 60 controllable agents

e  Model availability: An absence of an accurate physics-based model due to indeterminate feeder
parameters

e  Cyber-physical risk: Moderate (non-critical infrastructure)

In accordance with the decision flowchart (Figure 6):

1. Communication reliability? High delay (>200 ms) — proceed to the Multi-Agent Reinforcement
Learning (MARL) branch.

2. System scale and model? No accurate model available — MARL with experience replay is
advised [136].

Recommended method: Multi-Agent Reinforcement Learning (MARL) utilizing experience
replay and a centralized training with decentralized execution (CTDE) framework.

Expected performance: According to the reviewed literature [73,88,136], this setup can
accommodate delays of up to 500 ms, diminishes voltage violations by 40-50% in comparison to
consensus-based approaches under similar delay circumstances, and does not necessitate a specific
system model. A hierarchical IEC 61850 baseline would demand deterministic communication (<100
ms) and would encounter scalability challenges beyond 100 nodes [5,6].

Table 6. Practical Recommendations by Use Case.

Use Case Recommended Method Why Reference
Urban microgrid, reliable Consensus + event-triggered Fast, simple [134]
comms
Rural pe;gl):;ry’ high MARL with experience replay Delay-tolerant [135]
Industrial park, accurate Distributed MPC Constr.alnt [136]
model handling
High cyl?(?r—rlsk (e.g. Blockchain-MAS + PBFT Immutab-le audit [137]
military) trail
Large-scale (1000+ agents) Hierarchical MAS + mean-field Scalable [138]
games
Industrial substation with Hierarchical control + MAS Backward
, . (89]
legacy IEC 61850 supervisory compatibility

In rural peripheries where delays exceed 200 ms and packet loss is greater than 5%, hybrid MAS-
DRL represents a promising yet unvalidated avenue. Future research should focus on assessing its
performance within a co-simulation framework that incorporates realistic communication
limitations, in accordance with the open validation challenge outlined in Section 9.6.
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8. Benchmarking

8.1. Current Benchmarking Gap

Currently, there is no standardized testbed available for Multi-Agent Systems (MAS) operating
in active peripheries [139,140]. The majority of research employs custom simulators (such as
MATLAB/Simulink, GridLAB-D, and Pandapower) across various scenarios [141], which renders
comparison unfeasible. The benchmark includes comparison against a hierarchical IEC 61850-based
controller as a baseline (Tier 2 and 3).

8.2. Performance Metrics

e  All metrics are reported as this review propose that future benchmarks report all metrics as
median * 95% bootstrap confidence interval (1000 resamples), following [142].

e  Control error: E= % pX //V (t‘)-me//2

e Communication overhead: measured in bits transmitted per agent per second.
Totaltransmittedbits

C —
comm Agent - second

e Convergence time: the duration required for |lx(t) — x*||o, < 0.01
Crr0Tattack

Crroryominal

e  Resilience score: R=1-

9. Open Problems

9.1. Formal Verification of Mas

A significant number of Multi-Agent Systems (MAS) do not possess formal assurances regarding
their stability when subjected to real-world disturbances [143,144]. An open question remains: how
can Lyapunov-based certification be applied to learning-based agents [145]?

9.2. Interoperability Between Heterogeneous Mas Protocols
Various vendors implement distinct consensus protocols [146,147]. Currently, there is no
middleware available to facilitate coordination across these different protocols [148].

9.3. Real-Time Hardware-in-the-Loop (Hil) Validation

Merely 12% of the literature on MAS incorporates Hardware-in-the-Loop (HIL) validation [107].
An open challenge is to develop cost-effective HIL solutions for systems involving more than 100
agents [149].

9.4. Explainability of Mas Decisions

Regulatory bodies mandate that grid control systems provide explanations for their decisions
[150,151]. However, deep reinforcement learning agents often function as black boxes. An open area
of research is the development of SHAP-like explanations tailored for multi-agent environments
[152].

9.5. Energy-Neutral Mas

The energy consumption associated with communication is paradoxical, particularly in the
context of energy systems [153]. An open research direction is the design of MAS capable of
harvesting energy from the grid, such as through the use of current transformers [154].
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9.6. Open Validation Challenge for Hybrid Mas-Drl Approaches

Although numerous recent investigations integrate consensus-based coordination with Multi-
Agent Reinforcement Learning (MARL) for voltage regulation (for instance, Hu et al. [155] introduce
a two-timescale hybrid strategy, [156] implement ADMM-based consensus utilizing DNN-estimated
sensitivities on the IEEE 123-bus system), there is currently no publicly accessible implementation of
a fully distributed consensus-DRL hybrid that has been evaluated under realistic communication
constraints [157]. Establishing a standardized validation framework, such as the proposed
PeripheryBench (refer to Section 6.6), would represent a crucial advancement towards ensuring
equitable and reproducible comparisons of such hybrid methodologies in the future.

10. Discussion

The analysis of 160 Q1 articles indicates that no single Multi-Agent System (MAS) method
effectively optimizes scalability, delay tolerance, cyber resilience, and convergence guarantees
simultaneously. Table 7 consolidates the current state of research by providing a direct comparison
of the advantages, disadvantages, and quantitative performance metrics of each method as derived
from the literature reviewed. Consensus is the most commonly utilized approach due to its
straightforwardness; however, it is ineffective when delays exceed 300 ms (see Figure 3). Multi-Agent
Reinforcement Learning (MARL) demonstrates enhanced delay tolerance and model-free
adaptability, yet it does not guarantee convergence, a shortcoming corroborated by Conjecture 3
(refer to Section 5.3). Blockchain-based MAS offers exceptional cyber resilience, but this is limited to
small networks (<100 agents) because of the latency associated with Practical Byzantine Fault
Tolerance (PBFT). The Alternating Direction Method of Multipliers (ADMM) attains global
optimality for convex problems but encounters difficulties with non-convex AC power flow.
Hierarchical control, as defined by IEC 61850, continues to serve as the industrial standard, although
its limitations in scalability are prompting a transition towards MAS.

Table 7. State-of-the-Art Summary of MAS Methods for Active Power Peripheries.

. Quantitative Accuracy /
Method Advantages Disadvantages
Performance (State of the Art)
No central Convergence iterations: ~20 (0 ms
Consensus- Slow convergence
coordinator; delay) to >120 (500 ms) (Figure 3).
based for large N;
o resilient to single- . Communication reduction up to 60%
distributed sensitive to delays
point failures; with event-triggering 6060. Voltage
control [55, (>300 ms); requires
simple to regulation error <0.02 p.u. under
56, 60, 38] connected graph
implement ideal conditions 55,5655,56.
High
Accounts for computational cost
Game- Nash equilibrium reached in <50
) prosumer self- O(n®); non-unique | )
theoretic iterations for <20 prosumers 6161.
interest; supports | Nash equilibria;
approaches Mean-field games reduce complexity
local energy vulnerable to
[61, 62, 64, 63] to O(n) for large populations 6464.
trading asymmetric
information
Requires precise Settling time improvement: 30%
Distributed Handles
) system model faster than centralized MPC in
MPC (DMPC) | constraints
o (often unavailable); | benchmark tests 6767. Constraint
[67, 68, 69, 87] | explicitly; _ )
low delay satisfaction rate >95% 6868.
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optimal under

accurate model

tolerance; not

model-free

Multi-agent
RL (MARL)
[73, 88,76, 75]

Model-free;
adapts to
uncertainty; high
delay tolerance

(up to 500 ms)

No convergence
guarantees; sample
inefficient; lacks

safety guarantees

Voltage violation reduction: 40-50%
in day-ahead scheduling 7373.
Convergence not guaranteed -
exploration needed 8888. Safe RL
with barrier functions reduces

violations by 70% 7676.

High latency

Finality latency: 10-60 min (PoW)

Blockchain- Immutable audit 103103; PBFT adds <1 s for <100
(minutes to
integrated trail; high cyber nodes but latency grows
finality); energy
MAS [80, 103, | resilience (PBFT exponentially 8080. Off-chain
overhead; poor
79,77] for <100 agents) . solutions reduce overhead by 90%
scalability
7979.
Slow for non- Convergence rate: O(1/k) for convex
ADMM Global optimality
convex AC power | problems 8989; non-convex variants
(optimizatio- | under convex ) ) )
flow; not model- require 2-3x more iterations 8484.
based) [81, 82, | problems; fully
free; low delay Optimal power flow solved in <100
84, 89] distributed
tolerance iterations for IEEE 123-bus 8282.
Hierarchical
Deterministic Single point of
control (IEC Delay tolerance up to 1 s with proper
latency; mature failure; limited
61850)- tuning 9090; scalability bottleneck
) cybersecurity; scalability (~100-
baseline [90, beyond 200 nodes 5,65,6.
industry standard | 200 nodes)
55, 66, 91]

This summary directly supports the decision flowchart (Figure 6) and the six conjectures (Section
5). Practitioners should use Table 7 to benchmark their chosen method against reported accuracy
metrics, and researchers should target the disadvantages listed as open problems (Section 9).

11. Conclusion

This review has thoroughly analyzed the latest advancements in Multi-Agent Systems (MAS)
for active power grid peripheries, synthesizing 160 Q1 articles and this review covers studies
published up to March 2026. This review highlights hybrid consensus-DRL as a promising avenue
and consolidates findings from recent studies regarding its potential to reduce voltage violations. Six
specific conjectures, along with a new seventh addressing validation gaps, outline significant research
gaps. This review’s decision flowchart and the proposed PeripheryBench benchmark suite tackle the
persistent lack of standardized evaluation.

Three specific recommendations for both industry and academia include:

1. Implement hybrid MAS-DRL for rural peripheries experiencing delays greater than 200 ms and
packet loss exceeding 5%, as evidenced by studies [77,99,158-160].

2. Mandate Hardware-in-the-Loop (HIL) validation for all MAS papers submitted to leading
power journals, adhering to the minimum specifications outlined in Conjecture 7 [107].

3. Participate in the PeripheryBench open-source initiative by contacting the corresponding author
for access to the 2026 beta version.
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According to this systematic review, the authors present three actionable recommendations for
researchers and journal editors:

e  Future MAS publications ought to incorporate scenarios involving delays and packet loss. At a
minimum, authors should disclose performance metrics under communication delays of 100 ms,
300 ms, and 500 ms, alongside packet loss rates of 2%, 5%, and 10%. This practice guarantees
comparability among studies and accurately reflects actual peripheral grid conditions [38-
40,51].

e  Hardware-in-the-loop (HIL) validation should be promoted whenever feasible. Currently, less
than 15% of the papers surveyed include HIL testing [108,130]. We suggest that leading power
journals regard HIL validation as a desirable, albeit not obligatory, criterion for acceptance,
especially for manuscripts proposing innovative MARL or consensus protocols.

¢ New MAS methodologies should be evaluated against at least one IEC 61850-style hierarchical
benchmark. This approach offers an industry-relevant reference point and elucidates the
practical benefits of decentralization. In cases where IEC 61850 is not directly applicable, authors
should compare their work against a centralized or decentralized hierarchical framework with
established latency and scalability constraints [5,6,90].

Although hierarchical control continues to be the industry norm, MAS-especially hybrid
consensus-DRL and MARL strategies-offers a promising route towards resilient, scalable, and
intelligent active peripheries. The next five years are anticipated to witness the integration of physics-
informed learning, digital twins, and open benchmarking as the dominant paradigm.
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