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Abstract: The increasing interconnection and digitalization of modern energy systems have
intensified cybersecurity vulnerabilities in Power Cyber-Physical Systems (Power CPS). Traditional
centralized defense approaches struggle to balance privacy preservation, scalability, and
collaborative responsiveness across distributed infrastructures. Federated Learning (FL) emerges as
a promising paradigm that enables distributed, privacy-preserving model training without sharing
raw data. This review presents a comprehensive analysis of FL-based collaborative defense for Power
CPS, spanning threat modeling, architectural taxonomies, privacy-preserving mechanisms, and real-
world applications. We categorize FL techniques by learning structure, synchronization, and
personalization, and examine privacy-enhancing technologies such as differential privacy, secure
multiparty computation, homomorphic encryption, and trusted execution environments. Practical
applications across substations, SCADA systems, WAMS, and EV infrastructures are reviewed
alongside deployment challenges such as communication overhead, adversarial threats, and
operational constraints. A roadmap is proposed for future research in cross-layer FL architectures,
federated reinforcement learning, and regulatory standardization. The review concludes by
advocating for cross-sector collaboration to operationalize federated defense as a cornerstone of
resilient, secure, and privacy-compliant smart grids.

Keywords: power cyber-physical systems; federated learning; privacy-preserving defense; cross-
layer cybersecurity; edge computing; collaborative threat detection

1. Introduction

1.1. Background on Cybersecurity in Power Cyber-Physical Systems

The global energy sector is undergoing a profound transformation driven by the convergence of
physical grid operations with digital communication, control, and computation technologies,
resulting in what is commonly known as Power Cyber-Physical Systems (Power CPS) [1-3]. These
systems integrate components such as Supervisory Control and Data Acquisition (SCADA) systems
[4], Distributed Energy Resources (DERs) [5-6], Advanced Metering Infrastructure (AMI), and
Electric Vehicle (EV) charging networks [7-8], forming highly interconnected infrastructures that
support the generation, transmission, distribution, and consumption of electricity [10-12].

While this integration enhances operational efficiency, situational awareness, and real-time
control, it also introduces expanded cyber-attack surfaces. Malicious actors can exploit vulnerabilities
in communication protocols, sensor networks, control algorithms, and data management platforms
to disrupt grid operations, manipulate market mechanisms, or compromise customer data privacy
[13-15]. Cyber-physical attacks such as False Data Injection Attacks (FDIAs), Denial-of-Service (DoS)
attacks, ransomware campaigns, and insider threats have increasingly targeted energy
infrastructures worldwide, threatening not only economic stability but also national security [16-18].

Traditional cybersecurity strategies in Power CPS rely heavily on centralized detection and
defense mechanisms, where data is aggregated at control centers or cloud platforms for analysis and
decision-making [19-20]. However, this centralized paradigm presents several limitations, including:
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e Data privacy concerns: Transferring sensitive operational data to central servers risks
exposing confidential information [21].

e Scalability challenges: Centralized processing struggles to scale across geographically
distributed and heterogeneous grid assets.

e Communication overhead: Continuous data transfer imposes significant bandwidth
demands on grid communication networks.

o Delayed response times: Centralized analysis may be too slow to respond to rapidly evolving
threats at the grid edge [22].

These challenges highlight the urgent need for decentralized, collaborative, and privacy-
preserving defense frameworks that enable multiple stakeholders—such as utilities, DER operators,
microgrid controllers, and EV aggregators—to cooperate in detecting and mitigating cyber threats
without compromising data confidentiality or system performance [23].

1.2. The Need for Collaborative and Privacy-Preserving Defense Strategies

The highly distributed nature of Power CPS requires collaborative defense mechanisms that
leverage local intelligence while maintaining global situational awareness [24]. For example, DER
operators may detect localized anomalies that indicate a broader coordinated attack on the grid.
Similarly, EV charging infrastructure operators may observe unusual behaviors that could signal
ransomware propagation across control networks.

However, collaboration is hindered by data privacy regulations, competitive business interests,
and technical barriers that prevent stakeholders from sharing raw operational data [25]. This tension
creates a paradox: effective cyber defense requires information sharing, but information sharing risks
exposing sensitive data [26-27].

Overcoming this paradox demands privacy-preserving collaborative defense frameworks that
enable:

e Joint learning from distributed data sources without centralizing raw data.

o Cross-entity threat intelligence sharing without violating privacy or confidentiality
constraints.

e Scalable and adaptive defense mechanisms that operate across diverse and distributed grid

environments.

1.3. Emergence of Federated Learning as a Distributed Defense Paradigm

Federated Learning (FL) has emerged as a promising solution to this challenge. Originally
proposed by Google for privacy-preserving mobile device learning, FL. enables multiple entities to
collaboratively train machine learning models without sharing raw data. Instead, participants
perform local model training on their private data and share only model updates (e.g., gradients or
weights) with a central aggregator, which combines them to produce a global model [28-30].

This decentralized learning paradigm offers several advantages for Power CPS cybersecurity:

e Privacy Preservation: Raw data remains local, reducing the risk of data leakage or regulatory
non-compliance.

e Scalability: FL naturally scales to large, geographically distributed networks of grid assets.

e Low Communication Overhead: Only model updates, not raw data, are transmitted,

reducing bandwidth requirements.
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e Collaboration Across Trust Boundaries: FL enables stakeholders with varying levels of trust

to jointly improve defense capabilities.

In recent years, researchers have begun exploring the application of FL to various
cybersecurity tasks in Power CPS, including:

e Anomaly and intrusion detection in substations, microgrids, and EV charging stations [31-
33].
e Malware and ransomware detection in SCADA and Industrial Control Systems (ICS) [34].

e FDIA detection in wide-area monitoring and control systems [35-36].

While these early studies demonstrate the potential of FL, significant technical, operational, and
organizational challenges remain in adapting FL to the unique requirements of Power CPS
environments.

1.4. Objectives, Scope, and Structure of the Review

This review aims to offer a comprehensive, structured, and forward-looking analysis of FL and
privacy-preserving collaborative defense in Power CPS. Specifically, it seeks to: characterize the
cybersecurity challenges driving the need for decentralized and privacy-aware defense mechanisms;
elucidate the principles of FL and its suitability for power system applications; survey and classify
relevant FL methodologies; analyze privacy-preserving techniques such as differential privacy,
secure multiparty computation, and trusted execution environments; review state-of-the-art
applications of FL in Power CPS security; identify deployment bottlenecks and performance trade-
offs; and propose research pathways to operationalize scalable and resilient federated defense.

The remainder of this review is structured as follows. Section 2 analyzes the evolving threat
landscape and cyber-physical defense challenges. Section 3 introduces the foundational concepts of
FL and its relevance to Power CPS. Section 4 categorizes existing FL architectures and algorithms for
grid security. Section 5 explores privacy-preserving techniques integrated with FL. Section 6 surveys
practical applications of FL in power grid cybersecurity. Section 7 discusses system deployment
issues and evaluation metrics. Section 8 presents testbeds and validation use cases. Section 9 outlines
future research priorities and collaborative development strategies. Finally, Section 10 concludes the
review with strategic insights.

2. Threat Landscape and Defense Challenges in Power CPS

As modern power grids evolve into highly interconnected Power CPS, the attack surfaces they
present to malicious actors have expanded dramatically. Adversaries increasingly exploit these
expanded surfaces using multi-vector, cross-layer, and stealthy cyber-physical attacks [37]. These
attacks target not just cyber infrastructure but also physical assets, market operations, and human
operators, presenting unique defense challenges that traditional security architectures struggle to
address [38-39].

This section reviews the emerging cyber-physical threat landscape in Power CPS and analyzes
the technical and organizational barriers to achieving scalable, collaborative, and privacy-preserving
defense.

2.1. Overview of Cyber-Physical Attacks on Power CPS

FDIAs represent one of the most well-documented and impactful types of cyber-physical threats
to Power CPS. These attacks manipulate measurement data—originating from devices like Phasor
Measurement Units (PMUs), Remote Terminal Units (RTUs), or smart meters—to deceive state
estimation processes, initiate inappropriate control actions, or obscure actual system faults. Their
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effectiveness is largely due to the deep reliance of grid operations on data accuracy and the absence
of robust cross-validation or authentication mechanisms [40-41]. In parallel, ransomware and
malware attacks have gained prominence, with notable real-world incidents underscoring their
disruptive potential. Such attacks encrypt operational data, block access to critical control interfaces,
and spread across Information Technology (IT) and Operational Technology (OT) domains,
paralyzing essential services [42-44].

Supply chain attacks and insider threats further exacerbate the vulnerability landscape. These
threats introduce malicious software or leverage internal access to leak sensitive data, subvert
policies, or grant unauthorized system access—undermining trust in even well-secured
infrastructures [45]. Distributed Denial-of-Service (DDoS) attacks, meanwhile, aim to incapacitate
communication infrastructure, effectively severing the links between field devices and control centers
[46-47]. These disruptions delay critical decision-making and response activities. Finally, the
emergence of coordinated multi-agent attacks, involving simultaneous actions across cyber, physical,
and market layers, highlights the need for defenses that move beyond single-point, reactive strategies
[48-49].

2.2. Challenges of Centralized Defense in Power CPS

Centralized defense architectures face inherent limitations in the context of Power CPS. A major
obstacle is the issue of data privacy and ownership, as utilities and other stakeholders —including
TSOs, DSOs, DER owners, and aggregators—are often bound by strict regulatory requirements and
mutual distrust that inhibit operational data sharing [50-51]. This lack of transparency hinders
collective threat visibility and coordinated response.

In addition, the sheer scale and heterogeneity of grid infrastructures strain centralized systems
[52]. These platforms often lack the scalability to manage geographically distributed assets and fail
to accommodate the diverse computational profiles of legacy and modern devices. Compounding
this are communication bottlenecks in bandwidth-constrained environments, such as rural grids or
isolated microgrids, where transmitting high-resolution data to centralized servers is neither timely
nor feasible [53-54]. Furthermore, centralized systems introduce latency and single points of failure
that can delay detection, response, and mitigation —making them inadequate for countering the fast-
paced dynamics of cyber-physical threats [55].

2.3. The Role of Multi-Stakeholder Collaboration

Collaborative defense frameworks are essential for protecting complex and interdependent
Power CPS ecosystems. These frameworks must facilitate real-time information exchange,
distributed sensing, and synchronized control across diverse stakeholders. By pooling situational
awareness and threat intelligence, collaborative mechanisms can detect broader attack patterns and
respond more swiftly than isolated entities [56-58].

However, several barriers impede effective collaboration. Trust deficits between stakeholders —
often arising from competition or differing priorities —hinder open communication [59]. Regulatory
restrictions further limit data sharing, while the absence of standardized, privacy-preserving
coordination technologies restricts the operational feasibility of collaborative models. Addressing
these challenges requires the development of technical, legal, and institutional mechanisms that
preserve security without compromising organizational autonomy [60].

2.4. Limitations of Existing Privacy-Preserving Methods

Although privacy-preserving techniques are increasingly employed in power system security,
they come with significant limitations. Data anonymization methods, while simple to implement,
often reduce data utility and are vulnerable to re-identification attacks using auxiliary information.
Trusted third-party solutions, which centralize sensitive data for analysis, introduce new points of
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failure and require implicit confidence in external security practices—an assumption that does not
always hold [61-63].

More advanced encryption-based techniques, such as homomorphic encryption, offer strong
privacy guarantees but at the cost of high computational overhead, making them impractical for time-
sensitive grid applications. These limitations underscore the need for innovative privacy-preserving
approaches—such as federated learning—that can support distributed collaboration while
maintaining robust data protection and system responsiveness [64-65].

2.5. Summary of Threats and Defense Challenges

To clarify the foundational motivations for adopting federated learning in Power CPS, Table 1
outlines key categories of cybersecurity challenges, emphasizing the technical and organizational
limitations of centralized defenses and existing privacy-preserving approaches.

Table 1. Challenge Categories and Key issues in Power CPS.

Challenge Category Key Issues

Cyber-Physical Threats FDIAs, ransomware, insider threats, DDoS, coordinated multi-

agent attacks

Centralized Defense Limits | Data privacy concerns, scalability, communication bottlenecks,

delayed response

Collaboration Barriers Trust deficits, regulatory constraints, lack of privacy-preserving
frameworks
Privacy-Preserving Limits Data utility loss, third-party reliance, computational overhead

In summary, the evolving cyber-physical threat landscape demands scalable, decentralized, and
privacy-preserving defense strategies that overcome the limitations of centralized architectures. FL
offers a promising pathway to achieve these objectives, as discussed in the next section.

3. Fundamentals of Federated Learning and Its Relevance to Power CPS

The emerging demands for collaborative, privacy-preserving, and distributed cyber defense in
Power CPS have directed attention toward FL as a viable solution. Unlike traditional centralized
machine learning, which requires collecting and storing data in a central repository, FL allows
multiple parties to collaboratively train machine learning models without exposing their raw data
[66-68].

This section introduces the principles, architectural components, operational workflow, and
comparative advantages of Federated Learning, while explaining its unique suitability for Power CPS
cybersecurity applications.

3.1. Principles of Federated Learning

FL is a decentralized machine learning paradigm in which multiple distributed clients
collaboratively train a shared global model without exchanging raw data [69-71]. The core idea is to
keep data localized on devices—such as substations, DER controllers, or smart meters —while sharing
only model updates (e.g., gradients or weights) with a central server or aggregator [72-73]. The FL
workflow typically involves the following steps: model initialization at the central server; local
training by clients on their private data; submission of model updates to the aggregator; global model
aggregation (often via weighted averaging); and redistribution of the updated model for further
rounds of local training [74]. This iterative loop continues until convergence, ensuring data privacy
and regulatory compliance.

3.2. Key Components of Federated Learning Architectures
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FL architectures consist of several critical components that enable collaborative learning while
protecting data privacy [75]. Clients are entities that own local datasets and perform model training
using their computational resources—these can range from edge devices in substations to smart
inverters. The central aggregator coordinates the entire process, collects model updates, and
computes the global model. Local models reside with each client and evolve through on-device
training. The global model represents the shared knowledge built across all clients [76-77]. Secure
communication protocols link clients to the aggregator, ensuring integrity and confidentiality during
update exchanges. This modular architecture facilitates scalable and privacy-conscious collaboration
in Power CPS.

The effective deployment of federated learning in Power Cyber-Physical Systems relies on a
well-orchestrated interaction among several core components, each fulfilling a distinct role within
the distributed learning architecture, as summarized in Table 2.

Table 2. Key Components and Their Roles in Federated Learning for Power CPS.

Component Role in Federated Learning

) . Entities with local datasets and computing resources (e.g., substations, DER
Clients (Participants)

operators)

Coordinates model aggregation and redistribution (can be centralized or
Central Aggregator

decentralized)
Local Models Machine learning models trained on client-specific data
Global Model Aggregated model shared among all participants
Communication Mechanism for securely exchanging model updates between clients and
Protocol aggregator

3.3. Comparison with Centralized and Distributed Learning Approaches

Compared to traditional centralized learning, where all data is aggregated at a central location,
FL offers significantly higher privacy by avoiding raw data transfer [78]. While distributed learning
also decentralizes computation, it often involves some level of data sharing across nodes. FL
improves on both fronts by limiting data movement to model updates, enabling high privacy,
scalability, and reduced communication overhead. Centralized learning, although simple, suffers
from privacy risks and bottlenecks. In contrast, FL is particularly well-suited for geographically
dispersed, privacy-sensitive environments like Power CPS [79-81].

To contextualize the benefits of federated learning in Power CPS, Table 3 compares it with
traditional centralized and distributed learning paradigms across key dimensions including data
movement, privacy, scalability, and communication overhead.

Table 3. Comparative Analysis of Learning Paradigms for Power CPS Defense.

Learning ) . Communication
Data Movement [Privacy Level [Scalability
Paradigm Overhead
Centralized |Data collected|Low (all datalLow (single|High (requires full data
Learning centrally exposed) bottleneck) transfer)
Distributed |[Data  partitioned|Medium (partial
. Medium Medium
Learning and shared data exposed)
No raw  data
Federated ) High (data stays[High (scales acrossLow  (only  model
) sharing, only o .
Learning local) distributed clients) [updates exchanged)
models
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3.4. Why Federated Learning Fits Power CPS

FL aligns naturally with the structure and constraints of Power CPS. First, it supports data
locality and privacy preservation, allowing entities such as utilities and aggregators to retain control
over sensitive data while contributing to global models. Second, FL is highly scalable, making it
suitable for applications across extensive infrastructures like Wide-Area Monitoring Systems
(WAMS), AM], and EV charging networks [82]. Third, its low communication overhead is
advantageous in bandwidth-constrained environments [83-84]. Furthermore, FL enables cross-
organizational collaboration without requiring full trust between participants, thus fostering secure
cooperation between TSOs, DSOs, and third-party vendors. Lastly, FL accommodates the
computational diversity of the grid by supporting both high-capability edge devices and lightweight
implementations for legacy systems [86].

To highlight the practical benefits of applying federated learning in power system cybersecurity,
Table 4 summarizes the core technical and operational advantages that make FL particularly suitable
for modern grid environments.

Table 4. Key Advantages of Federated Learning in Power CPS Security.

Advantage Description
Privacy Preservation Data remains local, reducing privacy risks and regulatory exposure
Scalability Supports distributed, large-scale grid infrastructures
Communication o ) ) o

. Minimizes bandwidth consumption by transmitting only model updates
Efficiency
Cross-Entity Enables joint defense across organizational boundaries without raw data
Collaboration sharing

Heterogeneity Support |Adapts to diverse device capabilities, from edge to legacy systems

In summary, Federated Learning offers a compelling foundation for building privacy-
preserving collaborative defense frameworks in Power CPS. The next section will introduce a
detailed taxonomy of FL techniques and how they apply to various grid security scenarios.

4. Taxonomy of Federated Learning for Power CPS

FL architectures can be classified based on the distribution of features and samples across
participating clients [87-89]. Horizontal Federated Learning (HFL) is used when clients have similar
feature spaces but different datasets, such as substations with the same sensors deployed in distinct
regions. This structure supports collaborative intrusion and anomaly detection in dispersed systems
[90]. Vertical Federated Learning (VFL) applies when clients observe the same events but with
different features, such as utility companies and market operators monitoring grid conditions from
distinct perspectives [91]. VFL enables cross-domain detection strategies that blend operational and
market insights. Federated Transfer Learning (FTL) addresses scenarios with both different feature
and sample spaces, applying transfer learning to harmonize disparate data modalities—ideal for
bridging modern and legacy infrastructure [92].

4.1. Categorization of FL Algorithms and Aggregation Methods

FL algorithms can be broadly categorized based on their aggregation strategies and optimization
goals [93]. Federated Averaging (FedAvg) remains the most widely adopted method due to its
simplicity and efficiency in averaging client updates. However, advanced variants —such as FedProx,
FedNova, and Scaffold —address issues like client drift, data heterogeneity, and system imbalance
[94-96]. Robust aggregation techniques like Krum, Trimmed Mean, and Bulyan further enhance
resilience against poisoned or malicious clients, which is particularly important for adversarial
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settings in Power CPS [97]. Algorithm selection must consider convergence speed, communication
efficiency, and robustness to non-iid data and client failures [98-100].

To clarify the application contexts of different federated learning paradigms, Table 5 classifies
FL types based on their feature and sample space configurations, along with representative use cases
in Power CPS.

Table 5. Classification of FL Types and Their Applications in Power CPS.

FL Type Feature Space|Sample SpaceTypical Application in Power CPS
Horizontal FLSame Different Substation and microgrid intrusion detection
Vertical FL  [Different Same Cyber-physical-market fraud detection
Transfer FL  Different Different Cross-utility, cross-technology defense

4.2. Synchronization Schemes in Federated Learning

Synchronization strategies in FL determine how client updates are coordinated [101-102].
Synchronous FL requires all clients to submit their updates in locked rounds, enabling consistent
aggregation but suffering from straggler effects when slow clients delay the process [103]. It is well-
suited for stable and coordinated environments. Asynchronous FL, by contrast, allows clients to
update the global model independently, which reduces latency and accommodates network
variability but may introduce stale updates and convergence instability [104-105]. This approach is
advantageous for edge-based systems and heterogeneous Power CPS infrastructures where
connectivity and compute capacity vary.

To highlight the impact of synchronization strategies on performance and applicability, Table 6
compares synchronous and asynchronous federated learning in terms of their advantages,
challenges, and use cases in Power Cyber-Physical Systems.

Table 6. Comparison of Synchronous and Asynchronous FL in Power CPS.

Synchronization

Advantages Challenges Power CPS Use Cases
Type

] Straggler effect, ) ]

Predictable convergence, o Coordinated  substation-
Synchronous FL . communication

consistency level defense

bottlenecks

Non-blocking updates,|Update staleness,[Edge-based or DER-level
Asynchronous FL B ) i

resilience to delays convergence variance collaborative defense

4.3. Personalization Techniques for Heterogeneous Power CPS Entities

Given the diversity of data and system characteristics across Power CPS, personalization in FL
is essential [106-108]. Fine-tuning allows each client to adapt the global model to local data post-
aggregation, enhancing relevance without disrupting shared learning. Clustered FL organizes clients
into groups with similar distributions, enabling group-specific models that reflect regional or
operational commonalities [109-110]. Meta-learning approaches build models that rapidly adapt to
local conditions, improving generalization across diverse environments [111]. These techniques
ensure that FL remains effective despite heterogeneity in grid assets, regions, and usage profiles.

4.4. FL-Enabled Collaborative Defense Frameworks

FL underpins a range of defense frameworks in Power CPS. For anomaly detection, it allows the
fusion of diverse local patterns without exposing raw data, enhancing global threat awareness [112].
In attack classification, FL aggregates experiences across different environments, improving

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202506.0088.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 June 2025 d0i:10.20944/preprints202506.0088.v1

9 of 28

recognition of complex cyber-physical threats such as FDIAs or ransomware [113-115]. For
distributed response coordination, FL facilitates real-time, privacy-respecting collaboration to
identify compromised components and plan mitigation actions [116-118]. These frameworks
illustrate the operational utility of FL as a foundation for mission-resilient, multi-agent grid security.

To provide a structured understanding of how various FL dimensions align with defense needs
in Power CPS, Table 7 summarizes key aspects, corresponding techniques, and their typical
application contexts.

Table 7. Overview of FL Dimensions and Their Applications in Power CPS.

Aspect Categories/Techniques Application Context

. Horizontal FL, Vertical FL, Federated/Cross-entity, cross-domain, cross-
Learning Structure

Transfer Learning technology defense
Synchronization Coordinated vs. distributed defense
Synchronous FL, Asynchronous FL )
Scheme operations
Personalization ) . . [Heterogeneous device and regional
) Fine-tuning, clustered FL, meta-learning .
Technique adaptation

. . |Anomaly detection, attack classification,|Privacy-preserving  collaborative
Defense Application

distributed response defense across Power CPS

In summary, this taxonomy provides a structured foundation for selecting and adapting FL
strategies to meet the diverse and complex defense needs of Power CPS. The next section will
explore privacy-preserving mechanisms that further strengthen FL's security guarantees.

5. Privacy-Preserving Mechanisms in Federated Learning

While FL mitigates data privacy risks by retaining raw data on client devices, it does not
inherently guarantee complete privacy [118-120]. Adversaries can exploit model update leakage,
gradient inversion attacks, or model poisoning to infer sensitive information or compromise the
collaborative training process [121-122]. Therefore, additional privacy-preserving mechanisms are
essential to harden FL frameworks against inference threats and adversarial manipulations [123-125].

This section presents key privacy-preserving mechanisms that complement FL, including
Differential Privacy (DP), Secure Multiparty Computation (SMC), Homomorphic Encryption (HE),
and Trusted Execution Environments (TEE). It also discusses trade-offs between privacy, model
accuracy, and computational overhead, providing guidance for Power CPS implementations.

5.1. Differential Privacy in Federated Learning

Differential Privacy (DP) ensures that the inclusion or exclusion of any single data record in a
dataset has negligible impact on the model's output, thereby protecting individual data privacy [126-
128]. In FL, DP is commonly implemented by adding calibrated random noise to model updates
before they are sent to the aggregator and bounding the sensitivity of these updates [129].

The trade-off between privacy and utility is central to DP: stronger privacy requires more noise,
which can degrade model accuracy [130-131]. In Power CPS, DP is particularly relevant for protecting
customer data in AMI, securing operational patterns in DER systems, and ensuring compliance with
privacy regulations such as GDPR and CCPA [132-134].

DP offers strong mathematical guarantees for protecting individual data contributions, making
it particularly appealing for privacy-sensitive applications in FL [135-137]. Its implementation is
relatively lightweight and straightforward, which facilitates integration into existing federated
learning workflows. However, its effectiveness depends heavily on the careful tuning of privacy
parameters, as excessive noise introduced for stronger privacy can significantly compromise model
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accuracy [138-149]. Thus, achieving an optimal balance between privacy protection and model utility
remains a key challenge in practical deployments [140].

5.2. Secure Multiparty Computation

Secure Multiparty Computation (SMC) enables multiple entities to jointly compute a function
over their inputs without revealing them to one another [141-142]. In FL, SMC is used to perform
secure model aggregation, ensuring no party —including the aggregator—can access individual
model updates [143].

Typical SMC protocols include secret sharing and garbled circuits. For Power CPS, SMC
facilitates trustless collaboration among stakeholders like grid operators and market participants,
eliminating reliance on any single trusted aggregator [144-145]. SMC offers robust privacy protection
in FL by enabling collaborative model aggregation without exposing individual updates, even when
the aggregator is untrusted or compromised. This makes SMC particularly suitable for trustless, fully
decentralized collaboration scenarios in Power CPS, such as joint operations among grid operators
and market entities [146-148]. Despite its strong privacy guarantees, SMC often incurs significant
computational and communication overhead, and its implementation can be complex, requiring
specialized cryptographic protocols like secret sharing or garbled circuits [149].

5.3. Homomorphic Encryption

HE allows computations on encrypted data, enabling secure model aggregation in FL without
decrypting client updates [150-152]. HE can be partially (PHE) or fully homomorphic (FHE),
depending on whether it supports limited or arbitrary operations [153].

In Power CPS, HE offers a promising solution for securing grid operation data and facilitating
FL in untrusted environments, such as outsourced or third-party computation platforms [154-155].
By enabling computations directly on encrypted data, HE ensures that sensitive information remains
protected throughout the entire training process, eliminating the need to trust the central aggregation
server [156]. However, despite its strong privacy guarantees, HE—particularly in its fully
homomorphic form—incurs substantial computational overhead and often struggles to meet the
performance demands of latency-sensitive power system applications [157].

5.4. Trusted Execution Environments

TEEs provide hardware-based isolation for securely executing sensitive computations, making
them a valuable asset in FL applications within Power CPS [158-160]. TEEs, such as Intel SGX and
ARM TrustZone, enable confidential model aggregation on untrusted servers and protect local
training processes on edge devices by enforcing execution integrity and data confidentiality at the
hardware level. This approach offers strong security assurances with relatively low computational
overhead compared to cryptographic methods like homomorphic encryption [161]. Nonetheless,
TEEs are not without limitations; they are susceptible to side-channel attacks due to implementation
vulnerabilities and often face constraints in memory capacity and scalability, which may hinder their
effectiveness in large-scale, real-time grid applications [162-163].

5.5. Trade-offs and Design Considerations for Power CPS

Balancing privacy and utility is crucial. Overly aggressive privacy protection may reduce model
performance or increase latency [164-165]. Lightweight mechanisms like DP are ideal for resource-
constrained devices, whereas HE and SMC are suitable for high-assurance use cases with ample
resources [166].

Deployment feasibility also depends on compatibility with legacy systems and real-time
operational requirements. Privacy-preserving mechanisms must align with existing protocols (e.g.,
IEC 62351) to ensure seamless integration [167].
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Table 7 provides a comparative overview of key privacy-preserving mechanisms integrated with
Federated Learning, evaluating their privacy strength, computational demands, and relevance to
Power CPS applications.

Table 7. Comparative Analysis of Privacy-Preserving Mechanisms for FL in Power CPS.

. . Computational L
Mechanism Privacy Strength Applicability to Power CPS
Overhead
. . . High (with tuned ) Customer data protection in
Differential Privacy Low to Medium
parameters) AMI and DERs
Secure Multiparty ) ) Trustless collaboration across
. Very High High
Computation operators
Homomorphic . Very High (especially|High-assurance, privacy-
. Very High . .
Encryption FHE) critical operations
Trusted Execution/High (hardware- Secure local and edge
. Low to Medium
Environments dependent) computations

In summary, integrating these privacy-preserving mechanisms with FL can significantly
enhance trustworthiness and security in Power CPS collaborative defense frameworks. The next
section will review practical applications of FL in real-world Power CPS cybersecurity scenarios.

6. Federated Learning Applications in Power CPS Security

Building upon the architectural and privacy foundations presented earlier, this section explores
practical applications of FL in real-world Power CPS cybersecurity scenarios. These applications
address critical domains such as anomaly detection in substations and microgrids, malware and
ransomware mitigation in control systems, FDIA detection in WAMS, and security enhancement for
EV charging infrastructure.

6.1. Anomaly and Intrusion Detection in Distributed Substations and Microgrids

In geographically distributed substations and microgrids, localized cyber-physical threats often
go undetected due to operational silos [168]. Federated Learning offers a solution by allowing these
entities to independently train intrusion detection models on their local datasets, which are then
aggregated to form a comprehensive global model [169-171]. This decentralized approach enhances
detection coverage, preserves operational privacy, and supports scalable defense without requiring
raw data sharing [172]. A notable application involves using FL-based anomaly detectors trained on
network flow data to collaboratively identify unauthorized Modbus TCP traffic across substations.

6.2. Malware and Ransomware Detection in Control Systems

SCADA and Industrial Control Systems (ICS) are prime targets for ransomware and malware.
These threats manifest in control logs, network activity, and system calls, which are often proprietary
and sensitive [173]. FL enables SCADA/ICS operators to collaboratively train behavioral detection
models without revealing internal process logic or configurations [173-175]. This collective
intelligence accelerates the identification of novel malware variants. One case example is the
federated training of RNN-based models across grid operators to detect ransomware execution
patterns in Programmable Logic Controller (PLC) logs [176].

6.3. FDIA Detection in Wide-Area Monitoring Systems

Cyber-attacks, like FDIAs, pose a major risk to WAMS by tampering with PMU data, thereby
misleading state estimators and jeopardizing grid stability [177]. Through FL, Transmission and
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Distribution System Operators can collaboratively develop robust FDIA detection models, drawing
on their respective regional data. The fusion of these localized insights enhances model generalization
and improves situational awareness [178-179]. An example involves the use of federated GNNs to
identify spatial-temporal anomalies in synchronized PMU data [180].

6.4. Federated Defense in EV Charging Infrastructure and V2G Systems

The proliferation of EV charging infrastructure and bidirectional Vehicle-to-Grid (V2G) systems
introduces new security challenges, including protocol exploitation and unauthorized energy flows
[181-183]. FL enables charging station operators and V2G aggregators to jointly train security models
that detect anomalous behaviors while safeguarding customer data [184]. Such models can flag
attacks targeting Open Charge Point Protocols (OCPP), identify unusual charging session dynamics,
or monitor suspicious V2G operations. A compelling use case is the deployment of federated
autoencoder-based anomaly detectors across service providers for real-time EV charging session
monitoring [185-187].

To highlight the practical utility of Federated Learning in enhancing cybersecurity across critical
components of Power Cyber-Physical Systems, Table 8 summarizes representative application areas,
associated threats, and the specific advantages FL provides.

Table 8. Applications of Federated Learning for Cybersecurity in Power CPS.

Application Area Threat Addressed FL Advantage
Substations and|Unauthorized access, sensor|Distributed anomaly detection without
Microgrids tampering data centralization

Collective behavioral malware
SCADA/ICS Systems |Malware, ransomware )

detection
WAMS and PMU L Cross-regional FDIA detection

False data injection attacks .

Networks leveraging local data

EV Charging and V2G|Protocol exploitation, grid|Scalable defense across charging

Systems injection manipulation infrastructure

In summary, FL enables a new class of collaborative, privacy-preserving, and scalable defense
solutions for diverse Power CPS cybersecurity applications. The next section will discuss the practical
challenges and performance trade-offs encountered when deploying FL in operational grid
environments.

7. Practical Deployment Challenges and Performance Considerations

While FL presents a promising paradigm for collaborative, privacy-preserving defense in Power
CPS, its real-world deployment poses several technical and operational challenges. These include
communication overhead, convergence difficulties with heterogeneous data, security vulnerabilities
within the FL process itself, and resource limitations across diverse grid infrastructures [188-190].

7.1. Communication Efficiency and Bandwidth Limitations

7.1.1. Communication Overhead in FL

Communication in FL is more efficient than traditional centralized learning, yet it is not trivial
[191]. The volume of transmitted model updates can still strain network capacity —especially in
bandwidth-constrained settings typical of distributed power systems. Factors contributing to
communication load include model complexity, the frequency of update synchronization, and the
number of participating devices [192]. To mitigate this, techniques such as model compression (e.g.,
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quantization, pruning), reduced update frequency via asynchronous FL, and hierarchical FL
structures (e.g., regional aggregators) can significantly improve scalability [193-195].

7.2. Model Convergence, Drift, and Personalization

Convergence in FL becomes problematic with non-IID data, leading to slow training, unstable
models, or bias toward dominant clients. Furthermore, temporal changes in local data—such as
seasonality in energy demand —may cause model drift [196]. Effective personalization strategies such
as local fine-tuning, clustered FL, and meta-learning can improve adaptability and robustness. These
approaches tailor the global model to local operating contexts without sacrificing collaborative
learning benefits [197].

7.3. Adversarial Attacks on Federated Learning

FL itself can be a target of attacks. Model poisoning occurs when malicious clients send
corrupted updates to compromise the global model or insert backdoors [198]. Inference attacks—
such as gradient inversion—threaten data confidentiality. Defense mechanisms include Byzantine-
robust aggregation techniques (e.g., Krum, Median), differential privacy to obfuscate update content,
and secure aggregation protocols that prevent exposure of individual updates. These measures are
critical for ensuring trust and resilience in collaborative grid defense [199-200].

7.4. Resource Constraints in Edge and Legacy Devices

The heterogeneity of grid assets introduces disparities in computational capacity [201]. Legacy
or embedded devices may lack sufficient memory, processing power, or energy to participate fully
in FL. Deployment feasibility can be improved through lightweight model architectures (e.g.,
MobileNet), collaborative computing between edge nodes and the cloud, and selective participation
schemes that allocate tasks to capable nodes while preserving overall system coverage [202-203].

7.5. Organizational and Operational Challenges

Beyond technology, deploying FL at scale in Power CPS requires addressing organizational
complexities. Cross-stakeholder coordination is often hampered by trust deficits, incompatible
policies, and unclear incentives. Establishing transparent governance, aligned data policies, and
mutual benefits is essential for sustainable collaboration [204]. Moreover, FL integration must be
seamless with existing grid management systems (e.g., SCADA, EMS, DERMS), and should minimize
disruption to critical real-time operations during testing and rollout phases [205-206].

To ensure the successful deployment of Federated Learning in Power CPS environments, it is
essential to address several technical and organizational challenges. Table 9 outlines key issues along
with corresponding mitigation strategies.

Table 9. Deployment Challenges and Mitigation Strategies for Federated Learning in Power CPS.

Challenge Key Issues Mitigation Strategies

Communication High model update size andModel compression, asynchronous

Efficiency frequency updates, hierarchical FL

Model ConvergenceNon-IID data, model instability,[Fine-tuning, clustered FL, meta-

and Drift distribution changes learning

Adversarial Threats to o Byzantine-robust aggregation,
Model poisoning, inference attacks| ° . ] ]

FL differential privacy, secure aggregation

. Limited computation, memory,[Lightweight = models,  edge-cloud
Resource Constraints

energy collaboration, selective participation
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Challenge Key Issues Mitigation Strategies
L Trust barriers, policy
Organizational and| = . . " |Cross-stakeholder agreements, legacy
. misalignment, integration I
Operational o system compatibility
difficulties

While FL presents significant potential for enhancing privacy-preserving collaborative defense,
its successful deployment requires careful management of technical, organizational, and operational
trade-offs [207]. The next section will review validation platforms, testbeds, and case studies to
demonstrate how these challenges are being addressed in practice.

8. Validation, Testbeds, and Real-World Case Studies

Although FL for Power CPS cybersecurity is gaining increasing academic attention, its practical
validation is essential for demonstrating feasibility, quantifying performance, and fostering
stakeholder confidence [208-210]. Validation efforts have centered around the use of digital twins
and co-simulation frameworks, purpose-built testbeds, and real-world pilot deployments.

8.1. Digital Twin and Co-Simulation-Based Validation

8.1.1. Concept of Digital Twins for Power CPS

Digital twins serve as high-fidelity virtual counterparts to physical power systems, replicating
operational behavior in real or near-real time [211-213]. These systems integrate grid simulators such
as DIgSILENT PowerFactory and PSCAD, network emulators like Mininet or ns-3, control platforms
such as MATLAB/Simulink, and energy market simulators like PLEXOS. When coupled with
federated learning, digital twins facilitate holistic evaluation of FL-enabled defense mechanisms
under realistic operational scenarios. Co-simulation frameworks, which interconnect these
simulation domains, support the multi-layer testing of attack detection strategies, defense
effectiveness, and the impact of FL on overall system stability and market performance [214-215].
Representative validation scenarios include FL-based FDIA detection across wide-area PMU
networks and anomaly identification in simulated EV charging stations, capturing spatiotemporal
variability and adversarial behavior [216].

8.2. FL Testbed Architectures for Power CPS Security

Complementing simulation-based approaches, dedicated testbeds have been developed to
support experimental research on FL in cyber-physical energy systems [217]. These testbeds typically
consist of distributed data sources (real or synthetic), edge computing nodes with localized training
capabilities, hierarchical model aggregators, adversarial emulators to simulate attacks, and
performance monitoring units [218]. For instance, national laboratory infrastructures integrate power
grid emulators with cybersecurity toolkits to conduct realistic attack-defense experiments. Other
testbeds adapt existing IoT FL environments to the specific constraints of grid edge devices, focusing
on bandwidth limitations and heterogeneous computation. Academic-industry collaborations have
also produced test environments for validating FL-based control and monitoring strategies in
distributed energy resource management systems (DERMS) [219-220].

8.3. Performance Benchmarking and Metrics

8.3.1. Key Evaluation Metrics

To objectively compare FL strategies, a diverse set of benchmarking metrics is employed. These
encompass model accuracy (e.g., precision, recall, F1-score), communication efficiency (e.g., update
size and frequency), computational resource usage, convergence behavior, and security/privacy
guarantees such as resistance to inference or poisoning attacks [221-222]. In addition to these technical
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indicators, operational metrics—such as the impact on grid stability and latency in detection-
response workflows—are gaining importance. Evaluation typically involves comparative analysis
with centralized or local models, stress testing under simulated attack conditions, and scalability
assessments involving variable network and participant configurations [223-224].

Evaluating the effectiveness of Federated Learning in Power CPS requires a multidimensional
set of metrics spanning model performance, system efficiency, and operational impact [225]. Table 10
presents representative metrics across key evaluation categories.

Table 10. Evaluation Metrics for FL in Power Cyber-Physical Systems.

Metric Category Representative Metrics

Model Accuracy Detection rate, precision, recall, F1-score

Communication Efficiency|Bandwidth consumption, update size, synchronization frequency

Computational Overhead [CPU usage, memory consumption, training time

Convergence Behavior Number of rounds to convergence, model stability
Privacy and Security Resistance to inference and poisoning attacks, privacy loss bounds
Operational Impact Effect on grid stability, latency in detection-to-response pipeline

8.4. Emerging Real-World Case Studies

Emerging case studies further underscore the viability of FL in real-world settings. In one
example, regional transmission system operators (TSOs) in Europe jointly trained graph neural
networks (GNNs) using FL on PMU data streams, successfully enhancing spatial-temporal FDIA
detection while preserving data sovereignty and reducing cross-border communication overhead
[226]. In another case, EV charging service providers across North America leveraged federated
autoencoder models to detect unauthorized usage behaviors without revealing individual customer
patterns, demonstrating scalability across widespread assets [227]. A third case involved an Asian
utility consortium deploying FL-based recurrent neural networks (RNNs) for ransomware detection
within SCADA environments, enabling proactive malware defense without sharing proprietary
control logic [228].

Effective validation of Federated Learning approaches in Power CPS necessitates diverse tools
and methodologies to ensure technical robustness and real-world applicability. Table 11 outlines key
validation aspects and corresponding insights.

Table 11. Validation Tools and Insights for Federated Learning in Power CPS.

Validation Aspect Key Insights

Digital Twin and Co-
Enables multi-domain, realistic validation of FL. defenses
Simulation

. Support end-to-end performance evaluation in controlled
FL Testbed Architectures :
environments

. . Provide comprehensive assessment of accuracy, efficiency, and
Benchmarking Metrics -
resilience

. Demonstrate feasibility, scalability, and privacy preservation in
Real-World Case Studies

practice

In summary, existing validation efforts and case studies demonstrate that Federated Learning
can be effectively adapted and deployed in diverse Power CPS cybersecurity scenarios, though
further research and field-scale demonstrations are needed to achieve widespread adoption. The next
section outlines these future research priorities and cross-sector collaboration pathways.
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9. Future Research Directions and Collaborative Roadmap

9.1. Cross-Layer Federated Defense Architectures

One critical direction is the advancement of cross-layer FL defense mechanisms that transcend
the cyber layer to integrate insights and actions across the physical, market, and human decision
layers [229-230]. Existing FL deployments typically isolate single domains, yet real-world attacks
often exploit interdependencies. Future architectures should enable joint modeling and fusion of data
across domains, allowing coordinated multi-layer responses that preserve scalability and privacy
[231].

9.2. Federated Reinforcement Learning for Adaptive Cyber-Physical Security

Another imperative is to move beyond supervised learning by leveraging Federated
Reinforcement Learning (FRL) to dynamically adapt to unknown threats [232]. FRL can learn optimal
defense policies through interactive feedback with simulated or operational grid environments,
enabling responsive and distributed decision-making under uncertainty [233]. This is especially
valuable where labeled datasets are scarce or evolving.

9.3. Trustworthy and Robust FL under Adversarial Conditions

Robustness and trustworthiness also remain pressing concerns. Adversarial participants can
compromise FL through model poisoning or inference attacks on shared updates [234]. Research
must focus on resilient aggregation algorithms, advanced privacy-preserving methods like
differential privacy and secure multiparty computation, and trust frameworks that formalize
collaboration among heterogeneous stakeholders.

9.4. Scalable FL Architectures for Resource-Constrained Grid Devices

Moreover, to broaden FL adoption across the diverse landscape of grid assets, scalable and
lightweight model architectures must be developed. Many edge devices in the power system are
resource-constrained, with limited processing, memory, and energy capacity. Tailoring FL
algorithms to such environments, supported by edge-cloud collaboration and selective participation
strategies, is essential for practical deployment [235].

9.5. Policy, Regulation, and Standardization Support

Policy and regulatory advancements are also required. The absence of clear standards and
compliance frameworks for FL in critical infrastructure poses barriers to implementation [236].
Engagement with standards bodies (e.g., IEEE, IEC) to define deployment protocols, privacy
benchmarks, and certification mechanisms is vital. Regulatory sandbox environments can serve as
innovation zones for safely testing FL. deployments.

9.6. Cross-Sector and Global Collaboration Mechanisms

The success of FL in Power CPS hinges on cross-sector and international collaboration. Siloed
development efforts limit generalizability and slow progress [237]. Establishing multi-stakeholder
consortia involving utilities, vendors, academia, and regulators will enable broader knowledge
sharing, method harmonization, and coordinated deployment. Global cooperation is key to aligning
methodologies, fostering trust, and building resilient energy systems across borders [238].

To accelerate the operationalization of Federated Learning in Power CPS, future efforts must
prioritize key technical, infrastructural, and collaborative actions. Table 12 summarizes strategic
focus areas and recommended initiatives.

Table 12. Strategic Priorities and Key Actions for Advancing FL in Power CPS.
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Priority Area Key Actions

Develop multi-domain FL. models and defense coordination
Cross-Layer Federated Defense
frameworks

) ) Enable adaptive, policy-driven cyber-physical defense
Federated Reinforcement Learning )
mechanisms

FL Robustness and Trustworthiness |Strengthen aggregation, privacy, and trust models

Scalable FL for Edge Devices Design lightweight models and edge-cloud architectures
Regulatory and  Standardization|Define deployment standards, privacy compliance, and
Frameworks certification

Cross-Sector and International

Build consortia and promote global knowledge sharing

Collaboration

In summary, realizing the full potential of federated learning in Power CPS requires a
coordinated research and collaboration effort spanning technical innovation, regulatory alignment,
and cross-sector partnerships. The final section will synthesize these findings and present strategic
recommendations for future action.

10. Conclusion

This review has synthesized the state of the art in federated learning for power cyber-physical
systems security, presenting an in-depth analysis of FL architectures, privacy-preserving
mechanisms, practical implementations, and validation strategies. It has demonstrated how FL
enables distributed learning without compromising sensitive data, fostering collaborative
intelligence across grid operators, edge devices, and utility infrastructures. The review also
highlighted practical challenges such as communication overhead, model personalization,
adversarial vulnerabilities, and resource constraints, providing strategies to mitigate these issues
through hierarchical architectures, secure aggregation, and edge-cloud coordination.

Unlocking the full potential of federated learning in power cyber-physical systems hinges on the
advancement of integrated cross-layer and reinforcement learning frameworks, the design of
lightweight and resource-efficient models for deployment on constrained edge devices, and the
development of secure, transparent, and trustworthy collaboration mechanisms across
heterogeneous stakeholders. Equally important are policy efforts to establish regulatory standards,
certification frameworks, and collaborative consortia to support safe and effective FL adoption. By
combining technological advances with institutional support and international cooperation,
federated learning can serve as a cornerstone for building secure, resilient, and privacy-preserving
smart grids of the future.
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