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Abstract: Over the years, the need for autonomous systems such as drones, also known as unmanned aerial

vehicles (UAVs), has significantly increased in popularity across several industries, including the military. The

Internet of Battlefield Things (IoBT) represents a modern technological advancement that significantly enhances

the operational efficacy of defense systems. It establishes an integrated military force by connecting individuals to

intelligent technology in drones, radios, equipment, antennas and ground stations. This is achieved through the

utilization of cloud and edge computing, sensors, mobile devices, embedded systems, and IoT-based systems.

However, IoBT security is significantly compromised by enemies that exploit the vulnerabilities and malicious

intrusions that specifically target the external environment or to obtain sensitive data. In addition, a comprehensive

understanding of cyberattacks and countermeasures is essential for assuring the security of IoBT. On the other

hand, as cyber threats get more complicated, trust becomes increasingly important for the security of digital

systems. Within this context, the zero trust architecture contends that the security of a complex network is

inherently vulnerable to internal and external threats. In defense, UAV security system applications, for example,

the primary purpose of the zero trust architecture is to limit the vulnerability of military UAV systems to

cyberattacks, hence reducing the possibility of data breaches and illegal entry. This study conducts a systematic

review aimed at identifying different aspects of cybersecurity strategies for protecting UAV systems within the

IoBT domain. Furthermore, zero trust architecture is presented in the study as an effective prospective solution to

the security issues that develop in defense UAV systems.

Keywords: security; zero trust architecture (ZTA); drone; UAV; UAV security; Internet of Battlefield Things (IoBT);

cybersecurity; suspicious behavior

1. Introduction

Zero Trust Architecture (ZTA) is a security model that requires all devices, users, and applications
to be authorized and authenticated. Before accessing resources, validation is required [1]. The model
operates on the principle of "Never trust, always verify," recognizing trust as a vulnerability that
can be exploited by malicious insiders or external attackers [2]. In the military UAV Security, the
implementation of zero trust can play a crucial role in detecting suspicious behavior and potential
threats. By applying a zero trust approach, military UAV operators can ensure that only authorized
and authenticated devices and applications have access to the UAV’s systems, minimizing the risk of
unauthorized access and data breaches. The importance of zero trust in military UAV Security cannot
be overstated. UAVs are increasingly being used for military purposes, including reconnaissance,
surveillance, and combat operations [3]. As such, they are valuable targets for cyberattacks, and any
security breach can have severe consequences.

Implementing zero trust can help to mitigate this risk by providing a comprehensive security
framework that covers every aspect of the UAV’s operation [4]. By identifying sensitive or valuable
data, and defining access controls, zero trust can minimize the attack surface and reduce the risk
of data breaches. Furthermore, by continuously validating user and device behavior, zero trust can
respond and detect suspicious activity in real-time, enabling operators to take immediate action to
mitigate the threat [5].

Machine Learning (ML) has the capability to be utilized to implement zero trust in military UAV
Security. By analyzing large number of logs and data generated by the UAV’s systems, ML algorithms
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can detect trends and anomalies that may indicate potentially suspicious activity. These algorithms
can be trained to recognize specific threat vectors and take appropriate action to mitigate them. For
example, if an ML algorithm detects unusual network traffic or unauthorized access attempts, it can
trigger an alert and isolate the compromised device or application [6]. The use of ML in zero trust
can significantly enhance the security of military UAVs, providing operators with real-time threat
detection and response capabilities [4]. Unauthorized access, data breaches, and the possibility of
drone hijacking are all important issues that must be addressed to ensure the integrity and security of
these systems. To mitigate these threats, robust security measures and solid architecture are essential
and needed.

This survey paper explores the application of the zero trust security model in the military UAV to
detect any suspicious behavior and ensure that these vital assets remain resilient and secure in general,
particularly in battlefield environments. UAVs, commonly called drones has become an integral part of
military operations worldwide. With the increasing reliance on UAVs, ensuring their security against
potential threats has become paramount. The concept of ZTA, which emphasizes the principle of
"never trust, always verify," offers a promising approach to detect and counteract suspicious behaviors
in military UAVs. This survey aims to provide an in-depth understanding of the implementation of
ZTA in military UAVs.

The survey is divided into sections that discuss an overview of ZTA, related work, architecture’s
components, its benefits, with a focus on military UAV security. It covers the requirements, threats, and
ZTA applications in UAVs, future direction, and conclusion. A detailed breakdown of these sections
is presented in Figure 1. Each section provides insights and analyses based on existing research and
industry practices. The rest of the paper is organized as follows: Section 2 presents the details of
zero trust model in IoBT. Section 3 presents related studies based on a systematic literature review
(SLR). Section 4 describes the implementation techniques of this security framework. Section 5 covers
IoBT attacks. Section 6 discusses the integration of zero trust within the Internet of Battlefield Things,
emphasizing authentication and access control systems. Section 7 looks ahead to the future directions
for using ZTA in UAVs. Section 8 concludes the paper by showing the key findings of the promising of
ZTA in military UAV security and the potential future research and industrial applications.
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Figure 1. Structural Overview of the Paper.

2. Overview of ZTA

ZTA is a revolutionary security concept that questions the effectiveness of the conventional
perimeter-based security model [1]. It operates on the principle that no device or user should be
inherently trusted, irrespective of their location or origin. By implementing zero trust principles
and components, drone systems can significantly enhance their security posture and protect against
potential risks. Table 1 presented a comparison between the traditional security model and zero-trust
model.
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Table 1. Contrasting the conventional security model with the zero trust model

Features Traditional Security Model Zero Trust Model

Approach Verify with trust. Verify everything without trusting
anything.

Trust Boundary No trust for external devices and
users but trust for internal devices
and users.

Not trust for internal and external de-
vices and users.

Access Control Process of regulating and managing
access to resources or systems, such
as IP (Port, Protocol) based access
control.

Data-centric access control approach,
which focuses on controlling access
to specific data or information.

Communication En-
cryption

External traffic is Encryption but In-
ternal traffic is not Encryption.

All traffics are encryption.

Authentication Occurs during the initial access and
involves verification.

Requires before access and involves
constant verification.

Security Policy Pre-defined rules and common poli-
cies are in place.

Fine-grained rules and adaptive poli-
cies can be implemented after a thor-
ough Security Assessment.

Security Manage-
ments

Involves the monitoring and visibil-
ity of individuals

Involves visibility, devices, automa-
tion, and security of behavior, orches-
tration, services, and systems.

The first fundamental principle of ZTA is eliminating implicit Trust. Every user and device,
including drones, must undergo strict authentication and authorization processes before accessing
any resources or data. Instead of relying on a single trust point, zero trust employs multiple layers of
verification to ensure the legitimacy and integrity of each interaction.

The second principle revolves around the concept of least privilege [7]. Zero Trust promotes
the idea that users and devices should be allocated only the essential privileges required for their
designated tasks. This principle restricts access rights to specific resources, limiting the potential
damage from a compromised account or device.

Another crucial principle of ZTA is continuous monitoring and analysis. Instead of assuming
that users and devices remain trustworthy indefinitely once granted access, zero trust advocates for
constantly monitoring their activities. This includes scrutinizing network traffic, user behavior, and
device characteristics in real-time to detect any suspicious or anomalous patterns that may indicate a
security breach. In terms of components, ZTA comprises of several key elements. Identity and access
management (IAM) solutions are vital in enforcing strict authentication and authorization processes.
These system authenticate the identity of users and devices, validate their credentials, and grant access
based on predetermined policies [8].

Network segmentation is another critical component. Zero Trust limits the lateral movement of
potential threats by dividing the network into smaller, isolated segments. Each component has its
own security controls and authentication requirements, reducing the impact of a potential breach and
containing it within a confined area.

Furthermore, encryption plays a significant role in ZTA. Encrypting data at rest and in transit
protects sensitive information even if intercepted by unauthorized entities. Data confidentiality and
integrity are guaranteed through encryption, limiting the risk of unwanted access or data alteration[4].

ZTA has key components that assist secure the IoBT network and protect the UAVs. The IoBT
sensors collect and analyze a large amount of data, such as aerial photography and environmental
information. These data are stored and protected by the PE (of the ZTA), which uses Least Privilege
Access Control to provide UAVs authorized access to certain resources (the collected data). Any
access not authorized by this PE control is denied to the UAVs. The UAVs ensure that they only
access resources provided by the PE of the ZTA and so remain secure. The Policy Administrator (PA)
Component of the ZTA grants drones access to a resource after the PE has authorized it [9]. With
this component, UAVs can only access the IOBT’s network resources to which the PE has authorized
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access. This prohibits the drone from accessing network resources that he has not been granted access
to, hence protecting the IOBT’s network.

Furthermore, Identity and Access Management (IAM) is a vital component of the ZTA that uses
robust authentication and authorization methods to verify user and device identity before granting
access. It accomplishes this by accessing the user’s device and determining whether it is connected
to the network, updated, and equipped with the necessary antivirus software. This prevents cyber
criminals from bugging the network and safeguards UAVs while they are in operation.

Real-time monitoring and analysis of user and device behaviour is critical. The ZTA’s Policy
Enforcement Point (PEP) control monitors the connection between the user, their device, and the IoBT’s
network resources. When the PEP detects a compromised device connecting to the network, it notifies
the network, disconnects the compromised device from the network, and prevents any attempted
assault on the network. This alerts the IoBT to any attacks and safeguards the UAVs from adversary
manipulations during missions.

The micro-segmentation control partitions networks into small, isolated zones. This minimizes
attacks on the IoBT network by ensuring that it does not spread to other microsegments if security is
exploited. This allows the UAVs to remain operational because they can be commanded from various
microsegments of the IoBT without jeopardizing their mission [10].

2.1. ZTA Logical Components

The architecture is made up of various services that have multiple logical components. These
components are operated through the cloud, either onsite or offsite. National Institute of Standards
and Technology (NIST) [10] has defined three of these components as core: Policy Engine (PE) in the
control plane, Policy Administrator (PA) in the control plane, and Policy Enforcement Point (PEP) in
the data plane. These three components are displayed in the Figure 2. Their functions include the
following:

Figure 2. Core logical components of ZT [9]

• PE: makes access decisions according to the policies of the company. The system achieves this by
utilizing external inputs and employing a TA as its cognitive mechanism.
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• PA: works along with the PE to provide or refuse access depending on the PE’s decision. This
system may be seamlessly included with PE and establishes communication with PEP for the
purpose of enforcing policies.

• PEP is responsible for facilitating, overseeing, and terminating the connection between the sub-
ject and the resource. The system consists of two sub components: the client (such as an agent
installed on a device) and the resource (such as a gateway). The trust-zone is typically located be-
yond the PEP. Apart from the core components, [9] mentions several additional components that
help achieve zero trust security, including continuous monitoring. The decision to allow access
is made by the PE using Trust. This utilizes various measures such as diagnostics, mitigation,
data access policies, identity management, Security Information and Event Management (SIEM)
alongside activity logs.

Table 2. ZTA components for IoBT.

ZTA Component Component Description

Access Management:
– Identity Access Management
– Privilege Access Management
– Whitelisting

Defines and manages the roles and access privileges of individual network
users and the circumstances in which users are granted (or denied) those
privileges. Access management is the process of controlling and monitoring
access to resources within the IoBT (Internet of Battlefield Things) network.
Access management guarantees that only authorized people or devices can
interact with an unmanned aerial vehicle (UAV), lowering the danger of
unauthorized access, data breaches, or tampering.

Segmentation:
– Micro segmentation
– Macro segmentation

An approach in computer networking that is the act or practice of splitting a
computer network into sub-networks, each being a network segment. Micro-
segmentation involves dividing networks into logical units and applying
policies to control access to data and applications within these segments.
By segmenting the network and restricting traffic between segments, organ-
isations can significantly enhance security. Micro-segmentation for UAV
security in IoBT networks aids in establishing of discrete zones or compart-
ments within the network, hence limiting the attack surface and preventing
lateral threat movement.

Encryption:
– Data-at-Rest
– Data-in-Transit
– Data-in-Use

The process of encoding information. Keeps data encrypted while in transit
between the enterprise server and the device itself. In the context of UAV
security in IoBT networks, data encryption ensures that sensitive informa-
tion exchanged between the UAV and ground stations or other network
components is secure and confidential.

2.2. Leading-Edge Research That Applied ZTA in the IoBT Context, Particularly for UAVs Security

UAVs and IoBT are vulnerable to cyberattacks because of their wireless connectivity and remote
operation. This leaves them vulnerable to hijacking by cybercriminals. To address this challenge,
Anthony Moffa [11] investigated how ZTA intends to protect sensitive data and the network by
implementing strict access control, authentication mechanisms, and monitoring techniques on devices
connected to the IoBT, regardless of location or network. Furthermore, HikVision’s [12] "Securing a
New Digital World with Zero Trust" explains that network segmentation, which divides IoBT networks
into smaller, isolated segments, limits the lateral movement of threats within the network and reduces
the damage that a compromised IoBT device can cause to the network.

Sairath Bhattacharjya [13] has also stated that because to the heterogeneous ecosystem of smart
devices and the massive increase in the number of connected endpoints, it is difficult to trust a request
or answer arriving from an unknown source via an untrusted medium. As a result, the ZTA technique
was adopted to develop a robust authentication mechanism in which every request may be checked
and access determined before proceeding with any further operation.
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2.3. Analysis of the ZTA’s Role in IoBT and Refinement of ZTA Protocols to Address IoBT Challenges

The ZTA has been able to secure the IoBT network and protect the operations of the UAVs
with strong authentication and authorisation methods, continued verification, continued monitoring,
micro-segemtation and strict access control. However, the IoBT experiences some challenges that may
influence the refinement of the ZTA protocols. One of the challenges experiences by the IoBT is security
vulnerability associated with those battlefield devices. Many IoBT devices lack proper configuration
of encryption and authentication mechanisms and the diversity of these IoBT devices makes them
easy targets to cyber criminals who can exploit the weak security measures of these devices to gain
unauthorized access to the battlefield network and manipulate the data there. To overcome this
challenge, there must be strict adherence of the ZTA principle of "never trust, only verify" to ensure all
loBT devices are properly configured before given access. Additionally, the absence of standardization
in the IoBT is a difficulty. Without uniform standards, interoperability of IoBT devices suffers greatly,
and with unstandardized security procedures across IoBT devices, cyber thieves can infiltrate the
network’s weakest link. This might lead to serious breaches involving vast amounts of data, with
severe consequences for privacy and financial loss. ZTA would need to strike a compromise between
standardization and guaranteeing that all IoBT devices are uniformly standardized. Furthermore,
the IoBT is concerned with privacy hazards since sensitive data may slip into the wrong hands. This
emphasizes the importance of the ZTA implementing strong security measures as well as thorough
privacy legislation. Moreover, the rapid rate at which IoBT data is generated exacerbates these
management problems, necessitating real-time or near-real-time processing to extract timely insights
and enable swift decision-making. This demonstrates that ZTA’s network access advantages for
UAVs must be balanced against the operational speed required in IoBT, which promotes real-time or
near-real-time processing to extract timely insights and enable rapid decision-making.

Table 3. Challenges in implementing ZTA for UAV security in IoBT.

Challenges Possible Solutions

Cultural Barriers and Organizational Resistance: Orga-
nizational culture must change to implement Zero Trust
in place of conventional security paradigms. The zero
trust concepts of least privilege access and constant ver-
ification may not sit well with team members used to
perimeter-based trust models.

Providing tangible evidence of successful UAV deploy-
ments in IoBT, including improved operational efficiency,
enhanced situational awareness, and reduced risks to per-
sonnel, can help overcome skepticism and build trust in
the technology. Also through implementing change man-
agement strategies, comprehensive training.

Problems with integration and technical complexity pre-
vent UAVs from being fully utilized in the Internet of
Battlefield Things (IoBT). Advanced technology is needed
for UAV systems in order to integrate payloads, operate
autonomously, and maintain cybersecurity.

Collaborative development activities are crucial to ad-
dressing the issues given by technical complexity and in-
tegration when introducing UAVs into the Internet of Bat-
tlefield Things (IoBT). Promoting standardization projects
and allocating resources towards continuous improve-
ment techniques can effectively optimize integration pro-
cedures and guarantee smooth interoperability through-
out the IoBT network.

One of the biggest challenges in using UAVs in the In-
ternet of Battlefield Things (IoBT) is striking a balance
between security and usability. Robust cybersecurity pro-
tections are vital to fend against threats like jamming and
hacking, but in order to maintain smooth and productive
operation in dynamic battlefield conditions, they must
be balanced with usability needs. Comprehensive risk
assessment, user-friendly security protocol implementa-
tion, continuous monitoring, and adaptation to changing
threats and operational requirements are all necessary to
achieve this balance.

Balancing security and usability in UAV implementation
within IoBT necessitates creating intuitive interfaces and
speeding authentication processes to ensure user produc-
tivity while improving security safeguards. Optimising
procedures enables efficient operation while maintaining
the effectiveness of security upgrades.

Continued on next page
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Table 3. Cont.

Challenges Possible Solutions

Financial considerations are important in the deployment
of UAVs within the Internet of Battlefield Things (IoBT).
UAV system procurement, maintenance, and operation
incur significant expenditures, including initial hardware,
software, and infrastructure investments, as well as con-
tinuous fees for training, support, and upgrades.

To mitigate the financial impact, strategies such as leverag-
ing economies of scale through centralized procurement,
prioritizing cost-effective UAV models with long-term
viability, and exploring public-private partnerships for
shared investment and resource allocation can help op-
timize budget utilization and ensure UAV deployment
affordability within IoBT.

Data privacy and regulatory compliance are key barriers
to the deployment of UAVs in the Internet of Battlefield
Things (IoBT). Strict rules govern the collection, storage,
and transmission of sensitive data recorded by UAVs,
requiring compliance with privacy laws and security re-
quirements to prevent unauthorized access and misuse of
information.

To solve these issues, employing strong data encryption
techniques, anonymizing personally identifiable informa-
tion, and developing explicit standards for data manage-
ment and sharing can assure regulatory compliance while
protecting privacy in UAV operations under IoBT.

Organizational scalability has a substantial impact on
UAV implementation within the Internet of Battlefield
Things (IoBT). As demand for UAV capabilities develops
and mission requirements change, organizations must
ensure that their structures, processes, and people can
expand to meet increasing operational demands.

Implementing flexible organizational structures, engaging
in ongoing training and development programs, and de-
veloping relationships with industry and academics can
improve organizational scalability, allowing for effective
use of UAVs in a variety of operational scenarios within
IoBT.

2.4. Case Study Illustrations

Alicia Morel et al.’s article on Enhancing Network-Edge Connectivity and Computational Se-
curity in Drone Video Analytics explains how ZTA protects UAV military operations by preventing
unauthorized data access and allowing only valid system requests to be authorized via the PDP and
PEP functionalities [14]. According to Yuan Feng et al, battlefield real-time data sharing and cooper-
ative decision-making among commanders rely heavily on network connectivity between different
combat units and UAVs. However, due to the wireless nature of communication, a huge number of
communication links are immediately exposed in the complex battlefield environment, and various
cyber or physical attacks represent a threat to network connectivity. As a result, the capacity to retain
network connectivity in the face of adversary attacks, as well as safeguard the network and ensure that
UAV operations are not hampered by cyber attacks, requires the implementation of zero-trust [15].

3. Literature Review

SLR is a method employed to choose a concise set of studies from an extensive range. This is
a crucial rationale for its application in this paper. The initial phase involves querying the JSTOR,
Google Scholar, IEEE, ScienceDirect, and Scopus databases using a combination of keywords. In the
first stage, databases were searched using the following query: (zero trust) AND (UAVs OR Drone
OR Military) AND (Machine learning). The literature is limited only to studies published in English
between 2014 and 2023. Database searches revealed 27,570 papers that specifically discuss zero trust
and how it might be applied in various sectors. After registering the initial papers, 18,000 duplicate
were removed, 500 papers were marked as ineligible by automation tool, and 1,500 papers for other
reasons. We have 2,380 papers remaining; after screening, 2000 papers have been excluded for type
of study and 300 papers for other reasons. Additionally, 45 reports could not be retrieved, and 12
publications have been excluded for having vague titles and abstracts. Finally, after reviewing and
studying these papers, we selected 23 papers from the databases and 3 from Studies included in the
previous version of the review. This selection process of papers by PRISMA 2020 is shown in Figure 3.
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Figure 3. Selection of papers for Literature Review using PRISMA.

This survey explores the future trajectory of incorporating ZTA into the security framework of
UAVs in the dynamic landscape of IoBT. As UAVs continue to play a pivotal role in modern warfare,
the need to strengthen their security becomes increasingly urgent. This study investigates prospective
avenues in ZTA application, including addressing the evolving nature of threats in the military domain,
optimizing network segmentation strategies for enhanced protection, advancing authentication and
authorization mechanisms, ensuring comprehensive data protection in IoBT scenarios, and bolstering
ZTA resilience against potential UAV compromises. By synthesizing existing literature and considering
emerging trends, the research aims to not only provide a comprehensive analysis of the current state
of ZTA integration in UAV security within IoBT but also to identify research gaps and propose
innovative directions for future developments. The goal is to contribute insights that can guide the
design and implementation of robust security measures, aligning with the anticipated challenges and
advancements in the evolving landscape of UAVs operating in the IoBT.

3.1. Related Work of Zero Trust

In 2010, Kindervag [16] introduced a zero trust architectural model and provided a practical
implementation methodology. Their publication proposed a ZTA, emphasizing the "Data Acquisition
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Network" (DAN). The DAN system streamlines the extraction of network data to the management
center, enabling real-time inspection and analysis. This, in turn, results in the implementation of the
zero trust concept. However, this progress accompanied by challenges, such as heightened network
complexity and increased user communication delays.

Subsequently, in the year 2016, DeCusatis et al. [17] introduced a zero trust approach that relies
on transport access control. The suggested method is based on the principles of stenography and
overwriting. Specifically, the authentication token is hidden in the TCP request packet and the initial
authentication packet. This approach strengthens enterprise security in cloud computing environments
by adhering to the zero trust concept and efficiently reducing the risk of unauthorized fingerprinting
of protected resources. It is crucial to highlight that while this strategy protects layer 3/4, it does not
extend its security measures to layer 7.

In a further study conducted in, 2020, Rose et al. [18] provided a comprehensive summary of the
prevailing fundamental ZTA schemes. Additionally, they put forth the essential logical components
that constitute the ZTA. Furthermore, the authors emphasized the practical implementation of ZTA. In-
stead of implementing a comprehensive overhaul of infrastructure or procedures, this approach entails
systematically implementing specific measures, for example, robust identity and access management
(IAM) protocols, to apply ZTA in a network. currently built on a perimeter-centric architecture.

Zero trust promotes a host-based monitoring approach, allowing each device owner to define
the methods and criteria to access it. This indicates that the host can dictate the target audience while
prohibiting unauthorized users from accessing the restricted data [19]. Zero Trust security guarantees
that no item within the system limits can stray out of scope. As a result, every component is treated
as a potential target for either accidental or adversarial effects [20]. According to the US Department
of Defense, zero trust (ZT) embeds security throughout a defined and limited framework, prevent-
ing malicious actors from accessing essential resources. This works in the sense that every device,
application, user and network are managed and monitored within the defined security perimeters.
This mitigates the risk of unverified trust that can lead to serious security breaches [21]. For already
established entities with traditional cybersecurity implementations, migrating and adopting ZTA can
involve various principles and stages.

NIST advises that an organization can pursue the adoption of the ZTA from an incremental
perspective. This means that enterprises can choose to adopt the new security framework from a
hybrid standpoint, involving both the zero trust and perimeter-based mode for an indefinite period.
The Canadian Government suggests that the implementation of zero trust security systems can also
leverage software-defined approaches which can help in building security environments that allow
context-based and logical access in various application systems. Using such approaches can limit
access to application assets in public visibility since the trust broker must validate the identity, context,
and policy adherence of the specified users [22]. ZTA thrives on creating a paradigm that relies on the
“never Trust, always verify” principles. The deployment of a zero trust system within a given system
can restrict access to resources by only permitting "trusted agents". The validation of every access by
the trusted agents is necessary and continuous [23]. This approach aims to eliminate unauthorized
access to the system’s data and services, thus security enforcement becomes more granular by breaking
down privileged access to resources into little pieces.

In order to address the issue of trust deficit, the researchers in [24] utilized ZTA framework to
create a trust model customized for cloud environments. The research introduces a comprehensive
model aimed at enhancing trust within an organization’s information system. The model’s design
integrates reference components sourced from the National Institute of Standards and Technology. The
researchers conducted a performance analysis to evaluate the effectiveness of the proposed model.
The results clearly demonstrated that the distribution of trust-based nodes can effectively mitigate
intrusions. Due to the existing shortcomings of cybersecurity measures in virtual power plants, the
authors in [25] implemented ZTA as a means to improve privacy and data protection within the energy
sector. Their approach was based on the fundamental principles of ZTA and demonstrated satisfactory
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performance, offering a viable solution to mitigate the risks of data theft and breaches. Since the
beginning of the pandemic, there has been a considerable increase in the use of zero trust, resulting in
significant shifts in workplace dynamics.

Organizations have implemented remote working arrangements in an effort to mitigate the
spread of viral infections. However, this approach has inadvertently made networks and systems
more vulnerable to intrusion. To address this issue, the zero trust model has gained popularity as
a means to bridge the gap in network security and prevent hacking incidents. As a result, various
organizations, including prominent institutions such as the United States government’s Department of
Defense, Department of Health and Services, and Department of Homeland Security, have adopted this
model [26]. In order to facilitate the widespread implementation and utilization of the model, some
information technology companies have devised a functional prototype that aligns with the principles
outlined in the NIST policy. One notable organization that has made significant contributions in this
regard is Microsoft [27]. Table 4 represent summary of articles for zero trust.

Table 4. Summary of Articles Table for Zero Trust.

Paper Year Key Findings Description

Kindervag
[16]

2010 Proposed a ZTA,
emphasizing the
"Data Acquisition
Network" (DAN)

This report paper is a deep dive into how you can potentially
use and implement the Zero Trust model concepts in the real
world. One of the most important goals is to improve security
architectures and technologies for future usage. This paper can
benefit you in starting to design infrastructure using zero trust.
Their publication proposed a ZTA, emphasizing the "Data Ac-
quisition Network" (DAN). The DAN system streamlines the
extraction of network data to the management center, enabling
real-time inspection and analysis.

DeCusatis
et al.
[17]

2016 Principles of
steganography
and overwriting. In
particular

This paper introduced a zero trust approach that relies on
transport access control. The suggested method is based on
the principles of steganography and overwriting. In particular,
the authentication token is hidden in both the TCP request
packet and the initial authentication packet. By adhering to
the zero trust principle, this approach strengthens the security
of enterprises functioning in cloud computing environments
and efficiently reduces the risk of unauthorized fingerprinting
of protected resources.

Rose
et al.
[18]

2020 Authors placed
greater emphasis
on the execution
of ZTA, with a
particular focus
on achieving the
realization of ZTA

Authors put forth the essential logical components that consti-
tute the ZTA. Furthermore, the author placed greater emphasis
on the execution of ZTA, with a particular focus on achieving
the realization of ZTA. Instead of implementing a comprehen-
sive overhaul of infrastructure or procedures, this approach
entails a systematic implementation of specific measures to
apply ZTA in a network that is currently built on a perimeter
centric architecture.

[23] 2023 Implementation of
the zero trust system
can reduce access
to resources by only
allowing “trusted
agents”.

This paper advices to use ZTA for creating a paradigm that
relies on the “never Trust, always verify” principles. Within
in a given system, the implementation of the zero trust sys-
tem can reduce access to resources by only allowing “trusted
agents”. The validation of every access by the trusted agents is
necessary and continuous. This approach targets eliminating
unauthorized access to data and services of the system and so,
the security enforcement becomes granular through dividing
up privileged access to resources into small pieces.

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 6 March 2024                   doi:10.20944/preprints202403.0349.v1



12 of 32

Table 4. Cont.

Paper Year Key Findings Description

[24] 2021 ZTA framework is
utilized to create
a trust model cus-
tomized for cloud
environments.

The research introduces a comprehensive model aimed at en-
hancing trust within an organization’s information system.
The model’s design integrates reference components sourced
from the National Institute of Standards and Technology. The
researchers conducted a performance analysis to evaluate the
effectiveness of the proposed model. The results clearly demon-
strated that the distribution of trust-based nodes can effectively
mitigate intrusions.

[25] 2022 Implemented ZTA
as a means to im-
prove privacy and
data protection
within the energy
sector.

Their approach was based on the fundamental principles of
ZTA and demonstrated satisfactory performance, offering a
viable solution to mitigate the risks of data theft and breaches.
The adoption of zero trust has experienced a notable increase
in usage scenarios since the onset of the pandemic, resulting in
significant shifts in the dynamics of the workplace setting.

3.2. Related work of UAV

Paper Finn et al. [28] utilization of UAVs for surveillance and civilian assignments has increased
significantly in recent years. Moreover, UAVs will have an increasing number of uses in the future.
The accelerated development of technology permits the diminution of device size and price. All of
this makes it possible to utilize UAVs in ways that ten years ago were unimaginable. UAVs have
a variety of social applications, including search and rescue operations [29], automatic forest fire
surveillance and measurement [30] and disaster management [31]. Commercial tasks are also found in
the agriculture [32], construction [33], surveying and geology [34], surveillance [35], and film industries
[36] industries.

Compared to alternative choices, the affordability of new UAVs and their applicability across
diverse fields have generated significant attention for this technology. The widespread use of UAVs
has reached a point where regulations are necessary to curb illicit activities and mitigate accidents.
Numerous studies have explored the legal implications of utilizing robots and autonomous systems,
particularly in sectors like video surveillance, image rights, and defense. Addressing these intricate
matters is already a central focus in managing the deployment and operation of UAVs. Finn and
Scheduling [37] conducted among the initial comprehensive analyses of these legal and ethical issues.
However, an analysis of the vast array of UAV capabilities is insufficient for the development of a
platform to monitor UAV flights. When developing the platform, security and legal considerations must
be taken into account, as all laws governing the utilization of these vehicles should be incorporated
into the platform, and the UAV must be protected from attacks that could compromise its operation or
cause of loss sensitive data, the issue can be fixed by implementing the zero trust in UAVs. Table 5
represent summary of articles for UAV.

Table 5. Summary of Articles Table for UAV.

Authors Key Findings Research Type

U.S. Department of De-
fense

zero trust (ZT) enhances security by embedding it through-
out the framework, limiting unauthorized access.

Government Report

NIST Organizations can adopt zero trust incrementally, combin-
ing it with perimeter- based security for a period.

Government Report

Canadian Government zero trust security can leverage software- defined ap-
proaches, enhancing context-based access control.

Government Report
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Table 5. Cont.

Authors Key Findings Research Type

Unnamed Paper (Finn
et.)

Unmanned Aerial Vehicles (UAVs) have diverse applica-
tions, spanning surveillance, search and rescue agriculture,
and more.

Academic Paper

R. L. Finn and D. Wright
(2012)

UAVs raise legal and ethical issues related to surveillance,
privacy, and civil applications.

Academic Paper

S. Waharte and N.
Trigoni (2010)

UAVs can support search and rescue operations. Conference Paper

Merino et al. (2012) UAVs can be used for automatic forest fire monitoring. Academic Paper

M. Quaritsch et al. (2010) Networked UAVs have the capability to operate as an
aerial sensor network dedicated to disaster management.

Academic Paper

D. Gómez-Candón et al.
(2014)

UAV imagery is accurate for precision agriculture pur-
poses.

Academic Paper

Y. Ham et al. (2016) UAVs can visually monitor civil infrastructure systems. Academic Paper

S. P. Bemis et al. (2014) Photogrammetry, whether ground-based or UAV-based,
serves as a high-resolution mapping tool for structural
geology

Academic Paper

C. Bracken et al. (2014) UAVs raise privacy implications in Canada due to surveil-
lance.

Report

J. Fleureau et al. (2016) An all-encompassing drone control platform can indepen-
dently capture cinematic scenes

Conference Paper

A. Finn and S. Scheding
(2010)

Advancements and obstacles are present in autonomous
unmanned vehicles.

Academic Paper

3.3. Related Work of Zero Trust in UAV Using ML

Nour [38] provides an in-depth study of Internet of Things (IoT) security vulnerabilities and
highlights the limitations of limited power capacity, which compromises encryption and timely updates.
The study highlights the importance of a zero trust model for IoT and the risks of not applying such
strong authentication and authorization measures. Using 5G’s low latency potential, Nour proposes
an ML-based intrusion detection system (IDS) within a zero trust framework optimized for real-time
threat detection in power-constrained 5G edge environments.

Notably, after evaluating multiple ML models, decision trees and extreme gradient boosting clas-
sifiers were the most effective Ramezanpour and Jagannath [39] studied the integration of zero trust
(ZT) principles into new 5G/6G communication networks and discovered significant vulnerabilities
associated with such large and complex systems. By introducing Intelligent zero trust architecture
(i-ZTA), they highlight its novelty in effectively handling network security with untrusted compo-
nents. Their approach uniquely integrates artificial intelligence and focuses on the MED (monitoring,
evaluation, and decision-making) component as critical for dynamic trust assessment. Similar to the
current project, while focusing on 5G/6G networks, the overall principles used by i-ZTA and AI can
provide useful insights when applied to detect suspicious behavior in military drones under a zero
trust framework.

Keshavarz et al. [40] addressed critical security vulnerabilities faced by drones and highlighted
notable threats such as Global Positioning System (GPS) spoofing, distributed denial-of-service (DDoS),
and man-in-the-middle (MITM) attacks. They emphasized the urgency of ensuring the safety of
drones, not only to protect their integrity, but also to protect the wider operational environment
and human safety. Their core proposal is a trust monitoring mechanism, controlled by a central
entity such as a ground station, that measures the trustworthiness of a drone by assessing its actions
and behavior in real time. This approach can effectively identify drones that are vulnerable to
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cyberattacks. Kulunathan et al. [41] provided a comprehensive overview of integrating ML methods
into unmanned aerial vehicle (UAV) operations and communications. The study highlights the growing
synergies between ML and drones, demonstrating their joint potential to improve drone intelligence
and autonomy. Their research examined four main operational components of drones where ML can
make significant advances: perception, feature interpretation, trajectory planning, and aerodynamic
control. A basic understanding of ML applications in drones is established, but the overarching need
to increase reliability and trust in line with the goals of the future project is emphasized. The study
[42] discusses the rapid development of Internet of Vehicles (IoV) technology, as well as the security
threats associated with it, especially hacker attacks that could target user devices and identities. To
prevent tampering attacks, the authors suggest a multi-factor authentication approach that involves
device fingerprinting and Public Key Infrastructure (PKI). They utilize algorithms classified as state
secrets for data encryption and blockchain technology to protect and ensure the security and integrity
of data collection and transmission. The zero trust security network architecture is used to improve the
system’s security during data transmission, perform dynamic access control, monitor user behavior
in real-time, and eliminate malicious nodes. The paper introduces an evaluation system for vehicles
based on various pass rates for authentication and acceptance rates for packet transmission.

Table 6. Summary of Articles Table for zero trust in UAV using ML.

Authors Year Key Focus Methodology/Technique Key Findings

Nour [38] 2023 IoT security
vulnerabilities
in 5G-based
networks.

ML-based Intrusion Detec-
tion System (IDS) in a zero
trust framework.

Decision Tree and Extreme Gra-
dient Boosting were the most
efficient models for real-time
detection.

Ramezanpour
& Jagan-
nath.
[39]

2022 zero trust in
5G/6G net-
works.

i-ZTA with AI, focusing on
the MED components.

i-ZTA principles and AI might
offer insights for detecting sus-
picious behavior in military
UAVs.

Keshavarz
et al. [40]

2020 UAV security
threats like GPS
spoofing, DDoS.

Real-time trust monitoring
mechanism assessing UAV
behaviors via a centralized
unit.

Identified UAVs undergoing
cyber-attacks, emphasizing
real-time monitoring.

Kurunathan
et al. [41]

2023 ML in UAV oper-
ations and com-
munications.

Comprehensive review on
ML methodologies within
UAV operations.

Identified gaps in ML applica-
tions for UAVs, emphasizing
the need for enhanced reliabil-
ity and trust.

4. ZTA Implementation Techniques

ZT principles that may be recognized and considered appropriate to a given context should
be described, particularly the methods used to implement them. Although some organizations
support defining the ZTA principles and logical components, defining Critical Infrastructure (CI)
implementation strategy remains uncertain. The ambiguity is also due to the extensive endpoints,
which include IoT devices, CPS devices, or even conventional network-end CNs, as well as varied
technologies implemented in different types of implants, ranging from new frameworks to obsolete
systems. However, these factors cause numerous difficulties in successful implementation.

4.1. Security Requirements

Authorization and authentication play pivotal roles in ensuring the security of UAVs. Authen-
tication establishes the identity of users or systems interacting with the UAV, safeguarding against
unauthorized access and data manipulation. Meanwhile, authorization determines the level of ac-
cess and privileges granted to authenticated entities, ensuring that only authorized personnel or
systems can perform specific actions or access particular resources within the UAV ecosystem. These
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mechanisms collectively form a crucial layer of defense against potential security threats, such as
sensor spoofing, data interception, and unauthorized control. By implementing robust authentication
and authorization protocols, UAV operators and developers enhance the overall security posture of
UAV systems, contributing to safe and reliable operations [43]. Authentication and authorization are
indispensable requirements in ensuring the security and reliability of UAVs. Authentication involves
verifying the identity of users or systems interacting with the UAV, preventing unauthorized access
and ensuring that commands and data originate from trusted sources. Authorization, on the other
hand, regulates the access and permissions granted to authenticated entities, guaranteeing that only
authorized personnel can carry out specific actions and access defined resources. However, these
pre-requirements are critical in addressing potential threats such as sensor spoofing, blocked data
encryption, and unauthorized control that may threaten UAV operation, thus endangering security.
The study’s resulting segments take into account a variety of validation attributes, such as multiple
verifications and secure reinstatement processes, as well as approval norms such as role-based privi-
leged access controls or security technical implementation guides, and granular permissions grants.
These initiatives contribute to establishing a solid foundation for the UAV mission, mitigating potential
vulnerabilities, and ensuring careful implementation with responsible use depending on different
applications.

4.2. Security Threats

UAVs have a complex biological system that includes four specific levels: sensor level, hardware
level, software level, and communication level [44]. A sensor-level design for UAVs relies on a
variety of sensors, including cameras and inertial estimation units, to be able to see their surrounding
elements. This is because sensor data must be reliable and intact to avoid acts of deception, which
can result in navigational errors or compromised mission outcomes. The physical parts of the UAV,
such as propulsion systems and control units, give hardware. The initial point of activity to preclude
unauthorized modifications, alteration, or portion failures that could compromise flight safety would
be through a secure equipment plan and access controls.

In the software level, UAVs operate on software and firmware, determining their behavior and
functionality. Robust software security measures are essential to thwart potential cyber threats, unau-
thorized access, and software vulnerabilities. The communication level pertains to wireless data
exchange between UAVs and ground control stations (GCS) and among UAVs in collaborative mis-
sions. Authentication and authorization are paramount in safeguarding UAVs and their levels from
various potential threats [45]. Threats to authentication include unauthorized access to UAV systems,
leading to the compromise of control and sensitive data. Additionally, attackers might exploit vulner-
abilities in authentication protocols to impersonate legitimate users or devices, potentially gaining
unauthorized control over UAVs. Authorization threats involve unauthorized entities accessing re-
stricted functionalities or resources, potentially disrupting UAV operations. These threats can lead
to unauthorized commands, sensor data manipulation, or even physical damage to the UAV. The
research underscores the importance of countering these threats, with studies proposing solutions
such as secure authentication mechanisms and fine-grained access control to mitigate potential risks.
Figure 4 shows the attacks targeting UAVs for each level.
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Figure 4. Attacks targeting UAVs for each level

4.3. Four Levels of UAV Security

In UAVs, security is an all encompassing mission. It extends far beyond the skies, delving into
every facet of these autonomous flying machines. UAV security is typically categorized into four levels,
each with priorities and measures. Let us embark on a comprehensive journey through these four
levels, unveiling the intricacies and importance of each [44].

4.3.1. Hardware Security

For UAVs, physical security is their first line of protection. It has a variety of safeguards to
protect the actual UAV and its parts from dangers like theft, tampering, or unauthorized access [46].
Imagine physical security as the fortress that houses the UAV, complete with moats, drawbridges, and
impenetrable walls.

4.3.2. Software Security

Software security ensures that UAV missions are executed with the utmost security and precision.
It’s like the strategic planning and coordination required for a military campaign, ensuring that the
UAV operates only in authorized airspace, follows predefined flight paths, and communicates securely
with ground stations.

4.3.3. Communication/Network Security

Communication and network security are the guardian of the virtual pathways that connect the
UAV to the GCS via antenna. It is concerned with securing the data transmitted between these two
vital nodes in the UAV ecosystem. Think of it as the invisible shield that envelops the fortress, ensuring
that no message or data is intercepted or tampered with during its journey [47].

4.3.4. Sensor Security

UAVs depend on utilizing sensors to collect data about their immediate environment, this infor-
mation is critical and requires protection from malicious attackers. Compromised UAV sensors might
result in the failure and malfunction of the UAV system. Table 7 outlines countermeasures at the UAVs
levels, focusing on current approaches that can be employed to safeguard against assaults on UAVs.
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Table 7. Features of four UAV levels.

Level Paper Feature Description

Hardware

[46] Secure Storage Protects UAV during non-operation. Fortified storage areas
with surveillance and alarm systems to prevent hardware theft
and unauthorized access.

[46] Biometric
Locks

Restricts access to UAV hardware components. Only individ-
uals with authorized biometric data (fingerprints or retinal
scans) can interact with the UAV.

[48] Tamper-
Evident Seals

Applied to critical components, similar to fortress drawbridges.
Reveals signs of interference, alerting security personnel to
potential breaches during storage or transport.

Software

[49] Authorized
Airspace

Ensures UAV adherence to designated airspace regulations and
restrictions. Software security plans missions within autho-
rized zones, preventing unintentional or intentional incursions.

[50] Predefined
Flight Paths

UAV routes during missions are predefined, and software se-
curity ensures strict adherence to these paths, minimizing the
risk of deviation or intrusion into unauthorized areas [50].

[51] Secure Com-
munication
with Ground
Stations

Vital for UAV operations, software security ensures safe com-
munication channels between the UAV and Ground Control
Stations (GCS). Encryption, secure protocols, and frequency-
hopping techniques protect data in transit [51].

Communication

[52] Encryption Foundation of communication security, transforms data into
an unreadable format decipherable only by authorized recip-
ients. End-to-end encryption ensures data security, even if
intercepted [53].

[53] Secure Proto-
cols

Utilizes secure communication protocols (e.g., TLS) for UAV
and ground station data exchanges. Establishes secure connec-
tions to prevent eavesdropping or data manipulation [54].

[54] Frequency-
Hopping
Techniques

Involves rapidly and unpredictably changing communication
frequencies. Enhances difficulty for malicious entities to in-
tercept or jam UAV communication signals, ensuring data
confidentiality [55].

Sensor

[55] Detecting Un-
usual Signals

To detect GPS spoofing, observes anomalous signal power fluc-
tuations, indicating a potential spoofing attempt. Cooperative
data attestation method suggested for multiple UAV situations,
validating shared data precision [56].

[56] Enable Au-
tonomous
Navigation

Mitigates jamming attempts by implementing a system facili-
tating autonomous navigation and self-directed movement in
the absence of signal reception by the flight controller. Proposal
presented by authors in [57].

[57]
[58].

Use of Ma-
chine Learn-
ing (ML)

Utilizes Intrusion Detection Systems (IDS) with ML algorithms
to identify sensor-based attacks, whether familiar or unfamiliar
[58] [59]. IDS systems gather training data from UAV onboard
components, considering challenges related to energy and com-
pute resources [59].

5. Internet of Battlefield Things Attacks

IoBT plays an important role in the military field, especially if integrated into UAV devices.
Through it, commanders and soldiers benefit from obtaining important intelligence about the enemy.
Drones first appeared in 1849, when Austrians assaulted Venice, Italy, with bombs containing un-
manned balloons. Similar attacks occurred even during the American Civil War. Military drones were
also utilized in the Cold War, World War I, World War II, the American Civil War, the Vietnam War,
and the Balkans War [59]. The first aircraft drone was deployed for tactical reconnaissance during the
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Vietnam War. According to Armour and Ross [60], the employment of military drones in conflicts such
as Iraq, Afghanistan, and Kosovo increased their effectiveness.

IoBT plays an important role in the military field, especially if integrated into UAV devices.
Through it, commanders and soldiers benefit from obtaining important intelligence about the enemy.
UAVs have been an essential component of military operations for several years, providing recon-
naissance, surveillance, and, in some cases, offensive capabilities. Although useful, it is exposed to
many attacks that make it vulnerable. Table 8 showing a number of real attacks that occurred on the
Internet of Things on the battlefield with using ML/DL to mitigate the attacks. Implementing zero
trust in military UAVs is critical for safeguarding sensitive data, maintaining operational integrity, and
avoiding adversarial takeovers [59]. ZTA ensures that if a malicious actor successfully infiltrates the
network, they would not be able to move laterally or access critical systems without the appropriate
credentials and permissions [60].

Table 8. Table of Attacks on Military UAVs and IoBT.

Attack Technology Paper Description

Black hole attack IoBT Network [61] The paper used ML to analyze KmCtrust
model, it is compination between ML and
trust managment by trust in IoBT network
to remove attack from the network

Inject false informa-
tion attack

IoBT Network [62] Attacker try to inject false data in the IoBT
nodes. The paper used ML algorithms
based on the forward backward sweep
method to increase in the quality of infor-
mation

Impersonation and
spectrum sensing
data falsification
attacks

IoBT Device [63] The paper used ML/DL with SpecForce,
a security framework for IoBT spectrum
sensors

Spoofing and jam-
ming attacks

Military UAV [64] The paper reviews the methods of spoof-
ing and how it can affect on IoBT and
ways of preventing it by using ML.

6. Zero Trust in Internet of Battlefield Things

UAVs have revolutionized modern warfare, enabling military forces to perform reconnaissance,
surveillance, and strike operations with unprecedented efficiency and precision. As military operations
increasingly embrace network centric approaches, the Internet of Battlefield Things (IoBT) emerges as a
transformative framework connecting UAVs and other military assets to enhance situational awareness
and decision-making capabilities. However, integrating UAVs into the IoBT landscape brings new and
sophisticated cybersecurity challenges, demanding innovative solutions to secure these critical assets.
The zero trust model operates on a core principle: default distrust of any device or user, irrespective
of their location or network. Instead, it requires continuous verification and authorization of entities
trying to access resources, preventing potential cyber threats from exploiting trust assumptions and
unauthorized access to sensitive data.

6.1. Analysis of the Internet of Battlefield Things and its Significance in Modern Operations

In the thrilling realm of modern military operations, a technological marvel has emerged to
revolutionize the battlefield like never before; IoBT, a vast network connecting numerous intelligent
devices, such as UAVs, seamlessly communicating with each other and sharing vital information [65].

At its core, IoBT is an interconnected web of intelligent sensors, actuators, and devices that
operate with remarkable synergy. Their ingenuity lies in their ability to collect, analyze, and share
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real-time data, creating unparalleled situational awareness. IoBT allows military forces to make swift
and informed decisions in the heat of combat.

Imagine the smooth moving of drones high above, surveilling the battlefield with unwavering
focus. They feed critical intelligence back to the central command, forming a seamless data flow that
empowers soldiers on the ground [66]. The significance of IoBT cannot be overstated. The golden
key unlocks the doors to enhanced military capabilities, providing a tactical edge that was previously
thought to be impossible.

Now, commanders have a panoramic view, which allows them to strategize and adapt with
unparalleled precision. IoBT enables real-time decision-making that is agile, accurate, and effective,
turning the tide of battles in favor of those who harness its potential. IoBT’s reach extends far beyond
the traditional realms of warfare. It embodies the spirit of innovation that continues to define the
modern era. This transformative technology inspires those in the military and countless brilliant minds
in the tech industry [67]. The most important point remains how this technology can be protected from
enemy attacks, which is what we will explore in the following parts.

6.2. Zero Trust Security Model and Its Relevance in Securing UAVs

The zero trust security concept is a contemporary cybersecurity strategy that does away with
conventional perimeter-based protections. Unlike older models that assumed trust within the network,
zero trust treats every user, device, or application as potentially untrusted, regardless of location [68].
It continuously verifies identities and devices, granting access only per request. This dynamic and
multi-layered approach ensures enhanced security by reducing the attack surface and preventing
unauthorized access. UAVs operating in IoBT scenarios face unique security challenges due to their
dynamic and distributed nature:

• Dynamic Networks: UAVs interact with various edge devices in fast changing environments.
Zero Trust’s continuous verification ensures that UAVs are granted access only to authorized
resources in real time, reducing the risk of unauthorized infiltration [69].

• Protecting Sensitive Data: UAVs collect and transmit critical data, making them attractive
cyberattack targets. Zero Trust prevents unauthorized access to this data, safeguarding its
confidentiality and integrity during transmission and storage [70].

• Defense against hardware attacks: In IoBT environments, UAVs may be physically intercepted
by adversaries. Zero Trust’s continuous verification reduces the chances of attackers exploiting a
captured UAV to gain unauthorized network access [68].

• Mitigating Insider Threats: Continuous monitoring in zero trust opens itself to detecting insider
threats. Any abnormal behavior is seen and responded to quickly, resulting in interception of the
activities plotted by malicious insiders that could violate security [69].

• Compliance and Auditing: zero trust provides comprehensive logs and auditing capabilities,
essential in military and defense contexts, to ensure compliance with regulations and facilitate
post-incident investigations.

6.3. Applying Zero Trust Concepts to UAVs

Incorporating zero trust concepts into UAV systems necessitates a robust framework for access
control, ensuring that sensitive operations and data are shielded from unauthorized access. This paper
contains three types of access control. of Role-Based Access Control (RBAC) serves as a foundational
layer, restricting system privileges based on predefined roles within the UAV’s operational protocol.
Complementing RBAC, Attribute-Based Access Control (ABAC) adds a nuanced layer of security
by considering a multitude of attributes, such as the context of access, the sensitivity of the data,
and the state of the UAV, to make real-time access decisions. For mission-critical applications like
battlefield surveillance, an access control protocol specifically tailored for Surveillance-IoT can be
integrated, leveraging zero trust’s rigorous verification processes to ensure that every access request is
continuously validated, thus fortifying UAV networks against the evolving threats in dynamic and
adversarial environments.
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6.3.1. Access Control Mechanisms

• Role-based Access Control (RBAC)

RBAC is a popular access control model vital in enhancing security and managing user privileges.
When integrated into zero trust drone architecture, RBAC enables fine-grained control over user
permissions, ensuring that only authorized individuals can access sensitive drone systems and data.

RBAC operates on the principle of assigning permissions based on predefined roles [71]. Each
role represents a set of responsibilities and tasks within an organization or system. Users are then
transferred to specific parts based on their job functions or duties. RBAC simplifies access management
by associating permissions with roles rather than individual users, streamlining the process and
reducing administrative overhead. When integrated into ZTA, RBAC strengthens the security posture
of drone systems by enforcing strict access controls. The concept of least privilege allocates rights to
users and correctly defines user roles. This means users are granted only the minimum privileges
necessary to perform their functions and tasks. By limiting access rights, RBAC minimizes the potential
impact of a compromised user account or device, mitigating the risks associated with unauthorized
access or malicious activities.

RBAC within ZTA also enables efficient and centralized access control management. The defined
roles and associated permissions are managed centrally, allowing administrators to easily add, modify,
or revoke access privileges based on changes in user responsibilities or organizational requirements.
This centralized management ensures consistency and reduces the likelihood of access control errors
or unauthorized access.

Moreover, RBAC supports the segregation of duties, which is crucial for maintaining a separation
of responsibilities and preventing conflicts of interest. RBAC enables the assignment of complementary
roles to different individuals, ensuring that critical tasks require multiple authorized individuals
to collaborate [72]. This segregation enhances accountability and reduces the likelihood of insider
threats or unauthorized actions. Integrating RBAC into ZTA for drones also enhances audibility
and accountability. RBAC provides a clear audit trail by associating user actions with their assigned
roles and permissions. This traceability facilitates the identification of any security breaches or policy
violations, enabling swift investigation and response.

• Attribute-based Access Control (ABAC)

ABAC is an advanced access control model that provides a flexible and dynamic approach to
managing resource access. When integrated into ZTA for drones, ABAC enables access decisions based
on various attributes, including user location, time, device characteristics, and other contextual factors.
This attribute centric approach enhances the security of drone operations by providing dynamic and
context-aware access control [73].

ABAC takes into consideration multiple attributes to make access decisions. These attributes can
include user attributes (such as role, department, or clearance level), environmental attributes (such as
location, time, or network status), and object attributes (such as the sensitivity or classification of the
resource being accessed). The attributes define the ABAC policies because of their accurate and fine-
tuned access permissions. Drone systems can implement context-aware access control by leveraging
ABAC within ZTA. For example, access to sensitive drone control systems or data can be restricted
based on the user’s location. Access can be denied if a user attempts to access the drone system from
an unauthorized area, preventing potential security breaches. Similarly, access permissions can be
dynamically adjusted based on other attributes, such as the time of day or device type.

ABAC enhances security by providing dynamic access control mechanisms that adapt to changing
circumstances. For instance, if a user’s clearance level or the sensitivity of specific resources changes,
access policies can be automatically adjusted. This ensures that access permissions align with the
current security requirements, reducing the risk of unauthorized access or data breaches. Furthermore,
ABAC enables attribute-based risk assessments. By considering attributes such as user behavior
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patterns or device health status, access decisions can be influenced by the perceived risk level associated
with a specific attribute value. For example, if a user’s behavior deviates from their usual patterns or a
device is detected as compromised, access can be restricted, or additional authentication measures
can be required to prevent potential security threats [74]. ABAC integration into ZTA also promotes
interoperability and scalability. ABAC policies can be defined in a standardized format, such as the
XACML (extensible Access Control Markup Language), allowing for interoperability across different
systems and applications. Additionally, ABAC’s flexible nature enables the scalability of access control
policies as the drone ecosystem expands, accommodating new attributes and adapting to evolving
security requirements [75].

Table 9. Access Control Mechanism.

Mechanisms Feature Description

Role-Based Access
Control (RBAC)

Least privilege access: Eval-
uates and reevaluates a
user’s access based on con-
text and adapts permissions
accordingly

RBAC assigns permissions based on predefined roles,
streamlining access management. In battlefield surveil-
lance, roles could include operators, commanders, and
analysts. For example, an operator may have access to
live feeds, while an analyst may access historical data.

Attribute-Based
Access Control
(ABAC)

Evaluate several attributes
for authorization decisions.

ABAC considers attributes such as user characteristics,
environmental conditions, and resource properties for
access decisions. In battlefield surveillance, ABAC can
dynamically control access based on factors like loca-
tion, mission status, and security clearance. For in-
stance, an agent’s access may change based on their
location and the nature of the ongoing mission and sys-
tem will look for any unusual or anomalous behavior.

• Access Control Protocol for Battlefield Surveillance-IoT

ACPBS-IoT is an access control protocol specifically designed for battlefield surveillance within
drone-assisted IoT environments. Zhang et al. [76] introduced this protocol in their article
published in 2022, titled "Ac-cess Control Protocol for Battlefield Surveillance in Drone-Assisted
IoT Environment" The primary aim of ACPBS-IoT is to mitigate several security challenges by
employing several robust security techniques:

– Symmetric encryption: all messages between the drones and the GCSs are encrypted
using symmetric encryption, which makes it difficult for an adversary to eavesdrop on the
communication.

– Message authentication codes: message authentication codes are used to verify the authen-
ticity of messages, which makes it difficult for an adversary to impersonate a legitimate
drone or GSS.

– Key freshness: the keys used for encryption and message authentication are refreshed
periodically, which makes it difficult for an adversary to crack the keys.

– Replay protection: a replay protection mechanism is used to detect and prevent replay
attacks.

ACPBS-IoT has undergone extensive security evaluations, both formal and informal. The
formal analysis confirms the protocol’s resilience against various potential attacks, including
eavesdropping, impersonation, drone hijacking, and replay attacks. The informal analysis
supports the protocol’s defense against numerous practical attacks. ACPBS-IoT presents a
promising solution for enhancing security in drone-assisted IoT environments for battlefield
surveillance. It incorporates multiple security features to defend against diverse threats.
Nonetheless, further real-world evaluations are necessary to fully validate the effectiveness
of ACPBS-IoT in actual deployment scenarios.
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6.3.2. Authentication Mechanisms

• Multi-Factor Authentication (MFA)

MFA is a robust authentication mechanism that enhances the security of access to drone systems by
requiring users to provide multiple authentication factors. When integrated into ZTA for drones, MFA
ensures that only authenticated and authorized individuals can interact with the drone systems, adding
an extra layer of protection to sensitive operations [4]. MFA combines two or more authentication
factors to verify the identity of a user. These factors typically fall into knowledge, possession, and
inherence. Knowledge factors include the user’s ability, such as a password or PIN. Possession factors
involve something the user possesses, such as a physical token or a mobile device. Inheritance factors
are based on distinctive biological characteristics, such as fingerprints, iris scans, or facial recognition.

Drone systems can establish a robust authentication process by utilizing MFA within ZTA. Pass-
words, the most common used knowledge factor, are strengthened by requiring additional factors
for authentication. For example, after entering a password, the user may need to provide a one-time
password (OTP) generated by an authentication app on their mobile device or a physical token. This
combination of factors significantly reduces the risk of unauthorized access, as an attacker must possess
both the password and the additional authentication factor. Biometric factors add an extra layer of
security to MFA. Drones can incorporate biometric authentication methods such as fingerprint, iris
scans, or facial recognition. These unique biological traits provide a high level of assurance in verify-
ing the user’s identity. Integrating biometric authentication into MFA ensures that only authorized
individuals with the correct biometric attributes can access the drone systems, further strengthening
security [77].

Physical tokens, such as smart cards or hardware tokens, are possession factors that can be
integrated into MFA for drones. These tokens generate dynamic authentication codes or digital
signatures used with other elements to verify the user’s identity. Physical tokens offer an additional
layer of protection as they are not easily replicated or compromised. The integration of MFA into ZTA
for drones brings several benefits. Firstly, it significantly increases the difficulty for attackers to gain
unauthorized access, as they must possess multiple factors simultaneously. Secondly, MFA reduces
the reliance on passwords alone, addressing the vulnerability of password-based authentication and
minimizing the risk of password related security breaches. Moreover, MFA enhances the overall
security posture of drone systems by adding a layer of defense against credential theft, phishing
attacks, and social engineering attempts. Even if an attacker obtains one authentication factor, they
would still be unable to access the system without the other required factors.

Table 10. Different authentication approaches and their various attacks.

Authentication Approach Brute-Force Attack Guess Attack Phishing Attack Spoofing Attack Impersonation Attack Apply on drone Using zero trust Ref.

Face Recognition No No No Yes No ✓ ✓ [78,79]

Fingerprint Scanner No No No Yes No ✓ ✓ [80,81]

Geographical Location No No No No No ✓ [80]

Ocular-based Methods No No No No (retina) & Yes (iris) No ✓ [78]

OTPs No No Yes No Yes ✓ ✓ [82,83]

Password/PIN Yes Yes Yes No Yes ✓ ✓ [81,84]

SmartPhone Applications No No Yes No Yes ✓ ✓ [84,85]

SmartCards No No No Yes Yes ✓ ✓ [85]

Thermal Image Recognition No No No No No ✓ [78]

Vein Recognition No No No Yes No ✓ [80,81]

Voice Recognition No No No Yes No ✓ [80]

• Certificate-based Authentication

Certificate-based authentication is a robust method that utilizes digital certificates to verify the
identities of devices and users. Certificate-based authentication can be used in ZTA for drones to
provide secure communication channels while preventing unauthorized access to drone systems.
Certificate-based authentication relies on X.509 certificates, widely adopted in PKI systems. These
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certificates contain the entity’s public key, digital signature, and other identifying details. They are a
dependable way to confirm the legitimacy and integrity of the communicating parties and are issued
by a reputable certificate authority (CA) [86].

In the case of drone systems, certificate-based authentication ensures that only trusted and
authorized devices and users can access and interact with the drone systems. Each user or device is
issued a unique digital certificate as a digital credential. When attempting to connect with the drone
system, the machine or user presents their certificate as proof of identity [87]. The drone system, acting
as the verifier, checks the presented certificate against a trusted CA’s certificate store. If the presented
certificate is valid and trusted, the authentication process proceeds, allowing the device or user to
access the drone system. This authentication mechanism ensures that only entities with valid and
recognized certificates can communicate with the drone system, mitigating the risk of unauthorized
access. Certificate-based authentication offers several advantages within the zero trust framework for
drones. Firstly, it provides a strong level of assurance regarding the identity of the communicating
parties. The use of digital certificates, coupled with the rigorous validation process against trusted
CAS, ensures that the entities interacting with the drone system are indeed whom they claim to be.

Furthermore, certificate-based authentication enables secure communication channels between
the drone system and other devices or users [86]. Public-key cryptography within the certificates
facilitates establishing encrypted connections, protecting the confidentiality and integrity of the data
transmitted between the entities. This ensures that sensitive information, such as control commands
or telemetry data, remains protected from unauthorized interception or tampering. Additionally,
certificate-based authentication supports the scalability and manageability of authentication in large-
scale drone deployments. By relying on standardized digital certificates, issuing, revoking, and
managing credentials becomes more streamlined. Certificates can be centrally managed and easily
updated or withdrawn as needed, enabling for effective access control management in dynamic and
evolving drone environments.

Table 11. Authentication Factor.

Authentication Fac-
tor

MFA (Multi-Factor Authentication) Certificate-Based Authentication

Description Enhances security by requiring users
to provide multiple authentication
factors before gaining access.

Relies on digital certificates issued to
users or devices, utilizing Public Key
Infrastructure (PKI) for secure commu-
nication.

Factors Used - Something You Know (Password or
PIN) - Something You Have (Tempo-
rary code from a mobile app or hard-
ware token) - Something You Are
(Biometric data like fingerprints or
facial recognition)

- Something You Have (Digital certifi-
cate issued by a Certificate Authority)
- Something You Are (Authentication
based on cryptographic keys)

Security Strength Provides a high level of security by
adding layers of verification, reduc-
ing the risk of unauthorized access.

Offers robust security, especially in en-
vironments where strong identity veri-
fication is essential.

Suitability Well-suited for environments requir-
ing strong user authentication, such
as military systems or confidential
databases.

Highly suitable for secure communi-
cation channels, military networks, or
any context where rigorous identity
validation is critical.

Ease of Use Depending on factors used, may
involve additional steps for users,
but advancements like biometrics im-
prove user experience.

Requires the management and deploy-
ment of digital certificates, which can
be seamless once set up but may in-
volve initial configuration complexi-
ties.
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6.4. How Zero Trust Enhance the Security Posture of UAVs

The trust security model is effective in helping solve the issues of UAV security. The significance
of zero trust in assuring battlefield effectiveness and resilience is explored below, including UAV
attacks by hostile actors, attacks via unauthorized access accounts, and data breaches.

1. Preventing Malicious Actors: It is like military operations, coupled with the fact that in combat,
every second counts; one hundred seconds can spell disaster or even death, being half a minute
away. The zero trust narrative of "never trust, always verify" provides proactive protection against
such attacks. Through continuous verification of personal users and device identities, zero trust
guarantees that only authorized individuals can initiate connections with UAV networks. Using
robust authentication approaches such as biometrics and MFA, which prevent access attempts
by intruders or unauthorized persons nefariously trying to break in, provides the zero trust
policy with insights into improving UAV security. In addition, anomaly detection and behavioral
analysis increase the effectiveness of its early identification function to create a barrier against
malicious intruders that would jeopardize UAV operational reliability [47].

2. Mitigating Unauthorized Access: In fighting conditions, the unauthorized network surrounds
everywhere. In fight circumstances, the UAVs are often based and connected to robust and
unfettered system segments that increase accessibility toward unauthorized consumers. Zero
Trust’s identification-based access controls play a significant role in mitigating this risk. All
entrance requests are continuously surveyed to ensure that users and devices are checked out
and verified so that legitimate owners can access UAV services. Moreover, the “least privilege”
aspect of zero trust protects only those resources required to complete certain operations. This
approach minimizes potential attack surfaces, making it significantly harder for adversaries to
move laterally within UAV networks. By enforcing the principle of least privilege, zero trust
mitigates the risk of unauthorized users gaining undue access to critical resources [88].

3. Safeguarding Against Data Breaches: UAVs capture and transmit a wealth of sensitive infor-
mation; making data breaches a significant concern. Zero Trust’s continuous verification and
dynamic policy enforcement significantly reduce the likelihood of data breaches. Real-time
monitoring and context-aware access controls ensure that data is only accessible to authorized
recipients and protected from unauthorized interception. Dynamic policy enforcement also
adapts to changing conditions, adjusting access privileges based on real-time context. This
responsiveness ensures that UAV networks maintain optimal security even in rapidly evolving
battlefield scenarios. With zero trust’s strong emphasis on data protection, UAVs can confidently
execute missions, knowing their valuable data remains secure [89].

6.5. Safeguarding UAV Communication and Data

Secure communication becomes paramount as UAVs integrate into the IoBT.

1. Protecting Sensitive Data: UAVs are deployed to gather and transmit sensitive information,
including real-time video feeds, aerial imagery, and strategic intelligence. The security of this
data is of utmost importance as it could contain classified information that, if intercepted, may
jeopardize military operations or compromise national security. Secure communication channels,
implemented through encryption and robust cryptographic protocols, are vital in safeguarding
the integrity and confidentiality of data during transmission. By encrypting the data, UAVs can
ensure that it remains indecipherable to unauthorized entities even if intercepted. This proactive
measure minimizes the risk of data breaches and ensures that sensitive information remains
accessible only to authorized recipients [90].

2. Ensuring Data Integrity: UAVs often transmit data through dynamic and interconnected net-
works, exposing them to potential risks such as data tampering and man-in-the-middle attacks.
Only authorized data manipulation can lead to accurate decision-making and critical mission
failures. To mitigate such threats, secure communication channels utilize digital signatures and
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integrity checks to verify data’s authenticity and unaltered nature during transmission. By ensur-
ing data integrity, UAVs can confidently rely on the accuracy and trustworthiness of received
information, enhancing the effectiveness of their missions in dynamic and hostile environments
[87].

3. Securing Mission-Critical Commands: UAVs receive mission-critical commands from remote
operators or automated systems. The consequences of unauthorized access or interception of
these commands can be catastrophic, potentially leading to the loss of control or manipulation
of UAVs. Secure communication ensures the confidentiality and authenticity of mission-critical
commands, preventing unauthorized access or tampering. More importantly, a security protocol,
that serves in securing the communication between UAVs and GCS, is proposed. Strong authen-
tication and access controls guarantee that only authorized entities can issue orders, bolstering
the UAVs’ reliability and trustworthiness in executing critical tasks.

6.6. Strengthening UAV Security: Implementing Zero Trust Principles in the IoBT

A comprehensive zero trust approach is essential to safeguard against attacks and unauthorized
access. This article delves into the critical components of securing UAVs in the IoBT using the zero
trust model.

1. Device Authentication: Implementing robust device authentication mechanisms is fundamental
to establishing trust within the IoBT network. Each drone must be equipped with unique digital
certificates and device identifiers, making it possible to identify and validate its authenticity
during the connection process. Secure boot processes ensure that only genuine and untampered
software can run on the UAV, mitigating the risk of compromised firmware or software [91].

2. Data Encryption: Data transmitted between drones and GCS must be encrypted using robust
encryption protocols to prevent unauthorized interception and tampering. End-to-end encryp-
tion guarantees that intercepted data remains unintelligible unless accompanied by the requisite
decryption keys. protecting sensitive information from falling into the wrong hands [92].

3. Continuous Monitoring: Real-time monitoring is indispensable in detecting anomalies and
suspicious activities in the IoBT network. By constantly analyzing drone activities and network
traffic, security teams can swiftly respond to potential threats, unauthorized access attempts,
abnormal data transfers, and deviations from expected flight patterns. Early detection allows for
proactive mitigation measures [93].

4. Segmentation and Micro-segmentation: Dividing the network into logical segments and apply-
ing granular access controls significantly reduces the attack surface and minimizes the lateral
movement of attackers in case of a breach. Micro-segmentation ensures that each piece is fortified
with its access permissions, limiting the scope of any potential infringement and containing it
effectively [94].

5. Identity and Access Management (IAM): A robust IAM strategy is vital for managing user and
device identities within the IoBT. Implementing rigorous password policies, RBAC, and MFA
ensures that only authorized personnel can control or interact with drones, significantly reducing
the risk of unauthorized access [95].

6. Secure Communication Protocols: Secure communication protocols such as Secure Shell (SSH) or
TLS should be employed to exchange commands, telemetry, and other data between drones and
GCS. Encrypting communication channels prevents eavesdropping and ensures that transmitted
data remains confidential and unchanged during transmission [96].

7. Secure Firmware and Software Updates: Establishing a secure process for applying firmware
and software updates is critical to prevent potentially malicious code injection. Verifying the
integrity and authenticity of updates before deployment minimizes the risk of compromising
drone systems with malware or unauthorized modifications [97].

8. Incident Response and Recovery: A comprehensive incident response plan is essential to swiftly
and efficiently address security breaches or compromises. This plan should outline clear steps
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for isolating compromised drones, conducting forensics to identify the source of the attack, and
safely returning operations to normalcy [98].

9. Compliance and Regulations: Compliance with relevant regulations, guidelines, and standards
is crucial for UAV operations and security. The IoBT network can maintain a strong security
posture and protect itself from potential legal and operational repercussions by aligning its zero
trust implementation with aviation authorities’ regulations and industry organizations’ best
practices.

Table 12. Comparison of Selected Papers in Drone.

Features Our paper Dong et al. [4] Nour [38] Ramezanpour et al. [39] Keshavarz et al. [40] Kurunathan et al. [41] Fang at al.[42]

Model or Framework
Security and Privacy
Challenges
Components
Internet of Things
Military sector
Mechanism

7. Future Direction

This section provides a concise overview of our results about the effective implementation of ZTA
and highlights the areas where there is a lack of knowledge in the current state-of-the-art approaches.
Zero Trust requires a detailed and context-aware access restriction. Usage-based access control is
a method that can fulfill these access control needs, as indicated by the literature. Nevertheless,
diverse IoT-enabled environments exhibit distinct access control prerequisites, necessitating varied
configurations of access control components. Blockchain is increasingly being considered as a potential
solution for distributed access control. Nevertheless, the usage of blockchain in this field is still in its
early stages due to its reliance on a consensus mechanism, which makes it less appealing compared
to conventional centralized systems. It is advisable to use a risk-aware access control system that
combines the features of fine-grained access control schemes like (RBAC) and (ABAC) .

Although authentication technologies have been widely adopted and utilized, there are still certain
aspects of authentication that have not been entirely achieved. The majority of user authentication
systems, including passwords, fingerprints, facial recognition, and iris scans, possess weaknesses.
Multi-factor authentication (MFA) is widely supported, although most MFA solutions require a
secondary device, such as a cell phone, and demand significant of user effort. The presence of these
criteria hinders the extensive use of MFA solutions. Therefore, it is necessary to find solutions that need
minimal user involvement. Hence, there is a need for MFA solutions that do not rely on a secondary
device and demand minimal user interaction. Consequently, novel approaches to authentication are
currently being sought.

Increased security and resilience of IoBT devices and networks is a major expected outcome of
using the zero trust Model in the IoBT industry. The traditional perimeter-based security approach is
no longer sufficient in the face of emerging technologies such as 5G, IoT, and blockchain, which are
transforming the battlefield environment [99]. By adopting a zero trust strategy, which asserts that
no entity—user, app, service, or device—should be trusted by default, IoBT systems can benefit from
a more robust and adaptive security posture. This approach includes network micro-segmentation,
which can be seamlessly integrated into existing environments, and sophisticated reputation-based
trust models for detecting malicious nodes. As a result, IoBT networks will be better equipped to
withstand a variety of threats, ensuring the integrity and availability of critical battlefield assets [100].

Expected outcome of using the zero trust Model in the IoBT industry is the improved protection
of sensitive data and information. In data-sensitive applications such as IoBT and IoMT, securing
data, systems, and devices while safeguarding the privacy of both the data and data subjects, is of
paramount importance. These procedures remain tiring for users, but give more protection to the
system, especially when we talk about the military field. A trust model crafted to determine the
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level of trust and whether sharing data can significantly enhance data protection in IoBT networks
[101]. Furthermore, deception-based schemes can be employed to enhance the location information
security of IoBT nodes, as well as novel encryption methods for securing sensitive data [102]. By
implementing these advanced security measures, the IoBT industry can effectively safeguard mission-
critical information, ultimately contributing to the success of military operations [103].

Enhanced trust and confidence in IoBT industry products and services is another anticipated
outcome of integrating the zero trust Model into IoBT systems. As the Internet of Battlefield Things
continues to evolve, delivering intelligence services on the battlefield to commanders and soldiers, it is
crucial that users have faith in the reliability and security of these advanced technologies [104]. By
adhering to the principle of zero trust, which states that no entity—user, app, service, or device—should
be trusted by default, the IoBT industry can build and maintain trust among its stakeholders.This covers
the integration of multi-tier security mechanisms beyond traditional perimeter-oriented methods
and Cisco’s zero trust platform, which is renowned for securing hybrid work environments, easing
compliance, and minimizing ransomware danger. By creating an environment of trust and openness by
improving the IoBT industry, we can provide a more comprehensive adoption nature for its innovative
products or services so that it will help enhance overall military capabilities.

8. Conclusion

In conclusion, the deployment of this novel approach is revolutionary for UAVs and allows it to
improve the security and resilience of these priceless entities’ sentiments towards a range industry, in-
cluding the public sector, commercial military, and private sector, with the use of ZTA. Such dangerous
threats, such as potential malicious attacks, unauthorized access, or data breaches, can be substantially
reduced with the use of zero trust’s core principles, which are the elimination of implicit trust, enforce-
ment of least privilege, and ongoing actual monitoring & analytics to develop highly secured UAV.
No matter where a user is located or the source of that per-son’s authority. A multi-layered security
strategy applies strict identification requirements and lots every User Client Device Application before
authorizing them access. The following strategy is crucial in the widespread and dynamic operating
environment in which UAVs can be employed, such as IoBT. ZTA allows granular control of access
permissions due to security mechanisms such as ABAC, RBAC, and ACPBS-IoT. It does so because
the system’s architecture can adapt to the needs and pointers of unpiloted air vehicles as they con-
tinue developing. Additional authentication types, including certificate-based, MFA and grant access,
allow only authorized users with the required characteristics to communicate with UAV systems.
This paper presents a comprehensive description of zero trust and how it can help to protect IoBT
environment. To ensure confidentiality of sensitive data and mission-critical orders, UAV operations re-
quire secure channels between communication points and their data processing integrity by using ZTA.
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Nomenclature

ZTA Zero Trust Architecture
UAV Unmanned Aerial Vehicle
IoBT Internet of Battlefield Things
SLR Systematic Literature Review
GCS Ground Control Station
ML Machine Learning
IAM Identity and Access Management
DDoS Distributed Denial-of-Service
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NIST National Institute of Standards and Technology
IDS Intrusion detection system
PE Policy Engine
PA Policy Administrator
PEP Policy Enforcement Point
SIEM Security Information and Event Management
TA Trust Algorithm
i-ZTA Intelligent zero trust architecture
MFA Multifactor Authentication
DDoS Distributed Denial-of-Service
MITM Man-In-The-Middle
GPS Global Positioning System
PKI Public Key Infrastructure
IoT Internet of Things
TLS Transport Layer Security
RBAC Role-Based Access Control
ABAC Attribute-Based Access Control
ACPBS-IoT Access Control Protocol for Battlefield Surveillance-IoT
CA Certificate Authority
SSI Self-Sovereign Identity
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