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Abstract: In federated learning (FL), clients train models locally without sharing raw data, ensuring
data privacy. In particular, federated distillation transfers knowledge to clients regardless of the
model architecture. However, when groups of clients with different label distributions exist, sharing
the same knowledge among all clients becomes impractical. To address this issue, this paper presents
an approach that clusters clients based on the output of a client model trained using their own data.
The clients are clustered based on the predictions of their models for each label on a public dataset.
Evaluations on MNIST and CIFAR show that our method effectively finds group identities, increasing
accuracy by up to 75% over existing methods when the distribution of labels differs significantly
between groups. In addition, we observed significant performance improvements on smaller client
groups, bringing us closer to fair FL.
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1. Introduction

Federated learning (FL) enables multiple clients to contribute to training a global machine learning
model without sharing their data with a central server [1]. Clients perform computations on their
local data and send only the model updates to a central server, which aggregates them to improve
the global model. The global model is then redistributed to the clients for subsequent training rounds.
This framework ensures data safety by storing data only on client devices, thereby minimizing the risk
of breaches [2]. In the context of healthcare, this approach is particularly valuable because it enables
collaborative research and model training across multiple medical institutions while complying with
strict privacy regulations and minimizing the risk of exposing sensitive patient data [3].

Distillation is a machine learning technique that trains a simpler model, called a student, to
mimic the actions of a more complex model, called a teacher, which typically improves efficiency
without sacrificing accuracy. Federated distillation extends this approach to a decentralized setting,
allowing many devices to train a student model collaboratively while keeping their data localized [4].
Recently, federated distillation has attracted considerable attention. Federated distillation captures
and communicates the learning experience through logits, which are the pre-activation function
outputs of individually trained models. This approach significantly reduces the communication
overhead compared to traditional FL [4] . It also provides a balance between the flexibility and security.
Clients can use models suitable for their computational capabilities [5]. At the same time, the risks
of information exposure are significantly reduced by transmitting only distilled knowledge through
logits rather than raw data, thereby increasing the data privacy level [6].

However, certain client groups may have unique labels defined by variables, such as geography,
demographics, or gender. Traditional methods rely on a uniform global logit, which results in reduced
accuracy, particularly when the data have a distinct group structure. To illustrate this, consider FL
between hospitals specializing in different types of medical treatments. A hospital specializing in
cancer will have a dataset containing only different types of cancer, while another hospital specializing
in infectious diseases will have images labeled "infection.” In this context, the use of a uniform global
logit compromises the quality of the global model, making it biased and inless accurate.

© 2023 by the author(s). Distributed under a Creative Commons CC BY license.


https://orcid.org/0009-0000-9893-7624
https://orcid.org/0000-0002-2277-0722
https://doi.org/10.20944/preprints202310.0791.v1
http://creativecommons.org/licenses/by/4.0/

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 October 2023 doi:10.20944/preprints202310.0791.v1

20f11

Although clustering techniques exist in FL, to the best of our knowledge, no method has integrated
clustering with federated distillation. Furthermore, most clustering algorithms in FL use model
parameters for clustering. However, federated distillation does not exchange models. Therefore, a new
clustering criterion was required. We proposed a method that classifies client models based on the
number of times they predict each label. Figure 1 illustrates our algorithm, which utilizes information
about clusters for effective distillation. In practice, the number of groups is often unknown. The
algorithm we propose addresses this issue by using hierarchical clustering, which eliminates the need
for prior knowledge of the number of clusters.
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Figure 1. Federated distillation process using group structure. 1. Individual clients conduct local
training using their own datasets. 2. Each client performs inference on a shared public dataset and
forwards the results to a central server. 3. The server clusters the received outputs and obtains the
soft label by averaging the outputs of the same group. 4. Clients receive the averaged soft labels
corresponding to their groups. 5. Clients then perform distillation to align their model outputs with
the received averaged soft labels.

In FL, fairness requires sensitive groups, such as gender and race, to not experience disparate
outcome patterns such as different accuracy [1]. Unfortunately, minority social groups are often
underrepresented in the training data. When the size of each client group varies, the existing methods
significantly undermine the performance of minority client groups. On the other hand, our method
performed well regardless of group size by assigning a logit that fits the distribution of the group data.
This allowed us to get closer to a fair FL.

Guided by an empirical analysis of the esteemed MNIST and CIFAR datasets, we demonstrate
that the clustering accuracy through prediction exceeds 90%. We also achieve high accuracy for each
client model compared to traditional federated distillation methods in settings where an apparent
group structure exists. Performance increased by up to 75%, and the greater the difference in data
distribution between each group, the greater the advantage of our algorithm. We show that our
algorithm is effective even when the data is sparse.
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2. Related Works

2.1. Clustering in Federated Learning

In FL, several clustering criteria are available for categorizing and grouping clients based on
various attributes. One example is Data Source-Based Clustering [7] organizes clients according
to the origin of their data, such as X-rays or ultrasound, in medical settings. Geographical and
Diagnosis-Based Clustering [8] groups clients based on their locations or shared diagnoses. Loss
Function Values-Based Clustering [9,10] focuses on similar model behaviors as deduced from the loss
function values. Clusters based on inherent data distribution seek to enhance model generalization
by considering the intrinsic characteristics of the data. Model Parameter-Based Clustering [11,12]
gathers clients with analogous model parameters, reflecting parallel learning stages. Gradient
Information-Based Clustering [13,14] forms clusters by examining shared gradient information.
Prototype-Based Clustering [15] simplifies the global model by forming clusters around generalized
prototypes that represent distinct data patterns. These clustering criteria optimize FL to ensure efficient
model training across diverse client datasets.

2.2. Federated Distillation

Federated distillation enables the adaptation of models to suit the computational capacity of a
client [5] and minimizes information leakage during the sharing of high-dimensional model parameters
[6]. FedMD enables heterogeneous FL among clients with different model structures by distilling
knowledge from the server to the clients [5]. By contrast, Federated Group Knowledge Transfer
(FedGKT) involves bidirectional distillation between clients and servers [16]. This method transfers the
computational load from clients to servers, but raises privacy concerns. FedDF [17] uses unlabeled data
to implement distillation while aggregating client-to-server logits across different model architectures.
Distillation techniques have also been employed in One-Shot FL methods [18-20], which compress
information from multiple client models into singular models.

3. Materials and Methods

3.1. Problem Definition

There are m clients. Each client k has a dataset D := {(x ,yl) .*, where Ny represents the
number of instances for client k. There are L client groups, each containing instances from a limited set
of C classes, where 1 < C; < C and C is the total number of classes. Clients also have access to an
unlabeled public dataset D), := {(xf ) f\i’l. Each client employs a model f; with potentially different
architectures.

3.2. Federated Distillation

In federated distillation, each client trains a local model and communicates its knowledge to
the central server. We use a one-shot method [18] in which the client sends the trained results to the
server once and receives the aggregated data in return. This approach minimizes the communication
overhead and accelerates the learning process. The distillation process uses the standard KL divergence
loss represented in Equation 1.

C
)= L (o E? M

where p(c) and g(c) denote the predicted probabilities of class c obtained from the client and
group models, respectively. Mathematically, p(c) = o(fi(x)) and g(c) = o (f;(x)). fi(x) is the logit
from the client’s model, while f;(x) is the averaged logit from clients belonging to group I.
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3.3. Clustered Federated Distillation

Our objective is to identify the group of each client and train a specialized model for each group
using both D, and Dj.. We assume no prior knowledge of the groups, including the number of clusters
L. The server aggregates the logits predicted by each client for D, and then computes a count vector
for each label predicted by each client k. This count vector is normalized, as described in Equations 2
and 3.

No
Count; = [Countk]c 1, where Count] = E I (argmax (fk( )) = c) 2)

In Equation 2, Count; represents a vector in which each element Countj, denotes the number of
instances in Dy, classified into class c by client k’s model fi. The function I serves as an indicator that
returns 1 if the condition is true, and 0 otherwise.

NormCount;, =

®)

Countj, — min(County) c
max(Count;) — min(County)

We employed agglomerative clustering to identify the client groups. It is a hierarchical clustering
method that starts with each data point as a separate group and iteratively merges the closest groups
together. The distance_threshold serves as a key parameter for setting the maximum distance for
merging groups. Equation 3 normalizes the count vectors to a [0, 1] range to ensure the consistent
application of distance_threshold.

Algorithm 1 outlines our Clustered Federated Distillation Learning method. Each client trains its
model on a private dataset and predicts classes on a public dataset D,. These predictions are sent to a
centralized server that clusters the clients based on them. The server calculates the average logit f;(x")
for each cluster and sends it back to the corresponding client. The clients then distill their models
using the KL divergence loss as Eq 1, effectively addressing non-IID data distribution and enhancing
overall model performance.

Algorithm 1 Clustered Federatd Distillation framework

Input: Public dataset D), private dataset Dy, model of client k: fi, k = 1,...,m, L group and [,
ients at TQuU
§ a? gdl model f,
1(5 lient tramsdf on
ict: aqc,?_l client Ets class ) on trans its the estblt %o a central server.

D
uster e server Flusters usin eac hent gpreglctlon smg
Aggregate: The server averages e logit for each cluster fxP) =1 Zkecroup 1 fi(xP)

Biggﬂﬁﬁach aﬁ}elrfthr%rgcf 1 égfﬁsol‘)/\}’fn g’gﬁ{)ng]kﬁowf eﬁge from fl (xP). Using Eq. 1.

4. Results

4.1. Setting

To experiment with different group structures, we varied the number of classes per group, ranging
from 2 to 5, and the number of groups ranging from 2, 4, 6, 8, and 10. We used the MNIST [21] dataset,
which has a total of 10 classes. This implied that a single class often belonged to multiple groups.
For the neural network architecture, we employed a simple CNN with two convolutional layers,
using ReLU as the activation function for the hidden layers and Softmax for the last layer’s activation
function. The learning rate was set at Ir = 1 x 10~#, and the batch size used was 128. Unless otherwise
stated, five clients were uniformly assigned to each group, with each client having 50 data points per
class. We've assumed that there are 400 unlabeled public datasets per class. We conducted experiments
with 25 local training epochs for the client and 40 distillation epochs to learn from the aggregated logit.
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In Section 3.2, we compared the clustering performance of our algorithm with that of an existing
FL using clustering. In Section 3.3, we compare the performance of each client after the entire training
process with the existing federated distillation algorithm.

4.2. Clustering Experiment

Baseline: We compared our clustering performance to the most commonly used FL method with
clustering, Clustered FL (CFL) [14]. CFL uses the cosine similarity of weight updates between clients
as a clustering criterion.

Metric: We measured clustering performance using the adjusted rand index (ARI) [22], which
quantifies the similarity between true and predicted cluster assignments based on true cluster identity.
The silhouette score [23] serves as another metric for evaluating the degree of separation between
clusters. The silhouette score was used to assess how well the criterion used for clustering represented
the group structure in terms of the logit and similarity of weight updates. For both metrics, higher
values indicate better-defined clusters, and the score ranges from -1 to 1.

Hyperparameter: The Table 1 displays the average ARI for various distance thresholds, a
hyperparameter in agglomerative clustering. The distance threshold determines how far away from
the aggregate clustering values are judged to belong in the same group. We employed two and five
for the class per group and four for the number of groups. These results average over each distance
threshold value. For future experiments, we choose a distance threshold of two. This is because the
range of distance thresholds from 1.5 to 2.5 consistently yields high ARI values above 0.95, indicating
optimal clustering.

Table 1. Average adjusted rand index (ARI) for different distance thresholds in agglomerative
clustering.

Distance Thresholds
0.25 0.5 1.0 1.5 20 25 3.0 3.5 4.0
ARI 031 0.67 093 0.98 1 1 078 0.75 043

Silhouette Score: Table 2 illustrates the silhouette scores of the baseline for each clustering method
under different group structures, indicating how well the data are clustered. The count vector achieved
silhouette scores above 0.5 in all cases, while the model update similarity scores were consistently
close to zero, indicating little to no group structure. For both variables, fewer groups led to clearer
group structures.

Table 2. Silhouette scores for each clustering criterion, where "Ours" represents the silhouette score for
the count vector distribution used by our algorithm and "CFL" represents the silhouette score for the
similarity of weight update distribution used by Clustered Federated Learning.

Class per Group
Group 2 3 4 5
CFL Ours CFL Ours CFL Ours CFL Ours

2 006 082 003 08 002 08 0.03 085
4 003 088 002 08 001 061 0.01 078
6 002 078 001 077 001 057 0.01 075
8 002 079 001 069 001 060 0.01 074
10 001 076 0.02 057 000 054 0.00 072

ARI: Table 3 shows the performance of our algorithm compared to CFL in terms of clustering
accuracy. Our algorithm consistently achieved an adjusted rand index (ARI) greater than 0.9 across
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different settings, indicating high clustering accuracy. By contrast, CFL recorded an ARI close to 0 in

all test cases, demonstrating its persistent ineffectiveness in label-based clustering.

Table 3. Comparison of ARI scores under various group structures for our method and clustered

federated learning (CFL).

Class per Group
Group 3 4 5

CFL Ours CFL Ours CFL Ours CFL Ours
2 -0.03 100 001 100 -0.08 1.00 013 1.00
4 008 100 -0.01 100 0.06 090 -0.03 1.00
6 0.03 09 -003 1.00 -001 096 003 1.00
8 -0.03 100 004 100 -0.01 093 -0.01 1.00
10 001 091 001 093 -000 097 -0.01 1.00

Existence of Minor Classes: Thus far, our experiments have focused on scenarios where clients
in each group have only a subset of the classes. So the boundaries between groups were clear and
clustering was relatively easy. However, in this setup, we assumed that three classes per group
appeared in large numbers, whereas the remaining classes appeared in smaller numbers. We refer
to these infrequent classes as minor classes. We examined the effect of increasing the proportion of
minor classes in each group from 5 % to 50 % . The total number of data for each client is 500. For
example, if there is a 5% minor class, each client has 25 pieces of data belonging to 7 minor classes and
the remaining 475 data belong to three ‘major’ classes. As shown in Table 4 and Figure 2, the silhouette
score decreased as the noise class increased and the group structure became less obvious. ARI, on
the other hand, was 100% accurate until the noise class reached 30% and then saw a sharp drop in

accuracy at 40%.

Group 1
+ Group 2
e Group 3

e Group 1
Group 2
Group 3 o

. p s!.

ft

e Groupl
Group 2
« Group3

Figure 2. Visualization of the count vector distribution with noise data that has a small percentage of
each group. (a) When the noise data rate is 5%. (b) When the noise data rate is 10%. (c) When the noise
data rate is 40%.

Table 4. Clustering performance with ‘minor classes’ - the less frequent classes in each group. The title
of each row is the proportion of the seven minor classes in each group.

5% 10% 20% 30% 40% 50%
Silhouette 0.87 0.69 059 049 037 033
ARI 1.0 1.0 1.0 1.0 09 049

4.3. Performance Evaluation

Baseline: In this section, we compare the performance of our method with two baselines: FedDF
and DS-FL. FedDF [17] has a similar distillation process to our method, except that it assigns the same
logit to all clients. On the other hand, DS-FL (Distillation-Based Semi-Supervised Federated Learning)
[24] uses entropy reduction averaging for model output aggregation. It is designed to deliberately
reduce the entropy of the global logit before distributing it to mobile devices.
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Balanced Group Structure: Table 5 shows that our algorithm consistently outperforms FedDF
when the number of clients in each group is equal. When each group contained fewer classes, there
were fewer overlapping classes. This resulted in a more distinct group structure. Consequently, our
method performed 15% better than the FedDF when there were five classes per group. When the
group structure is the clearest, with only two classes per group, our method performed 75% better
than the FedDF.

Table 5. Average accuracy comparison between the FedDF method and our proposed group-based
distillation method across different group structures.

Class per Group
(=¥
]
=
Qo 2 3 4 5
FedDF Ours FedDF Ours FedDF Ours FedDF Ours
2 70.0 92.3 74.0 90.9 80.2 90.7 83.2 93.7
4 55.0 98.0 49.8 90.9 70.8 929 80.7 92.3
6 30.9 93.8 72.7 93.6 74.6 88.6 69.6 92.8
8 58.9 94.8 58.2 93.3 67.6 87.6 82.8 91.6
10 53.0 90.5 73.5 94.0 81.0 91.7 83.2 92.1
Avg 53.6 93.9 65.6 92.5 74.8 90.3 79.9 925

Unbalanced Group Structure: Table 6 and Figure 3 show the performance when the number of
clients varies between groups. In the case of global distillation, the accuracy of groups with fewer
clients tends to decrease significantly and sometimes approaches zero. Realistically, in this situation, a
small number of groups will have to use their own data without applying FL. However, they won’t be
able to take advantage of the performance gains from FL at all. By contrast, our method ensures that
clients in each cluster perform equally well, leading to a significant increase in accuracy for minority
groups. This means that all clients can share in the profits of the FL.

Table 6. Performance metrics across groups with different ratios. The ‘Group Ratio” column shows
the percentage of clients in each group. ‘Group Acc’ represents the average accuracy achieved by each
group at the end of the training process, while "Total Acc’ represents the average accuracy across all
clients. The order of the groups in ‘Group Acc” and ‘Group Ratio’ is the same. All values are expressed
as percentages.

Group Ratio Group Acc Total Acc
Ours FedDF FedDF  Ours
70,30 97,0 96, 92 68 95
80, 20 97,0 97, 86 77 95
50, 30, 20 96,1,0 97, 89,97 49 94
60, 20, 20 96,0,0 96,91, 93 58 94
40, 30, 20, 10 96,7,4,64 96, 89, 94, 97 48 94

50, 20, 20, 10 96,0, 0, 66 96,93, 91, 96 54 94
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Figure 3. Visualization of accuracy for unbalanced groups, corresponding to the fourth row in Table
6. The radius of each circle indicates the share of the total clients within each group, while the color
represents the accuracy of each group. (a) with FedDF and (b) with our method.

Insufficient data: In FL, the amount of data is often insufficient [1]. If a client has insufficient
data, it will struggle to train its model effectively. Conversely, a lack of public data interferes with
the transfer of the model to the server. We conduct experiments in both client and public data scarce
environments. We conduct experiments in both client and public data scarce environments. We use 50,
100, 300, and 500 data points for client data, and 100, 300, 500, and 1000 for public data. Figure 4 shows
that the performance of other algorithms decreases as the size of the public dataset decreases, while
our method maintains its performance. Our algorithm also has the highest accuracy and the lowest
variability, represented by the short vertical lines for each data point.

L L l L
T T T i
0.9
0.8
>
L&)
o
3
O
< 0.7
l =1
I
0.6 7 —$— Ours
—— DS-FL
—— FedDF
0.5 , . . . T
200 400 600 800 1000

Public Dataset Size

Figure 4. Performance of each algorithm as the amount of public dataset changes.

CIFAR dataset: We use the CIFAR-10 dataset [25], a more complex dataset than MNIST. The
CIFAR dataset consists of 60,000 32x32 color images divided into 10 different classes. Our experiments
include two and four groups, and two to five classes per group. Figure 5 shows the results, averaged
over the number of classes per group. We find that our method becomes more accurate as the number

of classes per group decreases.
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Figure 5. Graph representing accuracy in CIFAR with respect to the class per group.

Existence of Minor Classes: In real-world scenarios, it is often difficult to make clear distinctions
between different groups. To address this, we introduce the concept of a "minor class”, a less prevalent
class within each group, to blur traditional group boundaries. Figure 6 shows that as the proportion
of these minor classes increases, the performance gap between our proposed method and traditional
approaches narrows.

0.95 1

0.90 -

0.85 1

Accuracy

o o o

- ~J o

o L o
1 i 1

0.65

0 10 20 30 40 50
Minor class ratio

Figure 6. Graph illustrating performance variation as a function of the minor class ratio. Each data
point represents the average performance across dataset sizes of 100, 300, 500, and 1000.

5. Discussion

In this study, we address the scenario of different data distributions between different client
groups in federated distillation. We introduce a methodology that uses hierarchical clustering to
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categorize clients according to the number of labels predicted by each model for public data. This
approach overcomes the limitations of traditional federated distillation techniques that assume a
uniform data distribution when a label-based group structure exists. Our method can be used when
different groups (e.g., demographic groups) have significantly different data distributions to ensure
that all groups receive equally good results.

Experiments show that the model correctly classifies groups with different labels. The accuracy
of the model exceeds that of traditional methods when there is a clear cluster structure based on
labels. In particular, the accuracy of a small number of groups, which is problematic in traditional
federated distillation, is significantly improved. This may pave the way for fair FL. Furthermore, our
method does not require knowledge of the number of clusters, making it applicable in a wider range
of environments. However, as the group structure becomes less clear, the performance gap between
our method and existing algorithms narrows. We will continue to improve our method to perform
better in ambiguous group structures.

It would be an interesting research topic to combine our method with different data types, such
as text, more complex images, or time series data. Our method could also be combined with data-free
distillation where no public data exists. Our algorithm will also be very effective in the presence of
malicious clients that send false predictions to the server. By creating a group of malicious clients, we
can ensure that other clients are not affected by them.
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