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Abstract

Statistical traffic descriptors used by many controller area network (CAN) intrusion detection sys-
tems include message timing patterns, identifier distribution, and payload statistics. Although such
statistical methods have been successful in achieving high detection rates in controlled evaluation
environments with similar types of attacks, little is known about how well they will perform in more
complex cross-attack situations. In order to assess whether capturing relational dependencies between
CAN messages improves the robustness of intrusion detection relative to mere statistical aggregation,
we developed a lightweight intrusion detection system that incorporates a combination of statistical
traffic descriptors, structural identifier transition features, and graph topology representations based
on the CAN communications windows. Our experimental assessment using the HCRL Car-Hacking
and the ROAD dataset shows that while statistical features are highly effective in detecting DoS attacks,
they are nearly useless in detecting spoofing attacks such as RPM manipulation when those attacks
are transferred into an environment where the training data was based on DoS attacks. In contrast,
structural transition features and graph topology representations provide consistently high levels of de-
tection effectiveness across all types of attacks tested. Finally, our additional experiments demonstrate
that the hybrid representation of statistical, structural, and graph-based features provides the best
average level of detection effectiveness among the different representations tested. Furthermore, the
increased detection effectiveness was consistent across multiple different machine learning classifiers
including logistic regression, support vector machines, random forests, gradient boosting, decision
trees, and k-nearest neighbors, although decision tree classifiers exhibited instability when combined
with hybrid feature representations. These findings suggest that the primary source of the performance
improvement is due to the proposed relational feature representations and not because of a specific
classifier used. Therefore, the findings demonstrate the need for modeling relational communication in
developing robust and deployable automotive intrusion detection systems that can generalize across
multiple types of attack behavior.

Keywords: Controller Area Network (CAN); intrusion detection system; graph topology; structural
transition features; cross-attack evaluation; automotive cybersecurity; machine learning; anomaly
detection

1. Introduction

Vehicles have become increasingly complex and sophisticated; each modern vehicle contains
hundreds of electronic control units (ECU's), many of which play a role in critical functions of the
vehicle such as engine management, braking, steering, driver assistance functions and infotainment[1].
Each ECU communicates with other devices on the vehicle through an in-vehicle network; the majority
of these in-vehicle networks utilize the Controller Area Network (CAN) protocol[2]. While the
CAN protocol is efficient and reliable it lacks built-in security functions such as authentication and
encryption[3]. Therefore, any device attached to the CAN bus can send messages[4]. Malicious actors
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have successfully exploited the lack of security within the CAN protocol to affect vehicle function by
manipulating vehicle signals, disrupting communication between ECUs or injecting false information
into vehicle systems affecting how the vehicle operates[5]. As a response to the threat of malicious
actors, there have been numerous CAN based intrusion detection system (IDS) proposals developed|6].
Most of the existing IDS approaches use statistical traffic descriptions such as timing patterns of
messages, identifier distributions and payload statistics[7]. However, the robustness of existing IDS
approaches to attacks that vary in terms of their behavioral characteristics has yet to be determined[8].
Specifically, models trained on one type of attack may fail to identify attacks with varying behavioral
characteristics due to the fact that statistical features typically only describe marginal traffic properties
and not the relationship between CAN identifiers communicating with each other[9]. To remedy this
issue, the focus of this paper will be relational representations of CAN communication behavior[10].
Rather than examining CAN messages individually, we will examine the relationship between CAN
identifiers, i.e., the communication interaction between them[11]. Specifically, we will represent
CAN traffic windows using statistical descriptors, structural transition features and graph topology
metrics extracted from identifier transition graphs[12]. Our central hypothesis in this work is that the
relational communication patterns exhibited by CAN traffic are much more stable when the attack
vector changes than the marginal statistical properties[13]. Furthermore, since the structural and
graph-based representation captures the communication relationship between CAN identifiers, they
should exhibit improved generalization capabilities compared to traditional statistical representations
when evaluating multiple attack vectors[14]. To test our hypothesis, we performed experiments
utilizing the HCRL Car-Hacking dataset[15]. We utilized six machine learning classifiers, namely,
Logistic Regression, Support Vector Machine, Decision Tree, K-Nearest Neighbors, Random Forest,
and Gradient Boosting[16].Notably, while most classifiers demonstrated consistent performance across
feature representations, the Decision Tree classifier exhibited instability when evaluated with hybrid
feature sets, achieving a mean ROC-AUC of 0.527 across cross-attack scenarios. This instability is
attributed to the tendency of decision trees to overfit to specific feature interactions, particularly when
the feature space combines heterogeneous statistical, structural, and graph-based descriptors. By
testing multiple classifiers, we will be able to ascertain if the robustness of our proposed method stems
from the features alone, or from the specific classifier used[17]. The experimental results indicate that
statistical features may fail when transferred to cross-attack scenarios, resulting in almost random
detection performance in some instances[18]. On the other hand, structural transition features and
graph topology descriptors exhibited high consistent detection performance regardless of the classifier
used[19]. Our results illustrate the need for relational communication modeling to develop robust
automotive intrusion detection systems[20]. Finally, the primary contributions of this paper are listed
below:

1. We demonstrate the limitations of statistical CAN intrusion detection methods under cross-attack
evaluation scenarios.

2. We propose a lightweight feature extraction framework combining statistical, structural, and
graph-based representations of CAN communication behavior.

3.  We evaluate the robustness of the proposed approach across multiple machine learning classifiers.

4. We show that relational communication modeling significantly improves detection robustness
compared with purely statistical traffic descriptors.

5. We conduct a window size sensitivity analysis demonstrating that the proposed framework
maintains stable detection performance across window sizes ranging from 50 to 500 CAN frames,
validating the robustness of the approach to this hyperparameter choice.

2. Related Work

Several recent works have investigated the use of Deep Learning for CAN-based Intrusion
Detection[21]. Recurrent neural networks (RNN), specifically Long short term Memory (LSTM) archi-
tectures, have been proposed to capture the Temporal dependencies within CAN traffic sequences[22].
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Convolutional neural networks (CNNs) have been utilized to develop spatial representations of
patterns of CAN messages[23].

These Deep Learning approaches demonstrated promising detection results; however, they are
typically limited by requirements for large amounts of Labeled data and considerable computational
resources[24]. Moreover, deep models may be trained to recognize data set specific patterns which are
less likely to generalize across different vehicles and/or Attack Scenarios[25].

Other networked systems (i.e., power grid monitoring, communication networks (social network
analysis) have employed graph-based anomaly detection methods[26] . The graph-based approach
models the interactions between entities as graphs and analyzes topological properties to detect
abnormal patterns[27].

Influenced by previous research, this work employs a directed graph approach to represent CAN
identifier transitions and extracts topology features that describe higher-order relationships between
electronic control units through CAN based communications[28].

1.1. Statistical CAN Intrusion Detection

Early CAN intrusion detection systems were based primarily upon the statistical analysis of
how traffic behaved[29]. A timing-based approach is possible because of the periodic nature of how
electronic control units ECUs send data (messages) over CAN, which can be determined by their
control loop execution rates and sensor sampling periods[30]. Therefore, an ECU sending data at
times different than expected could indicate the presence of malicious actions (message injection or
denial-of-service attack)[31]. Statistical methods in addition to identifying deviations from normal
transmission timing also identify abnormalities within the distribution of the identifier entropy and/or
payload values to identify anomalies within traffic patterns[32]. Although statistical methods are
very low cost to implement and embed into an ECU, they represent the first order characteristics
of traffic and therefore have a common weakness: they analyze each message in isolation with no
consideration of the relational dependency of the identifiers[33]. Therefore, if an attacker crafts a
message that preserves all the statistical properties of valid messages but causes a disruption of the
legitimate communication structure then it will be difficult to detect via this type of method[34].

1.2. Machine Learning-Based CAN IDS

Most studies have used supervised learning (Random Forest, Support Vector Machine, Logistic
Regression) for intrusion detection in CAN networks, that were trained with features that were
manually created based on traffic statistics, payload, and identifiers[35]. Those models create decision
boundaries between normal communications and malicious communications, and generally perform
well when there are no other attacks or network configurations than those used during training[36].

One major flaw in the vast majority of machine learning-based studies of CAN IDS is their test
methodology[37]. Typically, models are both trained and evaluated on the same attack-type and
vehicle-platform[38]. As such, this testing environment is likely to be less representative of the actual
deployment scenarios of IDSs in vehicles; it is possible that different types of attacks will occur, and
the vehicle's communications environment will also be very different[39]. Therefore, the ability of
those models to generalize across attacks and datasets has not been extensively studied[40].

1.3. Deep Learning Approaches

Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and a subset
of RNNs called Long Short-Term Memory (LSTM) networks have been used to capture temporal
dependency from message sequence that is generated by CAN messages[41]. In particular, LSTMs
provide an effective method for modeling sequential data and have demonstrated strong detection
performance when compared to traditional CAN intrusion detection benchmarks[42].

Although deep learning models can be very powerful in representing complex patterns within
data, there are two major practical challenges that need to be overcome before deep learning models can
be used in automotive applications[43]. The first challenge is that most deep learning models require
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access to large amounts of labeled data to train on and also consume a lot of processing power[44].
These requirements make it difficult to implement deep learning models in many resource constrained
ECUs[45]. The second challenge for deep learning models is that deep models typically learn specific
patterns that are contained within a given training dataset and do not generalize well to other types of
communication[46]. The tendency of these models to overfit to the training distribution is thought to
be one reason why the deep models tend to perform poorly when tested under cross-attacks or when
transferred across different data sets[47].

1.4. Structural Modeling of CAN Traffic

Transition-based structural modeling methods examine the relationship among CAN ID's as
opposed to examining only marginal traffic statistics for each ID. Due to the deterministic control logic
and scheduled message transmission of ECUs in a vehicle, it is expected that CAN message sequences
will have a stable order based on functional relationships among various subsystems within the vehicle.
Transition-based models capture this through representation of the conditional dependency between
successive messages. Under typical operational conditions, the transitions of identifiers can be very
predictable due to the deterministic nature of the ECU communication logic. The presence of malicious
messages from an attacker could cause abnormal transitions between identifiers to occur, even though
all traffic statistics appear to be normal. Therefore, the use of transition-based structural features
provides a detection mechanism that is complementary to and enhances traditional marginal statistical
analysis.

1.5. Graph-Based Intrusion Detection

Graph-based Anomaly Detection Methods Utilize Entities of Systems as Nodes and Interactions
Between Those Entities as Edges. In a CAN Network, The Identifiers Can Be Represented as Nodes
While Transitions Between Identifiers Are Directed Edges Which Enable Analysis of Communication
Structure Using Metrics of Graph Topology. Graph Topology Metrics Capture Structural Relationships
Between System Entities Such as Node Degree Distributions, Graph Density, and Entropy Measures
That Extend Beyond Local Identifier Transition Relationships. There Is Increasing Research Interest in
Applying Graph Neural Networks (GNNSs) to Intrusion Detection in Complex Networked Systems.
Although GNN-Based Models Demonstrate Significant Representation Capability, They Often Require
Large Amounts of Training Data and Computational Resources, Which May Not Be Available in
Embedded Automotive Environments. The Approach Proposed in This Work Focuses on Lightweight
Descriptors of Graph Topology Derived from Identifier Transition Graphs. Instead of Learning Deep
Graph Embeddings, the Proposed Framework Extracts Structural Metrics That Are Interpretable Such
as Graph Density, Statistics of Node Degrees, and Transition Entropy. Designing the Framework to
Reduce Computational Complexity, the Proposed Framework Captures Relational Communication
Patterns Which Improve Robustness Under Cross-Attack and Cross-Dataset Conditions — Provid-
ing a Practical Alternative to Deep GNN Architectures for Real-Time Deployment in Automotive
Applications.

2. Theoretical Motivation for Structural Modeling

Is there a pattern of structural stability in traffic that can be found when vehicles operate normally?
The electronic control units of vehicles send periodic messages about their state based on pre-defined
control loops and vehicle dynamics. Therefore, sequences of identifiers are formed into stable com-
munication patterns that reflect how the functional parts of the vehicle interact with each other. The
purpose of this section is to describe why we expect structural or graph-based representations of data
will produce more accurate and robust anomaly detection than the application of marginal statistical
methods for aggregating data.
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2.1. Structural Transition Modeling

The advantage of structural transition modeling is it captures the dependency relationship among
the successive identifiers in the sequence. Therefore, structural transition models will not treat each
identifier as independent, but instead as dependent on the prior identifier in the sequence of identifiers
generated from CAN traffic streams. The order in which these identifiers occur are functionally related
to the logical communication protocols for the different subsystems in vehicles and generally do not
change significantly during normal operational conditions since the ECU communications follow
deterministic control loops defined at design time.

The structural transition entropy quantifies the ability to anticipate or predict the identifier se-
quences contained in a specified communication window. Normally, under normal vehicle operational
conditions, the ECUs communicate based upon predefined schedules and control relationships, thus
generating predictable and consistent low entropy identifier transition patterns (i.e., consistent or-
dering of identifiers). Malicious injections into the CAN traffic can generate abnormal identifier
transitions, regardless of whether the marginal statistical properties of the traffic have changed. Thus,
elevated structural transition entropy generates a detection signal that supplements the detection
signal provided by marginal statistical anomaly detection.

Structural transition representations have a greater capability to model higher order dependencies
present in the CAN communication compared to the statistical representations used for anomaly
detection. As long as an attacker does not alter the marginal frequency distribution of identifiers, the
structural transition analysis has the potential to detect either new identifier orderings or previously
unseen combinations of identifiers injected into the CAN traffic as a result of malicious activity. Since
the structural transition analysis is less susceptible to evasion techniques that attempt to preserve
statistical distributions, they provide an additional layer of robustness to such attacks.

2.2. Graph-Based Communication Topology

The graph representation is an extension of structural transition modeling to represent the
global communication pattern throughout the time interval. Each unique CAN identifier has a
corresponding node, while directed edges represent the transition between identifiers as they are
observed. A sequence of CAN messages can be transformed into a structured communication network
of interacting electronic control unit (ECU) that represents the interaction patterns of the ECU in
the vehicle. The graph topology metrics derived from this representation reflect the higher-order
structural property of the CAN communication. The density of the graph represents the ratio of
the number of observed identifier transition to the total number of possible transition for the given
window. When the vehicle operates normally, the communication of CAN will follow a well defined
interaction patterns among the fixed number of ECUs; therefore the density of the graph will remain
within a relatively narrow range. However, the introduction of malicious message injection may create
new transition and/or modify the existing transition thus breaking the regularity of the structural
relationship. The entropy of degree captures the variation in identifier connectivity and reflects the
hierarchical communication structure of vehicle subsystems. Under the normal vehicle communication
environment, there will be some identifiers correspond to the highly active ECUs that communicate
with many other components at high frequency, generating a particular degree distribution. An
abnormal communication behavior generated by the malicious message injection will break the degree
distribution and generate unexpected communication relationship between the identifiers. Collectively,
the above mentioned topological metrics provide a global view of the communication structure that
goes beyond the local sequential dependency captured by structural features alone. The proposed
framework provides a complementary layer of the communication behavior by analyzing both the local
sequential dependency and global network topology, and improves the robustness of the detection.
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Figure 1. Classifier Comparison Using Hybrid Feature.

within a sliding window. Nodes correspond to CAN identifiers while directed edges represent
sequential transitions between identifiers. This representation captures the structural communication
patterns between electronic control units (ECUs).

2.3. Stability Hypothesis

The primary hypothesis in this research is that graph topology features and structural transition
patterns will be less affected by various attack types on different datasets than statistical marginal
properties. This is based upon the deterministic characteristics of ECU communication. Because
each sequence of identifiers is determined by the control logic defined for the vehicle during the
design process, normal transition patterns should remain consistent with respect to the dependency
on hardware-level characteristics that exist regardless of operating conditions or vehicle platform. On
the other hand, marginal statistical properties (e.g., timing between arrivals, frequency of identifiers)
will be much more sensitive to variations in driving conditions, speed of the vehicle, and load of
communications. These variables can introduce shifts in distributions that may result in marginal
features behaving differently on different datasets even when all vehicles are operating normally
-- which reduces their reliability as cross-dataset anomaly detectors. Therefore, by focusing on the
relational structure of CAN communication instead of marginal statistics, the proposed framework
attempts to identify a representation of normal vehicle communication behavior that is both more
stable and more generalizable. The experimental results shown in Section 6 empirically validate the
hypothesis outlined above.

4.  Methodology

The overall architecture of the proposed intrusion detection framework is illustrated in Figure 2.
The system processes raw CAN traffic logs and converts them into structured feature representa-
tions through several processing stages. First, CAN frames are segmented into sliding windows
to capture short-term communication patterns. For each window, statistical traffic descriptors,
structural identifier transition features, and graph topology features are extracted.

These feature representations are then combined into a unified feature vector and used as
input to the detection model. The model learns to distinguish between normal and malicious
communication patterns based on these multi-level representations.
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Figure 2. Overall architecture of the proposed CAN intrusion detection framework.

Raw CAN logs are segmented into sliding windows, from which statistical, structural transition,
and graph topology features are extracted. The resulting feature vectors are evaluated using multiple
machine learning classifiers.

In the experiments, multiple machine learning classifiers are evaluated to assess the robustness
of the proposed feature representations. The evaluated classifiers include Logistic Regression (LR),
Support Vector Machine (SVM), Decision Tree (DT), K-Nearest Neighbors (KNN), Random Forest (RF),
and Gradient Boosting (GB).
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2.4. Sliding Window Representation

Each window is labeled as malicious if it contains at least one attack frame, and as normal
otherwise. This labeling strategy enables anomaly detection at the window level rather than at the
individual frame level. This labeling strategy makes it possible to label segments of communication as
anomalous rather than labeling individual frames. When examining identifier sequences contained in
each window, both the local properties of the communication (such as the diversity of identifiers over
time, the variation in timing of communication events, etc.) and the global properties of the communi-
cation (the structural relationships between identifiers) are examined. These graph representations
reflect the ordering relationships between identifiers and the communication dependencies between
the electronic control units of vehicles. By analyzing structural features of these graphs, such as
transition entropy and node degree distribution, our proposed framework can identify anomalies that
disrupt normal communication patterns. Based upon preliminary experiments, we determined that
a window size of 200 frames was the optimal choice between detection stability and responsiveness.
Windows of size 100 resulted in slightly lower Area Under the Receiver Operating Characteristic Curve
(ROC-AUQ) scores due to the limited structural context, whereas windows of size 300 did not result
in a significant improvement in detection performance but introduced larger delays in processing.
Therefore, a window size of 200 frames was used for all experiments.

2.5. Statistical Features

For each window we compute statistical descriptors summarizing first-order traffic behavior.
These include:

e  Mean inter-arrival time

e  Standard deviation of inter-arrival time
¢ Unique identifier ratio

* Payload mean

¢ Payload variance

e  Mean DLC value

e  DLC variance

*  Identifier entropy

These features capture timing irregularities and distributional changes in CAN traffic.

2.6. Structural Transition Features

Identifier sequences within each window are analyzed to construct transitions between consecu-
tive identifiers.
Let the identifier sequence be:
IDy,1IDy,...,IDy,

Transitions are defined as:
(ID4,1IDy),(IDy,ID3),...,(IDy_1,1IDy)

From these transitions we compute structural descriptors including transition entropy, self-loop
ratio, unique transition ratio, mean out-degree, and out-degree variance.
These features capture relational dependencies between CAN identifiers.

2.7. Graph Topology Features

A directed graph was used for the identifier transition graph in this work; each node has one-to-
one correspondence with a CAN identifier; an edge that directs from node IDi to node IDj represents
the sequential transition between two consecutive CAN messages that were within the sliding window
of time. Since the transitions preserve the order of time, the edges of the graph have direction; as such,
the graph topology metrics will be calculated using the directed version of the transition graph. For
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example, the node degree statistics will be derived from the out-degree distribution of identifiers in the
graph (the frequency at which a given identifier is followed by another identifier in the communication
sequence). The use of a directed version of the graph allows the detection system to identify the
asymmetric communication relationships among the electronic control units. Identifier transitions
can be represented as a directed graph where each node is an identifier, and an edge is a transition
between two identifiers.

Graph features include:

e  Graph density

e  Average node degree

¢  Maximum node degree
¢ Degree entropy

These four features illustrate the network (communication) structure at the global level within
CAN data. The Graph Topology Metrics provide an overview of the general topological characteristics
of communication in each CAN window. For instance, the density of the graph represents the rela-
tionship between the number of identifier transitions actually observed and the theoretical maximum
number of possible transitions. Typically, under normal operating conditions, communication on CAN
networks follows a patterned communication approach for the Electronic Control Units involved in
vehicle operation. Therefore, density of the communication graph is typically maintained at levels
consistent with those established by normal operating conditions. Injection of malicious messages
by attackers into the CAN network can potentially cause abnormal identifier transitions which can
increase the density of the communication graph and thus indicate anomalies. An important aspect
of the topology of the graph are the descriptors of the Node Degrees. The Entropy of Node Degrees
describes the variance in the number of connections (degree) that each identifier has in the transition
graph. Within the typical vehicle communication environment, some identifiers represent ECUs that
have a high activity factor as they communicate with other components in their respective systems,
and therefore reflect the hierarchical nature of vehicle sub-systems in terms of the degree distribution.
Abnormal communication behavior will disrupt the structural relationships inherent in the vehicle's
systems, and establish unanticipated communication relationships between identifiers. The detection
system can identify the structural anomalies using Entropy measurements of the degree distribution
of the node degrees.

These topology measurements thus give the detection system a global structural view of CAN
communication behavior that is complemented by both the statistical characteristics of the traffic and
local behavioral transitions. The chosen topology measures are chosen for both their interpretability
and their ability to detect changes in the communication structure among ECUs. The graph density
measure of a CAN network identifies the average number of identifiers that have been communicated
to during a given time period, and indicates how many times an ECU has sent a message to another
ECU. The average node degree will indicate the typical number of other identifiers an identifier is
communicating with at any one time; this will allow identification of identifiers that are communi-
cating with an inappropriate number of identifiers (i.e., an identifier is being targeted with malicious
messages). Degree entropy measures the variance in identifier connectivity within a network, and
allows detection of changes in the hierarchical communication structure of the network. Due to their
ability to provide interpretable structural anomalies while still maintaining computational efficiency
over the much larger number of more complex graph measures (e.g., clustering coefficient, centralities)
these three measures were chosen as the base set of topology measures to be used in the detection
system.

2.8. Computational Complexity

The proposed feature extraction system is expected to be so light-weight as to allow for the
development of a viable, "real-time" solution for use in automotive applications. In automotive envi-
ronments, ECUs are frequently constrained to limited resources due to space and cost considerations.
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The statistical features are extracted from the CAN data in linear time based upon the amount of
CAN data contained within the sliding window. The structural transition features are calculated by
looking at the identifier sequences one time and noting all identifier transitions between sequential
identifiers. Thus, it will take O(n) time to compute the structural transition features for each sliding
window. n represents the amount of CAN data contained within the window. Constructing the graphs
will require O(n) time since there is a direct relationship between the number of identifier transitions
that need to be evaluated and the creation of directed edges in the transition graph. Although graph
topology metrics will rely heavily upon the number of unique identifiers in the window; the number
of unique identifiers in most cases will be significantly less than the total number of CAN frames. To
provide some practical insight into the performance of the system, the average time required to extract
the features of interest for a single sliding window was measured using a workstation containing
an Intel Core i7 processor and 16 GB of RAM. Feature extraction times were averaged over many
thousands of sliding windows and repeated multiple times to help assure stable measurements.
The observed average processing times were:

®  Statistical feature extraction: 0.12 ms per window
e  Structural transition features: 0.18 ms per window
e  Graph topology features: 0.25 ms per window

The total feature extraction time is therefore approximately 0.55 ms per sliding window.

In practical automotive environments, a CAN network will generate thousands of frames per
second. Thus, the proposed feature extraction pipeline can process CAN traffic windows at a rate
which is compatible to the observed processing time for each window in order to meet real-time
monitoring demands. Thus, these results indicate that a suitable deployment strategy for the proposed
lightweight structural and graph based feature extraction framework exists for use in optimized
embedded automotive intrusion detection systems.

3. Experimental Setup

This section discusses the data sets utilized for the experiments, the methods used to evaluate the
performance of the proposed Intrusion Detection Framework and the experimental methodology used
to investigate the proposed framework's performance.

Multiple machine learning classifiers were evaluated in all experiments to assess whether the
detection robustness stems from the proposed feature representations or from a specific classification
algorithm. The evaluated classifiers include Logistic Regression, Support Vector Machine, Decision
Tree, K-Nearest Neighbors, Random Forest, and Gradient Boosting.

The experiments aim to investigate the performance of the proposed approach based on the
following three criteria:

1.  Robustness against various types of attacks
2. Transferability to other data sets
3. Contribution of structural and graph based features

3.1. Datasets
Two publicly available datasets are used in this study: the HCRL Car-Hacking dataset and the

ROAD dataset. These datasets represent different vehicle platforms and communication environments,
making them suitable for evaluating both cross-attack and cross-dataset robustness.

1. HCRL Car-Hacking Dataset

The HCRL Car-Hacking dataset is one of the most widely used benchmarks in automotive
cybersecurity research. It contains CAN traffic collected from a real vehicle under both normal driving
conditions and several attack scenarios.

The dataset includes the following attack types:

e Denial-of-Service (DoS) attacks
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e  Fuzzy attacks
e  Gear spoofing attacks
*  RPM spoofing attacks

Each attack scenario contains labeled CAN frames indicating whether the frame corresponds to
normal or malicious traffic.

These attack scenarios represent different types of message injection behaviors and allow the
evaluation of detection robustness across multiple attack strategies.

2. ROAD Dataset

The ROAD dataset contains CAN traffic collected from real-world driving scenarios and includes
several attack simulations designed to mimic realistic automotive attack behaviors.
The ROAD dataset includes the following attack scenarios:

*  Fuzzing attacks
*  Correlated signal attacks
®  Speedometer manipulation attacks

Compared with the HCRL dataset, the ROAD dataset represents a different vehicle communica-
tion environment with distinct identifier spaces, message frequencies, and traffic characteristics.

This difference between datasets enables the evaluation of cross-dataset transfer performance.

Table 1 Overview of the datasets used in this study. The HCRL Car-Hacking dataset contains
multiple CAN injection attacks including DoS, Fuzzy, Gear, and RPM attacks collected from a real
vehicle platform. The ROAD dataset contains real driving CAN logs and several attack scenarios
including fuzzing, correlated signal manipulation, and speedometer spoofing attacks. These datasets
provide different communication environments that enable evaluation of both cross-attack and cross-
dataset robustness.

Table 1. Overview of the datasets used in this study.

Dataset Normal Samples Attack Types
HCRL CAN driving data DoS, Fuzzy, Gear, RPM

ROAD Real driving CAN logs Fuzzing, Correlated,
Speedometer

The two datasets employed for testing the framework presented in this paper, are representative
of two different vehicular communication systems. The HCRL dataset is composed of data recorded
during the performance of simulated attacks (using the VUzix device) on a testbed built using a real
vehicle platform; whereas the ROAD dataset consists of the CAN bus traffic of vehicles traveling along
roads under normal operating conditions. As a result, the difference between the datasets allows
for an examination of the ability of the proposed intrusion detection system to detect attacks in both
cross-attacks and cross-datasets evaluations. For the purpose of preparing the data utilized in this
study, the preprocessing of each dataset occurred separately in order to account for differences in their
respective CAN ID spaces and distributions of messages. Because the HCRL and ROAD datasets were
collected from different vehicle platforms, it is highly likely that there will be significant differences in
the sets of CAN IDs present in each dataset. Rather than attempt to map identifiers between datasets
in a way that would enable a comparison of the two, the proposed framework has been designed
to extract structural/graph based features that do not depend upon the use of any specific values
of identifiers. In particular, identifier transitions are represented in each sliding window without
the need for a global mapping of identifiers between datasets. Graph topology features (e.g., degree
statistics, transition entropy), capture structural communication patterns that remain valid even if
the sets of identifiers utilized in each dataset differ. By designing the framework in this manner, the
framework can function regardless of whether or not the framework has prior knowledge of the
identifier semantics used by a vehicle platform.
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3.2. Evaluation Metrics

To evaluate the performance of the proposed intrusion detection system, three metrics are used.
1.  ROC-AUC

The Area Under the Receiver Operating Characteristic Curve (ROC-AUC) measures the ability of
the model to distinguish between benign and malicious traffic across different classification thresholds.
A ROC-AUC value close to 1 indicates strong classification performance.

2. Area Under the Precision-Recall Curve (PR-AUC)

The Area Under the Precision-Recall Curve (PR-AUC) measures detection performance under
class imbalance conditions.

Since attack frames typically represent a small fraction of CAN traffic, PR-AUC provides an
important complementary evaluation metric.

3. Recall

Recall measures the proportion of attack windows correctly detected by the model.
High recall is particularly important in safety-critical automotive systems where missed attacks
may have severe consequences.

3.3. Experimental Protocol

There are two experimental protocols that will be used to test the proposed detection framework.
1. Cross-Attack Evaluation When conducting the cross-attack evaluation experiments, models are
trained on one type of attack and tested on another type of attack within the same dataset. Therefore,
the cross-attack evaluation experiments measure whether or not the detection system can generalize
across various types of attacks (i.e., how well it can detect various attack behaviors). 2. Cross-Dataset
Evaluation When conducting the cross-dataset evaluation experiments, models trained on the HCRL
dataset are tested on the ROAD dataset. This experiment measures the degree to which the proposed
features can be applied across multiple vehicle communication environments. As such, cross-dataset
transfer provides a difficult yet realistic evaluation environment for automotive intrusion detection
systems. During training the model is trained on windows created from the training section of the
dataset. Training data include both normal and attack windows based upon the experimental settings.
In cross-attack experiments, the model is trained using one type of attack along with normal traffic
and tested on windows containing a different type of attack. A temporal 80/20 train/test split was
performed for each experimental condition, where the first 80% of frames by timestamp were used for
training and the remaining 20% for testing. This temporal split was applied to prevent data leakage
across time boundaries, which is critical for realistic evaluation of intrusion detection systems deployed
in sequential automotive communication environments. Due to the class imbalances present in all
CAN attack datasets, the Random Forest classifier's class weighting were set proportionally during
training to reduce bias toward the most abundant benign class.

3.4. Implementation Details

The proposed framework was coded into a python version of the framework utilizing scikit-
learn’s machine learning library to perform all classification. The feature extraction and the graph
building were performed with use of the standard numerical libraries including numpy and networkx.
Each experiment was run on a work station equipped with Intel Core i7 and 16 GB of RAM. The
Random Forest classifier was configured with 100 estimators and balanced class weights to account for
the class imbalance present in CAN attack datasets. All other classifiers were used with their default
scikit-learn settings unless otherwise noted.

To determine how well the proposed feature representation can be generalized across different
machine learning architectures, several machine learning algorithms were tested. The algorithms
that were tested include logistic regression (Ir), support vector machines (svm), decision trees (dt),
k-nearest neighbors (knn), random forests (rf), and gradient boosting (gb). Unless otherwise specified,
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the default values given by the scikit-learn library will be utilized. For example, when using ensemble
methods (such as rf and gb) 100 estimators were used. In addition, when appropriate for the classifier
(for instance Ir, svm, knn) feature normalization was applied; otherwise, tree based models were used
without scaling.

With this experimental design we can assess if the improvements in detection performance are due
to the proposed statistical, structural, or graph based feature representations and/or if they are a result
of the particular classifier architecture being used. This design is a good balance between detection
performance and computational complexity. In every experimental scenario, training and testing
data are separated through a typical train-test split. Normalization of features is not required since
tree-based models are insensitive to feature scaling. Finally, the above implementation ensures that the
detection system remains computationally inexpensive and thus suitable for real-time deployment in
automotive applications where available processing resources may be limited.

4. Results

In order to evaluate whether the robustness of the proposed feature representations is dependent
upon a particular model architecture, we used several different machine learning classifiers to test for
this. These included: Logistic Regression (LR), Support Vector Machine (SVM), Decision Tree (DT),
K-Nearest Neighbors (KNN), Random Forest (RF), and Gradient Boosting (GB).

We compared four feature representations in our experiments: structural transition features; graph
topology features; pure statistical traffic descriptors; and a combination of all feature categories as a
hybrid representation. We used the following metrics to measure performance: ROC-AUC, PR-AUC,
and Recall.

In each experiment, it was shown that structural and graph-based feature representations per-
formed better than purely statistical traffic descriptors under cross-attack evaluations. The experiments
compared three feature representations:

e  Statistical features
e  Structural transition features
®  Graph-enhanced hybrid features

Table 2 compares the proposed approach with representative CAN intrusion detection methods
evaluated on the HCRL Car-Hacking dataset. Prior methods consistently achieve strong same-dataset
detection performance. However, none of the surveyed approaches evaluate cross-attack transfer
robustness — a critical gap given that real-world deployment requires generalization across unseen
attack strategies. The proposed approach directly addresses this gap by systematically evaluating
cross-attack and cross-dataset robustness. Furthermore, unlike deep learning methods requiring
GPU acceleration, the proposed lightweight feature extraction pipeline is suitable for deployment on
resource-constrained automotive ECUs.

Table 2
Same-Dataset Cross-Attack . .
Method Approach Performance Evaluated Lightweight
Seo et al. (2018) GAN-based ~98-100% No No
GIDS accuracy
Song et al. (2020) High accuracy No (GPU
DCNN Deep CNN (all attacks) No required)
Hossain et al. .
(2020) LSTM High accuracy No No
Lo et al. (2022) o
HyDL-IDS CNN + LSTM ~100% accuracy ~ No No
Structural + ROC-AUC =
Proposed Graph (RF) 0.9968 Yes Yes
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4.1. Cross-Attack Evaluation

The cross-attack evaluation measures the detection system's ability to generalize across different
attack behaviors. Statistical and relational feature representations were compared using models trained
on one type of attack (DoS), evaluated on various types of attacks including RPM & Gear spoofing
attacks.

Statistical features provided near-random detection performance with ROC-AUC values as low as
0.0088 (Logistic Regression) and 0.0145 (Fuzzy—RPM) when models were trained on one attack type
and evaluated on RPM spoofing attacks, confirming that marginal traffic descriptors fail to generalize
across attack behaviors. Results indicate that statistical models relying solely on marginal traffic
descriptors fail to provide a generalizable representation for other types of attacks.

Structural transition features demonstrated consistently high detection performance across all eval-
uated classifiers, with ROC-AUC values reaching 1.0000 for SVM and Random Forest on DoS—RPM
scenarios. Graph topology features also performed strongly in most scenarios, though with greater
variance in the Fuzzy—RPM scenario (ROC-AUC range: 0.43-0.99), suggesting that graph features are
more sensitive to differences in attack communication patterns than structural transition features. The
hybrid representation combining statistical, structural, and graph-based features achieved the highest
overall mean ROC-AUC of 0.9988 for SVM and 0.9988 for Logistic Regression across all cross-attack
scenarios, with the exception of the Decision Tree classifier which exhibited instability (mean ROC-
AUC = 0.527). This confirms that relational feature representations are the primary driver of detection
robustness rather than the choice of classifier.Importantly, this behavior was observed consistently
across multiple classifiers (Logistic Regression, svm, Random Forest, & Gradient Boosting) suggesting
that the robustness originated from the proposed feature representations rather than from a particular
classification model.

These evaluation metrics allow us to analyze detection performance from complementary per-
spectives. ROC-AUC evaluates the discrimination capability of the detection model over all thresholds,
while PR-AUC provides additional insight under conditions of class imbalance that frequently occur
in CAN intrusion detection scenarios.

Table 3. Cross-attack detection performance across different feature representations. Structural
and graph-based features maintain high detection performance when evaluated on unseen attack
types, while statistical features often fail under transfer scenarios.

Table 3. Cross-attack detection performance across different feature representations.

. Statistical Structural Graph Hybrid
Train Attack  Test Attack  py- \jc ROC-AUC ~ ROC-AUC  ROC-AUC
DoS Gear 0.0132 0.9994 0.9988 0.9992
DoS RPM 0.0088 0.9992 0.9970 0.9984
Fuzzy Gear 0.0048 0.9993 0.4302 0.9990
Fuzzy RPM 0.0145 0.9999 0.44334 0.9992

The statistical and relational feature representation of statistical traffic descriptors have an enor-
mous performance difference across many classification algorithms. Statistical traffic descriptors only
models have a very poor generalization performance for all unknown attack type evaluations. For
example, statistical features achieve almost random detection performances (ROC-AUC = ~0) for mod-
els trained on Do$S attacks but evaluated against RPM spoofing attacks. This shows that the marginal
traffic statistics like timing, frequency, and payload distributions, cannot generate reliable detection
signals over different attack behavior. These failures are caused by the inherent behavior differences
of attack types. DoS attacks flood the CAN bus with a large number of high frequency messages,
therefore creating significant statistical anomalies with regard to the time and rate of inter-message
arrivals. Therefore, models trained on these patterns, will learn to recognize anomalous traffic based
on deviations from normal distributions in timing and frequency statistics. However, attacks like RPM
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or Gear manipulations inject identifiers into the communications process. These attacks are therefore
able to preserve the statistical characteristics of the traffic, but they are able to modify the content of
the communications process. Consequently, statistical-based detection models are unable to detect
attacks of this type during cross-validation.

On the other hand, Structural Transition Feature Representation maintains exceptionally robust
detection performance in all analyzed scenarios (see ROC-AUC values > 0.99 for almost every classifier
configuration), which clearly shows that relational modeling of CAN Identifier Sequences captures
consistent dependency relationships of Electronic Control Units' behaviors, as they are detectable
regardless of the used attack strategy. The same can be said about the Graph Topology Features since
they also provide robust representation of the behavior of CAN networks.

In addition, it is essential to note that the robustness of the detected behavior is demonstrated
across several machine learning classifiers (Logistic Regression, Support Vector Machine, Random
Forest, and Gradient Boosting) which implies that the robustness of the intrusion detection system
described by this work, is mainly due to the Structural and Graph-based Feature Representations
rather than due to the classification method used.

Feature-Type Comparison — Logistic Regression
(Cross-Attack Evaluation)

Feature Type
mmm Statistical
Structural
Graph
Hybrid

Random chance (0.5)

ROC-AUC

DoS—-RPM Fuzzy—-RPM
Cross-Attack Scenario

Figure 3. Scenarios of Different Classifiers Using Hybrid Feature Representation.

The figure demonstrates that the detection performance remains high and consistent across
the different classifiers used, therefore the robustness of the proposed intrusion detection approach
mainly comes from the structural and graph-based feature representations used, and less from the
classification methods used.

To further analyze whether the detection performance depends on the choice of classifier, Table
3 compares the average performance of different machine learning models using the hybrid feature
representation.

Table 4. Classifier comparison using hybrid feature representations averaged across attack
scenarios.
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Table 4. Classifier comparison using hybrid feature representations averaged across attack scenarios.

Classifier ROC-AUC PR-AUC Recall
Logistic Regression 0.9988 0.9893 0.9878
SVM 0.9989 0.9655 0.9878
Random Forest 0.9968 0.9826 0.4939
Gradient Boosting 0.9946 0.9594 0.5183
KNN 0.9354 0.9879 0.6281
Decision Tree 0.5272 0.4848 0.0549

The results show that Logistic Regression and SVM achieve the highest ROC-AUC values, exceed-
ing 0.998 on average across cross-attack scenarios. Random Forest and Gradient Boosting also achieve
strong performance, while KNN and Decision Tree exhibit lower robustness. Importantly, all high-
performing classifiers benefit from the proposed structural and graph-based feature representations,
indicating that the observed robustness primarily originates from the feature design rather than from a
specific learning algorithm.

Per-Scenario ROC-AUC Across Classifiers
(Hybrid Features)

Random chance

ROC-AUC

0.2 Classifier

B Logistic Regression mmm Gradient Boosting
mm SVM s KNN
= Random Forest mmm Decision Tree
0.0 !
DoS-RPM Fuzzy-RPM

Cross-Attack Scenario

Figure 4. classifiers using the hybrid feature representation. Logistic Regression and SVM achieve the highest
ROC-AUC values across cross-attack scenarios.

4.2. Cross-Dataset Evaluation

Cross-dataset evaluation assesses the ability of the detection system to generalize across different
vehicle communication environments.
Table 5. Cross-dataset transfer results from HCRL to ROAD dataset.

Table 5. Cross-dataset transfer results from HCRL to ROAD dataset.

Attack Statistical ROC Structural ROC Graph+Hybrid ROC
Fuzzing 0.62 0.62 0.63
Correlated 0.39 0.81 0.83
Speedometer 0.49 0.41 0.43

Graph-based structural models perform well on cross-dataset applications and provide mean-
ingful robustness for attacks that affect how identifiers interact. Fuzzing and speedometer attacks
are difficult to detect in cross-dataset scenarios for distinct reasons. Fuzzing attacks inject random
identifiers that fall outside the normal identifier space of the target system; since these random identi-
fiers are not present in the training data, the detection system cannot learn to recognize them, limiting

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202603.1899.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 24 March 2026 d0i:10.20944/preprints202603.1899.v1

17 of 27

cross-dataset generalizability. Speedometer attacks, on the other hand, preserve the communication
structure entirely while only modifying payload values. Since the proposed framework focuses on
structural and relational features rather than payload content, both statistical and structural features
struggle to detect this type of attack across different vehicle platforms. as demonstrated by the ceiling
on performance seen for those types of attacks, the use of payload-level analysis will be beneficial
in providing a comprehensive automotive intrusion detection system. Structural transition features
and graph topology features capture relational anomalies caused by coordinated manipulation of
CAN messages much better than statistical features do because the graph model can capture the
relationship between identifiers in a given window. Therefore, when there is a coordinated attempt
to manipulate multiple related CAN messages, graph-enhanced structural models can identify the
anomalies and provide a high level of accuracy in detecting such attacks. In contrast, fuzzing attacks
are designed to add random identifiers into the communication stream, which are generally outside of
the normal identifier space used by the target system. Since the targets of fuzzing attacks are random
identifiers that are generally not present in the target system's normal identifier space, the ability to
generalize to other systems is very limited unless the system being attacked is calibrated for the target
system. Finally, speedometer attacks alter payload values while keeping the communication structure
intact. Therefore, both statistical and structural features have difficulty identifying speedometer at-
tacks across systems. Overall, the results of this research show that graph-based structural models
provide robustness to attacks that alter the way identifiers interact in the communication streams of
vehicles. Additionally, the results indicate that payload-level analysis may be useful in providing a
comprehensive automotive intrusion detection system.

The fact that graph and structural features showed a better performance than others in the case
of correlated signal attack shows that this attack has an effect on the interactions among identifiers
(in the same way as in the case of other attacks) but it does so in a subtle way. In contrast to fuzzing
attacks, which inject random identifiers into messages, correlated signals can be manipulated in such a
way that they modify the sequence of messages in a way that could affect the relationships between
identifiers. Graph topological descriptors are able to model relational changes due to the fact that they
model the structure of the communication between electronic control units; therefore, graph enhanced
features will have an increased ability to detect attacks that are altering the communication dependency
relations but still preserve the majority of the statistical characteristics of the traffic. Therefore, we
find that there is an advantage to using relational models of communications when the attacker is
attempting to keep their injected traffic as "realistic" as possible.

4.3. Ablation Study

Beginning with the evaluation of the contributions of the various categories of features used in
the approach, an ablation analysis is provided for evaluating statistical, structural, graph topology and
hybrid feature sets. In particular, a hybrid set of features is developed which combines the statistical,
structural and graph based features into a single feature vector.

The results of this analysis demonstrate that using only statistical features, will not be sufficiently
robust when facing attacks from different classes. Due to the fact that statistical descriptors typically
measure marginal characteristics of traffic (timing distributions etc.) and statistical descriptors are
very sensitive to differences in the attack type; structural transition features show a significant im-
provement over statistical features, due to their ability to model sequential relationships between CAN
identifier transitions. Therefore, structural transition features capture the order in which messages
were generated by the ECU's and thus represent the functional communication logic of the Vehicle
Network.

Furthermore, graph topology features enable a global representation of the communication
structure within each sliding window, and thus enable the use of metrics, such as graph density and
degree entropy, to capture higher level of interaction patterns between CAN identifiers.

Finally, the hybrid combination of statistical, structural and graph topology features, provides
the best overall detection performance. This result indicates that the three categories of features, each
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capture complementary aspects of CAN communication behavior and therefore allow the detection
system to detect anomalies in all of the different attack scenarios.

Table 6. Ablation study evaluating the contribution of statistical, structural, graph, and hybrid
feature representations averaged across classifiers and attack scenarios.

Table 6. Ablation study evaluating the contribution of statistical, structural, graph, and hybrid feature representa-
tions averaged across classifiers and attack scenarios.

Feature Representation ROC-AUC
Statistical 0.01165
Structural 0.99955
Graph 0.71520
Hybrid 0.99880

The ablation results confirm that structural/graph based features are much better at detecting
anomalies than pure statistical descriptions of traffic. Most cross-attacks can be detected with nearly
perfect accuracy when using structural feature data alone; thus, it is apparent that the relational
dependencies among CAN IDs represent a reliable behavioral profile.

Similarly high detection rates were achieved through use of graph topology features, which
capture the global structure of communication in the ID transition graph. While both structural and
graph features have good detection capabilities on their own, the hybrid approach generally detects
anomalies best because it combines useful information from multiple feature types.

Thus, these results support the main idea of this research: Relational (structure) communications
in CAN traffic will produce an anomaly detection signal more reliably than a marginal statistical

aggregation.
Cross-Dataset Detection Performance
(Trained on HCRL - Tested on ROAD)
1.0 Feature Type
mmm Statistical
= Structural
o;g1 263 0:83 = Graph
0.8 1 = Hybrid

0.62 0.62 0.63 0.63

o
o
|

Random chance (0.5)

ROC-AUC

o
IS
|

0.2

0.0-

Fuzzing Correlated Speedometer
Attack Type (ROAD Dataset)

Figure 5. Structural/graph representations far outperform statistical descriptions of traffic in terms of detection
under cross-attacks.

4.4. Comparison with Prior Work

Most previous research has focused on enhancing detection performance through employing deep
learning architectures, which include Convolutional Neural Networks (CNN) and Recurrent Neural
Networks (RNN), to improve detection performance. These deep learning architectures have been
shown to be capable of achieving near perfect detection performance by being trained on a specific
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dataset and set of attacks and then tested on the same dataset and attacks. However, researchers
seldom evaluate their models' ability to detect attacks that differ from those used in training (i.e.,
cross-attack evaluations).

The proposed method focuses on increasing the stability of the feature representation used for
detection rather than focusing solely on developing increasingly complex models. The experimental
data show that structural transition features and graph topology descriptors produce relatively stable
detection signals across different attack behavior sets.

Also, the performance enhancements seen in this experiment were common across four separate
machine learning classifiers (Logistic Regression, SVM, Random Forest, and Gradient Boosting). This
suggests that the performance enhancements resulted primarily from the use of relational feature
representations developed in this study, rather than from the particular classifier employed.

Finally, while most deep learning architectures require large training datasets and considerable
computational resources to train, the proposed method is lightweight and suitable for deployment in
automotive Electronic Control Units (ECUs), which typically operate with limited resources.

5. Discussion

The results of this study illustrate many critical limitations of using statistical aggregation to
detect CAN intrusions[48]. Statistical features will identify an attack that creates significant marginal
anomalies; however, there are multiple examples where they do not perform well across both cross-
attacks and cross-datasets. Transition structural features take advantage of the relationship between
identifiers (and thus are able to better defend against cross-attacks) and are generally more robust
than statistical features[49]. Topological structural features (graph based) also capture higher level
communication structures and demonstrate excellent cross-dataset transferability. Collectively, these
results indicate that robust CAN intrusion detection systems need to use both marginal statistics and
relational /structural representations. Recently, various deep learning approaches to CAN intrusion
detection have shown excellent performance. Although they have some advantages, their models
typically require a lot of data with labels and a considerable amount of computing power. By con-
trast, the proposed framework focuses on extracting simple features in a lightweight manner, using
classical machine learning models that are much more suited to deploying in constrained automotive
environments (e.g., ECUs). This was an intentional design decision made to favor robustness and
deployability over model complexity. Another key takeaway from the results of this study is the
stark differences between marginal statistical anomalies and structural communication anomalies.
Marginal statistical features primarily examine distributional characteristics of traffic (such as timing
variability or identifier diversity). While these features are good at identifying attacks that involve high
volumes of traffic (such as Denial of Service flooding), they are less effective when the malicious traffic
mimics the distribution of legitimate traffic. Conversely, structural transition features focus on the
relationships between the orderings of CAN identifiers. Since these relationships show the functional
dependencies among the Electronic Control Units (ECUs) involved in the communications, structural
transition features represent a deeper layer of communication semantic. As a result, it is possible for
an attacker to keep the marginal traffic statistics consistent with those of normal traffic while creating
abnormal transitions between identifiers that could reveal malicious traffic. The results of this study
indicated that a combination of structural modeling and graph topology analysis provides a very
robust description of the behavior of CAN communications. By capturing both the local transition
patterns and the global communication structure, the intrusion detection system will improve its ability
to generalize to different types of attacks and different datasets. However, since attackers can easily
generate traffic that is consistent with legitimate traffic distributions in an effort to avoid detection,
the marginal statistical characteristics of the traffic may remain relatively unchanged while malicious
traffic is present in the network.
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5.1. Analysis of Speedometer Attack Detection

The results of the experiments demonstrate that there is a significantly reduced detection ability
for the speedometer manipulation attack relative to all other types of attacks, where the ROC-AUC was
found to be 0.43 when testing on a cross-dataset basis. The above mentioned result reflects the inherent
characteristics of the type of attack that has been considered, and provides an essential boundary
condition for the presented framework.

As opposed to the previously described message injection attacks (e.g., DoS, fuzzing) the primary
characteristic of the speedometer attack is the manipulation of payload values, while maintaining the
typical structure of communication within the CAN network. Therefore, the identifier sequences and
transition patterns that occur during the execution of the speedometer attack are largely preserved.
As a result, graph based and structural features that have been implemented to identify anomalous
communication relationships do not identify any significant deviations from normal operation.

Structural metrics can confirm this finding; in the time intervals representing speedometer attack
windows, the graph density and transition entropy values are found to be statistically equivalent to
those measured in benign traffic windows. This further supports that the speedometer attack did not
disrupt the identifier ordering relationships between the nodes of the network. Instead, the attack was
represented through the payload signal values, which were outside the range of the current feature
representation.

In summary, the limitation of structural analysis is not a deficiency of the structural modeling
technique itself, but rather indicates the complementary nature of structural and payload level analysis.
The structural model of the proposed framework excels at identifying those attacks that create abnor-
malities in communication relationships between ECUs, whereas the payload semantic attacks would
need a separate layer of detection. It is reasonable to believe that extending the present research using
structural analysis with a signal level anomaly detection (i.e., analyzing whether the identified signals
deviate from the expected ranges for each known identifier) will be a very natural and potentially
fruitful direction for future research.

Finally, the analysis also clearly defines the applicability domain of the proposed approach.
In particular, it appears to be most useful for identifying those attacks that introduce abnormal
communication patterns (i.e., injection, flooding, etc.), and therefore should be used in conjunction
with payload analysis for identifying those attacks that maintain the typical communication structure
of the network.

5.2. Analysis of Fuzzing Attack Detection Under Cross-Dataset Transfer

The results of the cross-dataset evaluation demonstrate a limited ability of detection systems
to perform when detecting fuzzing attacks on other data-sets, i.e., ROC-AUC = 0.63 for all types of
representation used for the different features. The explanation for this is primarily related to the
inherent properties of fuzzing attacks, and the structural differences that exist between the HCRL
dataset and the ROAD dataset.

CAN frames generated by fuzzing attacks are created randomly with respect to their identifier
and payload. As a result, the identifiers selected by fuzzing attacks have a distribution that may
significantly deviate from the distribution of identifiers typically found within the communication
space of the ROAD dataset. Therefore, the transition patterns identified during fuzzing attacks in
HCRL (i.e., transitions including an unknown identifier) may not accurately represent the fuzzing
behavior found in the ROAD dataset due to the significant differences in both the identifier space, and
the communication environment.

In general, this experience demonstrates one of the most important challenges in cross-dataset
learning for fuzzing detection: since fuzzing involves introducing identifiers that are, by definition,
outside of the typical communication space, the structural characteristics of fuzzing will necessarily
be dependent upon the specific dataset being evaluated. Thus, a detector trained on fuzzing attack
behaviors in HCRL will encounter a distribution shift that cannot be addressed solely through the
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use of structural, or graph-based feature representations. One possible solution to address this
limitation would involve domain-targeted calibration of the detection system using only benign ROAD
traffic. In particular, if the detection system incorporates structural statistics about the normal ROAD
communication into its detection algorithm, it may be able to more effectively differentiate between
legitimate ROAD identifiers and those identifiers injected as part of a fuzzing attack. This is also
subject to further research.

6. Implications for Automotive Cybersecurity

The results of this study carry several practical and theoretical implications for the design and
deployment of automotive intrusion detection systems. This section discusses these implications
across three dimensions: system architecture, deployment constraints, and future security standards.

6.1. Rethinking Feature Design in CAN Intrusion Detection

The experiments confirm that the marginal statistical features used so widely throughout the
current literature on CAN IDSs are inadequate for successful intrusion detection on real-world testbeds.
In controlled environments, models based solely on timing deviations or identifier frequency distribu-
tions can achieve high levels of detection accuracy; however, these same models fail to detect attacks
at all in environments where the attackers use previously untested attack strategies or in environments
with vehicle platforms other than those used during model training. These findings have implications
for the design of future intrusion detection systems. Rather than designing an intrusion detection
system and then deciding which feature(s) to extract from the data (and thus which type of feature
representation to employ), designers of intrusion detection systems should explicitly consider the
ability of the feature representation employed to transfer across both different types of attacks and
different vehicle platforms. As demonstrated within this paper, structural and graph-based features
offer more robust intrusion detection capabilities than do statistical features since the former represent
the functional relationships between communicating entities and therefore are independent of traffic
statistics associated with specific vehicle designs. Finally, the experimental results indicate that us-
ing hybrid feature representations including combinations of statistical, structural, and graph-based
features provides the most robust intrusion detection capabilities. Statistical features continue to be ef-
fective for detecting attacks that generate large numbers of events with similar marginal characteristics
(e.g., denial-of-service flooding). Complementary to statistical features, structural features provide
additional detection capability for attacks that maintain the marginal characteristics of legitimate
traffic. Therefore, intrusion detection system designers should consider developing multi-layer feature
architectures that utilize combinations of these features.

6.2. Deployment in Resource-Constrained Automotive Environments

The proposed feature extraction system has sufficient speed to meet the real-time requirements of
CAN traffic monitoring. The proposed system requires less than 0.6 milliseconds to extract features
from each 100-millisecond CAN data window. This meets the real-time requirements of CAN traffic
monitoring. The low overhead also allows the proposed system to run on automotive microprocessors
without needing special-purpose hardware. In addition, the proposed system can integrate into the
same automotive gateway ECUs as are used today to monitor CAN traffic for diagnostics. Therefore, it
is possible for vehicle manufactures to add robust intrusion detection capability to their vehicles at very
little added expense. Thus, it provides a means to improve the cyber security posture of current vehicle
architectures with little or no modifications to these architectures. The proposed method does provide
an alternative way to enhance the cyber security of current vehicle architectures. This alternative path
to enhancing cyber security would utilize a layered approach by adding the proposed lightweight
structural feature extraction layer to existing monitoring infrastructure.

As future automotive communications move from lower bandwidth CAN-Bus to higher band-
width protocols (CAN-FD), and eventually to higher bandwidth Automotive Ethernet; the scalability
of the proposed feature extraction becomes very important. With a linear computational complexity
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the proposed method is scalable for increased messages per second; therefore does not require a
complete redesign, and thus will be applicable to future vehicle communication architectures.

6.3. Cross-Dataset Generalization and Real-World Deployment

Cross-platform transfer experiments in this research show an essential problem in practice -
intrusion detection models developed with one type of vehicle will have poor performance when
applied to another vehicle model without modification. The findings of this research will provide
significant guidance to the automotive sector as intrusion detection solutions need to be able to operate
across many types of vehicles and various communication environments.

Cross-platform detection performance will greatly increase by including a small amount of benign
target domain calibration which includes samples of normal communications for the target vehicle
platform. This form of calibration is very practical in terms of deployment into automobiles as they are
able to collect examples of normal operation during an initial training or learning period. At the end
of this learning period, the vehicle manufacturer could apply this process to the automobile during the
time the vehicle is being commissioned; thus, allowing intrusion detection systems to learn about the
unique communication characteristics of each vehicle platform and automatically adjust their behavior
to those characteristics, eliminating the necessity for manual configuration.

This finding suggests that using graph-enhanced structural modeling as a method for developing
cross-platform features is the best of the methods used in this research; therefore, it appears that
using topology based features to develop the communication characteristics of vehicles will result
in features that generalize better than other features. Therefore, researchers in this field should use
graph-based communication analysis as a standard component of all intrusion detection processes in
the automotive sector.

6.4. Broader Security Implications

Beyond this particular context of detecting CAN intrusions, this study's findings also point out
a general principle applicable to network anomaly detection systems within safety-critical systems:
feature representations that capture relational dependencies between components of a system tend to
generalize more robustly than those based on marginal traffic statistics alone. This principle is espe-
cially important for connected and autonomous vehicles where the attack surface continues to grow
as vehicles have external connectivity through v2x communications over-the-air update mechanisms
and cloud-based services. As new communication interfaces provide additional entry points into the
vehicle for attackers, intrusion detection systems must be able to generalize across previously unseen
attack strategies. Structural and graph-based representations by definition capture fundamental com-
munication dependencies rather than attack-specific statistical signatures; therefore they are a more
future-proof foundation for automotive cybersecurity. Finally, the proposed framework could supple-
ment other vehicle security mechanisms such as message authentication codes secure boot processses
and intrusion prevention systems. By providing an additional layer of behavioral monitoring capable
of detecting anomalous communication pattern even when cryptographic protections are bypassed
or not available, structural intrusion detection contributes to a defense-in-depth security architecture
suitable for modern connected vehicles.

7. Limitations

Despite the encouraging results shown by this study there are many restrictions that need to be
identified. The primary focus of the proposed framework is on the structural aspects of communication,
it does not explicitly consider the semantic aspects of payloads. Therefore, if an attacker is able to
modify the values of signals while maintaining the communication pattern, such an attack would
likely be difficult to identify. In addition, the experiments were performed with two public datasets,
these datasets do not represent all possible real world communication environments related to vehicles.
Additional vehicle datasets and/or real world driving conditions will be needed to further test the
proposed method. Another restriction related to the proposed framework is the choice of the sliding
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window size used during feature extraction. A sensitivity analysis was conducted evaluating window
sizes of 50, 100, 200, 300, and 500 CAN frames. Results demonstrated that the proposed framework
maintains stable detection performance across all tested window sizes, with ROC-AUC values ranging
from 0.9989 to 0.9994. However, Recall varied more noticeably, peaking at 0.9964 for a window size
of 100 frames and decreasing to 0.9425 at 50 frames, suggesting that smaller windows may limit the
structural context available for reliable classification. Based on these results, a window size of 200
frames was selected as the optimal balance between detection stability and computational efficiency.

Window Size Sensitivity Analysis
(RF + Hybrid Features, DoS-»RPM)
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Figure 6. Future work could investigate adaptive windowing strategies that dynamically adjust window size
based on real-time vehicle communication characteristics.

8. Threats to Validity

Several threats to validity should be considered when evaluating this experiment.

Threats to internal validity that arise from the design of an experiment are those that result
from choices made in the design of the experiment such as choosing window sizes and features for
extraction.

external validity threats arise from the diversity of the dataset. While cross-dataset experiments
were performed to enhance generalizability across different vehicles manufacturers with additional
datasets from other manufacturers would enhance the generalizability even further.

Construct validity threats may arise from labeling strategies used in the datasets.

Reproducibility threats may also arise from differences in preprocessing steps and feature extrac-
tion implementations. While the proposed feature extraction pipeline is relatively simple, differences
in identifier parsing or preprocessing steps may also affect experimental results. Providing open-source
implementations of the proposed framework will allow for easier reproducibility and enable future
work to build upon these results.

9. Conclusions

BACKGROUND This research examined the limits of robustness of statistical CAN intrusion
detection systems when tested under cross-attack evaluation scenarios. Statistical descriptors of
traffic data (e.g., timing anomalies, identifier distributions, and payload characteristics) have been
shown to be highly accurate at detecting intrusions in laboratory-controlled test cases; however, the
results of this research indicate that these descriptions fail under distribution shifts when testing
unseen attack types. In order to overcome these limits, the authors proposed a lightweight intrusion
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detection framework for modeling the structural patterns of CAN communication using structural
identifier transition graphs and graph topology features. The proposed framework represents CAN
traffic as sequential identifier interaction and uses graph-based descriptors to identify relational
dependencies between electronic control units (ECU) that cannot be identified via marginal traffic data
alone. Using the HCRL Car-Hacking dataset, the authors experimentally demonstrated that statistical
descriptor representations produced near-random detection performance in cross-attack scenarios,
with ROC-AUC values as low as 0.0088, confirming their inability to generalize across different
attack behaviors. However, structural transition descriptor representations produced extremely high
detection performance across all of the tested evaluation scenarios. Graph topology representations
also demonstrated similar levels of robustness, as they captured the global structure of communication
within the identifier transition graph. More importantly, the experimental results showed that this
level of robustness was observed regardless of the machine learning classifier used (i.e., Logistic
Regression, Support Vector Machine, Random Forest, and Gradient Boosting). Therefore, the authors
believe that the primary source of the performance improvements arise from the use of the proposed
relational feature representations, rather than being dependent upon a particular classification model.
The ablation analysis further demonstrated that combining statistical, structural, and graph-based
features would produce the highest overall detection performance. While statistical descriptors alone
were found to be inadequate for providing robust detection against cross-attacks, the structural and
graph representations demonstrated to be able to extract the stable behavioral dependencies that
generalize across all attack strategies. Practically speaking, the proposed framework continues to
be very computationally lightweight and therefore suitable for implementation in resource-limited
automotive environments. Furthermore, feature extraction is performed in linear time and utilizes
interpretable structural metrics rather than the computationally expensive architectures used by
deep learning. Therefore, the proposed framework is capable of meeting the requirement for real-
time monitoring of automotive electronic control units. Overall, the results of this research clearly
illustrate the need to model the relational communication structure in CAN intrusion detection
systems. By transitioning from simply analyzing traffic statistically and integrating structural and
graph-based representations into the intrusion detection system, the system's robustness can be
significantly enhanced against a wide variety of attack behaviors. In addition, unlike many deep
learning-based CAN intrusion detection systems, the proposed framework is both highly effective
at detecting robustly while maintaining its low computational overhead and interpretability, which
make it suitable for deployment on resource limited automotive ECUs. Future research will include
expanding the proposed framework to incorporate payload-level semantic analysis, which would
enable detection of attacks that preserve communication structure while manipulating signal values.
Additionally, evaluating the framework across further automotive datasets and vehicle platforms, along
with investigation of adaptive windowing strategies, will help improve cross-domain generalization.
Addressing the observed instability of decision tree classifiers within hybrid feature representations
also remains an important direction for future work.
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