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Abstract: This study analyses the performance of a multi-user digital communication system aided
by reflect intelligent surfaces (RIS) in terms of bit error probability and secrecy outage probability
for a system sending symbols with M-QAM modulation passing through channels with Weibull
fading where the RIS is employed to improve the signal to noise plus interference ratio (SINR) for
each user. The performance analysis is conducted based on the statistical properties of the phase
correction error of the transmitted signal, which follows a Von Mises distribution. Furthermore, this
study demonstrates that the resulting SINR follows a Gamma distribution, with its parameters derived
analytically. The RIS performance has increased the line of sight strength and reduced the secrecy
outage probability and error probability when the number of reflectors is sufficiently large, even
without direct links between the users and the transmitter.

Keywords: large intelligent surfaces; reflecting surfaces; mobile communications; Nakagami-m fading;
Mu-MIMO systems

1. Introduction

Mobile communications face several challenges, including adverse weather conditions, multipath
propagation, and spectrum sharing [1]. These channel-related issues can degrade signal quality
and reduce the signal-to-noise ratio (SNR). Various technologies have been proposed to address
these limitations to optimize power consumption and spectral efficiency [2]. This study explores the
advantages of RIS in achieving these goals and enhancing overall SNR in multi-user scenarios.

RIS is a technology based on segmented surfaces capable of reflecting electromagnetic waves
in a controlled manner, optimizing the superposition of reflected beams according to predefined
algorithms or optimization criteria [3-5]. These surfaces are typically composed of metamaterial
cells that dynamically adjust the phase and magnitude of incoming signals to enhance the quality of
the reflected output. Phase and gain adjustments are digitally controlled through machine learning
algorithms or optimization techniques, improving the bit error rate and ensuring compliance with
physical layer security constraints.

In addition to improving SNR for intended users, RIS can also intentionally degrade signal quality
for potential eavesdroppers, making it a highly versatile technology [6,7]. Its adaptability extends to
dynamic environmental changes, such as varying weather conditions or urban developments that
introduce new obstacles between the transmitting antenna and the users.

RIS implementations can be categorized into active and passive configurations. Active RIS applies
power gain to the incoming signals, whereas passive RIS only alters the phase without amplifying
the signal. According to Ahmed et al. [8], active RIS significantly enhances performance compared to
passive RIS; however, it introduces a double fading effect in the phase response. The authors classify
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RIS applications into various scenarios, including optimizing the sum rate and SNR, maximizing the
secrecy rate, and minimizing energy consumption.

Wu et al. [9] discuss specific applications of what they term abstract intelligent surfaces (ISs),
a technology that generalizes multiple types of intelligent reflecting surfaces designed for different
purposes and operational strategies. These surfaces are particularly advantageous because of their low
cost, high energy efficiency, and flexible deployment. According to the authors, recent architectural
advancements have expanded the capabilities of ISs, enabling not only passive and active reflection
of electromagnetic waves but also simultaneous reflection and refraction, as well as holographic
beamforming.

Basar et al. [10] provide an overview of the hardware aspects of RIS, examining different architec-
tures, operational modes, and open challenges in the field. The authors highlight recent applications of
RIS technology, including index and reflection modulation, noncoherent modulation, next-generation
multiple access (NGMA), integrated sensing and communications (ISAC), energy harvesting (EH),
and deployment in aerial and vehicular networks.

The growing demand for highly secure and low-latency wireless communication has driven
interest in RIS to enhance physical layer security (PLS) in the context of 6G mobile networks[11-14].
Kaur et al. [15] focus on PLS strategies that use RIS to provide robust security for emerging wireless
technologies, including the Internet of Things (IoT), the fifth-generation (5G) tactile internet, and
vehicle communication for autonomous driving.

This article is organized as follows: first, we present related works and the main differences
between what other authors did and the contribution of this paper; then, we present the adopted
system model and the mathematical formulation of the overall channel. The results obtained by
computer simulation are presented by analysing each scenario, and then we conclude the main results
obtained and how the system performance can be improved.

2. Related Works

Most studies on RIS focus on the algorithms used at the reflector panel to correct the phase of
incoming signals, assuming perfect knowledge of the channel state information (CSI). These studies
typically analyze performance through computational simulations with deep learning and optimization
algorithms. In contrast, this article proposes an analytical approach, deriving formulas based on
channel statistics and RIS phase error statistics, modeled using the Von Mises distribution. This
method yields closed-form expressions for calculating performance targets through algebraic formulas.

Mutlu et al. [16] analyze the outage probability in RIS-assisted communication systems under
Weibull fading, where the channel between the source and the RIS follows a Weibull distribution,
while the channel between the RIS and the user follows a Rayleigh distribution. Their study compares
analytical and simulated results, demonstrating the strong consistency and robustness of the model.
However, it does not account for external interferences or RIS phase errors. In contrast, this paper
provides a detailed analysis of the impact of phase errors on RIS. Moreover, while Mutlu et al. focus
primarily on numerical simulations without optimizing system parameters for enhanced performance,
our work derives analytical expressions and explores parameter optimization strategies to improve
overall system efficiency.

Miftah et al. [17] derive effective capacity expressions for Weibull channels in MIMO system:s,
considering diversity schemes such as maximum ratio combining and equal gain combining. They
also propose a high-power approximation to simplify system performance analysis. The theoretical
formulations are validated through Monte Carlo simulations; however, the high-power approximation
may not be suitable for low-power regimes, a limitation that our study does not share. Additionally,
their work does not evaluate interference in multi-user systems, an aspect addressed in our analysis.

Junior et al. [18] present a statistical, security, and performance analysis of RIS-assisted wireless
systems under Weibull fading, where the resulting channel follows a Gamma distribution. Their
analysis, validated via the Monte Carlo method, highlights that increasing the number of RIS elements
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and improving phase cancellation significantly enhance system performance. Furthermore, they
examine the effects of Weibull fading and line-of-sight variations. However, their study does not
consider multi-user scenarios or analyze channels without a direct link to the user, as done in this
work.

3. System Model

This study considers a model of a digital communication system aided by RIS with multiple users.
The transmitter has an antenna array at the radio base station, and we assume a direct link between
the user and the base station, which can be strong or weak depending on the scenario studied.

oe O
H € (CMXN
oo - E‘& G € CV¥K

) \ YY Y
Base station \i/
w Y Users

Eavesdropper

Figure 1. System model with an eavesdropper link.

The channel H € CM*N between the base station and the RIS and the channel G € CN*K between
the RIS and the users have their envelope modeled by the Weibull distribution. The phases of these
channels will be nullified by the RIS, so it was not necessary to model them directly. There is a direct
link between the RIS and the users H; € CM*X that is modeled as complex normal. The variance of
this channel allows the representation of scenarios in which this link is non-existent, reducing the
variance. The eavesdropper channel w € CM*! follows a Nakagami-m distribution, and its position
varies between different scenarios: it may be closer to the base station or the RIS in some cases, while
in others, it may be farther away. Additionally, this channel may exhibit either a line-of-sight (LoS) or
non-line-of-sight (NLoS) condition, and the parameter m of the Nakagami-m distribution allows us to
model these conditions, with the worst-case scenario occurring when m = 1, reducing the Nakagami-m
fading to a Rayleigh channel.

Weibull fading is a highly flexible model characterized by two main parameters: scale (x) and
shape (B). These parameters define the fading characteristics and the average power of the signal.
The Weibull model effectively captures various fading scenarios, particularly severe fading in NLoS
conditions (where the shape parameter tends to be smaller) due to obstacles such as buildings, dense
urban environments, or adverse weather conditions. The Weibull distribution can represent Rayleigh
fading when the shape parameter is set to 2. On the other hand, for LoS scenarios, a larger shape
parameter enables the Weibull model to approximate Rician fading. One key advantage of this model
over the Nakagami-m model is its simpler mathematical formulation for the probability density
function (PDF) and the cumulative distribution function (CDF), making it particularly useful for
analyzing severe fading scenarios with fewer algebraic complexities in calculating error probabilities.

The pdf of the Weibull fading can be obtained as

R[>
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and mean of the Weibull random variable T can be calculated by

E[T] :ﬁr<1+i>, 2)

3)-e-2)]

The signal that arrives at the uncorrelated users after the RIS action can be written as

and the variance is

Var[T] = g2

y= (GHOMH" + HJ')¥ +1, 4)

where 7 is the additive white Gaussian noise, ® € CN*N is the is a matrix of complex exponentials
that are multiplied by the incoming signals, the matrix represents the phase shifts applied by the RIS
to the signal.

The symbols ¥ transmitted before the precoding can be calculated as

¥ = PAs, )

where s symbols are generated as complex normal distributed s ~ CN(0, Ix), P is the power gain and
A is the precoding matrix whose elements can be obtained as

p Uk
ap =\ ot (6)
Kokl

The resulting channel can be written as a matrix Y, that can be represented as
Y = HO®G + H, )

and each element of the channel matrix can be written as
NoY i(s b
Uy = Z Z ’hlp‘ ‘qu ‘e]( (), Ilp T (g)/qrﬁopﬂ) + h(d),kl/ (8)
p=1g=1

in which 6y, 1, = arg(h), ppq = arg(¢pq) and 6 ok = arg(gyx) are the phases of the channels involved.

Consider 6, as the phase error committed by the RIS when adjusting the phases. The phase error
is modeled following the Von Mises distribution with concentration parameter «, then the channel
vector vy for each user will be

N N '
ve= Y Y- [pl|ae]e™ + hgq ©)
p=1q=1
The SINR at each user antenna k can be obtained as

[vf ag|?

Tk = ’ (10)

K
Y |vfa?+ o2
i=0,i#k

rewriting the SINR in term of a variable Z;, then 7} will be
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the expression for Z; can be written in terms of a variable ry; as
p M
2 =2 Y lrul, (12)
K I=1
where
N N 5
ric= Y0 Y[y |k [ + a0 (13)
p=1q=1
Some variables must be introduced to obtain the SINR moments. Let Ry be given by
Ry = [|vg|* = C + S, (14)
M M
where C, = Y clzk and S, = ), slzk, and the terms cj; and s can be calculated by
=1 I=1
N N
k=3 ), ‘hlp) ‘qu‘ cos 0pg + R{h(g) 1}, (15)
p=1g=1
and
N N
sie= Y2 Y [Ty [ge] sin g + S g - (16)
p=1g=1
The SINR can be expressed in terms of these two coefficients as
Z
= — 17
Tk Fk ’ ( )
where
X K
F. = o + Z Zi. (18)
i=0,i#k

Ferreira et al. [19] show that Zg and Fx are Gamma random variables because Z; is the sum of
squared Gaussian random variables. However, in this study, they considered that the fading channels
between the base station and the RIS and between the RIS and users are modeled as Nakagami-m.
Using a similar argument, we show that the ratio between variables Z; and F; is also supposed to be
gamma-distributed.

The parameters a, and B, of the Gamma-distributed SINR were calculated by the method of
moments and were generically derived by Ferreira et al. [19].

The expected value of <, considering the gamma distribution in

Hz,
=E =, (19)
Hy = E[74] i,

since pz, and pf, are already known, we can compute using the derived expressions.
P\2
0'1%,{ =K(K-1) ((K) (VCiCt +Hsis + ZVSiCt) - V%k> + Ka%k/ (20)

where Hcic = E[CiCt], Hs;sp = E[SiSt].
With the overall channel moments, the fading parameters a, and 8, can be computed as follows

My Hy

where a, and f, are the shape and rate parameters of the SINR ;.
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The expressions for ic,c,, is;s,, #s;c;, Wz, and pz, are the same obtained by Ferreira et al. [19],
and depends of the mean and variance of the Weibull channel.

3.1. Outage Probability

The outage probability is the probability that the instantaneous SINR will fall below a certain
threshold, resulting in communication failure. Its generic formula is:

Yth
Pout = Pr(vc < vem) = 0 f’Yk(”)du

for the gamma-distributed SINR, the outage probability will be

7(0‘/ Tth /ﬁ) (22)

P =
out 1—.(0‘) 7

where 7y («, x) is the lower incomplete gamma function:

X
y(a, x) :/ t*le~tdt,
0

3.2. Error Probability

The instantaneous error probability of a M-QAM modulation scheme is well-known and can be

2
PSAM(7)=1<12(1\/1A7)Q[ ?}fgjé\ﬂ) (23)

where M is the number of symbols for the M-QAM modulation. Considering the Gamma fading

obtained as

model. Thus, the mean error probability will be

_ « apn—1,—po
PAM() = [ P (0) S, @9
[(a)
0
and can be calculated by the following approximation
_ 4 37log, M
PEM (4) ~ 27 ). 25

This approximation was derived step by step by Ferreira et al. [20].

3.3. Secrecy Outage Probability

The secrecy outage probability (SOP) is a fundamental metric in physical layer security, used
to quantify the likelihood that confidential information is intercepted by an eavesdropper, thereby
compromising the security of the transmission. Minimizing the SOP is crucial, as lower values indicate
increased security of the communication system.

Wang et al. [21] employed SOP to assess the resilience of the proposed communication system
against channel fading. Bloch et al. [22] established the theoretical foundations for security analysis in
wireless communications, while Ekrem et al. [23] made significant contributions to secure information
theory. In this context, SOP is regarded as a key measure of the risk of a secrecy breach, providing a
mathematical framework to characterize the fundamental limits of secure communication.

The instantaneous secrecy capacity is defined as

(26)

C— In(1+9p)—In(1+9e) 70 >17E
0 YD < VE

d0i:10.20944/preprints202503.1903.v1
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The probability that the instantaneous secrecy capacity, C, does not exceed a predefined threshold,
In(1+ 94,), is the exact definition of the secrecy outage probability.
The SOP can be calculated by

(1+9p) ] oo r(1+7g)(1+p)-1
SOP = Pr|In 728 <In(1+7g)| = [ [ w) fyp (W)dudw. (27
"M A = (14 7m) o Jo foe (@) foyp (1) (27)
The term 7 is the SINR of the channel between the source and the eavesdropper, and p is the
SINR of the channel between the source and the target destination (the correct user).
Ferreira et al. [24] calculated the exact formula for the SOP of a RIS-aided channel with a
Nakagami-m distributed eavesdropper. The SOP is given by (28).

(o] (*1)kﬁm+k7?h+k

SOP:]E{) T(a)T(k+1)
nm’”Z*“’kv*ZW’Q*’”F(m+%)csc(n(rx+k+2m))zﬁz(m,m+%;%(k+2m+tx+1),%(k+2m+a+2);fﬁ)
I(—k—a+1)
7_[3/20“7“‘"1%(%%)0”1( 2csc(%7t(zx+k+2m))2152(%(7kﬂx),%(7k7a+1);%,%(7k72m7:x+2);7% (28)
3T (m) ( ark
\/ﬁsec(%n(a—«—k—&-Zm))21:"2(%(—k—a+1),%(—k—tx+2);%,%(—k—2m—zx+3);—vzi0)
- el ),
where v = 10,
Vth

Some results using the first term approximation were performed by [24], but higher order approx-
imations with more summation terms are useful, especially for low SNR values.

4, Numerical Results

To simulate the effects of RIS on the channel, the Monte Carlo method was used to estimate the
statistics of the resulting channel, generating random variables in 10° iterations and comparing the
histogram with the theoretical probability density function, and the bit error probability and SOP
obtained analytically and through the simulated SINR.

Considering K = 8 users, M = 16 antennas at the transmitter, and Von Mises concentration
parameter k = 2, it is possible to observe in 2 that the SINR follows the gamma distribution obtained
with the parameters calculated from the channel statistics. It is also noteworthy that with the increase
in the number of reflectors, higher SINR values are more likely, as can be seen in the distribution.

4.1. Probability Distribution

Theoretical for N=4
o Simulated for N=4
Theoretical for N=8
O Simulated for N=8
Theoretical for N=16
*  Simulated for N=16

14 -

=
N
T

=
o
T

©
T

Probability density

0.15 0.2 0.25 0.3
SINR values

Figure 2. Probability distribution function via Monte Carlo.
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4.2. Outage Probability
The simulated outage probability, obtained through Monte Carlo simulations, perfectly matches

the theoretical outage probability computed using the derived analytical expression. Furthermore,
when varying the number of reflectors at small and large values of N, the outage probability follows
the theoretical curve consistently. As N increases, the outage probability decreases, confirming the

improved reliability of the system. In this scenario, we consider only a single user.

100,

101 F
2
B 1072E
]
Qo
<]
a
o w@ ¢
D10k b g
3 [Ew g + N=4 simulated
§ é o N=8 simulated
10 g g ¢ N=32 simulated
§ ¢ |——N=4 theoretical
B g - - -N=8 theoretical
‘ [ A N=32 theoretical
20 30 40 50 60 70 80
SNR (dB)

Figure 3. Outage Probability.

4.3. Error Probability

The theoretically obtained error probability is very close to that obtained through the simulation
of the channels with the RIS effect. Furthermore, it is possible to note in 4 that the bit error probability
can drop considerably with the increase in the number of reflectors in the RIS panel, for this case, a

channel with Weibull fading of parameters & = %, B = 3 was considered.

10°

1072

>

5

3

o 10"

o .

5 * N=4 simulated

utJ ——N=4 theoretical
1061 © N=8simulated

——N=8 theoretical
¢ N=32 simulated
——N=32 theoretical | |
0 5 10 15 20
SNR (dB)

Figure 4. Error probability varying the number of reflectors for 16-QAM.

The increase in the number of users naturally requires more transmission power to prevent the
increase in the probability of bit errors, as can be seen in 5. The probability of bit errors increases
considerably with the number of users, something that was already expected and can be corrected by
increasing the transmission power or improving the phase adjustment made by the RIS.
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10t

2 10
=
©
Q
e
Q 107 -
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——K=8 theoretical
* K=16 simulated
105 ——K=16 theoretical | ‘

-20 -15 -10 -5 0 5 10 15 20 25
SINR (dB)

Figure 5. Error probability varying the number of users for 16-QAM.

The proposed analytical expression for the bit error probability showed great accuracy and fits
the simulated data well in scenarios with few reflectors at the RIS and even in scenarios with many
reflectors. The RIS proved to be efficient in the scenario where the channels are Weibull and when the
Weibull fading becomes Rayleigh by adjusting parameters, for all the situations, the proposed formula
perfectly fits the simulated results.

In scenario 6 there is no direct link between the base station and the users, in this situation the RIS
operation is more relevant, to strengthen the line of sight of the RIS-aided resulting link. The SINR
also can be approximated as a gamma random variable in this case, and the expression for the error
probability is close to the simulated channel.

10-1 L

[N
o
N

=
o
&

* N=4 simulated

——N=4 theoretical
o N=8 simulated

——N=8 theoretical
¢ N=32 simulated

——N=32 theoretical

-10 -5 0 5 10 15 20 25

SNR (dB)

Error Probability

=
o
IS

Figure 6. Bit Error Probability without direct link.

4.4. Secrecy Outage Probability

The SOP was analyzed across multiple scenarios. In 7, one case considers an eavesdropper with a
line of sight accessing the RIS signal through a Nakagami link but without assistance from the RIS to
enhance signal quality. For this simulation, a Nakagami channel with m = v/2 and Q = 1 was used.
The SINR was generated based on channels following a Weibull distribution with a scale parameter
of . = % and a shape parameter of § = 3. Furthermore, the Von Mises parameter was set to x = 2.
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The results show that the SOP decreases as the number of reflectors increases, highlighting both the
effectiveness of the proposed formula and its remarkable accuracy.

lOO’

o N=2 simulated

——N=2 theoretical

o N=4 simulated

——N=4 theoretical

+ N=6 simulated

_|——N=6 theoretical
10 15 20 25 30 35

SINR (dB)

107t

Secrecy Outage Probability (SOP)

Figure 7. Secrecy Outage Probability for Nakagami-m eavesdropper.

In the scenario depicted in 8, the eavesdropper accesses a channel without LoS, specifically a
Rayleigh channel. In particular, the SOP also decreases as the number of reflectors increases, in a
manner very similar to the Nakagami-m case.

100 R R E SRR EED

o N=2 simulated
——N=2 theoretical
o N=4 simulated
——N=4 theoretical
+ N=6 simulated
——N=6 theoretical
10 15 20 25 30
SINR (dB)

10t

Secrecy Outage Probability (SOP)

Figure 8. Secrecy Outage Probability for Rayleigh eavesdropper.

In 9, the channel corrected by the RIS experiences a uniform phase error. This scenario is
particularly adverse as it implies that the probability of the RIS introducing both small and large phase
errors is the same (due to the uniform distribution). Consequently, the performance of the RIS is
suboptimal, and increasing the number of reflectors yields only marginal improvements compared to
the previous cases.
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100,

10-1 L

o N=2 simulated
——N=2 theoretical
o N=4 simulated
——N=4 theoretical
+ N=6 simulated
——N=6 theoretical
5 10 15 20 25
SINR (dB)

Secrecy Outage Probability (SOP)

Figure 9. Secrecy Outage Probability for uniform phase error.

The performance of the RIS is highly influenced by the physical characteristics of the reflector
panel design, the statistical properties of the channel, and the nature of the transmitted symbols (in
this case, M-QAM signals). The RIS achieves superior results in terms of SINR, bit error rate, and
SOP when equipped with a larger number of reflectors, a greater number of antennas at the base
station, and an algorithm capable of precisely correcting phase errors, ideally bringing them close to
zero degrees. In this case, the Von Mises distribution converges to a Dirac delta probability density
function centered at zero. Moreover, performance improves as the number of users decreases and
phase correction becomes easier in less congested scenarios.

In environments with a strong line-of-sight component, where the user is close to the base station,
the direct link is robust, or multipath propagation is limited (e.g., in Weibull fading channels), the
RIS naturally exhibits better performance, as the channel conditions are already favorable. On the
other hand, in scenarios where the user is farther away, interference is high, or multipath propagation
is significant, the RIS becomes even more crucial. As demonstrated, it can effectively reshape the
channel to create a virtual line-of-sight path, yielding better results than a system without RIS. This
improvement can be observed by simply deactivating the RIS and considering only the direct link.

5. Conclusions

This study demonstrated the ability of RIS to enhance the channel’s SINR in a multi-user scenario,
given complete knowledge of the channel state information. RIS effectively strengthened the line-
of-sight component, particularly in scenarios where the direct link is weak. Moreover, its design
parameters enable a reduction in the bit error rate.

The proposed analytical expressions for the SOP, bit error probability, and SINR pdf were shown
to be highly accurate across various scenarios. These expressions closely matched the results obtained
via the Monte Carlo method, even in cases with a limited number of reflectors N = 2 and users K = 2.
Although it was not possible to formally prove it, the SINR appears to follow a gamma distribution, as
it does not require high asymptotic limits to align with the simulated results.

Several analyses have confirmed the advantages of RIS performance, particularly in reducing
the bit error probability as the number of reflectors increases. However, the effectiveness of phase
adjustment is strongly influenced by the accuracy of channel knowledge and the optimization criterion
employed. Despite this, the number of reflectors remains a key factor in determining the available
degrees of freedom for improving the bit error rate in practical scenarios. Furthermore, increasing
the number of transmitter antennas further reduces the probability of channel errors when using RIS,
aligning with theoretical predictions.
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The secrecy outage probability (SOP) was also lower in scenarios with a higher number of reflectors,
both for an eavesdropper with a line-of-sight component (Nakagami fading) and in cases without a direct
line of sight (Rayleigh channel). In both situations, the RIS contributed to reducing SOP. Furthermore, when
evaluating SOP as a function of the number of users in an RIS-assisted system, we observed that a larger
number of users leads to a higher SOP, making phase correction more challenging.
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