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Three authentication schemes based on finite fields
and Galois rings

Juan Carlos Ku-Cauich - Miguel Angel
Marquez-Hidalgo

Abstract We give three new systematic authentication schemes, two using
Gray map, finite fields and Galois rings, and one using only Galois rings. In
the first scheme, we increase the size and simplify the scheme’s source space in
[9]. In the second scheme, we reduce the key space of the first scheme. Finally,
by not considering Gray map, used in the previous schemes, we give a third
scheme on Galois rings, which generalizes the scheme over finite fields given
in [8]. The introduced schemes obtain optimal impersonation and substitution
probabilities.

Kewords: Authentication Schemwes, Galois Rings, Gray map

1 Introduction

The resilient maps were introduced in 1985 at [4] and, independently, at [1], in
the context of key distribution and quantum cryptography protocols. Resilient
maps have also been used in the generation of random sequences aimed to
stream ciphering [11].

The systematic authentication schemes without secrecy are considered, for
instance, in [5]. In these schemes, it is desired to obtain minimum probabilities
in the impersonation and substitution attacks success. When optimal proba-
bilities are reached, there are then inequalities regarding the size of the key
space and the message space (see Theorems 2.3 and 3.1 in [12], and Theorem
14 in [2]).
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In this work, in the three schemes, we obtain minimum values for the
success probabilities of impersonation and substitution attacks, and the in-
equalities in the size of the spaces can be appreciated, being better in the
construction 1 and 3 than the previous schemes given in [9] and [8] respec-
tively (schemes that allow comparison).

In the first scheme, we simplify the scheme’s source space in [9]. In that
scheme, the source space is impractical, and the proof of injection between the
key space and the encoding rules is very laborious, approximately eight pages.
Here we use a source space with more elements (giving less difference between
the key space and the message space), and at the same time, we simplify its
structure, obtaining in this way a new simplified scheme. In the second scheme,
we reduce first scheme’s parameters, getting a smaller size of the space key.
Finally, by not considering Gray map used in the previous schemes, we give
a third scheme, only on Galois rings. This new authentication scheme is a
generalization of the one provided, using finite fields, in [8].

In general, we work over two structures, Galois rings and finite fields, us-
ing the Gray map to relate these. Additionally, trace function and resilient
functions are introduced in these schemes. Using the composition of all these
functions we obtain different properties concerning the balanced as the Corol-
lary 1, Theorem 9, Theorem 10 and Theorem 13.

The current code construction is in line with previously constructed codes
using rational, non-degenerated and bent functions on Galois rings and com-
positions of maps and the generalized Gray map on Galois rings [6,7,10].

The paper is organized as follows: In Section 2 the Galois rings are re-
viewed, and the t-resilient functions and Gray maps definitions over these
rings and finite fields are recalled. It also reviews the important properties of
these functions. In Section 3, three authentication schemes without secrecy
are introduced. Its main characteristics are resolved and compared with other
schemes. In Section 3.1, the general authentication scheme without secrecy
scheme is recalled. In the Section 3.2 a first authentication scheme using the
map Gray is proposed. In Section 3.3 a second scheme using the Gray map
also is presented, a modification of the first scheme. In the Section 3.4 a third
construction only over Galois rigs is introduced. In the Section 4 the finally
conclusion are presented.

2 Background

A monic polynomial h(z) € Zy<[z] is called monic basic irreducible (basic
primitive) if its reduction modulo p is an irreducible polynomial (primitive
polynomial) over F,,. The Galois ring of characteristic p® and degree extension
m, respect to Z,s, can be write as:

GR(p®,m) = Zps[z]/(h(2)),

where h(x) € Zy-[z] is a monic basic irreducible polynomial of degree m and
(h(x)) is the ideal of Zjs[z] generated by h(z).
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If h(x) is a monic basic primitive polynomial, then it is possible to define
the Teichmiiller set

Tor@sm) = {0,1,& ..., 71}

and each element in GR(p®, m) can be written uniquely in a p-adic form,

s—1
> bip”,
k=0
with by € TaRr(ps,m)- For details we refer the reader to [14] and [15].

Definition 1 [13] Let n € Z*, J := {jo, ..., Jt_1} C {0,...,n — 1}. The affine
J-variety determined by a = (ag, ...,a;_1) € F} is

Vian ={z €Fy | Vk €{0,....t =1} : z;, = aj, }.
Let f :Fy — F3" a functions, m < n.

1. The function f is J-resilient if Va € F, the function f|y,, . is balanced.
2. The function f is ¢-resilient if it is J-resilient for any set J such that |J| = ¢.

The above definition is also given for finite fields of any characteristic and
Galois rings [3].

Let m,n, s positive integers, p prime number. Let S = GR(p®, mn) and
R = GR(p®,m) Galois rings of characteristic p®, such that S is an extension
of R of degree mn, R an extension of Zy,s of degree m, and f : S" — S a
t-resilient function. We denote S* = S — pS, U(S) = (S — pS) U {0}. The
following observations can be found in [9].

1. For a € 8%, the function S™ — S,z — af(x), is t-resilient.

2. For a € 8%, the function 8" — Zys,x — Tg/r(af(x)), where Tg/p : S — R
is the trace function, is a balanced function.

3. The function

Yabg : 8" = R, yapy = Tgyplaf(z) +b-x)

is balanced whenever wy (b) < t, (a,b) € U(S) x (U(S))", (a,b) # (0,0).
4. The Fourier transform of the function af is

ST C, b Cap(b), Cap(0) = Y erF Toymlaf(@=ba)
zeST

Which satisfies that (.7 (b) = 0 because the function x — T/ g (af(z)+b-z)
is balanced under the same conditions as the above assertion.

Consider ¢ = p™. Let us recall neccesary facts [10]:



Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 26 January 2021

4 Ku-Cauich, J. C., Miguel Angel Marquez-Hidalgo

Lemma 1 [10] Let u € R. Then,

§ eQﬂ'iTS/R(u:c)/ps — q°, siu=0,
0, siu#0.
TER

Definition 2 [10] Let u € R,
i uzx)/p® 1 s— s—
sty i= 30 TR OO ) = () + (0~ ),
r€R—pR q

wy, is called the homogeneous weight at the ring R.

The homogeneous weight at R is given by

0 ifu=0
wp(u) =< ¢t if uep>~tR\{0} .
qs—l _ qs—2 ’Lf = R\ps—lR

An essential tool since it provides a relationship between Galois rings and
finite fields is the Gray function.

Definition 3 [6] The Gray map at R is

1

b R o Fa
ro+Trip4 - Frs_1p® Tt = Focg FTFie1 o F Te_1Co1

cii=W+0u—0v)® - Qv+ Jis_2(u—v)), 1=0,...,5—1,

and
vi=(1,...,1) € Fd,u:= (0,7,7°,...,7% ") € FL

TR = {07 17”) s 777q_1}7
Theorem 1 [6] Let u, v € R. Then
dp(u,v) = dg (P(u),d(v)),

where dy is the Hamming distance and dj, = (u,v) = wp(u — v).
O
There is an isometry between the Galois rings and the finite fields, consid-
ering the homogeneous distance and the Hamming distance.

Lemma 2 [9] Let @ be the Gray map at R. Then,
&(a+b) = P(a) + D(b),

foralla € R and b € p'~1R.
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3 An authentication scheme without secrecy on Galois rings
3.1 A general scheme without secrecry

An authentication scheme [5] provides a method to ensure the integrity of the
information when sent through a p-channel public. A transmitter and receiver
share a secret key, which allows the receiver to verify that the message received
is authentic. An authentication scheme (without secret) is a quadruple:

(S, T,K,E={Ex:keK}),

where S is the source space, T the tag space, K the space key, and Ey : S — T
the encoding rule. The sets S, T, and K are assumed to be finite and not empty.
Additionally, the message space is defined, M : =8 x T.

A transmitter and the receiver share a secret key k € . The transmitter
wants to send a piece of information (called source) s € S to the receiver,
then the transmitter calculates ¢ = Fj(s) € T and inserts into the public
channel the message m consisting of the ordered pair (s,t). The receiver, when
receiving m’ = (s',t') calculates Ex(s") and verifies if E(s’) = t/; if so, the
receiver accepts the message as authentic, otherwise the message is rejected.
Since the communication channel is public, there is a risk that an intruder may
deliberately observe, and cause a communication disturbance. It is assumed
that the intruder can insert a message into the channel or replace the observed
message m with another message m’. The success probabilities in these attacks
(impersonation and substitution) denoted by Pr and Pg, are respectively [12].

- k€ K : By(s) =t}
Pr= nmax K| )

{k e K:Er(s) =t EL(s) =t}
= 2
ps (s,tr)neé.lSXxT(s’,t’)er(I‘lSaiX{s})xT {k € K : Ex(s) =t} 2)

Lower bounds are obtained for Py y Pg [5]:

1
7<PI7

< Ps.
7]

1
T
Relationships between the sizes of the spaces are given.

Theorem 2 [2] Let A an authentication scheme without secrecy, then |K| >
IS|I(|T|— 1)+ 14f |S| > |T|+ 1. The authentication scheme is optimal if the
equality |KC| = |S|(|T] = 1)+ 1 |S] > |T|+ 1.

3.2 A first construcction using Map Gray

We give an authentication scheme without secret. Encoding rules with do-
main in a Galois ring and image over a finite field, using Gray map, trace
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map, and resilient functions are given. We obtain minimum bounds in success
probabilities in impersonation and substitution attacks.

In [9] there are a tedious source space and a long injection proof between
key space and encoding maps, eight pages approximately. Here we simplify
the source space increasing its number of elements, obtaining a better relation
between message space and key space. The reader can see the link between
the message space and key space in [12]. On the other hand, we reduce the
injection proof of [9], mainly due to Theorem 3, Gray map properties, and the
way of the new source space.

Let n > s,p>2,and L := {log+lip+--+1ls—2p* 2 | lg,...,ls—2 € TR}. We
can see that (p*~') = {ap*~' |a € Tr}.Ifa,b € L, thena—b € (R\p* 'R)U
{0}.

Let f:S" — S a t-resilient function, r,t € ZT, r>t>1, &: R — ]ngl
the Gray map. We build the following authentication scheme,

A= (S, T,K,€): (3)

S:=U(S) x {(br, .. br—1,0...,0),(0,..,0,b,0,...,0),....(0,...,0,b)}
xL, b; e U(S),i=1,...,r, if (a,b,c) € S, (a,b) # 0,
T :=F,,
K= qu(nr+1),
E :={Ek(s) = pri(us), k€ K,s € S}.
Where s = (a,b,¢c) €S, B € p* 'R ={B1,B2,..., B}
vs,p(x) = B+ Ts/rlaf(z) +b-z) +c,
us,p = (D(vs,8(2))) esr >
Us = (Us,B) geps-1R -
s(nrt1)

and pry the projection function Z]
nate.

to Fy, sending u, to the k-th coordi-

We can see that "y
151 = [ = D"V +1] [((@» = DV + 1) 4+ W] = 1] g7,
T =q, K| = €] = ¢,

where,

W=(—t+1)-[(¢"—1)g""Y +1].

The size of S is greater than the respective space in the first scheme given
in [9] and the tag space is similar. Therefore, in this work |K| and |S|(|T| —
|)+1 are closer, obtaining then, following the Theorem 2, a better relationship
between the spaces.
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Note that the source space can be considered as

S={acU(S)} x{beS" | b=(by,...,b),b; € U(S),wp(b) <
(a,b) #0,

x L,

N | =+

In this case || = [((¢" — D"~ +1) - W] ~1] ¢,
where,

W =C(r, )Wy + C(r,2)Wg + --- + C(r, t/Q)Wé/Q i1
WO = (qn _ 1)qn(s—1).

Before resolving the injection problem, we give the next results.

Theorem 3 Letn >s,a€ S, a#0, and b € p° ' R. Then exists an element
ag € S* such that Ts/r(apa) = b.

Proof We know that ¢"(*=1) is the divisor’s zero numbers of S. Given b €
p* 'R, there are (¢°"/q°) = ¢°"*® elements a in S such that T's;p(a) = b. As

n > s, then

SN sn

s _ 9 qa —-n _ _n(s—1)
SN—sS — qs > qn — qS’I’L n — q’ﬂ S .
Let a € S*. Hence there is at least an element ag in S* such that
Ts/R(aoa) =bifbes.
Let a € pS, in particular ¢ = p'a’,1 < i < s—1, a’ € §*. There is ag in
S* such that T/ r(aoa’) = bo, bo € psTiT1IR,

Ts/r(aoa) = piTS/R(aoa') =p'by =bep* 'R.
O

We will consider ®,, the value in the w coordinate of @, 1 < w < ¢°~ .

Remark 1 [9] Let ¢ =r¢+rp+ -+ 75 op° 2 € L. Then
D(c) =Toco 4+ Tre1 + -+ -+ TFo_oCs_a.

Consider two coordinates k, j of &(c).

If k — j is not a multiple of ¢, then take ¢ such that only r,_5 # 0. In this
case @i (c) and P;(c) values are different.

If k — j is multiple of ¢ such that ¢! <k —j <¢*',i=0,1,...,5—2 and
i+ 1+1=s—1, then take ¢ € L such that only r; # 0. In this case the two
coordinates k and j of &(c) are different.

If k — j is a multiple of ¢ such that k —j = ¢!, then take ¢ € L such that
only 7o # 0. In this case @1 (c) and ®;(c) values are different.

Remark 2 If ¢—1 be an even number and £ € T be a generator, then —¢ € T
or —1 € Tg. In any case, if 2¢ € Tg, d € {1,...,q — 1}, hence —z? € T, and
then, if ag +a1p+ - + as_2p* "2 € R in p-adic form, then —ag —ajp—--- —
as—op® 2 € R its a p-adic form too.
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Theorem 4 Let the function H : K — & given by H(k) = Ey. Then H is a
bijective function.

Proof Note we need to prove the following:

Let k1 # ko coordinates of us. If pry, (us) # pri, (us) for an element s € S,
then H is a bijective function.

We compare all the possibles coordinate pairs of us considering its length
by parts. Let us consider 3 cases.

Caso 1: Two coordinates of &(vs g(z)), z € S™, B € p* ' R.

Case 2: A coordinate of @(vs g(z)) and a coordinate of ¢(vs 5(y)), = # y,
z,y € S”, BEP IR,

Case 3: A coordinate of @(v, g, (x)) and a coordinate of (v, g,(y)), Bi #
Bj, Bi, B € p* 1R : two cases, x =y and x # y.

Case 1:

Let x € S” and the first two coordinates (a,b) of S. If Ts/g(af(z)+b-x) =
ag+ -+ app® 4+ - + as_op® 2 + as_1p°~ "', then for Remark 2 we can take
c=—ag+ - +cpp® + -+ (—as_2p*2) € L such that,
if a, # 0, then ¢; = 0, therefore Ts/r(af(z) +b-2) + ¢ = app® + as_1p° 1,
if a, = 0, then ¢, # 0, therefore Ty r(af(z) +b-2) +c= cxp® + ag_1p* L.

Now, considering s = (a,b,¢) € S. Since ¢ is an arbitrary element, by
Remark 1 and the Lemma 3.1, given two coordinates of ®(vs 5(z)), 8 € p* 'R,
these are distinct.

Case 2: In this case let us pick a coordinate of $(v, g(z)) and a coordinate
of @(Usﬁ(y)), T 7é Y.

In a first place we consider the same coordinate w in @(v, g(x)) and in
D(vs,5(y)), that mean @, (vs g(x)) and Py, (vs g(y)).

Let a = 0 and ¢ = 0. We know that exists a k entry such that zp —y, # 0
(of z —y). By Theorem 3 we can choose an element b € (S —pS)", by # 0, and
b; = 0,j # k such that Tg,p(b(xr —yx)) € p° ' R—{0}. Hence, if Ts/r(bxx) =
bo+bip+---+bs2p* 2 +be_1p° ! and T g(byx) = by+bip+---+b,_op° >+
b._,p*~ !, that implies by = b),by = bj,...,bs_o = b, 5, bs_1 # b._;, s0
that(@w(Tf/R(bmk)) # Do (Ts/r(byr)). Thus @y (vs g(x)) # Pu(vs,5(y)), with
s=1(0,b,0).

Now, we consider distinct coordinates wy, we. That mean, @,,, (vs g(x)) and
Doy, (Vs,5(y))- In similar way to before, T's)g(bay) = bo+bip+---+bs_op® >+
be—1p* ' and Ts/p(byr) = bo +bip + -+ + bs_op® 2 +b,_1p* 1, by_y #V,_;.

Ifa=0and ¢ = —by —byp—---— bs_op* 2 (p-adic form by the Remark 2),
then Do, (vs,6(2)) = Puy (B + bs—19° ") # Puy (B + b, 19" 1) = Py (v5,5(y))-
Caso 3:

Let 8; # Bj, Bi,8; € pR, (a,b,c) € S. If v = y, x,y € 5", then,
Dy (vs,8, (7)) # Pu(vs,g, (y)). In otherwise we would have 3; = j3;.

Les us consider two distinct elements wy, wy. Let an entry k of x, x # 0.
Using the Theorem 3, there is a b such that Ts/p(brrr) € p* 'R (by, k-th
coordinate of b € (S —pS)") y bj = 0,7 # k; from here ¢y, (b- ) = ¢y, (b-y).
On the other side, ¢y, (8i) # Puw,(B;). Therefore a = 0 and ¢ = 0, and using
the Lemma 3.1, @, (vs g, (7)) # Puw(vs,p, (y))-
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Consider now x # y, a = 0 and ¢ = 0. Using Theorem 3, we know exists
b € (S\pS)", such that Ts/g(br(zx — yx)) = 0, where by € S\pS and b; =
0,j # k. Then, by Lemma 3.1, ®@,,(vs g, (7)) # Puw(vs,p, (y))-

Finally, the case x # y and distinct coordinates. Let a = 0, and similar to
above, we find b, € S\pS such that T's; g (br(zx —yr)) = 0. Hence T'g/p(b-x) =
bo+bip+---4bs2p* *+b,1p* " and T g(b-y) = bo+bip+---+bsop® >+
bs_1p°~!. Then, we consider, ¢ = —bg — byp — - - - — by_op°~2. Therefore, using
Lemma 3.1, gli)uu (Us,ﬂi, (:17)) 7é ¢w2 (’Us,ﬂj (y))

The distinct before cases resolve the affirmation.

O

The procedure to obtain bound for P; and Pg is similar to the Proposition
4 of [9]. We give this result for granted.

Theorem 5 The scheme A satisfy,

1
Pr=- and Pg = —.
q q

3.3 A second construction using Map Gray

In this authentication scheme, we remove a parameter from the first scheme,
thus reducing the key space’s size; however, is necessary reduce the size of the
source space. We obtain minimum bounds in success probabilities in imper-
sonation and substitution attacks.

To show that the minimum values for Pr y Ps are obtained, we find bal-
anced properties of the Gray function and balance in the composition of the
trace and resilient functions on Galois rings.

Let us recall that S = GR(p®,mn), R = GR(p®,m) and L as the scheme
Ai.

Let f: S’T1 — S a t-resilient function, p > 2, n > s, r,t € Zt, r >t > 1,
?:R— ng the Gray map. We build the following authentication scheme,

Ay = (S, T,K,€) : (4)

Si= ({1} x {(b1,- . b—1,0,...,0),(0,...,0,b,0,...,0),...,(0,...,0,b)} x L)
U({O}X {( 3_507“-70)7“'7(07"'7071);)}XL)) bi EU(S)ab; ES\pS,

1=1,...,1,
T =T,
K= qu(nr+1)—1,

E :={Ex(s) = pri(us), k€ K,s € S}.
Where s = (a,b,c) €S,
vs(z) = Ts/p(af(x) +b-2) +c,
Us = (Q(US(x)))wesr )
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and pry, the projection function ng(mﬂ)_l

dinate.
We can see that |S| = [((q” — )¢t 4 1)t_1 +W} LT = g,

K| = [€] = ¢*™ D=1 where,
W= (r—t+1)-[(¢" = )"~V + 1] +r(¢" = 1)g"~ 1.

to Fy, sending u, to the k-th coor-

Theorem 6 Let the function H : K — £ given by H(k) = Ey. Then H is a
bijective function.

Proof Note we need to prove the following:

Let k1 # ko coordinates of us. If pry, (us) # pri, (us) for an element s € S,
then H is a bijective function.

We compare all the possibles coordinate pairs of us considering its length
by parts. Let us consider 2 cases.

Caso 1: Two coordinates of &(vs(x)), z € S”.

Case 2: A coordinate of ®(vs(z)) and a coordinate of &(vs(y)),  # v,
x,y €S".

Case 1:

Let z € S™ and a fixed pair (a,b), first coordinates of S.

If Ts/r(af(x) +b-2) =ag+---+ ap® + -+ as_op® 2+ as_1p° !, then
for Remark 2, we can take ¢ = —ag +- -+ cpp¥ +- -+ (—as_op*~2) € L, such
that,

if ap # 0, then ¢ = 0, therefore Ts/r(af(z) +b-x)+c = arp® +as_1p° 1,

if ap = 0, then ¢ # 0, therefore Ts/r(af(z) +b-x) 4+ c = cpp* + as—1p* L.

Now, considering s = (a,b,¢) € S. Since ¢ is an arbitrary element, by
Remark 1 and the Lemma 3.1, if we give two coordinates of @(vs(z)), these
are distinct.

Case 2: In this case let us pick a coordinate of &(vs(z)) and a coordinate
of B(v,(y)), = £ 3.

In a first place, we consider the same coordinate w in ®(vg(x)) and in
D(vs(y)), that mean @,,(vs(x)) and Dy, (vs(y)).

Let a = 0 and ¢ = 0. We know that exists a k entry such that zp —y, # 0
(of x — y). By Theorem 3, we can choose an element b € S”, by, # 0, and
b; =0,j # k such that Ts/r(b(zx, — yx)) € p* ' R\{0}. Hence, if Tg/r(bxs) =
bo+bip+- - +bs_op* ?+bs_1p* ! and T/ r(byr) = by+bip+---+b,_op* >+
b._,p*~t, that implies by = b),by = b},...,bs_o = b, 5, bs_1 # b._;, so
that @y, (Ts/r(bxr)) # Puw(Ts/r(byr)). Thus @y (vs(x)) # Pu(vs(y)), with
s =(0,b,0) like before.

Now, we consider distinct coordinates wy, we, that mean, @, (vs(z)) and
By (vs5(y)). In similar way to above, T/ (bxi) = by + bip+ - + bs_op® 2 +
bs—1p®~ " and T p(byr) = bo +b1p + -+ by op® > + b, _1p*~ ", bs 1 # by,
Ifa=0and ¢c = —by — byp — -+ — bs_op*~2 (p-adic form by Remark 2), then
Py, (Vs(2)) = Doy (bs—1P° ") # Py (0, _10°71) = Py (v5(y)).

The two above cases resolve the afirmation.
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O
In order to find P; and Pg, we give the following results.
Let ¢; € Fg_l the vectors of Gray map given in Definition 3,7 =0, ...,s—1.
Theorem 7 The sum of two or more elements of the vector set {cg,c1,...,cs—2}

as above has the form

I:[P[)(CE)]ql—r—l, [Pl (C;)]ql—fr—l, ceey [Pq_l(c;)}ql—’r—l}q,r )

where,
CE = [[0}(157172, [E}qs—l72, ceey [éqil]qsﬂfz] R

P, 1 =0,1,...,q — 1 are arbitrary permutations of the vectors [C]qs,l,z mn
¢, ¢ € Fy, and ¢; and ¢, are the last and penultimate terms of the sum,
respectively, in increasing order of the indices.

Proof The claim is proved by mathematical induction.

Basis step:

If there are two summands, ¢; and ¢;, j < ¢, j € {0,...,s — 3}, ¢ €
{1,...,s —2}. We know that,

¢ = [[O]qs—ﬂ'—?v [f]qs—j_z’ LR [fq_l}qs_"_z]

¢
and

PP P 1 R
Note that,

Q:Hmmiamfiw~%“%“2bfﬂiw

Which indicates that each vector [(]
length of the vector ¢}. Then,

¢+ i = [[PO(E) s [PEC)] ot [PET () ms1]

4+—i-2 of ¢; has exactly ¢"~9~1 times the

¢

PC(C;) = [C]qs—j—z-i-[ci']qi—j—l = [[C =+ O]qs—i—27 [C =+ f]qs—i—27 RN [C + fq_l]qs—i—2] R
C E {0367 A 7€q_1}.

Inductive step:

Suppose that we have the sum of k — 1 vectors (the sum in increasing order
with respect to indexes) of the set {cp,c¢1,...,cs—2} of vectors of the Gray
function, where the penultimate vector is r and the last is I:

[P (gt [P ()]s s [Py (D],

Now, a k-th vector, ¢, is added to the resulting sum above:

[mmmqua@mwhuwa1@mw4¢+ﬁmmJ¢TJT
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= [[PO(PU(eh)] o112+ [PECPU) ot o, [PET Py ()] g-11]

where
{5

ql

ql?

Observe that [c] ] vt has length ¢*~'~'. This completes the inductive step.
So by mathematical induction we prove the statement of the theorem.
O
Let ¢; € Fg_l the vectors of Gray map given in Definition 3,7 =0, ...,s—1.

Corollary 1 Letcg,cy,...,cs—2, s—1 vectors of the Gray map as above. Then,
in the sum of at most s — 1 of those terms, every element t € Fy is in ¢° >
entries.

Proof Consider a finite sum, such that the vectors ¢, and ¢; are the last and
penultimate terms of the sum, respectively, in increasing order of the indices.

By the previous theorem, since the resulting vector is conformed by the
permutations of the vectors [(],:—i-2 de ¢, and ¢, is equal to

o= |[it], |

c; = [[O]qs—v—2, [f]qs—v—z, RN [fqil]qs—v—2] .

Then, the number of entries equal to a value t € F, is equal to ¢°~2, being
that each element [(],.—.—2 of ¢} is repeated ¢"~'"1qq' = ¢* times in c,.
O

Corollary 2 Letc,c® € {agco+aici+-+-+as—acs—o | ag,a1,...,as—2 € Tr},
c#c®. Then {k € Zy—r | Dp(c) =t,P(c°) =t'} = ¢°5.

Proof By the proof of the Theorem 7, ¢ y ¢® can be obtained from vectors

¢; and ¢, 4,5 € {0,1,...,5 — 2}, j < i, giving the respective permutations of
vectors [(],«-i—2 of these, where

cj = [[O]qs—jfz, [5]q37j—2, RN [fq_l}qs—j—z]qj
and

i = | [ {01, €lqemsm, - 67 grmima] s
| )

We can see that any element in [, is repeated in the same coordinates of ¢; y
¢y, ¢* 721l = ¢57973 times.

Note that unlike the Corollary 3, here the sum of the elements cqg, ¢y, ..., cs—2
have coefficients, but this does not represent a problem, since we would only

have additionally permutations of elements of ¢ and ¢°.

q’

O
The following theorem is a generalization of Proposition 3 of [8], now on
Galois rings.
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Theorem 8 Let f : S™ — S at-resilient function and let (a1,b1,c1), (a2, ba, c2) €
S such that (a1,b1) # (az2,b2), u,us € R and

N(f;a1,b1,c1,a2,b2, co5ur, uz)
=|{z € 5" : Tsyrlarf(z) + br-z) + c1 = w1, Tsyp(azf(x) + b2 - ) + c2 = ua}|.

Then,

. . __ _snr—2s
N(fia1,b1,c1,a2,ba,c25u1,u2) = q :

Proof There are the following equalities

**N(f;a1,b1,a2,bo;ur, uz)

Z Z 2™ TR /2, (y1(Ts/r(a1f(z)+b1-x)+c1—u1))/p°

z€ST |y1ER

§ : 82TriTR/zps (y2(Ts/r(az f(z)+b2-x)+c2—u2))/p*
Y2ER

Z Z Z 627TiTR/Zp3 (Z/l (Tsyr(a1f(x)+bi-z)+c —u1)+y2(TS/R(azf(ﬂv)-‘rbz'Z)-‘rCz—uz))/Ps

z€ST y1ERY2€R

— qsnr_|_ Z
y1,Y2 € R
<y1a y2) 7é <O7 0)
e?m‘TR/Zps (—y1u1—y2uz+y1ci+yace)/p® Z eQﬂ'iTS/Zps ((yra1+yz2a2) f(z)+(y1b1+y2b2)-z) /p°

TEST
_ 2miTR )z o (—y1u1—y2uz+yici+yzce)/p°
P 3
Y. y2 € R (d1,d2,...,dt)ES?
(y1,92) # (0,0)
Z eQTriTS/ZPS ((yra1+yz2a2) f(z)+(y1b1+y2b2)-z) /p°

T
TES |y =dq,...,xy=dy

snr O+---+0 snr
¢t ¢t times

The last equality is justified as follows:

Note that y1b1 +y2b2 y y1a1 +y20a2 cannot both be zero, unless y; = yo = 0,
by the shape of the source space.

If y1a14+y2a2 = 0 and y1 b1 +y2bo # 0, exists z € S” such that Ts;z, ((y1b1 + yaba) - 2) #
0. Then, similarly to the proof of Lemma 2.1 of [10].

Z 627TiTS/Zps ((y1b14+y2b2)-z) /p° =0.

zeST
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If y1a1 + y2a2 # 0 and y1b1 + y2b2 = 0, then, since f(z) is balanced and
by the Lemma 1,

Z 2™ s /2,0 (Y1a1+4202) f(2))/P° _
zeST

Finally, if y1a1 4+ y2a2 # 0 y y1b1 + y2b2 # 0, assume, without loss of
generality, that the nonzero entries of y1b1 + y2bo are in the entries x1, ..., ;.
Since, f is t-resilient, these ¢ entries of S™ are kept constant, then,

f(x)|w1:d1,...,wt:dt

is balanced; even more, (y1b1 + y2b2) * |z, —a,.... z,—a, 1S constant, and also by
Lemma 1 we have the last equality.
From here,
N (f;a1,b1,a2,bo;ur, uz) — ¢ =0,
so that,
N(f;a1,b1,az,bo3ur,ug) = ¢ 2%
O

Theorem 9 Let S, 7T, K be as in scheme Ay, yt € F,. Then, the vector
of length ¢*"" 571 (B(vs(x))),cgr » where, vs(x) = Tg/plaf(z) +b-x) +c,
s = (a,b,c) €S, has ¢*"" 72 coordinates equal to t, namely, the value of the
distinct coordinates are balanced.

Proof By the Corollary 1, in the sum of at most s—2 vectors of ¢ = ¢g, ¢1,...,¢s5_2
of the Gray map, every element t € F, is in ¢° 2 entries. On the other
hand, if an element @ = ag + a1p + -+ + as_2p° 2 + as_1p°" ! € R, then
é(a) =apco +aicy + -+ as—26s_2+as—1¢5—1 € ]ng_l'

To have the number of images @(a) equal to a value t € F, for every
element @ in R, it is necessary to consider the possible values that can have

the coefficients ag,a1,...,a5—2,a5_1 :
If we consider the possible combinations for the sum of s — 1 terms without
the case when a9 = a1 = --- = as_2 = 0, and without considering the last

term, (¢°~! — 1) - ¢°~2 entries are equal t.
Now, if the term as_ics_1 is considered, the following observations are
obtained:

1. If the sum of the first s — 1 terms is non zero, then the number of combi-
nations increases to (¢° 1 —1)-¢*"2-q = (¢°1 — 1) - ¢°1, since there are
q distinct elements @s_1.

2. If the sum of the first s — 1 terms is zero, then we only have the term
@s_1Cs—1. Since there is only one element a,_; € Fy, such that, a,_1 =
t, then we have a vector with ¢°~! entries equal to t. So the possible
combinations are (¢°7! — 1) - ¢*7! 4+ ¢~ = ¢**72.

The above is valid for all elements in R repeated only once. Because in u,
each element of R is repeated ¢°™"~° times, then there are ¢*™" 1572 elements
in K that send the projection of @(vs) to the element ¢.
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O

Theorem 10 Let S,7, K be as in the scheme Ag, ti,ta € Fy, t1 # to.
Then |[{x € S| ®(vs, () = t1,P(vs, (7)) = to}| = ¢*" 2, where, v,, (1) =
Ts/r(arf(x)+b1-x)+c1 yvs,(x) = Ts/r(aaf(x)+bz-x)+c2, 51 = (a1,b1,¢1) €
8782 = (CLQ,bQ,CQ) S S, (a1,b1) 7é (ag,bg).

Proof Let us find s; = (a1,b1,¢1) v s2 = (ag,be,cz) such that (a1,b1) #
(a2.b2). Then, by Theorem 8 and proceeding as in the proof of Theorem 9,
|{k c IC| ek(Sl) — tl,ek(SQ) — tg}l — (qs—l _ 1)qs—1qsnr—2$ + qs—lqsnr—Qs —
q23—2qsnr—28 — qsm"—Q.

(]

Theorem 11 In the scheme As,

1 1
PI =— Yy PS = —.
q q
Proof Let us find Pr:
By Theorem 9, [{k € K| ex(s) = t}| = ¢°"" 572, Thus, the probability of
impersonation is

|{k S ]C| ek(s) = t}| _ qsnr+sf2 B 1

PI = |K:| qsrn+s—1 - q

Let us fin Ps:
Let (ay,b1,c¢1) # (ag,be,c2) and t; # to. By Theorem 10, if (a1,b;) #
(CLQ, bz), then

Hk € K| ex(s1) = t1, en(s2) = ta}| = ¢*"" 2.

If (a1,b1) = (az,b2), then ¢; # co. Thus, by Corollary 2, {k € Z,-1 | Pi(c) =
t,®(c') =t'} = ¢°3. So, in this case

[{k € Kl er(s1) = tr,en(s2) = o} = ¢*2¢""" = g™ 72

ma; snr—2 snr+s—3
Therefore, Pg = x{a qsmis{iz - %.

3.4 Third construction: Without Map Gray, over Galois rings

This authentication scheme is on Galois rings, considering the resilient func-
tions and the trace function over these ring. We get a generalization over Galois
rings of the scheme given over finite fields of [8]. If s = 1, then we obtain the
scheme presented in [8], with the difference that the source space of the scheme
constructed here has a greater cardinality; this results in a better relationship
between the message space and the key space for our schema (see Theorems
2.3 y 3.1 in [12] and Theorem 14 in [2]).
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Let f: S" — S a t-resilient function, r,t € ZT, r >t > 1. We build the
following authentication scheme,

As = (S, T,K,€) : (5)

S=({1}x {(brs- o b1,0...,0),(0,...,0,b,0,...,0),. ... (0,...,0,b)})
U ({0} x {(b1,0,...,0),...,(0,...,0,0.)}) C S x U(9)",

bi,...,bi—1 € U(S),b},...,b. € S*.

T =R,

K=2-5",

E={E;:keK},

and
Ey(s) = Ts/r(af(x) + b x),
zeK,s=(a,b) €S.

We can see that |S| = [((qn — 1)q"(5—1) + 1)t71 +W/:|, |T| = ¢°, |IC| _
€l =g,

where,

W= (r—t+1)-[(¢" = 1)g"t"V + 1] +r(g" — )¢t~

This authentication scheme is a generalization of the first authentication
scheme given in [8], where the scheme is considered on finite fields. In our
scheme if we consider s = 1, then we obtain the same scheme, exception the
size of the source space; here, this is is greater than the size of the source space
given in [8]. Therefore, in this work K and |S|(|7|—|) + 1 are closer, following
the Theorem 2. Then, we have a better relation between the spaces.

The following result ensures that the encoding rules are equally likely to
be chosen.

Theorem 12 The function H : K — &£ defined by H : k — Ey, is a bijection.
Proof Suppose E, = E,, z,x' € S”. Then,

Ts/p(af(z) 4+ bx) = Trg/p(af(z') +bz’), V¥ (a,b)€S.
Let  — 2’ be nonzero in its i-th entry, i.e., (z — z’);. Consider a = 0 and
b=(0,...,0,b;,0,...,0). Then T/p(bi(x — 2');) =0 Vb; € U(S)\{0}. Thus,

z —x' =0, namely, z = x’.
O

Solving similarly to the proof of Theorem 8, the following result is granted.
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Theorem 13 Let f : S™ — S a t-resilient function and let (a1,b1) # (az,bs)
elements of S, u1,us € R and

N(f;a1, b1, a2, b5 u1,uz2)
=z €Fpn : Tre . yr, (a1 f(z) + b1 - ) = uy, Trp . jr, (a2 f(x) + ba - ) = ua}|.

Then,

snr—2s

N(f;a1,b1,a2,b2;u1,u2) =g

In the following result, minimum values for P; and Pg are obtained.

Theorem 14 Let the authentication scheme Asz. Then,

1 1
P] = g, PS = g
Proof Let (a,b) € S, (a,b) # 0. We know that the function

is balanced. Then,

7 = max
sesteT |K]

snr—s

q

qsn'r

1

qS
Now by Theorem 13,

snr—2s

N(f;a1,b1,az2,b2;u1,u2) = q

Also,
|{k eK: TS/R(af(k) + bk) — t}| = ¢~

Thus,

max max H{k € K: Ex(s) =t,Ex(s) =t}

Ps =

s€SseS, s #s {k € K : Ex(s) = t}]
teT teT
_ qsnT72s
qS’I’LT—S
1
= E.
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4 Conclusions

We build three authentication schemes, obtaining minimum values for the suc-
cess probabilities of impersonation and substitution attacks. In the firs scheme,
a better relationship between the parameters’ size is obtained simplifying the
form and increasing the source space’s size. On the other hand, the injectivity
proof between the key space and the encoding rules is substantially reduced.
In the second scheme, a parameter is removed from the first scheme, leading to
a deeper analysis of the Gray map, and its composition with the resilient func-
tions and the trace function. In the third scheme, a generalization is obtained,
now on Galois rings, of a scheme on finite fields, improving the relationship
between the size of their spaces.
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