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Abstract: Illegal removal of road barricades without the notice of road emergency officials and road users has 

resulted in fatalities, injuries, and property damages. It is only after an incident has occurred or someone noticed 

the removal and alerted the authorities for the barricade to be placed back at its intended location. There is a 

need for traditional barricades to be equipped with mechanisms that would alert officials on illegal road barri-

cade removal and warn road users of a road/lane(s) closure to prevent fatalities, injuries, and property damages 

to the traveling public. This research has used the Global Positioning System (GPS) module to implement the 

detection of barricade displacement and an alerting system for emergency officials and road users. The barricade 

displacement was estimated from the haversine distance formula, corrected for errors, and then interfaced with 

the displacement threshold value for the road users within a geofenced area to be alerted. The geofenced area 

radius was estimated to be 1.04 miles from the barricade location using AASHTO, NSC, and TransGuide ITS 

manuals. The non-parametric bootstrapping method was used to estimate the GPS position error to 10.5 feet and 

corrected the measured distances. Data from a clear sunny day shows the best response to barricade movements 

compared to a cloudy day where movements can’t be explained easily. The proposed monitoring and warning 

systems would warn road users and alert emergency officials of the danger when the physical barricades have 

been removed illegally hence saving lives and reducing property damages. 
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1. Introduction 

During emergencies, emergency management officials use barricades to protect the trav-

eling public from impending danger. The barricade(s) may be set up to stop traffic from a 

washed-out or flooded roadway or bridges. In early October 2015, South Carolina experi-

enced devastating flooding as heavy rain hammered the region. Eighteen people were 

killed because of weather-related incidents as reported by emergency officials [1]. Seven 

were killed in traffic incidents and twelve were killed in drowning incidents after driving 

through high water. Interstate 95 was one of the hundreds of roads that were closed due 

to flooding with some roads being completely washed away [1]. 

Cases of barricades marking washed-out roadways being illegally removed are not unfa-

miliar during emergency conditions [2]. In June 2011, barricades marking a washed-out 

municipal road were illegally removed in Brandon, Manitoba and no suspects were iden-

tified, and no one was charged. Similarly, during the historic floods in South Carolina, the 

barricade meant to keep people from driving on Congaree Road in Lower Richland 

County was moved by somebody else before a truck of five railroad repair employees 

went off the road into the water resulting in two fatalities [3].   

Barricades have been used for decades to improve safety and not every barricade can be 

used at any incident or any place without satisfying the minimum standard requirements 

[4] [5]. They can be classified into three classes based on the Manual on Uniform Traffic 

Control Devices (MUTCD). Type I barricades are used on conventional roads or urban 
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streets and Type II or Type III barricades are used on freeways and expressways. Based 

on the traffic volume, Type I or Type II barricades can be used to direct traffic flow when 

traffic is minimum while Type III barricades can be used to close or partially close a road 

on higher volume highways.  

In many of these reported cases where the barricade was removed, the duration at which 

the barricade was moved is unknown. A modified traffic barrier system with tracking 

could help remedy future cases of the duration when a barricade has been removed. Dur-

ing the last few decades of technological developments, different asset tracking technolo-

gies have been used to track and monitor objects. The employment of current technology 

such as Radio-Frequency Identification (RFID) technology combined with Global Posi-

tioning System (GPS) technology that can track the location of barricades may minimize 

or alleviate fatalities [6]. With the current artificial intelligence technology, a better way to 

detect misplaced barricades without physical presence such as computer vision ap-

proaches utilizing machine learning models can be useful [7]. Other technologies such as 

cloud-enabled Building Information Modeling (BIM) and Bluetooth Low-Energy (BLE) 

mobile tracking sensors can also be used to continuously detect unsafe conditions [8]. 

Nowadays, many devices are being equipped with GPS such as phones and vehicles [9]. 

Illegal barricade removal alerts using the micro-controller and the GPS module can be 

generated to assure the safety of road users and transportation agencies at a low cost [10]. 

It can be achieved with the GPS that locates the barricades and sends their location coor-

dinates through Global System for Mobile Communications (GSM) or General Radio 

Packet Service (GPRS) modules [10] [11] [12] [13] [14]. As an example, the detection of 

road conditions such as potholes is capable of being marked by coordinates and uploaded 

to google maps to alert road users [15]. During real-time information sharing to the serv-

ers, the servers may be embedded with a GPRS module that is capable to locate periodi-

cally the transmitted information and converting them into a format that can be displayed 

using the Google Earth software [16] [17]. 

In this study, a low-cost barricade monitoring system using a GPS module was proposed. 

The contributions can be listed as: 

• The motion detection and alert algorithms were developed to assist in the continuous 

monitoring of barricades when any illegal movements are detected. 

• The GPS positional error was estimated and corrected using the non-parametric data 

bootstrapping method. 

• The effects of cloudy and sunny weather conditions on the low-cost GPS modules re-

sponse were noted. 

• The coverage distance of alerting was estimated using the American Association of 

State Highway and Transportation Officials (AASHTO), National Safety Council 

(NSC), and TransGuide Intelligent Transportation Systems manuals. 

• Alerts were sent to the authorizing agent through emails and once approved, alerts 

were sent to road users in a geofenced area on highways to alert them of impending 

dangers due to barricade displacement.  

The paper is subdivided into five sections whereby the following section shows related 

studies on road assets monitoring. Section 3 shows the methodology employed and sec-

tion 4 discusses the findings and conclusions. The final section discusses the limitations 

and recommendations of the study. 
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2. Literature Review 

Barricades are key road assets for delineating a safe drivable area [18] but their use 

has not been developed to incorporate means to automatically track and monitor them 

[4]. It is expected that the future development of autonomous vehicles will require barri-

cades' geographical location to be ascertained during their movements to improve the 

safety of road users. 

According to the Texas Transportation Code, Title 6, Chapter 472.022, a person com-

mits an offense if he disobeys the instructions, signals, warnings, or markings of a warning 

sign and/or drives around a barricade [19]. Due to this tendency especially when the road 

is closed, Aucxis (2022) has discussed how transportation agencies have looked for solu-

tions that would enable their staff to efficiently identify and geolocate their barricades. 

European companies such as Qeos and Safetybloc have managed to have real-time, accu-

rate monitoring of their concrete blocks and ascertain their location using RFID sensors 

[20]. Apart from RFID sensors, GPS sensors are capable to track and monitor movements 

since RFID sensors are constrained to the easiness of manipulation of their output data. 

GPS receivers support different formats such as Receiver Independent Exchange (RINEX) 

and National Marine Electronics Association (NMEA) that contain information such as 

latitude, longitude, time, speed, elevation, and Position Dilution of Precision (PDOP) that 

can be customized to many uses [21].  

From the collected sensor data, Ranacher, et al.(2015) showed that these data are usu-

ally subject to noise errors that interfere with the accuracy, but they came up with how 

these data can be spatially and temporally autocorrelated to provide a quality estimate 

[22]. Apart from the sensor accuracy problem, Raghunath et al.(2011) suggested how the 

performance of the GPS is affected by ionospheric errors such as poor spacecraft ephem-

eris caused by right ascension, altitude, and declination [23] . Different scholars have tried 

to study statistical methods of GPS error distribution that seem to be adequate in applica-

tions and Abbous & Samanta (2017) managed to use the Mean Least Square Estimation 

(MLSE) statistical method to correct positional errors during data processing in real-time. 

They established a cost parameter that can be optimized in both real-time and post-pro-

cessing [24]. The model was validated in different environments to study the positional 

error distribution and a higher correlation was observed in geolocating the same places. 

Apart from sensor accuracy problems, the safety of the system needs to be reliable. 

Olokun (2021) proposed a vehicle accident detection and alert system using GSM and GPS 

modules that are capable to sense accidents using vibrational sensors and micro-control-

lers that had a decent accuracy at a low cost [25]. Also, Nanda et al. (2019) presented a 

system that can help to detect and locate accidents using GPS and GSM modules and in-

form authorities through text messages [26]. The system developed was capable to check 

the driver in drowsy and verifying if they have a valid driving license through already 

embedded RFID on license plates. These systems lack one thing in common which is alert-

ing the road users within the geofenced area and lack communication with the roadside 

infrastructures.  

The proposed barricades monitoring system will enhance the performance and reli-

ability of driving assistance technology in Intelligent Transportation Systems (ITS) such 

as Driver Assistance Systems (DAS) and alert individuals on highways of the illegal re-

moval of barricades. It can be used together with systems like Adaptive Cruise Control 

(ACC), forward collision warning, and lane departure warning systems that require accu-

rate positioning data of roadside infrastructures to improve the safety of road users [18]. 

By seamlessly integrating this system in vehicles and roadside sensing devices, the sens-

ing and communication capabilities of road infrastructures with individuals and authori-

ties can be leveraged to achieve smart movements [27].  

From the literature review, it has been observed that the GPS module has monitoring 

capabilities but is subject to different errors such as positional errors that need to be 
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corrected. Also, the barricades monitoring system can be embedded in driver’s assistance 

technologies to improve safety since their lightweight property makes them easily com-

promised without notice. Furthermore, the literature review shows there are inadequate 

studies on alert systems for road users within a geofenced area. This study will propose 

efficient ways to track the illegal movement of the barricades in real-time and alert indi-

viduals and authorities hence improving safety and reducing property damages. 

3. Methodology 

This section briefly explains how the GPS module was integrated with a motion de-

tection algorithm, and alert algorithm to generate google maps of an area where the bar-

ricade has been displaced. The system shows how alerts were sent to authorized agents 

and approved before being sent to the road users in a geofenced area. 

3.1. The radius of the Geofenced Area 

The radius of the geofenced area was defined as the total of three distances, the Crit-

ical Safety Distance (CSD), the Stopping Sight Distance (SSD), and the Extra Buffer Dis-

tance (EBD). The first distance from the traffic barricade location is the CSD which has 

been defined by the National Safety Council (NSC) such that the final warning sign should 

be placed 25 feet from the end-point of operation or traffic incident. NSC also has sug-

gested the “Men Working” sign to be placed at 500 feet, the “Road closed” sign at 1000 feet, 

and the “Road Construction Ahead,” or “Barricade Ahead,” sign at 1500 feet from the in-

cident [28]. The CSD was considered as 25 feet due to the critical nature of the event of 

barricade illegal removal. 

The next distance considered from the traffic barricade location is the SSD which is 

estimated after drivers have noticed the incident and it is defined as the minimum sight 

distance required for drivers to stop the vehicle after seeing the incident on their paths 

without hitting it [29] [30]. This is the sum of the perception-reaction time distance and 

braking distance given by the equation below. 

𝑆𝑆𝐷 = 1.47𝑢𝑡 +
𝑢2

30( 
𝑎

𝑔
 ± G )

……………………………………………...(1) 

where SSD is a stopping sight distance in feet, u is the design speed of the road sec-

tion(mph), t is the braking reaction time that is estimated to be 2.5 seconds and a is the 

deceleration rate in ft/s2. Also, g is the acceleration due to gravity (32.17 ft/s2) and G is the 

grade of the road section (decimal). 

The farthest distance is the EBD that has not been defined in manuals but was esti-

mated using knowledge from the system level performance requirements for TransGuide 

Intelligent Transportation System. In the guide, the Dynamic Message System (DMS) up-

date has been recommended to be accomplished within 15 seconds. This time and vehicle 

speed generate a distance corresponding to the AASHTO braking distance whose estima-

tion can be done by considering the posted speed limit of the highway section. Figure 1 

below shows a section with a posted speed limit of 70 mph (for freeways) to compute the 

corresponding three distances discussed above. 
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Figure 1: Radius of Geofenced Area Estimations 

EBD= Design speed x time………………………………………….……...(2) 

 

But for the effectiveness of the computations, immediate response by Traffic Management 

Center (TMC) and drivers need to be assumed and at least one exit or intersection needs 

to be nearby for the driver to choose an alternative route. Hence to consider the risk to the 

traffic, our total distance is the summation of CSD, SSD, and EBD which leads to the radius 

of the geofenced area. Figure 2 below shows the radii of the geofenced area spatially. 
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Figure 2: Coverage of Geofenced Area 

3.2 GPS setting, Motion Detection, and Alerting 

During the project execution, a raspberry pi 3 model B Vi.2 was configured, and a 

GPS module was attached to collect the real-time NMEA data. The GPS module generates 

timestamps, latitudes, and longitudes which were necessary for our use. These data were 

temporarily stored in the excel database and once any movement was detected by using 

the motion algorithm, it was checked if a threshold value was exceeded. The threshold 

value used was from the smallest dimension of the vehicle in the market called Renault 

Twizy, an electric ultra-compact vehicle with a 1.19m (3.9 feet) width [31]. This assumption 

was made to ensure any displacement of a barricade that can allow passage of the smallest 

assumed vehicle width can trigger alerting to the authorities as it will make vehicles and 

drivers unsafe. Figure 3 below shows the Renault Twizy model that has the smallest width 

within the current generation of car models. 
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Table 1: The Smaller Car Width in the Current Generation of Car Models 

 

S/No. Car Model Width Dimen-

sions(m) 

1. Renault Twizy 1.19 

2. 1948 British Lamar 0.7 

3. Messerschmitt KR 1.22 

4. Mahindra Reva-i 1.324 

 

 

 

Figure 3: The Renault Twizy Model 

 

Figure 4 below shows the flow chart that was developed in this study to illustrate the 

flow of information. Input from the GPS real-time NMEA data was used with latitudes, 

longitudes, and timestamps whereby threshold motion will need to be achieved for the 

alert system to be triggered. From the Smart Barricades Monitoring (SBMo) algorithm de-

veloped, the output expected is google maps and alerts to authorized agencies and road 

users. 

 

Figure 4: The Flow Chart of the Proposed Smart Barricades Monitoring (SBMo) System 

3.3 Distance measurement 

 Before any detection to trigger alerting, location need was ascertained using lati-

tudes and longitudes, then the distance is computed using the Haversine formula in real-

time between two consecutive geolocations. The haversine formula used to determine the 

great-circle distance between two points on an Earth’s sphere is not accurate because it 

assumes the Earth to be a perfect sphere through its oblate spheroid, but it is among the 
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best possible ways to measure distance on the Earth’s surface. Distance is computed using 

the formula (3) below. 

 

= 2𝑟𝑎𝑟𝑐𝑠𝑖𝑛(√𝑠𝑖𝑛2 (
𝜑2−𝜑1

2
) + cos(𝜑1) cos(𝜑2) 𝑠𝑖𝑛2 (

𝜆2−𝜆1

2
)) ………………………………..(3) 

Where:  

r = Earth’s radius ⁓ 6471km 

φ1, φ2 are the latitude of point 1 and latitude of point 2, 

λ1 and λ2 are the longitude of point 1 and the longitude of point 2. 

 

Distance between two consecutive geolocations was measured to keep track of the 

distance every second and data were generated with a large error reported due to sensor 

noise and satellite positioning errors. The main sources of GPS errors can be caused by 

satellite position, GPS receiver features, and surrounding effects on the incoming signals. 

It is expected that the more the Global Navigation Satellite System (GNSS) frequency 

bands a GPS receiver can support, the better the accuracy. Figure 5 below shows how the 

signal transmission can be affected. 

 
 

Figure 5: The Effects of the Surrounding Environment on the Signal Transmission 

 

3.4 Data Bootstrapping to Determine GPS Positional Error during Localization 

To correctly measure the GPS positional accuracy, the data bootstrapping method 

was used. The GPS module was left to run for 11 hours continuously, and the latitudes, 

longitudes, and distance were recorded while the GPS was stationary. To correct the GPS 

positioning error, the non-parametric bootstrapping method was used. Bootstrapping of 

data can be defined as the sampling with replacement from real data to estimate the vari-

ation in the statistic of interest which may be the mean, median, or standard deviation. 

One of the applications of the bootstrap is in assessing the accuracy of an estimate based 

on a sample of data from the population. The variation in the calculated distance using 

the Haversine formula indicated high positional errors. To filter the error, the mean of the 

bootstrapped data was calculated using the non-parametric data bootstrapping. The fol-

lowing were the procedures used in the process. 

 

Data were resampled by sampling with replacements from the original distance data 

(𝑥1, 𝑥2, … … . . , 𝑥𝑆) such that each bootstrap sample has M observations where 𝑥𝑆 < 𝑀 
hence the matrices for the n sample bootstrap will appear as. 
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𝐵𝑜𝑜𝑡𝑠𝑡𝑟𝑎𝑝 𝑚𝑎𝑡𝑟𝑖𝑐𝑒𝑠 = [

𝑥11

𝑥21
⋯

𝑥1𝑀

𝑥2𝑀

⋮ ⋱ ⋮
𝑥𝑛1 ⋯ 𝑥𝑛𝑀

]……………………………………….…..(4) 

From each bootstrap sample, estimates 𝜃 were calculated and denoted by θ̂∗hence a 

total of 𝑛 values of θ̂∗were obtained: {θ̂∗
1, θ̂∗

2, … … . . , θ̂∗
𝑛}. The mean and standard deviation 

statistics were computed using {θ̂∗
1, θ̂∗

2, … … . . , θ̂∗
𝑛} data. 

Figure 6 and 7 below shows the mean distances before bootstrapping data and after 

bootstrapping data with 𝑛 = 10,000 combinations, respectively. After bootstrapping the 

data from varied movements presented in Table 2, the GPS measurement positional error 

was determined. The value is approximately 3.2 meters (10.5 feet). 

 

Figure 6: Mean Distance(meters) before Bootstrapping the Data 
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Figure 7: Mean Distance(meters) after Bootstrapping the Data  

Table 2: GPS Error during Localization 

Distances Latitudes Longitudes Distance(meters) 

Point +0.00 **.49957306119927 ***.856297181292 3.204471520291802 

Std Dev. 1.93786058152934x10-7 2.03430276002898x10-7 0.0154570551489699 

Movements 

Point +1.00 **.49954945615861 ***.85627567619393 3.205542711411834 

Point +2.00 **.499549451939835 ***.85627568267905 3.204673121251192 

Point +3.00 **.499532325901654 ***.85626621422949 3.208452550474691 

Point +4.00 **.499581174901614 ***.85629939177933 3.206421531233605 

** and *** have been used for the privacy of my location 

 

3.4.1 Experiment with varying barricade movements 

Positional errors due to the GPS module used can be easily corrected and computed 

from the measured distance. After determining the GPS positional error, an experiment 

was carried out to determine the response/instance of the GPS sensor to the varied dis-

tance movements and different weather conditions. The recording was carried at the in-

stants of 1m, 2m, and 3m movements with the return of the device to the reference point 

after every instant recorded. Below were the procedures. 

i. The device was left for one hour at the reference point before starting the stop-

watch to stabilize and lock enough satellites. 

ii. The stopwatch was started when the device is at the reference point and left for 

extra 5 minutes. 

iii. The device was moved 1m and left for 5 minutes and then returned to the starting 

point and left there for 10 minutes. 
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iv.  This was repeated for three more trials in a movement of 1 meter, five trials for a 

movement of 2 meters, and 3 trials for a movement of 3 meters. 

Figure 8 below shows the response of the distance movements with the GPS positional 

error already corrected and noise data filtered out during a cloudy day. 

 

 

Figure 8: GPS Distance Signature after GPS Positional Error Correction and Noise Data Filtered 

After GPS positional error correction, the SBMo directly interfaces with the threshold 

value. Once the motion does not exceed the threshold value, nothing happens but once it 

exceeds the threshold value, the alert algorithm is activated.  

 

3.5 Alert Algorithm 

The alert system consists of two parts whereby the first is for alerting the authorities 

in charge of the barricades' safety and once the situation has been verified with the au-

thorities, a signal is sent to alert all drivers within a geofenced area. These drivers will be 

on highways and a layer of highways from google maps was extracted to be geofenced. 

Authorities will be alerted through the email address and once the approval to alert users 

have been granted, the messaging will be triggered. The triggering of this email involves 

the verification of the distance exceeding the threshold distance set within the system and 

once the incident has been verified, alerts are sent to mobile phone users within the 

geofenced area. This geofenced area was approximately 1.04 miles. 

 

3.5.1 Experiment on Alerting 

During alerting, another experiment was done to determine how the pulse is gener-

ated and communicated to the authorizing agents through emails. Figure 9 below shows 

the distance movements in the instants of one meter and two meters and Figure 10 shows 

the corresponding alerting pulses during the experiment on a clear sunny day. The in-

stants recorded were only two for one meter and another two for two meters hence two 

pulses per movement were expected after filtering the noise. Furthermore, Figure 8 and 

Figure 9 both show the response of a device to different barricade movements and in dif-

ferent weather conditions where Figure 8 was during a cloudy windy day and Figure 9 

was during a clear sunny day. The response to barricade movements on a clear sunny day 

is easily differentiated from the response during a cloudy day. 
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Figure 9: GPS Distance Signature during Alerting 

 
Figure 10: Alerting Pulses after the Threshold Values have been Exceeded 

3.6  Real-time data publishing and google maps setting 

PubNub is a real-time communication platform for data streaming that is used to 

publish and subscribe to messaging API built on a global data stream network. With its 

extensive data network centers, it is widely used, and the streamer enables real-time geo-

locations to be published directly to the webpage hence improving communication safety. 

PubNub was used to generate publish and subscription keys which were locked to our 

application. Figure 11 below shows how PubNub works and how it streams data and ver-

ification of the data to be published was done by generating publish time tokens. 
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Figure 1: PubNub Communication Protocol 

 

Figure 2: Data Publication Summary 

After publishing geolocations on the map, a real-time GPS tracker web was estab-

lished, and hence any movement can be shown directly from the map. The generation of 

the map was enabled by using the Google APIs that were also locked in our system. 

 

4. Findings and Conclusions 

This research has studied how monitoring can be done on barricades and provided 

the potential for future studies. It was aimed at solving the illegal removal of barricades' 

risky behavior that happens without notice of road emergency officials and road users. 

Road users are usually prone to fatalities, and injuries while assets are prone to damage. 

The introduction and literature discussed how this is essential and how different scholars 

have used different technologies in monitoring to achieve safety. The research fills the gap 

in the road assets monitoring technologies for easy communication between road infra-

structures, authorities, and road users. It has a detailed explanation of the GPS setting and 

error correction, generation of detection after a threshold distance equivalent to the small-

est dimension of the car in the market, and alert algorithms to GPS position broadcasting 

within a road geofenced area. The following are the findings from the study. 

a) Using a non-parametric data bootstrapping method, the GPS sensor's mean posi-

tional error of 3.2 meters (10.5 feet) was filtered. 
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b) The estimation of geofenced radius for alerting the public was estimated using the 

summation of three distances, the Critical Safety Distance (CSD), the Stopping Sight Dis-

tance (SSD), and the Extra Buffer Distance (EBD). The CSD was defined by the NSC 

such that the final warning sign should be placed 25 feet from the end-point of opera-

tion or traffic incident. The SSD is defined as the sum of the perception-reaction time 

distance and braking distance from AASHTO. The EBD was defined as the system-

level performance requirements for TransGuide Intelligent Transportation System 

where the DMS updates. This geofenced radius was approximately 1.04 miles esti-

mated when the posted speed limit is at 70mph and provision of extra distance for the 

driver to decide on the alternative route. 

c) Data from a clear sunny day shows the best response since the difference in barricade 

movements can be seen for 1m and 2m movements compared to the cloudy day where 

movements can’t be easily explained. This might be caused by ionospheric effects 

where refraction and diffraction in the atmosphere change the apparent speed of sat-

ellite signals. 

For the illegal barricade movements, detection of the illegal movements, alerting the 

authorizing agencies and road users, and updating the system for easy tracking are essen-

tial for the system to reduce fatalities and property damages. It is from these systems that 

safety can be assured. 

 

5. Limitations and Recommendations of the Study 

 

The study has a higher potential to be extended in areas where there is little network 

coverage and cover large distances using suitable sensors. Also, it can be applied in the 

ITS industry and driver assistance systems development that aims to ensure the safety of 

road users. Moreover, alerting on large scale requires authorization by the federal gov-

ernment, and a proper chain of commands needs to be laid.  

Also in this study, the relationship of GPS positions on a barricade to GPS accuracy 

was not studied such as on top, at the edge, and the middle. Similarly, the nature of en-

closing material to the GPS accuracy was not studied. It is expected further studies on 

these positioning will have a significant influence on GPS accuracy. With the expected 

monitoring system, contractors and the Department of Transportation are resting assured 

when working on highways as any illegal movements can be traced, or accidents that 

displace the barricades can be noticed at any time in a remote area.  
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