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11 Abstract: Based on the topology of wide area protection system(WAPS), after studying the
12 reliability of hardware system and information flow in the WAPS and establishing the reliability
13 assessment model, the multi-service reliability analysis method with multi monitoring and
14 protection tasks in WAPS was proposed. In the model, the impact of network quality of service
15 (QoS) such as information flow loss and delay, is studied. On the base of the model, the
16 multi-service reliability evaluation method is employed to analyze the reliability of a WAPS of
17 IEEE14 node power system, and the key nodes of the WAPS is given, which provides a basis for
18 improving the reliability of the WAPS.
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23 1. Introduction

24 Wide area protection system (WAPS) is a basis for the safe and stable operation of large-scale
25  interconnected power grid. Once the WAPS fails, the power grid may not be control and lead to
26 collapse [1-5].The WAPS collects information (such as voltage, current, frequency, protection and
27  control instruct etc.) of power system for analyzing its operation state. If control or protection events
28  should occur, the control command will be sent to a control component of a domain protection
29  system in substation to operate the power grid. The WAPS involves data acquisition device,
30  protection device, communication network and information flow etc. The WAPS’s Reliability would
31  be decided by the reliability of the hardware and the information flow in it.

32 The reliability research of the WAPS was mainly focused on the reliability analysis of the
33 equipment and components and system hardware, and ignored the impact of the reliability of the
34 information flow [6-8]. Because the communication distance of the WAPS is long, the quality of
35  service (QoS) problems such as packet loss, data error or delayed arrival is prone to occur in the
36  transmission process, and the information flow reliability should not be ignored in studying the
37  WAPS reliability.

38 In current researches about the WAPS reliability, the reliability calculating is cascade model,
39  thatis, a fault of any element means that the WAPS cannot normally operate[9-10].In facts, there are
40  many different systems or services (such as monitoring system, protection system, and control
41  system) which runs in a WAPS. The reliability of each service may depend on different components
42 and information in the WAPS. Therefore, research on multi-service evaluation is necessary to the
43 reliability of WAPS.

© 2019 by the author(s). Distributed under a Creative Commons CC BY license.
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44 2. The structure of WAPS

45 WAPS typically consists of phasor measurement unit (PMU), phasor data concentrator (PDC),
46  control center (CC), execution unit (EU), and backbone network (BN). The structure is shown in Figure
47 1. The PMU is deployed in the substation to collect measurement data and transmits the information to
48  the PDC over the local area network (LAN). The PDC uploads the measurement data to the control
49  center through the BN. After analyzing and processing, the control command is sent to the EU of the
50  substation through the BN and the LAN. In addition, a high-precision clock synchronization system be
51  used in the WAPS to ensure the data and signal have a uniform time stamp [8-13].
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53 Figure.1 The structure of WAPS

54  3.Reliability evaluation model of WAPS

55 The fault tree model of the WAPS can be obtained in the fault tree analysis (FTA) method [15]. It
56  isshown in Figure 2.
57 According to the fault tree model of WAPS (shown in Figure 2), the reliability is
n n
58 AWAPS = (H AEXiH AMEi j ABN 'ADM 'ACON ‘ACC (1)
i=l i=l
59 where Apy is the reliability of ith execution loop, 4, is the reliability of ith measurement loop, 4y
60 is the reliability of BN, 4, is the reliability of measurement information flow, 4.oy is the reliability
61 of control information flow, 4. is the reliability of CC, 7 is the number of execution and
62 measurement loop in WAPS.
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64 Figure.2 The structure of WAPS

65  3.1. Reliability model of physical loop
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66  3.1.1. Reliability model of measurement loop in LAN

67 The measurement loop is composed of a plurality of PMUs, a PDC, and a LAN in Fig. 1. ALAN
68  consists of multiple switches, routers, and transmission media. Considering that the transmission
69  medium of the actual WAPS is generally optical fiber, the reliability model of the measurement loop
70 was established with taking the optical fiber medium as an example. The fault tree model of the
71 measurement loop is shown in Figure 3.

Measurement
loop fault

72

73 Figure. 3 FTA model of measurement loop

74 According to the fault tree model of the measurement loop (shown in Figure 3), the reliability is
75 Ay = (ﬁ Aori ﬁ Apyi ﬁ Agy ﬁ Agy;) Appc 2)
iy i=1 i=1 i=l i=1

where 4, is the reliability of measurement loop, 4y is the reliability of fiber medium, 45, is the
77 reliability of PMU, 4, is the reliability of router, 4y is the reliability of switch, 4ppc is the
78

reliability of PDC, 7 is the number of PMU, fiber, router, and switch in the measurement loop.

79  3.1.2. Reliability model of execution loop in LAN

80 The execution loop is composed of a plurality of EUs in Fig. 1. The fault tree model of the
81 execution loop is shown in Figure 4.

Execution loop fault
82

l , I
Execution Execution Execution
unit #1 fault wnit#2 fault| " unit#N fault
83 Figure. 4 FTA model of execution loop
84 According to the fault tree model of the execution loop (shown in Figure 4), the reliability is
85 Ay = [ 450 ®)
i=1

86

where Agy is the reliability of execution loop, Ag; is the reliability of EU, 7 is the number of EU.
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87  3.1.3.Reliability model of BN

88 The topology of the BN is shown in Figure 5. The gateways GW1-GWn are sequentially
89 connected to form a dual ring network, and the optical fibers are respectively OF1-2. OF'1-2. OF2-3
90 | OF23... OFn-n-1. OF'n-n-1. OFl-nand OFI-n.

91 Considering the need to enhance the ability of the BN to respond to unexpected situations, one loop
92 in the dual ring network serves as the transmission channel for service packets, and the other loop is
93 inthe standby state. Therefore, when any gateway in the BN fails or two pairs of fibers fail at the
3451 same time, the communication of the BN will be blocked. The fault tree model of BN is shown in

Figure 6.
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99 Figure. 6 FTA model of BN
100 According to the fault tree model of the BN (shown in Figure 6), the reliability is
101 Ay =(H AGWJAW @
102 Apvor =1-C,Px ()
103

where 4y is the reliability of BN, 4;; is the reliability of gateway, Agyor is the reliability of
104

transmission medium, P is the failure rate of double fiber.
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105 3.2. Reliability model of information flow in WAPS

106  3.2.1. Reliability model of measurement information flow

107 MUs are typically deployed inside substations to monitor the operation of the substation. At the
108 same time, the PMU collects the electrical parameters of the substation in real time. The electrical
109 parameters include the amplitude and phase angle of the voltage and current, the amplitude of the
110 frequency, and the state information of the switch.
111 After the measurement information is collected, it is uploaded to the PDC through the LAN.
112 After the collection is completed, it will be transmitted to the CC by the BN. If the transmission time
T3 of the acquired measurement data exceeds a preset delay, or the data is lost or incorrect during
114 transmission, the measurement information should be considered to fail. Suppose the message
L5 waiting time for processing is 7, which preset by the CC, the time to measure phasor data from
116 acquisition to transmission to the CC is 7y . There is
117 Tony = Tpan + Ty + Tpng (6)
118 where 7} ,yis the transmission and processing delay of the LAN in the execution and measurement
119 loop, Ty is the transmission delay of the BN, Ty, is the router processing delay of BN. 7}, can be
120 ignored compared to Ty and Tpyy.
121 The measurement data may be lost or wrong during the transmission process. Under the
122 topology of the communication network and the fixed transmission medium, the packet loss rate £,
123 4f the measurement data does not change. It is assumed that data collection will not exceed the
124 specified delay under normal network conditions. When the BN is abnormal, the measurement data
125 communication delay will increase, and the probability of packet loss will increase. Assuming the
126 total probability is P, ..when T, is more than 7, and the packet is lost at the same time.
127 According to the above assumption, the message reliability of a single PMU is 4,,,,, .The probability
128 4 normal communication network is Py .The probability of communication network anomaly is P .
129 According to the full probability formula and £ =1- Py, there is
130 Ay =(1=P)X Py +(1- P, )X Py )
131 1he waPs deploys multiple PMUs to measure data from different geographic nodes. Considering
132 that there is no impact between each PMU, the fault tree model of the PMUs is shown in Figure 7.
PMUSs measurement
data fault
OR
PMU1 PMU2 PMU3 PMUN
measurement measurement measurement | ... measurement
133 data fault data fault data fault data fault
134 Figure. 7 FTA model of PMUs measurement data
135 Thereis
136 ADM = H Apmui (8)
i=1

137

where 4, is the reliability of entire PMUs measurement data, 4,,, is the reliability of single PMU
138 measurement data, 7 is the number of PMU in WAPS.
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139 3.2.2. Reliability model of control command information flow

140 After the measurement data of the PMU reaches the CC, the CC will calculates the
141  measurement data, and then transmits the control command information flow to the EU through the
142 BN and LAN to control the power system. The reliability model of the control command is similar to
143 the model of the measurement information flow, so the reliability of the control command is

144 Acon =[] 4 9)
i=1

145 Ay =A=F)xP,+(1-P,)X B (10)

146

where Aoy is the reliability of entire control command information flow, 4,,is the reliability of

147 single control command information flow, £ is the fixed packet loss rate of communication
148 networks, £, is the transmission time of the control command exceeds the preset time when the
149 Letwork is abnormal and packet loss probability, T, is the control command transfer time from CC
}2 (1) to EU, T is the preset time for reliable execution of control commands, 7 is the number of

execution device for control command.

152 3.2.3.Reliability model of information interaction between regions

153 The reliability model of information interaction between regions is similar to the model of the
154 heasurement information flow, so the reliability is
n
155 Ay = HArei (1)
i=1
156 4, =(-B)xP, +(1-P,)XP, (12)
157 where 4,5, is the reliability of entire information interaction between regions, 4,, is the reliability of
158 single information interaction between regions, F; is the fixed packet loss rate of communication
159 networks, £, is the transmission time of the control command exceeds the preset time when the
160 hetwork is abnormal and packet loss probability, 7,,is the information interaction transfer time
161 petween regions, Ii-y is the preset time for reliable execution of information interaction between
162

regions, 7 is the number of device for information interaction between regions.

163 4. Reliability evaluation model of multi-service in WAPS

164 There are many services which have different function and transmission path in WAPS. The
165 multi-service mainly includes five services, which only upload measurement information, only send
166 down control command information, measurement and control command information combined,
ig; local service in substation and information interaction between regions. The five services

respectively denoted as Sys, Scs, Suc, Sis and Sie.

169  4.1. Reliability evaluation model of only measurement information service in WAPS

170 Assumes that a service of the WAPS has only upload measurement information, according to
171 the reliability model, the reliability of the service is 4, .Its reliability consists of two parts, that is,
172 1)the reliability of entire PMUs measurement information flow denoted by 4, ; 2) the reliability
173 product of all secondary equipment that the service passes through during communication denoted
174 by Ay, Agyand Aee. Ayg is product of two parts, the reliability of measurement information is

175 Ays = Apy Ay Agy Acc (13)

176 4.2. Reliability evaluation model of only control command information service in WAPS

177
178

Assumes that a service of the WAPS has only send down control command information,
according to the reliability model, the reliability of the service is 4.y .Its reliability consists of two
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179 parts, that is, 1)the reliability of entire EUs control command information flow denoted by Aoy ; 2)
180 the reliability product of all secondary equipment that the service passes through during
181 communication denoted by Agy,, Apyand Acc. Ags is product of two parts, the reliability of
182 measurement information is
183

Acs = Acon Apx1Apy Acc (14)

184  4.3. Reliability evaluation model of measurement and control command information service in WAPS

185 Assumes that a service of the WAPS has upload measurement information and send down
186 ontrol command information, according to the reliability model, the reliability of the service
187 is Ay Its reliability consists of three parts, that is, 1)the reliability of entire PMUs measurement
188 jnformation flow denoted by Ap,, ;2)the reliability of entire EUs control command information flow
189 denoted by Acoy; 3) the reliability product of all secondary equipment that the service passes
190 through during communication denoted by A,;,, Apy,, Agyand Acc. Aye is product of three
191 parts, the reliability of measurement information is

192 Ayre = Apy Acon Avez Aex 2 Ay Acc (15)

193 4.4. Reliability evaluation model of local service in substation in WAPS

194 Assumes that a service of the WAPS has local service in substation, according to the reliability
195 model, the reliability of the service is 4, Its reliability product of all secondary equipment that the
196 service passes through during communication denoted by A4,;; and 4gy; .The reliability of local
197 service in substation is

198

Ars = Aypy Apys (16)

199 4.5 Reliability evaluation model of information interaction between regions in WAPS

200 Assumes that a service of the WAPS has information interaction between regions, according to
201 he reliability model, the reliability of the service is 4, .Its reliability consists of two parts, that is, 1)
202 he reliability of information interaction between regions denoted by 4z ; 2) the reliability product
203 of anl secondary equipment that the service passes through during communication denoted by
204 Ay, Apxy and Agy . App is product of two parts, the reliability of measurement information is
205 Arp = Aygr AvpaAgxa Ay 17)
206 4.6 Reliability evaluation model of multi service in WAPS
207 The reliability of multi service in WAPS is
I AMS ] I ADM AMEI ABN ACC ]
Aes AconApx1 Apy Ace
208 Ayaps =| Aye | = | Apy Acon Avea Apx2 sy Acc (18)
ALS AME 3AEX 3
L ARE _ L AIIBR AME4AEX4ABN
209 The node is more important when the node carries more services. For instance, the node of BN

210 carries four services and the node of CC carries three services, therefore the node of BN is more
211  important than the node of CC. The risk value of the node in WAPS will be considered in subsequent
212 research.

213 5. Case study

214 Authors should discuss the results and how they can be interpreted in perspective of previous
215  studies and of the working hypotheses. The findings and their implications should be discussed in
216  the broadest context possible. Future research directions may also be highlighted.
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217 Taking the IEEE14 node as an example, which is shown in Fig.8, this paper analyzes the
218  reliability of the WAPS to calculate the value of corresponding risk.
OO
PDC : ﬂ L
| v
‘ REIS
e
R I
219 ,,,,,,,, Jeo___ !
220 Figure.8 WAPS in IEEE14 nodes system
221 The IEEE 14 node WAPS in Figure.8 includes three measurement loops that transmit

222 measurement information of the PMU to the CC through the BN, and then the CC transmits control
223  commands to the EU through the BN. The PMU is deployed on 14 bus, denoted as PMU;,
224 PMU:...PMUy, for monitoring and collecting the electrical parameters of the system and device
225  status information. PDC1 contains 5 PMU, namely PMU;, PMU,;, PMUs, PMU: and PMUs.PDC2
226  contains 3 PMU, namely PMUs, PMUz and PMUi. PDCs contains 6 PMU, namely PMUs, PMUy,
227 PMUy, PMU1, PMU11 and PMUua.

228 5.1 Reliability of equipment and information of each node in the WAPS

229 Since the reliability of the secondary system equipment produced by different manufacturers is
230  different, the reliability of the actual secondary system equipment cannot be used. This paper gives a
231  relatively suitable reliability value based on the reliability values of the actual secondary system
232 equipment. The reliability values of the secondary system equipment given in this paper are
233 assumed, and the reliability values of various secondary system equipment are shown in Table 1.

234 Table 1. Equipment reliability value of secondary system
Device Name Reliability Value
PMU 0.9983
PDC 0.9995
EU 0.9996
Router 0.9955
Switch 0.993

235 5.2 Reliability calculation of secondary equipment in wide area protection system

236 Since the reliability of the fiber is relatively high, the calculation is negligible. It is assumed that
237  each LAN consists of two routers and one switch, which can be calculated according to the device
238  reliability values in Table 1 and formula (2) and formula (3). The product of the reliability of the
239  measuring unit and the protection unit is shown in Table 2.

240 Table.2 Reliability of protection and measurement units

A A A

PP PP2 PP3
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0.9745 0.9782 0.9742

As can be seen from Table 1, as the number of PMUs increases, the reliability of the protection
and measurement unit decreases. In practice, an increase in the number of PMUs will increase the
redundancy of the measurement data, and the reliability of the entire system does not have much
influence.

The selected backbone network mainly includes four gateways, and the gateways are all
connected by optical fibers. The corresponding FTA reliability model is shown in Fig.5. The
reliability data of the backbone network can be obtained from the literature. Calculated by formula

(4), the reliability of the backbone network is 0.994.

5.3 Reliability calculation of measurement information

According to the information reliability model of a single PMU in Section 3.4, it is known that
the probability of a single PMU device being normal and the failure, the probability of packet loss
during transmission, and the probability of exceeding the normal delay are required. With OPNET
simulation analysis, when the network scale reaches the provincial protection and control system,
the end-to-end delay of measurement information is generally 1.5ms. When the communication
network fails, the end-to-end delay of the measurement information exceeds the normal
communication delay, and the probability of its occurrence needs to be obtained.

Assuming that the packet loss rate of measurement information transmitted in the fiber is £,
the value is 0.01. The probability of the normal communication network is Py, the value is 0.995.

The probability of the abnormal communication network is P, the value is 0.005. When the

network is abnormal, the packet exceeds the delay and the probability of packet loss is £, the

value is 0.05. The value of the reliability of a single PMU phasor acquisition message can be
calculated according to formula (8).

A =(1=P)XP, +(1~P, %P,
= (1-0.01)x0.995 + (1—0.05)x 0.005
=0.9898

The IEEE 14-node wide area protection system includes 14 PMU devices. According to formula

(9), the reliability of the measurement data of the entire PMUs can be calculated as

n 14
Ay =[] Ay =[] 098755 =0.839
i=1 i=1

5.4 Reliability calculation of control command

Similar to the reliability calculation of the measurement information, the reliability of the
control command can be calculated according to the formula (10) and the formula (11). Assuming
that the packet loss rate of measurement information transmitted in the fiber is £, the value is 0.01.
The probability of the normal communication network is Py, the value is 0.995. The probability of
the abnormal communication network is Py, the value is 0.005. When the network is abnormal, the

packet exceeds the delay and the probability of packet loss is £,,;, the value is 0.04. According to

d0i:10.20944/preprints201905.0199.v1


https://doi.org/10.20944/preprints201905.0199.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 May 2019 d0i:10.20944/preprints201905.0199.v1

10 of 13

274 formula (10), the reliability of a single EU control command can be calculated, and the value is
275 .98985.

276 5.5 Reliability calculation of multi service in WAPS

277  5.5.1 Reliability calculation of only measurement information in WAPS

278 Assuming that the only measurement information service consists of all PUMs, the reliability of
279 the service can be calculated according to formula (13). According to Table 2, the reliability of single
280 pMUis0.9983, the reliability of PDC is 0.9995. Assuming that each LAN consists of two routers and

281 one switch, and the reliability of each router and switch is 4z, and Ay ,the value is 0.9955 and
;gg 0.9930. According to the previous calculation, the reliability of the backbone network and control

center respectively is 0.994 and 0.9985. The single service’s reliability of measurement information is
284 4, , the value is 0.98985. The reliability of the service is:

AMS = Apy Ay ABN Acc

14 14 3
285 = H Apmui H Apyi H (Appe; ARU2 Agyy ) Ay Ace
i=1 i=l i=l
=0.8193

286  5.5.2 Reliability calculation of only control command information in WAPS

287 Assuming that only control command information service consists of all EUs, the reliability of a
288 single service can be calculated according to formula (15). According to Table 2, the reliability of
289 single EU is 0.9996. According to the previous calculation, the reliability of the backbone network
290 and control center respectively is 0.994 and 0.9985. The single service’s reliability of control
291 command information is 4,,, the value is 0.98985. The reliability of the service is:

Acs = Acoy Api Ay Ace
292 = 2 Aoai 2 Arvi s Ace

i=1 i=1

0.9614

293 5.5.3 Reliability calculation of measurement and control command information in WAPS

294 Assuming that the measurement and control command information consists of all PUMs and
295 EUs, the reliability of the service can be calculated according to formula (16). According to Table 2,
296 the reliability of single PMU is 0.9983, the reliability of PDC is 0.9995, the reliability of EUs is

297 0.9996. Assuming that each LAN consists of two routers and one switch, and the reliability of each
298 router and switch is 4z; and A4y, the value is 0.9955 and 0.9930. According to the previous
299 calculation, the reliability of the backbone network and control center respectively is 0.994 and
300 .9985. The single service’s reliability of measurement information is 4, , the value is 0.9898.The
301 reliability of a single execution unit control command is 4,,, the value is 0.98985. The reliability of
302 the service is:
Ayie = Apy Acoy Aver Apx2 Apy Ace
14 14 3 3 3
303 = H Apmui H APMUi H (APDCi ARUZASW )Zl Aodi Z] AEUiABN ACC
=0.7936

304  5.5.4 Reliability calculation of local service in substation in WAPS
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305 Assuming that the local service in substation consists of five PUMs and one EU, the reliability of
306 the service can be calculated according to formula (16). According to Table 2, the reliability of single
307 pmu s 0.9983, the reliability of PDC is 0.9995,the reliability of execution unit is 0.9996. Assuming
308 that each LAN consists of two routers and one switch, and the reliability of each router and switch is
309 Apy and Agy , the value is 0.9955 and 0.9930. The reliability of the service is:

Aps = AypsApys

5
310 = H Apyyi ARU2 Agy Ay Appe
i=1

=0.9749

311  5.5.5 Reliability calculation of information interaction between regions in WAPS

312 Assuming that the local service in substation consists of five PUMs and one EU, the reliability of
313" the service can be calculated according to formula (17). According to Table 2, the reliability of single
314 PMU is 0.9983, the reliability of PDC is 0.9995, the reliability of execution unit is 0.9996. Assuming
315 that each LAN consists of two routers and one switch, and the reliability of each router and switch is
316 Apy and Agy the value is 0.9955 and 0.9930. The reliability of the service is:

Arp = Aypr AyipaApx s Apy
3 3 ,
317 :H Apgri H Apyui Ay Asw Ay Appc Apy
i=1 i=1

=0.9845

318 5.6 Reliability calculation of multi service in wide area protection system
319 The reliability of five services respectively is

AMS = Apyr Ay Apy Acc

320 14 14 3 ,
:H Apmui H Apyu H (AppciAry” Asw ) Agy Ace
i=1 i=1 i=1
Acs = Acon Apx1 Apy Ace
321 3 3
:Z Ay Z Apy Ay Acc
i=1 i=1
Ayic = Apyr Acon Avpr Apxr Apy Ace
322 14 14 3 , 3 3
:H Apmui H Apyui H (AppeiAry” Asw )Z Ay Z Apyi Ay Ace
i=1 i=1 i=1 i=1 i=1
ALS = AME3 AEX3
323 5 ,
:H ApyiAry” Asw Ay Appe
i=1
Are = Aygr Ay Apx s Apy
324

3 3
:H AIIBRi H APMUi ARUZ ASW AEU APDC ABN

i=1 i=1

325 The reliability of the five different services of the wide area protection system is
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i=1
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3

i=1

HApmquAPMUIH( "PDCi RUZASW)Z odzZAEUzA A
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H PMUi RUZASWAEUAPDC
i=1

3
H A[IBRi H APMUi ARU
i=1

The number of services carried by each node is shown in Table 3.
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Table.3 The number of services carried by each node

Node Name

Service Name

CcC

SMS’SCS’SMC

BN

SMS 4 SCS 4 SMC 4 SRE

PDCy

SMS ’ SMC 4 SLS

PDC

SMS 4 SMC 4 SRE

PDCs

SMS 4 SMC

PMU:1-PMUs

SMS 4 SMC 4 SLS

PMUs,PMUi2 ,PMU13

SMS’ SMC'SRE

PMUs,PMU7 ,PMU9 Sus r Suc
PMU1,PMU11 ,PMU14
EUs Scs - SucSis
EL: Scs ’ SMC
EUs Scs + Suc s Sre
LAN: Sus s Suc s Sis
LAN2 Suss r Suc Ske
LANs Sus 7 Suc

According to the Table 3, the BN carries four different services, so the BN is the most important

node in WAPS.

According to the foregoing device reliability values, the reliability of five different services can

be calculated, respectively:

AN
)

'

'
&

E:m
]

L

RE

[0.8193]
0.9614

0.7936
0.9749
| 0.9845

It can be seen that the reliability of the monitoring and control protection service running on the
same wide-area protection system network is different. Through calculation, the focus of reliability
and reliability improvement of specific services can be obtained.

5. Conclusions
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338 Based on the communication network topology of a typical wide-area protection system, this
339 paper conducts a comprehensive assessment of the reliability of the communication network
340  physical equipment and information flow. Through the research on the various aspects of the
341  communication process and the multi-task reliability, the key nodes in the information system are
342  obtained, which provides an analysis method for the design of the wide-area protection system.

343 In this paper, we need to further study the reliability problems caused by the unsynchronized
344  GPStiming and the measures to improve the reliability of the system by adopting redundant design.
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