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Abstract: Seniors safety is a compelling need, which necessitates 24/7 real-time monitoring and 1

timely dangerous action recognition. Being able to mirror characteristics of physical objects (PO) 2

to corresponding logical objects (LO) and seamlessly monitor their footprints thus detect anomaly 3

parameters, Digital Twins (DT) has been considered a practical way to provide virtual health services 4

for seniors safety. Meanwhile, widely adopted Internet of Medical Things (IoMT) consisting of 5

wearable sensors and non-contact optical cameras for self and remote health data monitoring also 6

raises concerns on information security and privacy violation. Therefore, security of POs, LOs 7

and reliable data sharing among healthcare professionals are challenging as constructing trust and 8

privacy-preserving virtual health services. Thanks to characteristics of decentralization, traceability 9

and unalterability, Blockchain is promising to enhance security and privacy properties in many 10

areas like data analysis, finance and healthcare. This paper envisions a lightweight authentication 11

framework (LAF) to enable secure and privacy-preserving virtual healthcare services. Leveraging 12

Non-Fungible Token (NFT) technology to tokenize LOs and data streams on blockchain, anyone can 13

certify the authenticity of a digital LO along with its synchronized data between PO without relying 14

on a third-party agency. In addition, the NFT-based tokenization not only allows owners fully control 15

their IoMT devices and data, but it also enables verifiable ownership and traceable transferability 16

during data sharing process. Moreover, NFT only contains references to encrypted raw data that are 17

saved on off-chain storage like local files or distributed databases, such a hybrid storage strategy 18

ensures privacy-preservation for sensitive information. A proof-of-concept prototype is implemented 19

and tests are conducted on a case study of seniors safety. The experimental evaluation shows the 20

feasibility and effectiveness of the proposed LAF solution. 21

22Keywords: Digital Twin; Internet-of-Medical-Things (IoMT); Security; Privacy; Blockchain; Non-
fungible Token (NFT); Virtual Healthcare Services; Access Control; Data Sharing 23

1. Introduction 24

Thanks to technical advancements in Artificial Intelligence (AI) combined with Internet- 25

of-Things (IoT) and Big Data, the rise in smart cities has contributed to the practical im- 26

provements on human life in various fields, such as industrial automation, transportation, 27

agriculture and even the healthcare sector. As personal health monitoring IoT devices in 28

the form of mobile applications or build-in sensors, Internet-of-Medical-Things (IoMT) can 29

actively capture user’s vital health parameters in terms of electrocardiogram (ECG), BP, 30

heart rate, and the sugar level. The real-time monitoring data is anonymously transferred 31

to the cloud server of a healthcare system, then intelligent healthcare services uses collected 32

data and historical data to diagnose symptom of any illness and notify the appropriate 33

healthcare professionals. By increasing the accuracy of collected health data and facilitating 34

the health workflows based on convenient medical records sharing capabilities, IoMT- 35

based intelligent context-awareness healthcare systems increase effective health support 36

and reduce the mortality rate [1]. 37
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With the unprecedented increasing of population aging and more elders living alone, 38

seniors safety is a compelling need in healthcare systems, which necessitates 24/7 real- 39

time monitoring and timely dangerous action recognition. Nowadays, IoMT devices like 40

wearable sensors and optical cameras are widely used for remote safety monitoring and 41

action recognition in personal healthcare services [2]. Utilizing digitized information, such 42

as real-time IoMT data and electronic medical records (EMR), continuously monitoring and 43

simulation play very important roles in seniors safety, especially for abnormal behaviors 44

recognition, unusual activity predication and medical resource allocation. As an emerging 45

concept of the interconnects between physical and virtual entities, Digital Twin (DT) 46

virtually represents both the structural elements and dynamics of any physical entity (e.g., 47

a patent) throughout its lifetime [3]. Therefore, integrating DT with IoMT and data-driven 48

methods (e.g., machine learning) is promising to provide efficient and accurate personalized 49

healthcare services for seniors safety. DT-based healthcare systems [1,3,4] not only allow 50

for continuous monitoring, fast diagnosing and accurate predicting aspects of the health of 51

individuals, it also reduces uncertainty related to effectiveness and progression of medical 52

treatments by healthcare professionals. 53

Conventional cloud-assisted DT healthcare (DTH) systems aims to enable an intelli- 54

gent and comprehensive health ecosystem through interaction and convergence between 55

medical physical and virtual spaces. However, it is also incurs more concerns on perfor- 56

mance, security and privacy as constructing trust and scalable virtual health services. From 57

architecture level, existing DTH solutions rely on a centralized infrastructure which is 58

prone to single point of failures (SPF). The entire system may be paralyzed if malfunctions 59

of centralized server or successful distributed denial-of-service (DDoS) attacks happen. 60

Other than that, a large number of IoMT devices connected to the centralized server under 61

distributed network environments may lead to performance bottleneck (PBN). As a result, 62

higher latency for end-to-end communications can reduce Quality-of-Service (QoS). In 63

addition, logic objects (LO) in virtual spaces demands continuous aggregation of sensi- 64

tive data coming from IoMT devices to mirror corresponding characteristics of physical 65

objects (PO). The identity authentication of PO & LO and integrity of synchronized data 66

are significant to ensure accurate healthcare services. Moreover, storing data in centralized 67

servers can support analytic tasks and information sharing among healthcare professionals. 68

As patients have limited control over how their devices and information can be properly 69

accessed and used, it’s difficulty to prevent against security and privacy breaches such that 70

health data are misused to reveal sensitive information. 71

Thanks to attractive features such as decentralization, immutability, transparency and 72

availability, Blockchain has demonstrated great potentials to revolutionize centralized DTH 73

systems. All participants in Blockchain cooperatively execute a cryptographic consensus 74

protocol vie a Peer-to-Peer (P2P) networking infrastructure to maintain a transparent, 75

immutable, and auditable public distributed ledger. As no single entity can control a 76

blockchain, such a decentralized manner can enhance fault tolerance, remove SPF, improve 77

system availability and mitigate PBN as integrating with DTH systems containing dis- 78

tributed IoMT devices and users. Through bringing programmability into the blockchain, 79

Smart contract (SC) can support a variety of customized business logic rather than classic 80

P2P cryptocurrency payments, like Bitcoin [5]. As coded specifications of SCs deployed on 81

the blockchain, non-fungible token (NFT) technology can tokenize the digital representation 82

of an asset such that anyone can easily proof existence, ownership and full-history tradabil- 83

ity of a digital asset [6]. Thus, Blockchain and NFT are promising to enable verifiable and 84

traceable and privacy-preserving virtual health services in DTH systems. 85

In This paper, we propose a lightweight authentication framework (LAF), which 86

leverages NFT enabled tokenization on the blockchain to guarantee security and privacy- 87

preserving properties of virtual healthcare services for senior safety. A digital entity in 88

healthcare systems (eg,. LO and health data) can be tokenized as a NFT, which contains the 89

owner, the quantity information and functions of authorizing access rights and transferring 90

ownership. The uniqueness of a NFT recorded on the blockchain ensures there is only a 91
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single canonical tokenization of a digital entity even if the digital representation of itself 92

may be duplicated. Given reference to a NFT, anyone can certify the authenticity of a LO 93

along with its synchronized data between PO without relying on a third-party agency. 94

Thus, the provenance and legitimacy of digital entities are guaranteed to support verifiable 95

and accountable virtual healthcare services. In addition, the ownership of LOs & POs and 96

the permissions to use health data can be individually owned and transferable. The owners 97

(e.g,. patients) can fully control their assets like IoMT devices and health data, while all 98

participants can also trust a transparent data sharing process with the help of verifiable 99

ownership and traceable transferability within healthcare systems. Moreover, a NFT only 100

contains references recording the location of its associated digital entity, while raw data 101

and sensitive information are encrypted and saved on off-chain storage, such as local files 102

or distributed databases. Such a hybrid on-chain & off-chain strategy not only improve 103

availability and efficiency by decoupling data records from transactions in the blockchain, 104

it also ensures privacy-preserving for sensitive health data. 105

In brief, the key contributions of this paper are highlighted as follows: 106

(1) A comprehensive LAF architecture is demonstrated along with details of key compo- 107

nents and workflows in DTH-based senior safety. 108

(2) The core design of NFTs used in LAF is explained in detail, which consists of NFT- 109

CapAC, NFT-DataAC and NFT-DataTracker. 110

(3) A proof-of-concept prototype is implemented and tested under a physical network 111

that simulate the case of seniors safety. The experimental results show that LAF only 112

incurs about 5 sec end-to-end latency of updating NFTs in twin data recording cycle 113

demanding 30 sec and less than 200 ms to query status of NFTs in verification process. 114

Moreover, accessing data on DDS only incurred less than 30 ms and data encryption 115

brings extra 32% and 53% processing time on desktop and Raspberry Pi separately. 116

The remainder of the paper is organized as follows: Section 2 provides background 117

knowledge of DT and NFT technologies and reviews existing solutions to blockchain 118

based healthcare systems. Section 3 introduces rationale and system architecture of LAF. 119

Details of NFT implementation and workflows are explained in Section 4. Section 5 120

presents prototype implementation, experimental setup, and performance evaluation. 121

Finally, Section 6 summarizes this paper with a brief discussion on current limitations and 122

future directions. 123

2. Background and Related Work 124

This section describes the DT concepts underlying the healthcare systems and explains 125

blockchain and NFT technology used to tokenize digital assets. Then we introduce the 126

state-of-the-art decentralized solutions to secure healthcare fields. 127

2.1. Digital Twins and Healthcare Systems 128

The concept of DT was proposed in 2002 by Grieves for the formation of a Product 129

Lifecycle Management (PLM) [7]. Essentially, a DT is a digital representation of components 130

or dynamics in a physical system [8]. A typical DT system consists of physical objects 131

(PO), logical objects (LO) and the data connecting them. In general, the DT systems can 132

be roughly categorized into: monitoring DTs, simulational DTs, and operational DTs [9] 133

according to their functionalities. The monitoring twins enables system operators to learn 134

the status of a physical system, while simulation twins are used to predict the future status 135

of the physical system with help of different simulation tools and Machine Learning (ML) 136

algorithms. Similar to human-machine teaming [10], the operational twins aim to construct 137

a complex sensing and control system which allows human operators to interact with cyber- 138

physical systems and performs different actions in addition to monitoring, analysis and 139

prediction [11]. 140

Earlier studies of DT mainly focused on the area of industrial process which cover 141

different key factors to achieve intelligent manufacturing and control systems. Recently, 142

redefined DT is adopted by healthcare scenarios that contain living objects [12] and physical 143
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medical devices to enable reliable and smart healthcare systems. The DT technique could 144

create a digital representation of the patients and contribute to establish and update medical 145

records reporting historical and current statement of about them. With the development of 146

wearable devices and sensor technology, researchers and industry have shown more interest 147

in DTH systems [4]. Continuous and effective monitoring of symptoms and treatments 148

has great impact on DTH system. To provide continuous monitoring of patients and 149

achieve prediction and decision-making when applying medical treatments, a self-adaptive 150

and autonomic computing DT reference model is designed for engineering smart and 151

flexible healthcare systems [3]. The real-time sensing and data acquisition of health-related 152

measurements from wearable devices feed a reference model to represent a human digital 153

twin. However, the proposed work is not fully supported by experimental implementations, 154

and security and privacy issues in DTH systems are not considered. 155

To support personal health management throughout the entire lifetime of elderly 156

health, a cloud-based DTH framework (CouldDTH) [4] is proposed to enable real-time 157

monitoring, accurately diagnosing and intelligent predicting for personal healthcare ser- 158

vices. With the help of DTs deployed on a cloud server, CouldDTH ensures interaction and 159

convergence between medical physical and virtual spaces. A case study demonstrates the 160

feasibility of applying CouldDTH to practical health scenarios, like real-time supervision 161

service and crisis warning for the elderly in terms of hospital bed capacity. However, proto- 162

type implementation and experimental results are not provided to evaluate performance, 163

security and privacy preservation as operating CouldDTH. 164

To enhance patient’s healthcare and improve healthcare operations, an intelligent 165

context-aware healthcare system using DT, IoMT, and machine learning technologies is 166

proposed [1]. In processing and prediction phase, smart IoMT devices capture real-time 167

data of patients’ body metrics and transfer them to a could server for raw-data storage. 168

Then, monitoring and correction phase leverages trained classifiers and detective models 169

to identify anomalous behaviors and events. By using uses patients’ DT, comparison phase 170

not only improves accuracy of prediction but also allows healthcare professionals to make 171

more advanced and accurate decisions. The experimental results based on a case study of 172

electrocardiogram shows that neural-network-based algorithms have better performance 173

than traditional ML algorithms for heart disease detection. However, security and privacy 174

issues are not evaluated. 175

2.2. Blockchain and NFT 176

As a public distributed ledger technology underlying prevalent digital crypto-currencies, 177

like Bitcoin [5] and Ethereum [13], blockchain has emerged as a critical facilitator for the 178

advancement of decentralized security infrastructures [14,15]. By using a peer-to-peer (P2P) 179

network architecture for message propagation and data transmission, all miners cooper- 180

atively execute a cryptographic consensus protocol (e.g,. Proof-of-Work (PoW)) to store 181

blocks on a totally-ordered distributed ledger. Blockchain provides a decentralized and 182

trust platform such that all participants maintain a transparent, immutable, and auditable 183

distributed ledger, as opposed to establishing trust through a centralized third-party author- 184

ity. A smart contract (SC) combines protocols with user interfaces to formalize and secure 185

the relationships over computer networks [16]. Though encapsulating pre-define rules into 186

self-executing chain code deployed on the blockchain, SC introduces programmability into 187

a blockchain. Thanks to secure execution of predefined operational logic, unique address 188

and public exposed ABIs, SC can support a variety of customized business logic to support 189

decentralized app (DApp) rather than simple P2P payments. 190

Smart contracts can tokenize digital information or assets in the form of cryptographic 191

tokens saved on the blockchain to facilitate transactions [6]. According to fungiblity that 192

defines if digital assets are identical and interchangeable during a transacting process, 193

tokens are roughly categorized into fungible tokens (FT) or non-fungible tokens (NFT) 194

[17]. FT are interchangeable and identical in all respects and they are divisible, such as 195

crypto-currencies and stakes. While NFT cannot be substituted for other tokens of the 196
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same kind and they are indivisible [17]. By using NFTs on the blockchain, a creator can 197

easily proof the existing and ownership of digital assets in the form of images, videos and 198

games [18]. Recently, NFTs are widely used for protecting digital assets, like patents and 199

intellectual property [19], Event ticketing applications [20] and scarcity of arts [21]. Thanks 200

to key characteristics in terms of verifiable originality (authenticity), auditable ownership 201

and traceable transferability, NFT and blockchain are promising to tokenize digital objects 202

in virtual healthcare systems and enhance security and privacy features. 203

2.3. Related Work 204

In the past decade, the blockchain technology including NFT has been widely adopted 205

in data sharing of medical information. MedRec [22], a blockchain-enabled EMR authenti- 206

cation and management framework, was proposed to provide the patients a user-friendly 207

access to their own information. This prototype ensures the sharing process of the EMR 208

is maintained in a decentralized form and the raw data is stored outside the blockchain. 209

Off-chain storage brings great convenience and the participating entities involved helps to 210

avoid single point of failures. As EMR are locally stored in separate provider or patient 211

databases, blackout or other system failure on the database would disable the access to the 212

raw medical data which might bring issues in case of emergencies. 213

On the other hand, MeDShare [23], a blockchain based system is designed for medical 214

data sharing in trust-less virtual environment. All transition or sharing behaviors of data is 215

tracked by the access control mechanism thus reduce the risk in data security and privacy. 216

One possible problem is when the number of users increases inside the cloud environment, 217

it might be difficult for real-time operation as the latency would be large. 218

Some researches mainly focused on blockchain based medical information manage- 219

ment leveraging the benefits of off-chain data storage. BlocHIE [24], combined on-chain 220

and off-chain storage techniques to secure privacy and authentication of medical data 221

sharing and storing. Similarly, another work [25] introduced Inter Planetary File System 222

(IPFS) to store sensitive data of the patients. 223

As mentioned, NFT technology possesses the properties of being unique, immutable, 224

transferable, verifiable and traceable. Researchers explored these properties and designed a 225

reference architecture using NFT to represent and transfer the consent of patients regarding 226

the use of their medical data [26]. Although the proposed architecture list some components 227

and process of the whole system, no detailed case study or experimental analysis is given 228

in this work. 229

A health record marketplace based on the NFT technique was considered [27], which 230

claimed that the designed system can provide dual ownership along with finer access 231

control and efficiency in data sharing. InterPlanetary File System (IPFS) is adopted to store 232

the data in an off-chain manner for security and efficiency. However, the system design in 233

this paper mainly focused on game theory enabled pricing strategies and some popularity 234

evaluation. The presented experimental study did not include any evaluation such as 235

efficiency of data sharing or traceability of transferred ownership. 236

Similar to the previous study, a user friendly mobile application was created to store 237

patients health records in a single platform [28]. The corresponding patient would be able 238

to track the usage of their personal medical information with the help of NFT. However, 239

this paper did not demonstrate how NFT works as the key technique component for data 240

tracking and the experimental results are preliminary and unconvincing to prove efficiency 241

or security of the proposed system. 242

3. LAF: Design Rationale and System Architecture 243

Medical issues brought by the aging society have become one of the major aspects 244

in IoMT. Figure 1 presents the statistics from U.S. Census Bureau by 2020. The number 245

of seniors aging 65 and older in the U.S. has reached 54 millions by 2019 and would 246

approximately reach 80 millions by 2040. Owing to factors like geographical location or low 247

visiting rate to medical institutions, there are increasing risks for seniors who live alone and 248
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Figure 1. Number of Persons Age 65 and older in the U.S.

need medical supports. The elderly persons require not only regular medical consultation 249

but also timely emergency assistant. To satisfy aforementioned demands on QoS, security 250

and privacy preservation for senior patients healthcare scenarios, we propose a secure- 251

by-design LAF, which leverages IoMT, DT and NFT technologies to provide reliable and 252

trustful medical monitoring and healthcare consulting services. Figure 2 demonstrates 253

an overview of LAF system architecture that consists of: i) a DT-based virtual healthcare 254

application for senior patients; ii) a NFT enabled security fabric that provides decentralized 255

and lightweight authentication for upper-level healthcare services. The rationale behind 256

the system design is described as follows. 257

3.1. DT-based Virtual Healthcare Application 258

We assume a smart home environment based on a permissioned network, and it 259

contains a trust support unit that is deployed on a personal computer (PC) or an edge server 260

and other registered IoMT devices within the network. The support unit works as a gateway 261

that aggregates data steams from IoMT devices, and it also plays the role of processing data, 262

maintaining the virtual space of senior patients and performing intelligent decision-making 263

operations, like ML-based abnormal event detection and on-site emergency alarms. The 264

physical object essentially consists of the senior who lives in the house, smart camera 265

providing continuous monitoring and wearable devices carrying various body sensors. 266

Since the collected data from POs may be transmitted in various communication protocols, 267

we need to uniform them before using DT technology to create corresponding LOs in the 268

virtual space. DT allows to link physical object in a smart home and logical objects of 269

virtual space, and DTH models for senior patients can be constructed by the support unit. 270

The DTH model of a senior patient contains different information including personal 271

body status, environment data, and location coordinates. With the help of the model, the 272

MSPs like doctors can perform regular medical check or consultation. In addition, the 273

DTH model can set certain privacy policies for emergencies according to the demands and 274

situation of the seniors. For instance, the smart camera could generate the body skeleton 275

image of the physical person to protect users’ privacy and a smart watch can be used to 276

test the heart rate. Furthermore, all collected personal data by support units and history 277

EMR managed by medical service providers can be shared with different professionals for 278

further diagnosis and governmental intuitions for medical resource allocations. 279
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Figure 2. Illustration of LAF system architecture consisting of DT-based virtual healthcare applications
and NFT enabled security fabric.

3.2. NFT enabled Security Fabric 280

Thanks to a decentralized fundamental networking infrastructure based on blockchain 281

and DDS, NFT services including different types of NFTs aim to enable lightweight au- 282

thentication for upper-level DT-based virtual healthcare application, as Figure 2 shows. 283

With help of the NFT-enabled access control (AC) mechanism, owners (patients) have the 284

fully control over their resources, such as IoMT devices and data oriented logical objects 285

in virtual space. Thus, only medical service providers that have ownership of AC NFT 286

with granted access rights are allowed to access resources. In real-time twinning process, 287

encrypted data streams from POs to LOs can be saved to DDS and then tokenized as unique 288

NFTs that contains references to raw data on DDS along with authenticators. As all data 289

have been encrypted before recording on DDS, it is promising to ensure patients’ privacy 290

without directly exposing sensitive information, it is also improve data availability com- 291

pared with centralized database. In addition, each data streams is uniquely addressed and 292

tamper-proofing verified by using its data NFT. Regarding medical data sharing operations, 293

data owners can use NFTs to control data sharing process. Therefore, all participants can 294

track ownership transfers. The owner can update data access policies given status of data 295

usages and even stop sharing data if any violations are detected. 296

4. NFT-based Lightweight Authentication Framework 297

This section presents details about design and implementation of security NFTs which 298

enable lightweight NFT-based authentication framework for DTH systems. Regarding 299

security functionalities demanded by then system, NFT tokens the LAF are classified into 300

three types: NFT-CapAC, NFT-DataAC and NFT-DataTracker. 301

4.1. NFT-CapAC: NFT-based Capability Access Control 302

To achieve both regular medical check and emergency situation solution, we designed 303

a novel NFT, which adopts a decentralized capability access control protocol [29] to ensure 304

that only authorized entities are allowed to get data streams of POs and LOs according 305

to assigned access rights. Figure 3 illustrates the lifecycle of a NFT_CapAC token and 306

workflows are explained as follows. 307
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Figure 3. Lifecycle of NFT-based Capability Access Control.

In this scenario, the MSP, i.e. a doctor, first performs a regular check which requires 308

the prior approval from the senior users. After the approval of the patient, the NFT is 309

minted and default access is granted to the doctor. In this case, the doctor would get access 310

to the LO in virtual space, in another word, the timely updated data of the patient. If any 311

anomaly is detected after the diagnosis, as shown in step (6), the doctor can request higher 312

access to get real-time data such as the live stream of the camera for further diagnosis. At 313

the end of the lifecycle like in step (11), both the support unit and the MSP could burn 314

the NFT. On the other hand, if an emergency alarm is triggered by the preset algorithms 315

installed in the support unit, the corresponding default access can include the real-time 316

data from the PO. The algorithms are customized based on personal situation of the users 317

under the guidance of their medical service providers. 318

4.2. NFT-DataAC: NFT-based Data Access among DTs 319

The data exchange between POs and LOs is important to maintain DTH models 320

demanding high QoS and reliability. To guarantee the integrity and authenticity of data 321

streams in real-time twining process, we designed a NFT based data access protocol to 322

ensure tamper-proofing data synchronization between POs and LOs. Figure 4 shows the 323

lifecycle of a NFT-DataAC token used in continuous synchronization. 324

After the NFT is firstly minted before the real-time twining starts, the support unit 325

collects the data from different sensors during a certain time interval. Since the sensors may 326

have various communication protocols, the support unit need to uniforms the data and 327

then sends them to update the LO in virtual space. Meanwhile, the support unit encrypts 328

the data and uploads them to the DDS which would return the hash value as the reference. 329

At the end of this round of synchronization, the NFT will be updated with the hash value 330

as an new reference together with the new authenticator. 331

4.3. NFT-DataTracker: NFT-based Data Sharing between Medical Professionals 332

The sensitive data stored in the EMR is often the target of malicious third parties, 333

such as unauthorized insurance company, hackers who sell personal information and even 334

scammers. To guarantee the integrity, traceability and impenetrability of data sharing, we 335

designed an NFT based EMR sharing protocol with the help of DDS. Figure 5 presents 336
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Figure 4. Lifecycle of NFT-based data access in Digital Twin.

Figure 5. Lifecycle of NFT-based EMR sharing.

how NFT-DataTracke can be used to track data sharing operations, and workflows can be 337

illustrated as follows. 338

We define a service provider A here as the default agent who is authorized by the 339

senior patient (PO) when the NFT is minted. Whenever NFT is created or updated, the 340

patient (PO) and the new owner can get a receipt notifying the change of access control 341

status. If any third party, defined as service provider B here, ask for sharing of the EMR 342

from A, the NFT will be updated. Afterwards, B can get the EMR from the DDS as NFT 343

defines B as the new owner of the data. PO and the last owner can burn the NFT while PO 344

always have the history of all transactions. 345

A patient’s medical record may contain the personal information, diagnostic report, 346

prescription history and regular health parameters, etc. Considering these large volumes of 347

sensitive data, it is necessary to store them in a distributed off-chain way. The above NFT 348

based data sharing algorithm not only ensures the sufficiency and privacy of EMR usage 349

but also make every transaction traceable to owners (patients). 350

5. Experimental Results and Evaluation 351

In this section, experimental configuration based on a proof-of-concept prototype 352

implementation is described. Following that, we evaluate performance based on numerical 353

results, such as cost (e.g., network latency and gas consumption) required by key NFT 354

operations, processing time of accessing data on distributed data storage (DDS), and 355

computation overhead incurred by data encryption. 356
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Table 1. Configuration of Experimental Nodes.

Device HPC Dell Optiplex 760 Raspberry Pi 4
Model B

CPU Intel Core TM
i5-3470 (4 cores),
3.2GHz

Intel Core TM
E8400 (2 cores),
3GHz

Broadcom ARM
Cortex A72
(ARMv8) , 1.5GHz

Memory 16GB DDR4 4GB DDR3 4GB SDRAM

Storage 500GB HHD 250GB HHD 64GB (microSD)

OS Ubuntu 20.04 Ubuntu 16.04 Raspbian (Jessie)

5.1. Experimental Setup 357

A proof-of-concept prototype is implemented in Python language. We use a micro- 358

framework called Flask [30] to develop RESTful web services. All security primitives like 359

symmetric cryptography and hash functions are developed by using standard python 360

library cryptography [31]. We use Solidity [32] and openzeppelin-contracts [33] to develop 361

NFTs, that are deployed on a private Ethereum test network. The experimental infras- 362

tructure worked under a physical local area network (LAN) environment and included 363

multiple desktops and IoT devices. Table 1 describes the devices used for the experimental 364

setup. Dell Optiplex 760 (desktop) simulates edge servers that run local support units, 365

while Raspberry Pi 4 (RPi) simulates IoT gateways that collect data from IoMTs. The HPC 366

works as a cloud server that support data sharing among healthcare professionals. A pri- 367

vate Ethereum network consists of 6 miners that are deployed on the HPC as 6 containers 368

separately, and each containerized miner is assigned one cpu core. While RPis only work in 369

a light-node mode without mining blocks. All participants use Go-Ethereum [34] as client 370

applications to interact with Ethereum network. To simulate a DDS, we built a private 371

Swarm network [35] consisting of 5 desktops as service sites. 372

5.2. Performance Evaluation 373

This section discusses the performance of executing operations regarding different 374

NFT types at the edge network. In general, transaction operations like mint (creation), burn 375

(destruction) and update are processed as writes to the state of NFTs, and they are greatly 376

influenced by block conformation time of the blockchain network. Thus, we evaluate 377

end-to-end latency of a successful transaction operation, which sends a transaction (write) 378

and waits until its receipt has been received. In addition, query operations like getCapAC 379

and getDataAC are processed as reads from the state of NFTs, and scaling up read requests 380

have impacts on performance of query operations. Therefore, we evaluate processing time 381

per query operation given different transaction (read) send rate ThS as transaction per 382

second (TPS). Data Encryption is not performed in NFT transactions. Finally, we analyze 383

computation overheads incurred by accessing data of DDB and performing symmetric 384

encryption on data. We conducted 50 Monte Carlo test runs for each test scenarios and 385

used the averages to measure results. 386

5.2.1. End-to-End Latency by Transaction Operations 387

Given ThS=1 tps for each transaction operation, figure 6 presents the network latency 388

of committing transactions on the blockchain to change the state of NFTs. Each green 389

bar indicates standard deviation with a mean represented by red dot. The gray line 390

shows whole data range and black star is median. Here we observe that all mint, update 391

and burn operations by NFTs demonstrate almost the similar delays as the blockchain 392

confirmation time in our private Ethereum network (about 4 sec). However, gas used in 393

transactions may vary regarding different computation complexity and processed data 394
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Figure 6. Comparison of latency by NFT operations of an entire lifecycle: a) NFT_CapAC; b)
NFT_DataAC; c) NFT_DataTracker.

Table 2. Gas used in NFT operations.

Mint CapAC Update CapAC Burn CapAC
Gas 189556 195540 66442

Mint DataAC Update DataAC Burn DataAC
Gas 227056 391111 92495

Mint DataTracker Update DataTracker Burn DataTracker
Gas 190670 46739 56975

required by NFT operations. Table 2 shows gas fees used in transaction operations of 395

NFTs. Compared to NFT-CapAC that only manages access rights, NFT-DataAC needs to 396

maintain data references (swarm hash) along with their access rights. As a result, all mint, 397

update and burn operations of NFT-DataAC consume more gas than NFT-CapAC. The 398

NFT-DataTracker only maintains data sharing participants’ addresses (from and to) when 399

ownership transfer happens, therefore, it requires less gas than other two NFTs. 400

5.2.2. Network Latency and Throughput by Query Operations 401

Figure 7 shows average delays that evaluate how long a read CapAC token request can 402

be successfully handled by host machine as increasing ThS from 2 tps to 100 tps. Regarding 403

the fixed bandwidth of test network, the capacity of host machines that provide NFT token 404

services dominates performance of query transactions. Because desktop is powerful than 405

RPi device, the delays of reading token data and then returning to requester are higher than 406

desktop regarding the same ThS. Likely, we found that the incremental rate of processing 407

time per transaction on RPi is much greater than desktop does when ThS ≥ 20 tps. Thus, 408

the higher ThS also means the longer latency to handle a query token transaction given 409

multiple service requests. 410

To evaluate the end-to-end network delay and transaction throughput of query token 411

operations, we let a client send multiple query requests to a NFT token service node and 412

waits until that all responses are received. Regarding NFT service node on RPi, the network 413

latency is scale to ThS, and it varies from 0.22 sec at 2 tps to 11 sec at 100 tps. Similar 414

test cases performed by desktop produce lower network latency than those done by RPi 415

devices, which varies from 0.12 sec at 2 tps to 6 sec at 100 tps. Figure 8 presents the 416

transaction throughput of querying CapAC token data when ThS changes from 2 tps to 417

100 tps. Compared to powerful platform provided by desktop, service node on RPi device 418

demonstrates lower transaction throughput than those on desktop even if ThS is the same. 419

Moreover, as transaction throughput is subject to system capacity. Therefore, it is almost 420

saturate under scenarios that ThS ≥ 20. 421
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Figure 7. Comparison of processing time by query transactions on different host platform.

Figure 8. Transaction throughput on different host platform as scaling up transaction send rate.

5.2.3. Processing Time of Accessing DDB and Data Encryption 422

We assume that data streams of twinning a pair of PO and LO are encrypted and then 423

recorded into DDB for each 30 sec duration by a support unit. As a result, each data file is 424

about 128 KB, and we use these sample data to evaluate computation overheads incurred 425

by DDB and encryption. Figure 9 show processing time of accessing data on swarm and 426

data encryption given different host platform. Rewarding swarm operations, delays by 427

uploading data to swarm network and downloading from a service site are almost same on 428

both platform. Owing to different computation resource, RPi takes longer process time to 429

encrypt and decrypt data then desktop does. Compared with a 30 sec cycle of twin data 430

recording, encrypt data and upload data only marginal delays (0.2 sec on desktop and 1 431

sec on RPi). Unlike swarm operations, data encryption brings extra overheads in query 432

transactions on both platforms. Given ThS = 20 tps, data encryption incurs 32% processing 433

time on desktop and 53% processing time on RPi. It is a trade-off that uses encrypted data 434

to ensure privacy preservation. 435
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Figure 9. Processing time of data operations: accessing Swarm and symmetric encryption.

6. Conclusions and Future Work 436

Growing need of virtual health services for senior citizens has brought great challenges 437

in terms of performance, security and privacy. By leveraging Blockchain, NFT and DT 438

technology, we design a lightweight authentication framework to ensure ownership of 439

sensitive medical data as well as verifiable ownership and traceable transferability during 440

data sharing process. The combination of hybrid on-chain & off-chain data storage strategy 441

and data encryption not only guarantees privacy-preservation of patients’ data but also 442

ensures data integrity and availability in digital twining and EMR sharing process. We 443

implemented proof-of-concept prototype NFTs and performed the case study of DTH 444

system for seniors safety. The experimental results are encouraging, and they demonstrate 445

efficiency and effectiveness of the porpoised LAF. 446

However, there are open questions which need to be addressed before applying the 447

LAF to real-world DTH systems. We leave these limitations to our future works: 448

(1) The scale of the case study is rather small compared to the real-world size of a 449

community that seniors lived in. To ensure the availability of NFT-based algorithm, 450

we need further study in a large scale network. 451

(2) The emergency alarm highly relies on the emerging artificial intelligence technol- 452

ogy including machine learning and information fusion. Apart from the skeleton 453

recognition algorithm [2], we need to investigate more onsite diagnosis mechanisms 454

and integrate them into our framework to improve accuracy of identifying emergent 455

events for senior safety. 456

(3) The application of blockchain and NFT in health care should not violate local govern- 457

mental policies. Further investigation and studies are required and certain standards 458

need to be established. 459

Abbreviations 460

The following abbreviations are used in this manuscript: 461

462
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AC Access Control
AI Artificial Intelligence
CapAC Capability-based Access Control
DApp Decentralized App
DDS Distributed Data Storage
DDoS Distributed Denial-of-Service
DT Digital Twin
DTH Digital Twin enabled Healthcare
ECG Electrocardiogram
EMR Electronic Medical Records
FT Fungible Token
IoMT Internet of Medical Things
IoT Internet of Things
LAF Lightweight Authentication Framework
LO Logical Object
ML Machine Learning
MSP Medical Service Provider
NFT Non-fungible Token
PBN Performance Bottleneck
PO Physical Object
PoW Proof-of-Work
QoS Quality-of-Service
SC Smart Contract
SPF Single Point of Failures

463
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