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Abstract: (1) Sustainable policies and appropriately chosen strategies for gaining competitive advantage play
a key role in management. Information technology outsourcing (ITO) is an important strategy related to
building mutually beneficial, sustainable relationships with stakeholders. The main purpose of this article is to
analyse the relationship between risk factors and the benefits of ITO. For this purpose, a structural model was
created to determine the dependency of the benefits on the importance of the risk factors associated with this
service. (2) The research methodology included: a literature review, descriptive analysis, and empirical and
formal methods. A survey questionnaire was used to collect data, and structural equation methodology was
used to build and verify hypotheses. The structural model was tested on data from business practice - 200 large
organizations, mostly enterprises, operating in Poland and using IT outsourcing. (3) The purpose was
accomplished by determining the relationship between the IT outsourcing benefits and the risk factors'
importance. The strongest relationship exists between supplier-related risk factors and technological benefits,
while a slightly weaker relationship exists between economic risk and economic benefits and customer-related
risk and organizational benefits. The weakest relationship exists between security risks and strategic benefits.
(4) The article’s originality and value consist in establishing the existence of a relationship between risk factors
and the benefits of IT outsourcing, and in identifying which groups of risks have the strongest impact on the
benefits of ITO, which can be exploited by the service suppliers.

Keywords: benefit; risk; IT outsourcing; SEM; big Polish organizations

1. Introduction

The essence of outsourcing is the acquisition of specialised services from external suppliers [1].
Its application influences the optimisation of processes in organisations and especially in companies,
contributing to the sustainable use of resources.

IT outsourcing began to grow rapidly in the 1980s and is now a developed global market. Many
companies, regardless of their business model, decide to outsource one or more services related to IT
functions [2] (p. 6).

Since the beginning of outsourcing, the primary motivation for outsourcing activities has been
cost reduction. However, there are other factors of great importance:

e Speed of development: after a start-up or spin-off, a new business entity can benefit from
outsourcing to implement key functions much faster and cheaper than building its own
capabilities from scratch;

e  Flexibility: outsourcing can provide the flexible capacity that a rapidly growing business might
need to keep up with changing demand;

e  Specialised skills: in specialised areas such as IT, attracting, developing and retaining skilled
staff can be a real challenge: external service suppliers often offer access to these rare skills;

e  Political factors: offshoring can be a sensitive topic - outsourcing to a supplier who can then use
its own near-shore and off-shore capabilities may be a politically acceptable way to achieve the
same goal.

Sustainable policies and well-chosen strategies for gaining competitive advantage play a key
role in management. Outsourcing is an important strategy related to building mutually beneficial,
sustainable relationships with stakeholders. It is also a strategy that requires the integration of
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different, sometimes contradictory concepts. The literature indicates that IT outsourcing is used to
simultaneously reduce costs [3], increase productivity [4], and focus on core competencies [5,6].

IT outsourcing is the research subject due to the wide range of issues. Cross-sectional studies [7-
11] identified a number of empirical areas and outlined issues that require further research.

The IT industry is developing dynamically in Poland. The annual growth rate of companies in
the IT/ICT industry is 10% and the value of IT/ICT services exports is 5,6 billion euros [12]. The IT
outsourcing market is also developing rapidly, with new IT outsourcing companies emerging and
existing ones expanding their offerings. Among the most important reasons for choosing an ITO
supplier from Poland are: highly qualified programmers (3rd place in the world), insignificant
cultural gap and good knowledge of English, small time difference (short waiting time), high security
standards and relatively low price of services [13].

Given the rate of IT outsourcing development (use of cloud technologies, rapid development of
internet technologies, hardware and software) and the intensification of its use in businesses and
organisations (the COVID-19 pandemic was a significant stimulus), it is necessary to examine the
evolution of this phenomenon and the impact of factors stimulating and inhibiting its development
and use. Therefore, the impact of selected risk-related factors of this service on its benefits has been
investigated.

Structural modelling was used to investigate the relationship between ITO risk and benefits of
this service. Structural modelling is a statistical method used to study and evaluate causally related
phenomena. It is also used to model IT outsourcing. The structural model developed by Vivek [14]
presents the impact of three factors: transaction characteristics, key activities and relationships on
offshoring investments. The model developed by Ali and Green [15] examines the impact of IT
intensity and IT governance effectiveness on IT outsourcing decisions. Bahl and Wali’s [16] model
assumes that the quality of the security service affects the performance of the organisation, which is
measured by both tangible and non-tangible assets. In a hierarchical three-level model of overall
satisfaction with outsourcing, Kim [17] highlighted that the effectiveness of management is
influenced by the parameters of the contract and the closeness of the relationship between supplier
and customer. Research conducted by Yu [18] concludes that long-term outsourcing cooperation is
influenced by equipment/investment factors and information sharing. These factors depend on the
trust and interdependence between the parties involved. Gorla and Somers [19] constructed a model
investigating outsourcing user satisfaction. According to their research, it depends on the quality of
service, perceived usefulness and the extent of outsourcing. Adams’ [20] model examined the impact
of strategic supplier, purchasing development and purchasing complexity on relative behaviour. A
three-level model of satisfaction with ITO was presented in the work of Gonzalez [21]. It considered
the impact of technological, strategic and economic benefits on IT outsourcing satisfaction.

2. Materials and Methods

The research presented here has analysed IT outsourcing from a cross-sectional perspective in
order to determine the extent of the phenomenon, its characteristics and the relationship between the
studied quantities. The original data used to verify the hypotheses were obtained by means of a
diagnostic survey, in which the research tool was a survey questionnaire The research was
quantitative and was conducted in 2021. The questionnaire contained substantive semi-open
questions and a metric. The survey involved 200 large organisations, mostly companies that use IT
outsourcing in their operations. The selection of the research sample was therefore intentional and
randomised. The research sample represented 19.4% of the population of large companies using ITO.
The research was conducted using the (Computer Added Telephone Interview) method. Choosing large
organisations as the object of IT outsourcing research was guided by the following considerations:

1. These organisations outsource IT activities most frequently and to the greatest extent [22];

2. They are relatively stable entities and do not undergo transformations as frequently as smaller
organisations;

They use ITO earlier than other organisations, if only for economic reasons;

4. They use different types and forms of outsourcing.

@
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Table 1 presents the structure of branch organisations participating in the research.

Table 1. Structure of branches organizations participating in the research.

No Branches %
1 Industry 45.0
2 Trade 144
3 Services 12.4
4 Logistics / transport 4.3
5 Science / research / education 11.0
6 Administration / organizations / agencies 12.9

Sourse: own elaboration.

From a methodological perspective, the following methods were used to prepare and conduct
the research and its analysis: critical literature review, empirical and formal methods. Data analysis
was conducted using statistical techniques. The structural equation modelling method, which
belongs to multivariate analysis, was used to create the research model and verify the hypotheses.

The licensed software MS Excel version 16.73 was used to compile, analyse and graphically
present the findings. The open-source application Jamovi 2.3.28.0 was used to construct and test the
structural model.

The constructed model of the relationship between the benefits of IT outsourcing and the risk
validity of this service included eight latent variables, including four endogenous and four exogenous
variables. The survey questionnaire included thirteen types of benefits and seventeen risk factors, of
which nine types of benefits and fourteen risk factors were used in the model construction for
methodological reasons. The construction of the measurement tool was performed as follows: a
literature review was conducted to identify existing tools (structural models, risk factors, benefits), a
preliminary version of the survey questionnaire was created and tested on a group of part-time
master's students of management studies at the Lublin University of Technology (all students were
employed by companies and organisations), an in-depth interview was conducted with IT staff
employed in outsourcing to correct the research tool in order to finally complete the questionnaire
survey.

2.1. Description of the problem

Published studies of IT outsourcing using structural modelling have not found a study of the
relationship between the benefits of using this service and its risks. Undoubtedly, such a relationship
exists, and it was therefore decided, on the basis of the previous survey, to investigate such a
relationship.

There are a number of factors that influence the achievement of benefits or outcomes from the
use of IT outsourcing. Numerous studies have confirmed the various benefits of this service. Han [23]
lists customer-supplier relationship factors such as communication, customer-supplier collaboration,
Koh [24] adds knowledge transfer between supplier and customer to this list. Lacity [8] distinguishes
the following groups of factors: relationship characteristics, customer company capabilities, customer
company characteristics, contract management, supplier company capabilities, transaction attributes,
decision characteristics. Attention is also drawn to the benefits associated with the use of new
technologies in outsourcing, for example: cloud computing is associated with cost savings, flexibility
and agility [25], automation results in the lowest ITO service costs and time savings [26], robotisation
results in the optimisation of internal business operations and the rational use of limited knowledge
[26].

Focusing on the benefits of outsourcing, this research looked at the benefits in a multifaceted
way, considering a wide range of aspects. Therefore, in classifying the benefits of IT outsourcing,
the division of this service's benefits proposed by Grover [27], was used, according to which three
groups of benefits are distinguished: economic, technological and strategic. However, this
classification has been extended to include another group of benefits - organisational. The economic
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benefits relate directly to cost savings, the technological benefits relate to technology-related issues,
the strategic benefits relate to strategy-related areas and the organisational benefits relate to the
organisation of the business.

Despite the undoubted benefits of outsourcing, it also involves risks. Grover [27] lists the
disadvantages of outsourcing that can be considered as risk factors. These include management
factors such as loss of flexibility or risks from a long-term perspective, cost factors: increased costs
of coordination, hidden costs, conflict of interest: the service supplier's focus on profit alone, and
trust in systems and data. In subsequent years, many authors have studied other risk factors. A
detailed review of the risk factors examined can be found in Gonzalez's publication [21].

Aron [28] distinguishes four categories of outsourcing risk: strategic risk, operational risk,
internal risk - which can be called client-related risk, and location-related risk.

For the purpose of this research, risk factors were classified into four groups: economic risk,
service supplier risk, customer risk and security risk.

Finally, four groups of outsourcing benefits and four types of risk factors were used for the
model.

2.2. Hypotheses

When constructing the model, the dependency between each group of benefits and each group
of risks of using IT outsourcing was tested - a total of 12 dependencies. Although not all correlations
proved to be statistically significant, four research hypotheses were finally formulated. The model
includes eight latent variables, four endogenous and four exogenous. Each endogenous variable
consists of 2 to 3 explicit variables and each exogenous variable consists of 4 to 5 explicit variables.
Table 2 contains the latent variables studied and the observable variables that comprise them.

Table 2. Latent variables with their constituent observable variables.

L I ifi I ifi
a-t ent der.1t1 ! Explanation de1.1t1 ! Observable variable
variable  cation cation
P16.05 unclear relationships between costs
1 B importance of and benefits
economic risk P16.07 lack of control over salary costs
P16.10 hidden contract costs
P16.01 qualifications of the service supplier's
staff
importance of P16.02 overdependence on supplier
2 SupP poriand P16.03 supplier's failure to comply with a
g supplier risk
5 contract
& P16.04  supplier's inability to adapt quickly to
F:é) new technologies
. ‘ f P16.09 loss of knowledge and basic skills
3 CLI fmportance o P16.12 possible employee resistance
customer risk o
P16.15 loss/dilution of competences
P16.06 attacks from outside
importance of P16.08 data corruption/loss
4 SEC se};)urit risk P16.13 security problems
Y P16.17 exposure to the use of sensitive and
confidential data
P21.07 1 cost savi
5 U EB economic benefits per.sonne CO,S Savings
= P21.09 cost savings of using technology
g;o technological P21.01 increasing flexibility of the IT
6 P5) TB ; department
benefits

P21.06 technological conditions
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P21.08 facilitating access to new technologies

P21.04 improving the quality of services
offered
7 OB organisational P21.06 technological conditions
benefits P21.08  facilitating access to new technologies
P21.10 reducing the risk of technological
obsolescence
8 SB strategic benefits P21.03  possibility to focus on strategic issues

P21.05 access to new international markets

Source: own elaboration.

H1: The achievement of strategic benefits from ITO use is positively influenced by the
importance of ITO security risks.

H2: The achievement of organisational benefits from ITO use is positively influenced by the
importance of the risks associated with the ITO client.

H3: The achievement of technological benefits from ITO use is positively influenced by the
importance of ITO supplier risk.

H4: The achievement of economic benefits from ITO is positively influenced by the importance
of economic risk.

Figure 1 presents a conceptual model of the relationships presented in the hypotheses.
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Figure 1. Conceptual model of the relationship between ITO benefits and ITO risks. Source: own
elaboration. Explanations of the observable and latent variables are provided in Table 2.

The construct consists of an internal model that shows the links between latent and observable
variables (grouped risk factors with their constituent individual risks and classified ITO benefits with
their constituent individual benefits). The external model presents the links between endogenous and
exogenous latent variables (grouped risk factors and classified ITO benefits). An external model is a
tool for examining the factors influencing a latent variable, allowing us to determine how each factor
contributes to shaping that variable. The internal model, however, is used to analyse the causal
relationships between the variables, showing what the links are between the latent variables [29].

3. Results
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The model used 200 observations (large organisations using ITO), 23 observable variables, 8
latent variables, and was estimated in 108 iterations. The figure shows a structural model of the
dependence between the benefits of outsourcing and the importance of the service's risk factors, as
estimated in the Jamovi application SEMLj module.

First, a correlation analysis was performed to determine Pearson correlation coefficients for the
observable variables in the benefit and risk factor group. Figure 2 shows a heat map for the correlation
between the variables, including latent, endogenous and exogenous variables (see Table 2 for variable

explanations).
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Figure 2. Heat map for correlation between variables including rising; (a) endogenous latent
variables; (b) exogenous latent variables (Jamovi). Source: own elaboration. Explanations of the
observable variables are provided in Table 2.

The variables are correlated with each other. The Pearson correlation coefficient is positive for
all variables, indicating a positive correlation between the variables. The figure reveals that the
endogenous and exogenous variables are correlated from weak to very strong (0.1- 0.78 and 0.1- 0.73).

At the beginning of the analysis, we proceeded to assess the representation quality of the
individual primary variables in the latent variables by determining Cronbach's alpha coefficient
(Table 3). Cronbach's alpha values for the proposed latent variables are above 0.7, indicating that the
variables are consistent at an acceptable level.

Table 3. Consistency of variables

. . Number of original variables Cronbach's
Variable Latent variable . .
composing the latent variable alpha
L. E (economic) 3
Vahd'lty of SUP (supplier related) 4
the risk of 0.887
ITO use CLI (customer related) 3
SEC (security related) 4
EB (economic) 2
Benefits of TB (technological) 4 0.830
ITO OB (organisational) 4 '
SB (strategic) 2

Source: own elaboration.
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The Generalized Least Squares (GLS) method, which estimates the parameters of an assumed
probability distribution from observable data, was used to estimate the model. The method
maximises the plausibility function to make the observed data as probable as possible given the
assumed model. The GLS method is the dominant method of statistical inference.

Convergent validity is assessed by analysing the magnitude and statistical significance of factor
loadings. The factor loading values should exceed 0.5 or better 0.7, which is largely achieved in the
presented model. The convergence assessment is also shown by the AVE (average variance extracted)
indicator, whose value equal to or greater than 0.5 indicates adequate convergence. The AVE values
for the estimated variables are shown in Table 4. The AVE value for the vast majority of variables is
greater than 0.5, indicating convergence of the model.

Table 4. AVE (average variance extracted) values for latent variables

No Latent variable Identification AVE
1 importance of economic risk E 0.516
2 importance of supplier-related risk SUP 0.522
3 importance of customer-related risk CLI 0.646
4 importance of security risk SEC 0.607
5 economic benefits EB 0.314
6 technological benefits TB 0.360
7 organisational benefits OB 0.579
8 strategic benefits SB 0.417

Source: own elaboration.

Figure 3 presents a model of the relationship between the benefits of IT outsourcing and the
importance of the risk from this service estimated using the SEMLj module of the Jamovi application.
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Figure 3. Structural model of the relationship between ITO benefits and ITO risk validity, estimation
in application in Jamovi, SEMLj module. Source: own elaboration. Explanations of the observable and
latent variables are provided in Table 2.

The chi-square statistic for this model reached 457, with 283 degrees of freedom and a
significance level below 0.001.
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All four assumed paths in the model were proved to be statistically significant.
The model fit measures are presented in Table 5. The fit model measures indicate that the model
is fit at a medium level.

Table 5. Measures of model fitting

No Measure Value Explanation Result
Standardized A coefficient indicating the degree of Coefficient is quite
1 Root Mean 0.118 misfit. The model is fit to the data when low, it does not
Squared Residual the value of this indicator is less than meet the assumed
(SRMR) 0.05 [30]. condition
Root Mean Average appr(?ximation err9r of the Coefficient slightly
Square Error of  0.056 sample to the ideal population. The
2 . e . exceeds the
Approximation model is fit to the data when the index assumed value
(RMSEA) value is less than 0.05 [31]
The comparative fit index (CFI)
analyzes the model fit by examining the
discrepancy between the data and the
Comparative Fit 0,520 hyp<.)the51zed model, xivhﬂe ad]ustl.ng for Coefficient has an
3 Index (CFI) the issues of sample size 1nh.erent in the average value
chi-squared test of model fit, and the
normed fit index. CFI values range from
0 to 1, with larger values indicating
better fit [32].
4 Tucker-Lewis Also known as the non-normed fit
Index (TLI) index, is one of the numerous
incremental fit indices widely used in
linear mean and covariance structure Coefficient does
Bentler-Bonett 0.449 modeling, particularly in exploratory not reach the
5 Normed Fit factor analysis, tools popular in expected value
Index (NNFI) prevention research [33], [34] TLI values
exceeding 0.95 indicate good model fit
[35].
An incremental measure of goodness of
fit for a statistical model, which is not
Bentler-Bonett affected by. the m.lmber of N
. parameters/variables in the model. Coefficient has an
6 Normed Fit 0.336 -
Goodness of fit is measured through a average value
Index (NFI) . .
comparison of the model of interest to a
model of completely uncorrelated
variables [36].
The Relative Fit Index is not guaranteed
to vary from 0 to 1. However, RFI close
to 1 indicates a good fit. IFI: the
7 Bollen’s Relative 0.237 Incremental Fit Index (IFI) adjusts the Coefficient has a
Fit Index (RFI) Normed Fit Index (NFI) for sample size low value
and degrees of freedom [37]. Over 0,9 is
a good fit, but the index can exceed 1
[38].
Bollen’s It adjusts the Normed Fit Index for Coefficient has an
8 Incremental Fit ~ 0.570

Index (IFI)

sample size and degrees of freedom.

average value
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Over 0,9 is a good fit, but the index can
exceed 1 [37].
Parsimony-corrected fit indices
are relative fit indices that are
adjustments to most of the fit

Parsimony indices mentioned above. The
9 Normed Fit 0.292  adjustments are to penalize models that Correct value
Index (PNFI) are less parsimonious, so that simpler

theoretical processes are favored over
more complex ones. The more complex
the model, the lower the fit index [39].

Source: own elaboration based on given sources.

Measures of model fit indicate that the model is fitted at a medium level. However, it should be
noted that all identified relationships are statistically significant.

4. Discussion

Table 6 was created to address the hypotheses. The test result was determined based on the
structural model presented in Figure 3.

Table 6. Research hypotheses evaluation.

. Testing .
Hypothesis Evaluation
result

The achievement of strategic benefits from
1 ITO is positively influenced by the Accepted
importance of ITO security risks.

Statistically significant positive
impact, small impact

The achievement of organisational benefits

from ITO use is positively influenced by the Statistically significant positive

2 importance of the risks associated with the Accepted impact, slightly higher impact
ITO client.
The achievement of technological benefits Statistically significant positive
3 from ITO use is positively influenced by the =~ Accepted  impact, medium level impact,
importance of ITO supplier risk. highest of assumed

The achievement of economic benefits from
4 ITO is positively influenced by the Accepted
importance of economic risk.

Statistically significant positive
impact, medium level impact

Source: own elaboration.

The strategic benefits of IT outsourcing are a focus on strategic issues and access to new
international markets. Achieving these benefits is statistically significantly positively influenced by
the importance of security risks. Security risk factors include external attacks, data corruption/loss,
security issues, exposure to the use of sensitive and confidential data. The importance of these factors
has little positive impact on the achievement of strategic benefits.

The organisational benefits of IT outsourcing consist of an improvement in the quality of the
services offered, technological considerations, facilitating access to new technologies and reducing
the risk of technological obsolescence. The achievement of organisational benefits is statistically
significantly positively influenced by the importance of ITO customer risk. Risk factors associated
with the ITO client include loss of knowledge and core skills, possible employee resistance as well
as loss/dilution of competencies. The importance of these factors has a positive impact on achieving
organisational benefits.

The technological benefits of IT outsourcing consist of increasing the flexibility of the IT
department, technological considerations and facilitating access to new technologies. The
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achievement of these benefits is statistically significantly positively influenced by the importance
of ITO supplier risk. Risk factors related to the ITO supplier are: the qualifications of the supplier's
staff, over-dependence on the supplier, the supplier's failure to comply with the contract as well as
the supplier's inability to adapt quickly to new technologies. The importance of ITO supplier
factors has a significant positive impact on achieving technological benefits.

The economic benefits of IT outsourcing consist of savings in staff costs and savings in the cost
of using technology. The importance of economic risk has a statistically significant positive impact
on the achievement of economic benefits. Economic risk factors include: unclear cost-benefit
relationships, lack of control over wage costs and hidden contract costs. The importance of
economic factors has a positive impact on the achievement of economic benefits.

All the assumed hypotheses were confirmed, although not all to the same extent. The
significance of the assumed risk factors has a positive impact on the achievement of the assumed
benefits of IT outsourcing.

Implications from the research presented include two perspectives: theoretical (academic) and
practical. From an academic perspective, it was found that the benefits of using IT outsourcing are
influenced by the perception of risk associated with the service. There were four types of benefits
and four risk groups. Although the impact of each risk group on the different types of benefits is
not the same, all the relationships were confirmed. The greatest impact is supplier risk on
technology benefits. The impact of economic risk on economic benefit and customer risk on
organisational benefit is slightly lower. Security risks have the lowest impact on strategic benefits.
From a theoretical perspective, the main advantage of the structural modelling method used was
the ability to test the hypotheses assumed implying relationships between unobservable variables.

From a practical perspective, when relating the presented results to business practice,
practitioners' attention should be drawn to the fact that the risk factors that most affect the benefits
of ITO are those related to the service supplier, in particular: the qualification of the service
supplier's staff, over-dependence on the supplier, the supplier's failure to comply with the contract
as well as the supplier's inability to adapt quickly to new technologies. Particular focus should
therefore be given to these in order to maximise the benefits of outsourcing.

The novelty of the article's findings resides in the identification of the relationship between
the risks and benefits of IT outsourcing and the magnitude of this relationship. Similar findings
have not been reported in the literature.

Relating the presented model to research in the literature, no similar structural model was found
for the relationship between the benefits of outsourcing and the importance of the risks associated
with this service. The scientists' published research addresses different issues. Accordingly, based on
a survey of 398 large companies in Spain, Gonzalez [21] present a structural model of the dependence
of ITO benefits (economic, technological, and strategic) on the level of relevant outsourcing, the role
of top management and the relationship with the service supplier. Meanwhile, Wongsaroj [40]
present the relationship between ITO level, defined as the percentage of IT activities and components
selected for outsourcing, and ITO success, understood as the benefits obtained from outsourcing. The
study was conducted among 428 IT employees in the Thai financial sector and the results were
analysed using structural equation modelling. Wibisono [41] proposed a model to explain the
relationship between the capabilities associated with IT outsourcing conducted abroad (interaction
capability, management capability, distance management capability) and outsourcing success. The
model was tested on a sample of 64 Indonesian IT suppliers with experience in running outsourcing
projects.

Undoubtedly, the risks of outsourcing affect the benefits of this service, as confirmed by the
research presented. The research concerned the period from the beginning of the COVID-19
pandemic (2021). The outsourcing determinants as a consequence of the pandemic have changed and,
although the economy is now returning to normal, some changes have entered the economy
permanently and have affected IT outsourcing, largely positively.

Future research directions could include:

e  changes in the impact of risk on the benefits of outsourcing in the post-pandemic period;
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e research on other economic entities (the study presented focused on large companies and
organisations in Poland).

The research presented included the customer perspective, therefore the service supplier
perspective could also be included in the research.

It should be emphasised that the progressive globalisation processes are significantly
influencing the level and extent of the use of outsourcing. It is, therefore, necessary to follow the
changes and successively repeat the scientific research in the area presented in order to observe the
processes in progress, identify changes and also identify opportunities and threats to ITO. Dynamic
changes in markets are forcing companies to implement the principles of sustainable development,
related to building mutually beneficial and long-term relationships. This type of relationship includes
outsourcing, which, when properly implemented in an organization, can influence the acquisition of
competitive advantages.
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