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Abstract 

This paper presents a study on the use of a microservices-based composite architecture for building 
a digital twin. It substantiates the importance of consciously choosing an architecture for a digital 
twin system. It proposes considering the twin as a high-order, multi-agent, distributed system that 
incorporates similar systems. It proposes using a microservices-based composite architecture as the 
foundation for building such systems. The key aspects and advantages of using such an architecture 
are described, noting its flexibility, scalability, and integrability with existing solutions. Potential for 
reducing cognitive complexity and building a conveyor-based organization for the production of the 
system itself is highlighted. A digital twin architecture is proposed, accompanied by a diagram and 
additional clarification of internal rules. The need for system components to comply with a number 
of responsibilities for the correct operation of such architectures is noted: contract persistence, 
environmental persistence, responsibility persistence, versioned changes persistence, and 
documentation completeness persistence. The possibility of using Domain-Driven Design (DDD) as 
a basis for dividing the system into subsystems is separately noted. 

Keywords: digital twin; composite architecture; microservice architecture; 3D modeling; automated 
visualization; SCADA 
 

1. Introduction 
The Industry 4.0 concept represents a new stage in the development of industrial technological 

maturity. Its name alludes to scientific and technological revolutions and suggests the active phase 
of the fourth revolution [1]. The historical context of these processes is linked to the gradual transition 
from automation and the fragmented application of IT technologies in industry to networked multi-
agent systems based on a comprehensive understanding of data collection and processing methods 
[2]. 

According to several authors, [3–5] the key factor in this revolution is the restructuring of value 
chains using digital technologies. Practical implementation of this concept utilizes deep integration 
of hardware and software, thereby creating various horizontal and vertical connections across 
production, logistics, and consumption. Through the use of modern data collection and processing 
solutions, autonomous decisions become the foundation of the process. The use of digital models of 
production processes enables greater understanding and transparency at every stage.  
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Thus, the task is set to achieve such key properties as interoperability, information transparency 
and decentralization of decision-making, combined with their efficiency and reliance on technical 
means of assistance to operators at different levels [4]. 

Smart manufacturing, which integrates a range of modern technologies and architectures to 
enhance flexibility and efficiency, is considered the practical embodiment of Industry 4.0 principles 
[6]. These industries are based on cyber-physical systems and the Internet of Things, which enable 
the collection and processing of large amounts of data, which is then processed by AI and Big Data-
based solutions [7,8]. From a practical perspective, they enable increased availability of physical and 
economic assets, as well as the adaptation of final products to the needs of a changing market. This 
is facilitated by the adaptability of production lines, the ability to flexibly and quickly adjust or 
redesign them in response to changing market demands, personnel autonomy, and integrated supply 
chains [9,10]. 

However, the widespread integration of Industry 4.0 technologies is hampered by a number of 
significant factors, the most significant of which are information security threats, a shortage of 
specialized competencies, and the lack of unified solutions for cross-standard interoperability [10]. 

A related and rapidly developing technology that applies the conceptual foundations of 
Industry 4.0 is digital twins at various levels. A digital twin is defined as a live virtual representation 
of a physical object or process with two-way data communication used for monitoring, simulation, 
and optimization [11–14]. It acts as a link between cyberspace and the physical world, actively 
leveraging the same technologies as smart factories [15]. The twin is often an integral part of a smart 
factory, while conceptually and technologically developing in parallel [16]. The key objective of 
digital twins is real-time modeling for identifying and predicting failures, as well as optimizing the 
entire product lifecycle, from supply chains and production to demand determination [11]. 

The implementation of Industry 4.0, smart factories, and digital twins is directly linked to their 
economic effectiveness. Thus, all of them are characterized by significant costs and potential 
economic benefits. The cost-benefit ratio is a key factor in deciding on their application and the 
selection of specific technologies and implementation strategies [5,17,18]. Using heavy industrial 
equipment as an example, one can see that the value of implementing new approaches is justified by 
reducing downtime and extending asset life. Looking at production as a whole, one can expect cost 
reductions through the use of digital services and enterprise-level ecosystems, ensuring control over 
personnel, products, and equipment while optimizing time and labor costs for non-core activities 
[19]. It should be clearly understood, however, that significant risks arise from the high level of initial 
investment and the lack of market expertise. The need to change business models for enterprises and 
companies, as well as safety issues, can also pose a barrier [20,21]. 

2. Materials and Methods 
Approaching the idea of implementing a digital twin and conducting a literature review in this 

area, we find a significant increase in the quantity and quality of publications on practical examples 
[22–27]. It is also worth noting the many existing unresolved issues related to design, architecture, 
models, and scalability [26]. Issues related to inconsistent definitions, data quality, and data 
integration are highlighted. The lack of standard architectures for building industrial digital twins is 
particularly noteworthy [27]. In our opinion, the laĴer issue is currently the most pressing, as it 
determines the solution to such problems as integration with existing systems, solution scalability, 
and data transparency and integration. 

A digital twin is a multi-agent distributed system whose primary purpose is to facilitate 
interaction between its components [28]. The system's component composition may include facility 
control subsystems; a software and analytical complex for data processing and visualization; and 
virtual and augmented reality (VR/AR) tools for the interactive presentation of its virtual copy. The 
basis of a digital twin is the object for which the twin is being created. 

An object can be: 
 a single physically existing object, such as a machine, device, or even a person; 
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 multiple objects linked into a single production process; 
 a manufactured product and its lifecycle from production to disposal; 
 a process occurring in reality or modeled using complex and resource-intensive algorithms. 

Therefore, although an object is the basis of a twin, its presence does not characterize a system 
as a digital twin. The key to the definition, then, is the presence of a direct and feedback link between 
an easy-to-manipulate digital model, considered a twin, and a difficult-to-manipulate object. It 
follows that a digital twin must ensure the direct transfer of information from the object to the twin 
and the reverse transfer from the twin to the object. Moreover, by "twin," we mean not only a model 
or an individual system, but an entire complex of systems. 

Designing such a system requires careful consideration of a variety of factors and should draw 
on the experience of existing distributed systems and the approaches developed during their creation. 
Over the past two decades, various web services and cloud applications have evolved from small, 
local systems to complex, multi-agent distributed systems [29–31]. Such systems can be considered 
multi-agent in the broad sense, as their behavior is determined not by a single software module, but 
by an interacting set of them. All components perform their own functions, possess a certain degree 
of autonomy, and contribute to achieving a common outcome. The creation and operation of such 
systems, designed for multiple users and intensive data flows, requires adherence to a number of 
architectural principles. 

The first principle is flexible system scalability at the level of allocated resources. In modern 
conditions, this problem is solved primarily through cloud computing, containerization, and 
orchestration, which allow for the allocation of resources to be increased or decreased at any time 
depending on the load. Load balancing systems also play an important role, allowing for the 
redistribution of traffic and the deployment of additional server capacity when load increases and its 
decommissioning when it decreases. 

The second principle is the evolutionary nature of systems at the architectural level. The 
complexity of a system will inevitably increase as it is developed, implemented, and operated. At the 
design stage, it is impossible to accurately predict the final system complexity. Therefore, the key risk 
factor is the inability to integrate new user and business requirements into the system. To address 
this, the system is typically built with a long support cycle and the continuous refinement of its 
components in mind. 

The third principle is technological independence at the system component level. A key factor 
is the size of the system and the development, implementation, and operation teams. In such 
circumstances, tying the entire system to a single technology stack is a constraint. Any part of the 
system can be implemented and deployed using various technologies available at the time of its 
launch, and subsequently rewriĴen for completely different conditions. The main thing is that this 
part remains within its functional responsibilities and complies with the agreed-upon contracts. 

Completing the chain is the fourth principle of standardizing data exchange and intercomponent 
interaction. As the overall adaptability of a system increases due to the autonomy of its components 
and their technological independence, the need for stability and rigidity of its rules grows. These 
rules include data formats, transport protocols, API agreements, version compatibility, identification 
mechanisms, verification, and error handling. Unlike the internal implementation of individual 
components, these agreements must be carefully designed, have a transparent chain of changes, and 
explicit enforcement mechanisms, as the integrity of the system depends on them. 

Therefore, if we are to use the generalized development experience of large companies to create 
digital twins, we must propose an architecture that meets the above principles. Currently, technology 
companies themselves are addressing this issue by building a composite architecture, one variant of 
which is microservices. A composite architecture is one in which a software system is constructed 
from a set of loosely coupled, independently developed, deployed, and scalable components [32–34]. 
These components interact only through clearly defined interfaces. By using the idea of breaking a 
system into loosely coupled parts and standardizing the mechanisms for interaction between the 
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parts, they build pipelines for processing user requests from the starting point, which the user directly 
contacts, to the end point, which no one outside the system is aware of. 

As an example, consider the user authorization request path using the correct login and 
password pair in a corporate portal built on a composite microservices architecture: 
 The user enters data on the login form. 
 The login form accesses the login form storage server. 
 The form storage server forwards the request to the backend request orchestration server. 
 The orchestration server determines the target request subsystem, in this case, the authorization 

system. 
 The authorization subsystem queries the user storage subsystem to identify the user by login. 
 The authorization subsystem validates the password and generates an authentication token, 

which the user will use for subsequent requests. 
 The authorization subsystem queries the logging subsystem to record the user's login. 
 The authorization subsystem queries the signal distribution subsystem to send a signal about 

the user's successful login. 
 The signal distribution subsystem sends a corresponding signal to all listeners. 
 The authorization subsystem provides the user with an authentication token. 

Taking the process further, the next step is requesting user information, which first involves the 
logging and authorization subsystems. The former will store all user actions, while the laĴer will 
verify access rights. Only after accessing these will the user storage subsystem be accessed to retrieve 
their information, which can be distributed across several other subsystems. This level of separation 
of responsibilities creates the impression of redundancy; why not simply store everything in a single 
database and process it with a single, unified system? This is true for physically small systems that 
rarely change and don't handle a large number of requests. If a system doesn't meet even one of these 
criteria, it will be fragmented, and this is determined not by the wishes of individual developers, but 
by experience. If it is created as a single, monolithic program, divided into several internal modules 
but launched as a single process, then if one of the modules experiences excessive load, multiple 
copies of the entire program will have to be launched. With proper fragmentation into subsystems 
running in separate, isolated processes, any performance deficits in an individual module are 
compensated for by increased resources allocated to it. 

The physical independence of the codebase is also worth highlighting. Any change to it doesn't 
require a full compilation of the entire program, nor does it require searching for dependencies of 
internal functions on other modules or, conversely, maintaining a dependency on the current module. 
If processes implemented by modules have common dependencies on utility code, such blocks are 
isolated either as libraries or as independent modules with their own processes. Parallel to physical 
independence comes technological independence; there's no need to implement everything on a 
single technology stack, and decisions can be made tailored to a specific process and task. 

Modularization also results in a fragmentation of the system's cognitive complexity. Any 
initially simple system that exists for a sufficiently long time and changes during operation inevitably 
becomes complex enough to make it difficult to grasp with a unified understanding at all levels of 
detail. But in composite systems, the module developer doesn't need to understand how everything 
works; any dependencies are an external black box that receives and returns data. 
 Technical and physical independence, coupled with the fragmentation of cognitive complexity 

discussed earlier, allows for the organization of software development on a production line with 
a deep division of labor. Responsibility and awareness, following complexity, are fragmented 
into layers: 

 Module layer – at this level, the developer knows everything, or almost everything, about their 
module. They also have limited information about the interconnected modules necessary to 
solve the problem assigned to their module. They may also know only a portion of the shared 
or specialized libraries they use. The developer can make technical and technological decisions 
by aligning them with the architecture layer. This layer includes both user interface modules 
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designed for various devices and server applications that store the process logic and process its 
data. 

 Library layer – at this level, developers know primarily everything about their library, which 
they maintain. Even knowledge of where and how their library is used may be redundant, since 
decisions about changing it are not made at their level. This layer has the least information about 
the actual software being released by the team and is often redundant. 

 Infrastructure Layer – At this layer, the physical characteristics of all used resources and the 
resource and technology requirements of individual modules are known. However, any details 
regarding the functions performed by modules are redundant. This layer collects resource 
utilization statistics and provides information to other layers about failures, problems, and 
excessive resource consumption, as well as solutions for these problems if they are purely 
infrastructure-related and not caused by internal subsystem issues. 

 Integration and Orchestration Layer – At this layer, all interactions between microservices are 
known without details about their implementation and interaction goals. At this layer, transport 
mechanisms are organized, information delivery is controlled, and issues of traffic balancing 
and redistribution are determined. Like the library layer, it is redundant for small and sometimes 
even medium-sized systems, but will definitely appear for a large and complex system. 

 Architecture Layer – This layer contains information about the conceptual design of processes, 
the fundamental structure of their data, the general hardware, and the overall integration and 
orchestration structure. Here, they define data exchange formats, the overall stack, the general 
implementation scheme for modules and their interactions, but essentially have no detailed 
knowledge of any of the layers. This layer receives information about the business requirements 
that the system must meet and produces technical requirements and a general implementation 
framework. It monitors the correct functionality of the resulting product, but lacks complete and 
comprehensive information about all the technical decisions made in the other layers. 

 Data layer – this layer contains users, operators, and system and subsystem administrators. 
Depending on their level of authority, they will have varying levels of awareness of the business 
process, but will never know any technical implementation details, even if they have the right 
to directly interact with data in databases and file storage for in-depth analysis. 

 Software product or business function layer – this is where information about the system as a 
commercial entity resides. This includes what the software product does, how it is financed, how 
many people work on it, and the cost of its support. This is where the future functions needed 
for the software product are determined, and this is where its future is determined. 
As you can see, all these layers imply varying degrees of awareness of the software product's 

core business, the activities of the company developing it, its customers, and so on. This separation 
also provides advantages in terms of controlling the integrity of product information and its trade 
secrets. This is also a problem, as only a few people will truly have completed and uĴer knowledge 
of everything related to the product. This division of labor allows for the organization of the 
development and maintenance of a complex system, and this can be considered a consequence of 
composite architecture. Modular monolithic programs can be developed in a similar manner, and 
some companies employ this approach, but this only addresses the cognitive complexity issue, 
leaving all other challenges untouched. 

Therefore, it is reasonable to assume that in the case of a digital twin, which is a heterogeneous 
and inherently complex system comprising many independent parts connected by information flows, 
a composite architecture, including microservices, is a reasonable choice. 

3. Results 
Based on the above, we propose a digital twin architecture, the fundamentals of its subsystem 

interactions, and the rules for its development. 
Figure 1 shows a digital twin architecture, which we propose as an example of building a twin 

based on existing systems. 
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Figure 1. Schematic diagram of the digital twin architecture. 

For this reason, we see a large circled block in the image, labeled "existing systems." These are 
subsystems typical for many production facilities, providing a general idea of the degree of 
integration of existing systems into digital twins. The proposed implementation of a unified data 
exchange system will allow for the abstraction of all disparate systems and the introduction of 
persistent contracts, supporting and guaranteeing their versioning, and ensuring the consistency of 
the exchange environment. In this context, such a system will act as a kind of API gateway. Its main 
difference from typical implementations of such solutions is that it does not directly communicate 
with other systems, but rather waits for them to supply information and caches it. As can be seen in 
the component diagram, all interactions with the data exchange system are conducted via the JSON 
protocol, while it allows any system to supply and consume data. 

The proposed architecture and the outlined design principles were applied to the 
implementation of a digital twin of a production facility, presented in [35]. This paper examines the 
process flow diagram of a real chemical plant for the coproduction of methanol and ammonia. The 
main stages of the process include gas preparation (desulfurization, reforming, carbon dioxide 
removal), syngas compression, methanol synthesis, rectification and stabilization, ammonia 
synthesis, and finished product shipment. A dynamic model of this process flow diagram was created 
using Honeywell's UniSim Design software package; a portion of it is shown in Figure 2. 
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Figure 2. The first stage of methanol synthesis, modeled in UniSim Design. 

The diagram (Figure 1) shows two SCADA systems for controlling a physical facility and for 
managing a model. The first system is deployed in a real-life production facility and was used as our 
primary example of visualizing operator control of production. The second system could be a 
complete copy of the first, but due to restrictions on access to commercial software, it is not. On the 
other hand, since a digital twin is not a simple simulator, it can and should provide more 
opportunities for exploring and manipulating the virtual model, so a custom implementation has 
several advantages. In our case, the two-dimensional production model is represented by a SCADA 
display in mnemonic diagram format, implemented as a web application. This application includes 
an editor for creating mnemonic diagrams and a tool for visualizing them. It receives current 
simulation parameters and allows them to be modified, controlling processes and interacting via a 
data exchange system. The diagram (Figure 1) also shows VR and AR representations that are fully 
part of the twin. They visualize the physical object or process and allow for interactive interaction 
with both the object and its virtual twin. The 3D representation is implemented using the Unity game 
engine, allowing it to be transformed into a full-fledged VR representation of the production facility, 
as shown in Figures 3 and 4. 

 

Figure 3. Virtual model in the Unity environment. 
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Figure 4. Simulated chemical-technological scheme. 

Initially, all equipment was designed using CAD systems such as AutoCAD Plant 3D, 3ds Max, 
SolidWorks, or Blender. Next, a master plan for the placement of all objects was developed based on 
the process regulations and equipment specifications. The models were then imported into the Unity 
development environment in a unified format and positioned in the scene according to the master 
plan. Afterwards, materials, properties, and animations were assigned to the objects in C#, VR 
libraries (such as SteamVR) were connected, and the virtual environment became available for 
launch. 

To beĴer understand the technological processes in virtual reality, text fields were added to 
display reference information: the names of the equipment, their purpose, and key parameters such 
as temperature, pressure, and concentration. 

An additional virtual model is an emergency simulation program, which was also implemented 
as part of the digital twin creation project. To handle emergency situations, a separate module 
described in [36] was integrated into the virtual solution. This module allows for visual 
representation of a pipe leak, a leak in a device, a stuck valve, and the entry of superheated refrigerant 
(water) into a shell-and-tube heat exchanger. A demonstration of an emergency situation associated 
with a leak in a device is shown in Figure 5. 

 

Figure 5. Emergency situation simulation in the Unity environment. 
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This approach to creating a virtual 3D model proved ineffective due to its inherently slow 
implementation speed, which was associated with a high proportion of manual and semi-automated 
data processing. Therefore, the decision was made to develop a proprietary automated modeling 
system that would significantly accelerate the creation of similar 3D representations. To implement 
this system, software modules for constructing 2D chemical engineering plant diagrams [37] and 
automated 3D visualization of chemical engineering plant diagrams [38] were developed and 
subsequently used to refine the existing digital twin. These modules can be used to obtain both a 
finished 2D and 3D model for subsequent export to SCADA and VR environments. Modifications to 
the model can be easily implemented through automated model construction. The resulting model is 
shown in Figure 4. 

It is important to note that all individual subsystems can and are as complex as the entire digital 
twin, implying that they themselves can implement any type of composite architecture. Therefore, 
we can say that a digital twin is a system built from other systems, and its architecture can be called 
macrosystemic. This approach might seem to preclude the advantages of the architecture described 
above, but in this case, the digital twin will act as a system of a higher order relative to its parts. In 
this context, each individual subsystem will be a microservice, with all the advantages of 
independence, decentralization, and scalability. Furthermore, each part will be loosely coupled and 
fits the description of domain-driven design concepts. 

4. Discussion 
When considering a microservice architecture as a basis for building a twin, it's worth 

specifically addressing its shortcomings and considering how to address them. 
The first important drawback is the overall cognitive complexity of the architecture itself. 

Assuming the system is organized correctly, the challenges of its maintenance and development 
should not be neglected. Independent parts of the system, while providing a number of advantages, 
also impose a number of obligations that must be met. The main obligations include: 
 Contract persistence, which states that once a participant has determined the format and content 

of the information provided, it must provide it in that format and content until the dependent 
party ceases using the contract. This is especially relevant in more typical systems, where an 
unaccounted missing value, a value of the wrong type, or an extra value can lead to the failure 
of a system unit. Contract persistence will require coordination of any data changes during 
development, allowing for early detection of points of failure.  

 Persistence of the interaction environment implies a unified set of data exchange protocols, data 
encoding formats, and exchange rules that specify a single point of interaction concentration or, 
conversely, distributed and networked interaction. Crucially, where a single point of 
concentration exists, distributed interaction cannot exist, and vice versa. Violating this rule will 
lead to inconsistencies in the communication methods of system parts, which will lead to a 
gradual increase in chaos and will not allow for timely resolution of interaction problems. 

 Permanence of responsibility ensures that, once a subsystem is identified as responsible for data, 
it does not lose this responsibility until all dependent systems cease using it. This obligation 
guarantees both the consumer and its provider that the provider is the sole owner of the data, 
responsible for and in control of it. This eliminates the possibility of diffuse responsibility and 
shared ownership of any data; the source of truth is always single, and others merely build on 
it.  

 Consistent versioning requires separating all significant functional changes into versions, 
ensuring their parallel existence until the previous version is decommissioned by dependent 
systems. Versioning allows for permanent contracts to adapt system components to new needs 
and provides a flexible and rapid method for coordinated contract changes. A contract-
dependent agent can always switch to a new version as it implements its functionality, and can 
also roll back to the previous version if unforeseen issues arise. 
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 Consistent documentation completeness requires all system components, whether developed 
independently or related, to provide complete and up-to-date documentation on all possible 
interactions with them, their internal structure, and, in general, to cover the entire system with 
a set of artifacts describing its operation. This point may be perceived as insignificant or self-
evident, but when developing complex, heterogeneous systems, documentation, its 
completeness, and its relevance are always at the greatest risk. If documentation is insufficient, 
the system will reach its expansion limits much earlier than it could have, thus documentation 
defines its growth limits. 
These obligations are considered and managed at the system-wide level, since where variability 

and heterogeneity may be hidden in each individual component, it is imperative to build a 
homogeneous environment above these individual components. 

Returning to the issue of the shortcomings of composite architectures, it's worth noting the lack 
of strict criteria for determining the appropriate degree of system partitioning. What constitutes a 
microservice and to what extent individual modules should be divided into submodules, separating 
them into services, is a question often avoided by proponents of this architecture. There are two main 
approaches. The first involves breaking the system down into subsystems as much as possible until 
a clearly indivisible unit emerges, i.e., a single logical entity within the system. This method of 
partitioning channels all interactions and minimizes the possibility of using optimizations associated 
with data aggregation at a single point, but offers immense flexibility in reusing subsystems. 
However, this approach is clearly incompatible with digital twins, as they contain a wealth of 
complex and existing software that cannot be broken down into components. 

The second approach is to extract from the entire system so-called domains, or segments of 
business logic, essentially semantic or logically related units of the system. For example, in the case 
of a digital twin, the physical object itself is a logical unit, and we don't necessarily need to separate 
its parts from each other. However, in the case of a complex object, it can be broken down into 
segments that correspond to the logic of the process. Control and monitoring systems are also 
sufficient logical units and don't require further fragmentation. As can be seen from the examples 
given, the main factor in identifying a subsystem is its connectivity and participation in the main 
process. If a subsystem's internal connectivity is significantly higher than its external connectivity 
and it is also a participant in the main process around which everything is built, then this subsystem 
can be separated into a separate domain. Therefore, we can conclude that the second option is the 
most optimal for building a digital twin. 

5. Conclusions 
The concept of Industry 4.0 and its application to digital twins is one of the stages in the 

evolution of production processes, potentially enabling significant increases in the efficiency and 
flexibility of all processes, from raw material supply to product completion. New technologies offer 
numerous valuable tools for addressing existing complexities in production chains and paving the 
way for their optimization, but they also create new challenges. Among the key challenges that will 
be relevant in the near future are cybersecurity and skills shortages. Furthermore, significant 
aĴention in current research is paid to the standardization and scalability of solutions. The 
foundation for addressing these challenges lies in the principles of digital twin architecture. One 
promising approach, proven effective in areas unrelated to digital twins, is a composite architecture 
based on microservices. This architecture enables the efficient management of complex systems while 
enabling their continuous evolution. It's important that the development and implementation of 
digital twin systems be accompanied by clear interaction standards, consistent contracts, and up-to-
date documentation. This will ultimately ensure the desired flexibility, performance, and scalability. 
Therefore, further research and development of effective digital twin architectures will contribute to 
the successful implementation of Industry 4.0 across various industries. 
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