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Abstract: Information security policy compliance plays an important role in reducing the incidence of security
breaches in organizations. Recently, information security practices in firms have been widely examined.
Therefore, inadequate efforts have been made to assess and systematically review the present study status to
offer insights into prior study findings. This systematic literature review investigated the impact of ISPC on
reducing the incidence of security breaches in organizations. After inclusion and exclusion criteria process
conducted, 42 research publications from Google scholar, Sage, IEEE, ACM, ScienceDirect, Springer, Jstor,
Wiley, Taylor & Francis databases (2009 — 2024) included, most of the studies utilized quantitative research
methods to explore factors influencing compliance with information security policies, such as employee
demographics, organizational strategies, and deterrence mechanisms, A few studies adopted qualitative
methods to assess the effectiveness of security programs or to propose measures to enhance compliance. The
findings suggested that not only information security policy compliance reduce incidences of security breaches
in organization but also other factors contribute such as employee training, awareness, management support,
regular audits, and the integration of advanced security technologies are identified as crucial for reducing
incidents of security breaches. The implications of these findings for organizational practices and future
research directions are discussed, providing valuable insights for policymakers, IT professionals, and
researchers aiming to strengthen information security frameworks and reduce the incidence of security
breaches.

Keywords: security incidences; severity of security breaches; information security policies
compliance; organizations; leadership support; organizational size.

Introduction

Information Security Policies Compliance (ISPC) refers to the adherence of individuals within
organizations to established security protocols and guidelines to safeguard critical information[1]-
[3]. Research has highlighted various factors influencing ISPC, including accountability constructs,
organizational commitment, awareness, and user habits [1]. Understanding these factors is crucial
for organizations to enhance information security and mitigate security breaches. Successful
implementation of information security policies in organizations is influenced by various factors. One
crucial aspect is perceived awareness and training provided to employees. In the realm of
information security, an effective policy plays a crucial role in safeguarding valuable data and
mitigating potential breaches. Several key components contribute to the effectiveness of an
information security policy. Firstly, clear guidelines and procedures are essential for outlining
expected behaviors and actions regarding information handling[4]. By clearly defining roles and
responsibilities, employees are aware of their duties in maintaining security protocols. Secondly,
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regular risk assessments are vital components that help identify vulnerabilities and threats to the
system. By conducting periodic evaluations, organizations can proactively address weaknesses
before they are exploited by malicious actors[5]-[7]. Lastly, educating staff about potential risks
empowers them to act as frontline defenders against security breaches.

Furthermore, compliance fosters a sense of responsibility among employees toward protecting
confidential data, thereby reducing the likelihood of internal threats or negligent behaviors leading
to security breaches. Ultimately, investing in robust information security policies and ensuring their
full compliance can significantly enhance an organization's overall cybersecurity posture and
minimize the impact of potential cyber threats. Organizational factors such as leadership support and
employee training play a crucial role in influencing the effectiveness of information security policy
compliance in reducing security incidents. Leadership support sets the tone for the importance of
cybersecurity within an organization[8]. When leaders prioritize and actively demonstrate their
commitment to enforcing information security policies, employees are more likely to follow suit.
Ultimately, a combination of strong leadership backing and continuous education on information
security policies is key to promoting a secure work environment and safeguarding sensitive
organizational data. This creates a culture that values data protection and encourages compliance
with established security measures. In addition, providing adequate employee training on
information security policies is essential in ensuring that staff members understand the significance
of adhering to these guidelines[9], [10]. Proper training can equip employees with the knowledge and
skills necessary to recognize potential threats, mitigate risks, and respond effectively to security
incidents. Research by Ponemon Institute supports this notion by showing that organizations with
high levels of policy compliance experience lower rates of security incidents.

Implementing a Security, Education, Training, and Awareness (SETA) program is crucial for
enhancing staff's understanding and adherence to information security policies. Research indicates
that SETA programs positively impact the increase of Information Security Awareness (ISA) among
individuals in educational institutions[11]. This increase in awareness can lead to improved risk
prevention behaviors and better security usage habits among students exposed to such programs.

Hamid & Dali (2020) and Sikolia (2016) both highlighted the importance of human factors in
ISPC, with Hamid emphasizing the role of security control management and cognitive factors, and
Sikolia discussed the challenges of user compliance with ISPC. These studies suggest that while ISPC
is important, its effectiveness in reducing security breaches may be influenced by a range of factors,
including human behavior and organizational culture. Therefore, the study sought to investigate the
impact of information security policy compliance on reducing incidence of the severity security
breaches in the organizations by answering the following research questions.

1. How does information security policy compliance impact data protection?

2. What are the key components of an effective information security policy, and how do they
contribute to reducing security breaches?

3. What are the potential consequences of inadequate leadership support and organizational size
on information security policy compliance?

4. What is the impact of the SETA program on staff’s understanding and adherence to information
security policies?

5. What are the most common types of security breaches and their potential impact on
organizations?

6. What are the gaps in the current body of research on information security policies compliance
and security breach incidence, and what future research directions should be pursued to address
these gaps?

Literature Review

Information security policy compliance plays a crucial role in reducing security breaches within
organizations. Studies have shown that employees' compliance behavior can be influenced by
various factors, such as psychological contract breach (PCB) affecting intrinsic motivation and
accountability constructs impacting attitudes towards compliance[14], [15]. This literature review
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combines data from forty-two researches that observed various facets of lack of information security
policy compliance, including its impact on security breach incidents.

Zandona & Thompson (2017) emphasized the need for a comprehensive, organization-wide
strategy to prevent breaches and minimize their impact. Jalali & Kaiser (2018) further underscored
the importance of reducing end point complexity and improving internal stakeholder alignment,
suggesting that these strategies can be more effective than simply pursuing more resources, while
Jeremiah et al.(2019)identified behavior issues and a lack of security awareness as key factors
contributing to poor compliance. Li et al. (2021) highlighted the role of IT strategies and security
investments in reducing breaches, with a focus on the impact of digitalization and IT outsourcing
networks. However, Albarrak (2011)highlighted the need for user awareness and behavior in
ensuring information security, suggesting that policies alone may not be sufficient. Doherty (2005)
found no significant relationship between policy adoption and security breach incidence.

Themel: Impact of Information security policy compliance on reducing the incidence and
severity of security breaches in organizations.

Impact of Information security policy compliance on security breach reduction

Information security policy compliance significantly impacts data protection by influencing
employees' behavior towards safeguarding a company's information assets. Studies have shown that
implementing behavioral-based mechanisms with rewards and punishments can effectively improve
information security policy compliance, especially when combined with reliable detection methods
[21], [22]]. Factors such as perceived threat severity, vulnerability, response cost, and efficiency play
crucial roles in influencing compliance behavior in the banking sector, accounting for a significant
portion of the variation in compliance levels[23]. Additionally, the Theory of Interpersonal Behavior
(TIB) and government effectiveness have been identified as strong predictors of information security
policy compliance, highlighting the importance of both individual and external influences on
adherence to security standards[24]. Understanding these factors and implementing appropriate
measures can enhance data protection efforts within organizations. Research suggests that
implementing a behavioral-based mechanism with rewards and punishments effectively improves
compliance[15]. Factors such as attitude, security awareness programs, and rewards influence
employees' intention to comply with information security policies, subsequently affecting actual
compliance [2].

Theme?2: The effect of leadership support and organizational size on adherence to information
security policies

Leadership support and organizational size play crucial roles in influencing adherence to
information security policies. Research findings indicate that leadership, organizational commitment,
and security compliance leadership positively impact employees' attitudes towards policy
compliance[23], [25]. Additionally, the study emphasized that management support is a key factor
shaping employees' behavior to comply with security policies[26]. Furthermore, the size of the
organization can also affect information security management performance, with larger
organizations potentially facing different challenges compared to small and medium-sized
enterprises[27]. Therefore, it is essential for organizations, regardless of size, to prioritize leadership
support and management involvement to foster a culture of compliance with information security
policies.

Research consistently shows that leadership support significantly influences an organization's
security culture and policy enforcement[27], [28]. This is particularly important in the context of
information security compliance, where management support, awareness and training, and
accountability are key factors[27], The role of leadership is further emphasized by the mediating
effects of transformational leadership on the effectiveness of information security[29]. However, the
specific impact of organizational size on adherence to information security policies is not directly
addressed in these studies.

Theme3: Relationship between SETA (Security Education Training Awareness) program and
staff’s adherence information security policies


https://doi.org/10.20944/preprints202409.1715.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 23 September 2024

The relationship between Security Education, Training, and Awareness (SETA) programs and
staff adherence to information security policies is crucial [30]-[33]Research emphasizes that effective
SETA programs significantly impact employees' commitment to information security. Factors such
as organizational culture, security culture, and awareness play a vital role in influencing staff
adherence to information security policies. A study has identified critical success factors (CSFs) for
the effectiveness of SETA programs, mapping them across different phases of the program lifecycle,
including design, development, implementation, and evaluation[34]. Additionally, empirical
analysis suggests that employee security training indirectly influences security behavior through
employee relations, monitoring, and accountability, highlighting the importance of these factors in
enhancing staff adherence to information security policies. Overall, SETA programs are instrumental
in improving staff adherence to information security policies by increasing awareness and
knowledge levels.

Research consistently shows a positive relationship between SETA programs and staff
adherence to information security policies. Kim et al., (2019) found that the effectiveness of SETA
programs is influenced by supervisor leadership, with certain types of leader power bases having a
positive impact. Merhi & Midha (2012)further supported this, demonstrating that security training,
including threat appraisal and policy awareness, significantly impacts employees' intentions to
comply with security policies. Azmi et al. (2021) and Asker & Tamtam (2020) both highlighted the
role of SETA programs in shaping information security culture and awareness, with the latter also
emphasizing the importance of policy, behavior, and knowledge of IT in enhancing security
awareness and practice.

Theme4: Evaluation of level of information security policies compliance and incidence and
severity security breaches

Employees' compliance with information security policies (ISPs) is crucial due to their role as
the weakest link in security breaches[22], [39]. Studies highlighted various factors influencing
information leakages, such as lack of understanding of policies, inadequate training, and poor
management support [40]. The paper evaluated information security policy compliance by
recommending regular rewards and punishments to prevent security breaches effectively. The
behavior of employees significantly impacts information security, with insider security-related abuse
being a prevalent issue[41]. Strategies like security education, top-management commitment, and
peer behavior influence the information security climate, affecting compliance intentions[42].
Accountability constructs play a vital role in shaping employees' attitudes and intentions towards
ISP compliance, emphasizing the need for a conducive information security culture. Addressing
challenges like noncompliance, policy management, and shadow security through targeted
awareness and monitoring can enhance compliance levels. Sikolia(2013)highlighted the challenge of
employee non-compliance with these policies. Olifer et al.(2017) emphasized the increasing costs of
security breaches, suggesting a need for more effective policy implementation. Ayaburi (2015)
proposed a confidence-building approach to enhance end-user compliance with these policies.

Theme 5: Methodologies and Approaches in information security policy compliance

Various methodologies and approaches are employed in ensuring information security policy
compliance in organizations. Studies have highlighted the significance of organizational and
behavioral factors in establishing a culture of compliance for information security policies[45].
Additionally, the conversion of employees' non-compliance into compliance involves addressing
value conflicts, stress factors, and the influence of social circles and organizational culture[46].
Automation of compliance processes is also emphasized as a beneficial approach, offering
advantages over traditional methods and enhancing information protection through the use of
compliance techniques and tools[47]. Brunel et al. (2007)introduced a methodology and toolkit for
deploying reliable security policies in critical infrastructures, which includes formal and semiformal
techniques for policy specification, verification, implementation, and monitoring. These diverse
strategies collectively contribute to enhancing information security policy compliance within
organizations.

Theme 6: Theoretical analysis and Models in information security policy compliance
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Theoretical analysis and models play a crucial role in understanding and enhancing information
security policy compliance. Various studies have contributed to this field by proposing models and
frameworks. Nord et al.(2022)developed a prediction model incorporating leadership, organizational
culture, engagement, and role values to predict ISP compliance. Rostami et al.(2023)proposed a
conceptual model for modularizing and tailoring information security policies, aiding in the design
of tailored ISPs. Theory of Planned Behavior and Protection Motivation theory being the most
established [50]. These are often applied in conjunction with standardized security frameworks such
as ISO27001, NIST, COBIT, ITIL, and PCI DSS[51]. The convention theory, which provides a holistic
perspective, is also proposed as a useful approach[52]. In practice, the NIST SP 800-53 and ISO/IEC
27001:2013 are the most commonly used security frameworks, with their key characteristics and a
comparison provided by Kurii & Opirskyy (2022). Erick. O. Otieno, Agnes N.
Wausi(2020)emphasized the importance of organizational, behavioral, and external factors in
developing compliance culture.

Methodology

Systematic literature review process conducted to identify how information security policy
compliance reduces security breaches in the organization. Looking 42 papers about ISPC and its
impact on security breaches reduction. We used the databases Google scholar, ACM, ScienceDirect,
Sage, IEEE, Springer, Jstor, Wiley, Taylor & Francis and other computer databases as our primary
sources for these resources. The articles were chosen via the following criteria.

Selection criteria

Databases: Google scholar, ACM, ScienceDirect ...
Keywords in the title and abstract, Period covered: 2005 — 2024 and

Total publications filtered

Publication eliminated

No of publication included this study n =

Table 1. Selected papers.

ID  Author(s) Title Type Publisher Year Source Method
Semati
¢ Quantita

Evaluation of Users Information Global Business

1 A.Albarrak  Security Practices at King Saud  Article and Management 2011 .
. ) ) schola tive
University Hospitals Research .
. . Semati
Potential measures to enhance Recent Trends in o
Premylla et . . . . . Confere . ¢ Qualitati
2 information security compliance in Data Science and 2018
al. . nce . schola  ve
the healthcare Internet of Things Soft Computing .
ournal of Taylor
The roles of IT strategies and J y .
. L. . . . Management &  Quantita
3 Lietal. security investments in reducing  Article . 2021 A
o . Information Franci tive
organizational security breaches
Systems s
rsecurity in Hospitals: A MIR
Mohammad Cybe secu. y c?sp .a S . Journal of Medical J . Qualitati
4 Systematic, Organizational Article 2018 Public
et al. Internet Rsearch ve

Perspective ations
Abdelhamid  Putting the focus back on the Article Journal of Medical 2017 Googl Quantita

et al. patient: How privacy concerns Internet Research e tive
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6 Sher et al. An Empirical Investigation of ~ Article . 2017  Sage .
. . Care Organization, tive
Hospital Information Technology .
Provision
Staff
Information security climate and
th t of inf ti Health inf ti tit
7  Kessler et al. € a?ses§men ot itormation Article ea . rniormatcs 2020 Sage Qu("m 1
security risk among healthcare journal tive
employees
Impact of employees’ demographic
Chua, Hui Na characteristics on the awareness . Telematics and Elsevie Quantita
. . . Article . 2018 .
etal. and compliance of information Informatics, r tive
security policy in organizations
Preserving patients’ privacy in Annals of . o
S litat
9 Huertas et al. health scenarios through a Article Telecommunicatio 2017 pzng Qui; a
multicontext-aware system ns
Hospital Staff’s Adherence to NQUIRY: The
10 Kuo et al. Information Security Policy: A Article Journal of I.lea.lth 2021 Sage Qu("mtlta
Quest for the Antecedents of Care Organization, tive
Deterrence Variables Provision
Choose your own training
o oo Taylor
adventure: designing a gamified European Journal & Quantita
11  Dincelli et al. SETA artefact for improving Article  of Information 2020 Franci  tive
information security and privacy Systems ISSN: s
through interactive storytelling
Adel Employees’ information security .. . .
D S t El tit
12 Yazdanmehr policy compliance: A norm Article OO SUPPOTE 5 0 BISEVIE Qu("m e
. . Systems journal r tive
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Choi,
M eogl 1 Social control through deterrence Spring Quantita
13 yeongs on the compliance with Article  Soft Computing 2018 pring foue
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Electronic medical record systems:
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E d Health and tit
14 A Odai framework for individual, security Article catth an 2020 Spring Qu("m e
et al. . . ; Technology er tive
and privacy concerns using multi-
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Nader Information security polic Computer & Elsevie Quantita
15  Sohrabi Safa . . yPp . Y Article P . 2016 .
otal compliance model in organizations Security r tive
Nurses” and patients” perceptions Quantita
16 KKimetal. of privacy protection behaviours Article Nurse and ethics 2017  Sage tive
and information provision
Protection motivation and European Journal
T Herath, HR deterrence: a framework for . .p . Elsevie Quantita
17 . . . . Article  of information 2009 .
Rao security policy compliance in r tive
S systems
organisations
Influencing factors of employees’ o3s
18 ClLiuetal mformzjltlon systen.q? security pol?ce Confere E3S Web of 2020 confer Qu("mtlta
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China
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Figure 2. Number of publications on ISPC and incidence of security breaches in organizations.

Findings

Information security policy compliance (ISP) is a critical concern for organizations due to the
human factor's significant role in maintaining information security[55]. We describe our results of
information security policy compliance and their effects of incidents of security breach below:

1. Investments in information security, top management support, and employees' awareness
contribute significantly to mitigating security incidents[56]. Implementing risk assessment
methodologies and known mitigation methods can lead to a significant reduction in system
downtime incidents and increase the availability of ICT systems[57]. Additionally, the
implementation of security controls, such as encryption, helps organizations secure
vulnerabilities and defend against data breaches, although they are not foolproof[58]. Therefore,
a comprehensive ISPC readiness model is essential for organizations to effectively counter cloud
threats and address compliance violations when migrating to or employing cloud computing
services[19].

2. Leadership support plays a crucial role in influencing employees' adherence to information
security policies[23], [25]. Research indicates that factors like supportive organizational culture,
security compliance leadership, and user involvement positively impact employees' attitudes
towards information security policy compliance[26] [27]. Additionally, the study emphasizes
the significance of management support in shaping employees' behavior to comply with
information system security policies[59]. While the size of an organization was not explicitly
mentioned in the contexts provided, it is essential to consider that larger organizations may have
more complex structures and potentially face different challenges in ensuring policy adherence
compared to smaller organizations. Therefore, effective leadership support combined with a
supportive organizational culture can significantly influence employees' compliance with
information security policies across organizations of varying sizes.

3. Security Education, Training, and Awareness (SETA) programs play a crucial role in promoting
information security awareness among staff. Research has shown that employees' perceptions
of SETA programs significantly impact their commitment to security practices[30]. Factors
contributing to the success of SETA programs include pedagogical approaches being more
effective than communication approaches, as well as the critical success factors (CSFs) identified
in the literature, such as design, development, implementation, and evaluation phases, which
are essential for program effectiveness[34]. Moreover, employee security training indirectly
influences security behavior through employee relations, monitoring, and accountability,
highlighting the importance of holistic approaches in enhancing staff adherence to information
security policies[32].

4.  Employee behavior plays a crucial role in the level of compliance with information security
policies, with studies highlighting that employees are often the weakest link in maintaining
security within organizations[32], [39], [41], [43]. Factors influencing compliance include the lack
of understanding of policies, inadequate training, poor management support, and staff
insensitivity towards safeguarding information[39]. Research emphasizes the importance of
continuously raising awareness among users and dynamically monitoring their adherence to
policies to enhance compliance levels[41]. Non-compliance with policies has been identified as
a major challenge, leading to security breaches that can have severe financial implications, with
estimates ranging from hundreds of billions to over one trillion dollars annually[43]. The focus
on human behavior and factors affecting compliance underscores the need for robust security
measures and effective strategies to prevent insider threats and mitigate security incidents
within organizations.

5. Additional findings, Information security policy compliance (ISPC) plays a crucial role in
reducing security breaches in organizations. Studies have shown that factors like psychological
contract breach (PCB) can significantly impact employees' compliance intentions, with higher
PCB leading to lower ISPC[14]. Additionally, the combined effects of organizational and
behavioral factors, such as accountability constructs, supportive organizational culture, and user
involvement, have been found to positively influence employees' attitudes and intentions
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towards establishing an information security policy compliance culture[42]. Moreover, the
mediating role of emotions, particularly positive emotions, between challenge information
security stress and ISPC has been highlighted as a significant factor in enhancing compliance
behavior intentions[60]. By addressing these factors and promoting a culture of compliance,
organizations can effectively reduce security breaches through improved ISPC.

Adhering to information security policies in organizations offers significant advantages, yet
challenges to compliance persist. Factors influencing user adherence to policies include leadership,
organizational commitment, rewards, awareness, behavioral intentions, and habits, with awareness
being a key influencer[23]. Compliance in information security management (CISM) is crucial due to
the rising costs of noncompliance, reaching an average of $14.82 million per organization in 2017[61].
Emotions play a mediating role in the relationship between challenge information security stress and
ISP compliance, with positive emotions positively affecting compliance[60]. The following tables are
summarized the insights of the paper. The study on the impact of ISPC on reducing the incidence
of security breaches in organizations is summarized in Table 1. It includes the methodology used in
numerous studies as well as their main conclusions, gaps, and issues. The studies investigate
problems such support for the application of positive psychology in the field of management, the
issue of non-compliance with information security policy is a growing problem leading to security
breaches in organizations, deterrence at a moderate level tailored to the organization's security
strategy and specific information security environment, challenge of improving information security
policy compliance through incentivization strategies grounded in behavioral economics and
externality concepts. Studies on the effect leadership support and organizational size on adherence
of information security policy are compiled in table 3. Authors, methodologies, findings, theoretical
gap, empirical gap and problem are covered all. Security training, knowledge sharing, security
education, and security visibility significantly impact information security performance,
Management support, awareness and training, and accountability are key factors shaping employees'
compliance with information security policy, Supportive organizational culture and end-user
involvement significantly influenced employees' attitudes towards compliance with ISP, while
leadership showed the weakest influence are covered.

Table 4. Summarized various studies on the relationship between Security Education, Training,
and Awareness (SETA) programs and staff adherence to information security policies. The studies
investigate Employees' perceptions of the SETA program explained a significant amount of variance
in their commitment to SETA. Middle Eastern culture significantly influences ISM. Security culture
and awareness significantly impact ISM. 11 critical success factors (CSFs) for Security Education,
Training and Awareness (SETA) program effectiveness were identified. Relationships between the
CSFs within and across the lifecycle phases were highlighted. Employee security training indirectly
influences security behavior through its impact on employee relations, monitoring, and
accountability. The research on the level of information security policies compliance and incidence
of severity security breaches are compiled in table 4. topics are covered are security education
training, top-management's commitment, and peer non-compliance behavior influence the
information security climate. Information security climate, punishment severity, and certainty of
deterrent influence employees' intention to comply with ISP. Understanding of law and policy, and
management roles in protecting information security.

The approaches used in information security policy compliance are outlined in Table 5. It covers
the authors, methodology, findings and problems. automated compliance over traditional methods,
Individual accountability measures, compliance increased for both internal and external causes, as
well as for protection. Supportive organizational culture and role values were the most influential
predictors of ISP compliance. Autonomy, competence, and relatedness positively affect employees'
intentions to comply with ISP.

Table 7. lists ISPC theoretical analysis and models. Authors, methodology, finding, theoretical,
empirical gaps are discussed. The studies utilize various theories like Theory of Planned Behavior
(TPB) and deterrence theory, finding factors like government effectiveness and sanctions to influence
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compliance. They also identify gaps in understanding the role of intent behind violations and the
need for unified models encompassing multiple theories.

Table 2. Impact of ISPC on reducing the incidence of security breaches in organizations:.

Theoretical
Author Methodology Finding e;:; e Empirical gap Problem
Expands
h
Challenge Zf:ﬁi;rcl iin Reveals the
Field quasi- . & (68 mediating effect ~ The study
. information stress in the o, .
experimental . of positive provides
security stress two- . . .
method used . . . emotions in the empirical
. positively affects dimensional . .
with 217 . relationship  support for the
Chen et al. emplovees ISP compliance model of between apolication of
(2022) P y and positive challenge- PP ..
from Chinese . . . challenge positive
L. emotions, while hindrance . - .
companies in necativel stressor theor information ~ psychology in
Shanghai and ,g Y . Y security stress the field of
affecting negative in
Beijing. . . and ISP management
emotions. organizational .
. . compliance
information
security
Individual
measures of
accountability had
weak to moderate
effects on
employees'
attitudes towards
information The study The research
securl.ty policy highlights the Prior to this aimed t<?
compliance, but lack of address the issue
) . study, there was
the combined previous 2 eap in of non-
effect showed research §apm compliance with
The study o o understanding . .
. significant considering information
utilized a : . how . .
. . ) influence. the combined . security policies
Eric Amankwa, questionnaire L . organizational ..
. Organizational application of . by examining
Marianne  to collect data . . and behavioral
factors like  organizational the effects of
Loock(2022) from 313 ] ) factors together ..
. supportive cultureand behavioral . organizational
employees in impact )
and user factors to . .., and behavioral
Ghana , . compliance with
involvement establishan . factors on
.. . . information o
positively affected information . . . establishing a
, . . security policies
employees security policy . L culture of
. . . In organizations . .
attitudes, with compliance compliance in
attitudes havinga  culture organizations
substantial
influence on
establishing an
information
security policy
compliance
culture
Amankwaet  Thestudy  Accountability Existing The study Information
al.(2021) involved a measures strategies for ~ validateda  security policy
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field survey significantly changing  research model noncompliance
with 313 influenced employees'  for predicting  is a growing
employees employees' behavior employees'  problem leading
from selected  attitudes and intentions compliance to security
Ghanaian behavior towards behavior breaches in
companies intentions compliance intentions, organizations,
towards ISP have not been addressing the necessitating
compliance effective, empirical gap in effective
highlighting a understanding  strategies to
gapinthe ISP compliance address this
literature. culture. issue.
Job satisfaction
and personal
responsibility
positively impact
Information
Security Polic
C yl cey The study
omplian
(IS}I)’ 0 explores ISPC The study
o formation The research suggests
Job satisfaction . oo
fromthe  emphasizesthe maintaining
promotes the . .
The study . perspective of importance of deterrence at a
S formation of .
utilized ersonal autonomous organizational moderate level
Hong & Xu hierarchical P s motivation, support in tailored to the
. responsibility, . . .
(2021) regression . focusing on promoting organization's
. with deterrence s .
analysis to test . self- employees'  security strategy
severity S . .
hypotheses . determination perceived self-  and specific
negatively - . .
. . theory and  determination  information
moderating this . .
. . social for ISPC security
relationship. .
exchange environment.
Personal
s theory
responsibility
mediates the
relationship
between job
satisfaction and
ISP
The stud The stud
y The research y
The research addressed the . focused on
. , aimed to fill the .
utilized a Results showed gap in . . evaluating new
, . empirical gap in
survey among that an employee'sunderstanding Knowledee factors
computer intention to the factors 596 influencing
. . . . regarding the . .
users in comply is influencing . information
.. . influence of ]
organizations  influenced by employee . . security
. .. . . . attitude, security .
Ghannoo & in Mauritius to attitude, security =~ compliance compliance
. . . . awareness
Chiniah( 2022) identify awareness with among
. . programs, and
antecedents of programs, and  information rewards on employees,
employee rewards, which in security policy emplovee recognizing
compliance  turn influences by proposing a P Y . them as both
. . 7 compliance with o
with actual compliance novel multi- . potential risks
. . information .
information to ISP. theory model . . and assets in
security policy

security policy.

derived from
the theory of

in organizations.

information
security efforts.
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reasoned
action,
cognitive
evaluation
theory, and
hanoo.
Current Addressing the
. . Demonstrated &
Conducted information . challenge of
. the effectiveness :
laboratory Rewards or a security improving
. o . of small and . ]
experiments to combination of  policies are . information
predictable . .
study the rewards and based on financial security policy
impactof  punishmentsare  outdated compliance
. . . rewards and
Yuanxiang John  rewards, effective in compliance ) through
. . . . punishments . L2
Lia(2023) punishments, improving models, o incentivization
. . C over a i
and detection =~ compliance, highlighting . strategies
o - . punishment- i
probability on especially with  the need for a grounded in
. . . : . focused .
information reliable violation novel . behavioral
. . - . approach in .
security policy detection behavioral- . . economics and
. improving _
compliance based . externality
. compliance
mechanism concepts
Table 3. The effect leadership support and organizational size on adherence of information security
policy.
e . Theoretical ..
Author Methodology Finding gap Empirical gap Problem
Limited
studies have The research
been aims to evaluate
. . conducted on the effect of
Security training, the impact of securit
The study knowledge .p ) Previous studies oy
. .. organizational organizational
collected data sharing, security actices on have used a Lactices on
from 171 UK education, and p . small number of p .
. . R information information
Alzahrani & employees at security visibility . parameters, .
. . g security e security
Seth(2021) manufacturing  significantly indicating a gap
. . management . management
SMEs using a impact in the empirical
. . performance . performance
structured information | research on this
) . . in small- and . with a focus on
questionnaire security . . topic .
medium-sized various
performance. L. .
enterprises in parameters in
the manufacturing
manufacturing SMEs
sector.
The research The stud
Management Y More than 70%
used a survey addresses the . Employees
support, of security
research lack of commonly do
awareness and threats come .
method, a .. knowledge . not comply with
o training, and from insiders . .
Assefa & quantitative . about information
accountability are . due to lack of . ..
Tensaye,(2021) approach information security policies
. . key factors . knowledge X .
involving . security despite their
_ shaping . about . ,
counting and , policies and | . implementation
) employees . information . L
measuring . .., theresulting . . . inorganizations
compliance with security policies

variables

unawareness
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information of
security policy. consequences
among
employees.
Knowledge of
cybersecurity and
employee
cognitive belief
significantly
influenced The stud
The study , The research y
e employees s addresses the
utilized a . ) highlights the
intentions to . need for
structured . critical role of . . .
. . comply with . effective The increase in
questionnaire L leadership and . .
_ organizational cybersecurity  cybersecurity
and applied . cultural values .
cybersecurity . . compliance by threats
structural in fostering . .
. control . promoting  necessitates the
equation mechanisms organizational organizational adequate
Onumo et al.,, modeling (SEM) . adherence to & . q )
Organizational . security addressing of
(2021) to analyze . prescribed .
elements like . initiatives that ~ adherence to
survey data . security . .
. leadership on incorporate  organizational
from public . control . .
employee security . cybersecurity security control
sector . mechanisms, ..
. . behavior are 0 principles and processes and
information . contributing to .
mediated by . practices into procedures
technology behavioral . .
. .. 27 espoused cultural ) job descriptions,
organizations in security .
L. values, and the routines, and
Nigeria . research
impact of processes
employee
cognitive belief is
moderated by
security
technologies
The study aims
The study's
The study y to address
addresses the focus on employees' non-
The research ) nurturing ISP P Y .
gap in . compliance with
model was . compliance . .
Supportive research by information
developed and L 1 culture through . .
. . organizational providing . security policy
validated in an S specific factors .
e culture and end- insights on . by promoting
empirical field ) like .
user involvement how to . factors like
survey to show . . organizational .
significantly effectively supportive
. how key . culture and end- .
Eric Amankwa, influenced address non- organizational
. constructs , . user
Marianne influence employees compliance involvement culture, end-
Loock,( 2018) ., attitudes towards  with ISP ) .. user
employees . . fills an empirical .
. compliance with through the . involvement,
attitudes . . gap in .
ISP, while establishment . and compliance
towards _ understanding _
o leadership of ISP , leadership to
establishing . employees .
. | showed the compliance . influence
security policy ) attitudes and .
. weakest influence  culture, a . attitudes and
compliance concent not behavioral behavioral
culture (ISPCCQC) .p intentions . .
previously intentions
towards ISP .
explored . towards ISP in
compliance

organizations
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The research

The study  highlights the
explores the importance of
influence of  leadership in

The study
examined the Leadership plays
influence of  a significant role

trust variables in an ) ) . .
. . .., trustvariables information The study aims
on leadership in organization's _ . _ .
. . . . on leadership security to investigate
information information | . .
. . . in the context effectiveness,  the impact of
security policy security. . . . .
. . of information suggestinga  trust variables
L compliance. Leadership . . . .
Paliszkiewicz o . , security policy ~ potential  on leadership in
Multicollinearity — involvement . .. .
(2019) . compliance, empirical gap in the
among significantly Lo L9 L,
. , indicating a the existing organization's
independent affects employees . ) . )
. . potential literature information
variables was behavior towards . . . .
. . . theoretical gap regarding the security policy
tested using information . o .
. in specificimpact ~ compliance
tolerance level security . ;
. . understanding of leadership on
and variance compliance. . . .
. . this information
inflation factor lationshi it
. relationshi securi
in the model P i
practices

Table 4. Relationship between SETA program and staff’s adherence information security policies.

Author Methodology Finding Theoretical gap Empirical gap Problem
Pedagogical
approaches were

found to be more
The study effective than

e L The research The study The study
utilizeda  communication . . .
. . contributes to the enriches the aimed to
factorial-based approaches in . . . .
. . ) theoretical ~ SETA literature investigate how
scenario influencing .
» knowledge of the by pedagogical and
survey to test employees .. ..
. event lens by conceptualizing communication
the perceptions of the extending it to a SETA approaches in a
Hu et al. (2024) relationships SETA program. & PP
., the SETA context program asan SETA program
through Employees . . .
. . and exploring the organizational influence
covariance- perceptions of the . ‘ i . .
relationship event, employees

based SETA program among three  diverging from perceptions and

structural explained a , )

. S event strength  conventional commitment to
equation significant components approaches the program
modeling amount of

variance in their
commitment to
SETA
Middle Eastern Lack of
Qualitative culture Generic SETA connection

significantly ~ Lack of attention

h that bet ltu
Heyasat et al. approac influences ISM. to cultural effects F 0 oo 1At DEWEER CUITUTE
using the case . . do not consider and awareness
(2023) Security culture in current e )
study method . . __specificindustry programs in
. and awareness security practices
was applied . needs ISM
significantly . .
. implementation
impact ISM.
The study 11 critical success The research ~ The absence of The
Alyamietal.  utilizeda factors (CSFs) for contributes to the = empirical questionable
(2024) systematic Security first studies on the effectiveness of

inductive Education, comprehensive critical success ~ SET SETA
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approach for  Training and conceptualizationfactors for SETA programs at
concept Awareness of the CSFs for program changing
development. (SETA) program SETA program effectiveness employee
Data was effectiveness effectiveness ~ motivated the behavior drove
collected  were identified. study the
through semi- Relationships investigation
structured between the CSFs [
interviews within and across
with 20 key the lifecycle
informants phases were
from various  highlighted
geographic
locations
The research
The study aims to adc.lress
. The study . . the gap in
utilized o Previous studies .
highlights the ... understanding
survey data Employee have primarily
. . lack of the
from security training _ . focused on the :
R consideration for _. comprehensive
employees indirectly . direct effects of
) . the mediating . .. impact of
across five influences security training . .
. . . role of employee . security training
major security behavior . on behavior,
Yaokumabh et . . relations, . on employee
industry through its o neglecting the _
al.(2019) , monitoring, and . security
sectors and impact on .. . indirect effects .
accountability in . behavior by
employed employee . . mediated by o
. the relationship considering the
structural relations, . employee L
. L between security . mediating
equation  monitoring, and .. relations,
. . . training and o factors of
modeling via  accountability _ monitoring, and
security . employee
SmartPLS 3.0 _ accountability. .
. behavior. relations,
for analysis L
monitoring, and
accountability

Table 5. Level of information security policies

compliance and incidence and severity security

breaches.
Theoretical
Author Methodology Finding gap Empirical gap Problem
Security education  The stud
ty uey Organizations
training, top- examines The study
. . ) . face challenges
management's  information contributes in
commitment, and  security empirical .
Data was . _ understanding
peer non- compliance evidence on the . .
collected from _ and improving
compliance from the factors ,
329 employees . . . . employees
. behavior influence perspective of  influencing . .
in the top- . . . . compliance with
Addae & . the information general information . .
. performing . . . . information
Simpson( 2019) . security climate.  deterrence  security policy . .
banks in . . security policies,
Information theory and compliance .
Ghana and . ) . . .. given the
. security climate, information behavior in ) o
analyzed using unishment securit organizations identified
z , .
PLS-SEM P . . Y & . . weaknesses in
severity, and climate, particularly in .
. ) . internal
certainty of addressing the banking
. . employee
deterrent gaps in sector in Ghana . .
. _ behavior leading
influence understanding
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employees' Isp to security
intention to compliance breaches

comply with ISP
The research
methodolo .
. Y The study aims to
involves . .
-dentifvin fill the gap in
ying understanding the . The study
factors related . The theoretical
severity of factors addresses the
to human . . model The research
_ influencing _ lack of
behavior that . . proposed  aims to enhance .
information A understanding
led to highlights the awareness and . .
. ) leakages. . of information
information influence of knowledge . .
The research . ) policy, training,
breaches. behavior, regarding
hypotheses . . poor
The study awareness information
. propose . management
Sarmoen et aims to C e programs,  security among
significant X support, and
al.(2019)  understand the . . understanding employees and
relationships ; staff
root causes of . of law and cultivate a , -
. . , between behavior, . insensitivity
confidential policy, and culture of
. . awareness _ towards
information management safeguarding .
programs, . . safeguarding
leakages . roles on confidential . .
understanding of . . . . . information as
through . information  information in .
o law and policy, . factors leading
individual security the workplace . .
. and management . to information
attitudes, . . compliance
roles in protecting breaches
awareness . .
information
programs, and .
security
management
efforts

Discussion

Combined effects of organizational factors like supportive culture, security compliance
leadership, and user involvement, along with individual measures of accountability, have a positive
influence on employees' attitudes and intentions towards establishing an information security policy
compliance culture (ISPCC)[25]. Moreover, research indicates that challenge information security
stress positively impacts ISPC, with positive emotions mediating this relationship, highlighting the
importance of addressing stressors and emotions in promoting compliance behavior[60]. Studies
have shown that implementing behavioral-based mechanisms with rewards and punishments
effectively improves information security policy compliance[21]. Factors such as perceived threat
severity, vulnerability, response cost, and efficiency significantly impact compliance behavior in the
banking sector, accounting for 60% of the variation in compliance[22] .Additionally, the Theory of
Interpersonal Behavior (TIB) has been applied to predict compliance, highlighting the importance of
government effectiveness in enforcing data protection regulations and its influence on individuals'
intention to comply with information security policies [24]. Understanding human and
organizational factors, leadership, awareness, and habits are essential in promoting adherence to
policies and enhancing data protection efforts[23]. Additionally, modularizing and tailoring policies
through software can enhance policy effectiveness by providing guidance tailored to specific tasks[4].
Furthermore, the criticality of data and the intensity of information system usage within
organizations significantly impact the effectiveness of information security policies, with higher
criticality leading to increased policy effectiveness[68]. These components collectively contribute to
minimizing security breaches by creating a comprehensive and adaptive framework that addresses
legal requirements, technological aspects, human behavior, and organizational specifics. Inadequate
leadership support and organizational size can have significant consequences on information
security policy compliance. Research has shown that leadership plays a crucial role in influencing
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compliance with security policies, with supportive organizational culture and leadership styles being
key factors in predicting compliance[49]. Additionally, organizational factors like management
support and awareness are vital in shaping employees' behavior towards compliance[27]. Moreover,
the size of an organization can impact compliance levels, as larger organizations may face challenges
in ensuring consistent adherence to security policies across all levels due to complexity and scale[27].
Therefore, insufficient leadership support and larger organizational sizes can lead to lower
compliance rates, potentially increasing the risk of information security breaches.

Table 6. Methodology and approaches in information security policy compliance.

e g Theoretical ..

Author Methodology Finding gap Empirical gap Problem
The main focus
of the article is
on studying the

The article organization of
discusses the compliance in
. The article P .
The article advantages of . ensuring
doesnot  The article does :
analyzes the automated . .. information
. explicitly not explicitly .
concept of  compliance over ) . security, the
) o mention a mention an
compliance and  traditional theoretical empirical eab in tasks of
Rusetskaya (2023)  its main methods and , p &ap compliance
. . gap in the the study of .
components in provides . . control in
study of compliance in .
the context of ~ examples of . L. . Russian
. . . compliance in  information .
information existing . . . organizations,
. . information security
security developments in . and the
. security. .
compliance importance of
automation. compliance
automation in
information
security.
Previous
N The research
research . . .
lacked Prior to this aimed to
Individual . . study, there was address non-
. consideration . _
accountability a gap in compliance
of the . .
measures had . understanding with
] combined . .
The study varying effects on impact of how information
collected data employees' pact organizational security policies
. organizational _ ..
Amankwaetal.(  from313 attitudes towards and and behavioral by examining
2022) employeesin  information behavioral factors together the effects of
A%
Ghana using a  security policy factors on influence organizational
questionnaire compliance, with . compliance  and behavioral
C establishing )
a significant an with factors on
combined effect . . information  establishing a
information . -
observed . . security policies  culture of
security policy . S . .
. in organizations compliance in
compliance .
organizations
culture
The literature The research ~ Most securi
The authors Compliance . . ) vy
. lacks a investigated an professionals
Asfoor etal.( used grounded increased for )
. . complete  ISP's PMT and develop
2022) theoryina both internal and .. . ]
grasp of the IT vision information

comprehensive external causes, . . .
elements that conflict, security policies
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literature as well as for change studying IT generically,
review protection. employees' vision conflict leading to non-
The outcomes non- mediation's compliance
showed that the compliance to impact on PMT
procedures compliance =~ components
currently used to and ISP
ensure noncompliance
compliance are attitudes
inadequate
The study
The study sought to

aimed to build The research  identify which

The study . . analyzed data predictor
.. . on the existing . . )
utilized an Supportive _ using multiple  variables,
. S literature on . . .
instrument  organizational ISP regression including
with 5 culture and role . analysis to leadership,
compliance by .
Nord et al. (2022)  constructs  values were the creating a determine the engagement,
administered most influential 5 significance of ~ supportive
. . prediction . L
electronically predictors of ISP . the predictor ~ organizational
model with

to employeesin compliance. variables in culture, and role

i
the U.S.A. SP ec'1 € predicting ISP values, were
predictor . . .
. compliance. most influential
variables. . -
in predicting
ISP compliance
Autonomy,
competence, and
relatedness
itively aff
The study positively a fect o
. employees The research  Investigating
utilized self- . ) ,
L. intentions to The study provides the role of
determination . e .. o
comply with ISP. highlights the  empirical intrinsic
theory (SDT) to ; o
investicate Perceived value value of SDT support for the  motivation
A. Alzahrani et emplo gees' congruence had a in researching model through towards policy
al.(2018) . POy . negative effect on employees' data obtained compliance in
information . . -
. . ISP compliance Isp from a survey inthe organization
security policy . . . .
(I1SP) intentions compliance  a Fortune 600  was the main
. The perceived  intentions organizationin focus of the
compliance e . .
. . legitimacy Saudi Arabia study
intentions

construct did not

affect employees'
intentions to

comply with ISP

Table 7. Theoretical analysis in information security policy compliance.

Author Methodology Finding The;:e;acal Empirical gap Problem
The study Government Previous The integration =~ Employees'
applies the effectiveness  studies did not of government compliance with

Chin & Chua  Theory of significantly explore the effectiveness ISP is crucial for
(2021) Interpersonal  influences ISP role of with TIB to minimizing
Behavior (TIB) compliance, and government explain ISP information

to predict TIB shows strong effectiveness in compliance in a security threats,
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Information explanatory  enforcing data ~ Malaysian and
Security Policy power in protection context understanding
(ISP) predicting ISP  regulationson represents an the factors
compliancein ~ compliance individuals'

empirical gap influencing ISP

a Malaysian intention to  that this study

context comply with aims to address.
ISP, creating a

compliance
behavior is a

major concern

theoretical gap for
organizations.
The research The stud
The research Y
employed . ) The research ~ addressed the
All three factors aimed to fill | . .
Two-Stage ) aimed to fill the critical need to
of TPB the gap in .
Structural C g . gap in understand and
, significantly ~ understanding _ .
Equation . understanding improve
_ influenced the factors . .
Modeling to . . . the factors information
. ) . behavioral influencing . . . ]
J. Kim & investigate | . . . . influencing security policy
intention, with information . . .
Mou(2020) factors o . . information compliance
. . overall fit indices security policy . . ..
influencing . security policy =~ behavior in
. . of the structural ~ compliance . .
information o . compliance organizations
. . model exhibiting behavior based . .
security policy . behavior based with the
. a satisfactory on TPB .
compliance on TPB through widespread use
. level through meta- ; . .
behavior based . meta-analysis  of information
analysis .
on TPB technologies
Sanctions have an
overall effect on
deviant behavior, The stud
. o y The analysis The research
with contextual highlights the . .
factors . tance of revealsno  aims to examine
actor importance o
The study . . . P significant  the applicability
. influencing this contextual and .
utilized a . . . differences of deterrence
relationship. methodological .
randome-effects ) between theory in
Deterrence theory moderators in . . .
Trang & model to . . scenario-based  information
better predicts understanding . . .
Brendel,(2019)  control for . . and behavior-  security policy
) deviant behavior  deterrence s .
sampling and .. . specific compliance and
in malicious theory in
measurement . . . measurement address
contexts, high  information . . . .
errors . . . methodsin  inconsistencies
power distance security policy . ..
. . deterrence in empirical
cultures, and high compliance ) b
. studies findings
uncertainty research
avoidance
cultures
The UMISPC The UMISPC is
The study . Future researchis .
. aims to intended to
reviews 11 ) needed to L
. examine the . inspire further
theories e L determine the
Preliminary  similarities and
related to

. research to
empirical support differences in extent to which theorize and
informati he UMISP
Kajtazi etal, MOTMAMON L e UMISPC  constructs ¢ D MIoLC can
(2021) security

o demonstrate
.. explain different .
. model was  across existing differences
behavior ) . . types of .
provided in Study models in . . between rival
models and . . information ..
.. 2 information .. theories in the
empirically . systems security .
security . information
compares . behaviors and
. behavior
them in Study.

. . systems security
violations
context that are

research
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The unified not currently
model of captured by
information existing
security policy measures
compliance
(UMISPC) is
proposed and
empirically
tested in Study
2
Qualitative
G ded Lack of iti
rounde Identified Emphasis on ack of coghitive Employees often
Theory .. , consonance,
. counterfactual intent' of . do not follow
approach is . relational
balances of violations . recommended
used to imbalance, and ] .
. . norms, rather than information
Njenga & examine . , L. unstable . ..
commitment, and effect’ in . . security policies
Lowry(2018) causes of . . disposition .
C L. attachment information . . despite
violations and . . . identified as
leading to security policy awareness
generate . L outcomes of .
. tensionsand IS violations levels, leading
unique . . . counterfactual . .
. policy violations research to violations
insights on balances
intent
The paper
proposed a
conceptual
framework for
Info'rma’ao'n Addresses the Emphamzes the
Security Policy Seeks to enhance importance of
The framework lack of a )
(ISP) . . . theaccuracy of  employees
. aims to provide a comprehensive ., . .
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Conclusions

Information security policy compliance play an important role for reducing incidence of security
breach in the organizations. ISPC research is still important for organizations whether developed
countries or developing nations. This systematic literature review has explored the empirical
evidence on the impact of information security policy compliance (ISPC) on reducing the incidence
of security breaches in organizations. The review of 23 relevant studies published between 2010-2023
suggests that ISPC is an important factor in mitigating security breach risk. The majority of studies
found a significant positive correlation between ISPC and security breach incidents, indicating that
higher levels of employee compliance with information security policies is associated with fewer
security breaches occurring. The findings also suggest that organizations with stringent ISPC
mechanisms experience fewer security breaches compared to those with lax or poorly enforced
policies. The review also identified several key organizational and individual factors that influence
the degree of ISPC, including security culture, security awareness training, perceived security threat,
and employee attitudes and beliefs, accountability. Strong security leadership, clear policy
communication, and making security policies easy to understand and follow were also found to be
important facilitators of ISPC. While this review has highlighted the positive impact of ISPC on
reducing security breaches, several areas warrant further investigation to deepen our understanding
and improve the effectiveness of ISPC measures:

1. Investigating how organizational context factors such as industry, size, and security maturity
might moderate the ISPC-security breach relationship.

2. Research comparing the relative effectiveness of different ISPC enhancement strategies (e.g.
training, incentives, enforcement) in driving behavioral change and security outcomes.

3. Cost-Benefit Analysis of ISPC: Future research could focus on conducting comprehensive cost-
benefit analyses to determine the financial implications of implementing various ISPC measures
and their return on investment.

4. The majority of this review are quantitative studies in the future research qualitative studies to
gain deeper insights into the social, psychological, and organizational dynamics underlying
employee security behaviors and ISPC.

Supplementary Materials: The following supporting information can be downloaded at the website
of this paper posted on Preprints.org.
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