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Abstract

The European Union Artificial Intelligence Act (Al Act) and the General Data Protection Regulation
(GDPR) impose stringent and partly overlapping obligations on high-risk Al systems deployed in
cybersecurity and critical infrastructure contexts. Yet organisations still lack concrete mechanisms
to translate these legal requirements into actionable engineering tasks and auditable evidence along
MLOps lifecycles. This paper proposes the Technical-Regulatory Correspondence Matrix (TRCM)
as a structured correspondence layer that explicitly links regulatory pillars (derived from the GDPR,
the AI Act and emerging Al management system standards) to families of technical dimensions
in Al-based security monitoring and incident detection. The TRCM captures the many-to-many
relationships between legal obligations and technical activities and is designed to be instantiated
for specific high-risk use-case families. We introduce the matrix, define its regulatory and technical
dimensions, and apply it to a representative cybersecurity scenario: network anomaly detection
operated by essential service operators to protect critical infrastructures. For this use case, we derive a
regulatory profile, construct a filtered TRCM and show how obligations on risk management, data
governance, robustness, transparency and human oversight can be mapped to concrete controls
(for example, data inventories and lineage, stress-testing suites, monitoring and incident response
procedures, explainability mechanisms and human—Al interaction patterns) and to associated evidence
artefacts embedded as correspondence checkpoints in an MLOps pipeline. We then analyse the
operational implications of adopting the TRCM for engineering, compliance, risk and audit functions,
arguing that it supports an evidence-by-design posture and observability-driven Al governance in
cybersecurity operations. Finally, we discuss the limitations of the current formulation and outline
directions for future work on standardisation, automation, handling regulatory tensions between the
Al Act and the GDPR, and multi-stakeholder deployments of the TRCM in network security and
critical infrastructure ecosystems.

Keywords: cybersecurity; privacy; EU Al Act; GDPR; high-risk Al systems; critical infrastructure
protection; network anomaly detection; Al governance; regulatory compliance; MLOps; observability;
evidence-by-design; auditability

1. Introduction
1.1. Motivation and Problem Statement

Responsible artificial Intelligence (AI) development increasingly relies on frameworks that connect
normative principles, legal requirements, and engineering practices across the entire system lifecycle [1,
2]. The rapid diffusion of Al in sensitive and high-stakes domains has intensified demands for
transparency, accountability, and meaningful human oversight throughout the development and
deployment of Al systems [1,3]. Conceptual frameworks for Al regulation have been proposed that
span multiple stages of the policy process, but these contributions largely remain at a macro-governance

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://orcid.org/0000-0001-6091-2624
https://orcid.org/0000-0002-7248-4310
https://doi.org/10.20944/preprints202512.0593.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 December 2025 d0i:10.20944/preprints202512.0593.v1

2 of 26

level and offer limited guidance on how technical teams should translate regulatory expectations into
concrete, verifiable controls and artefacts [1,2]. In parallel, analyses of Al politics in the European
Union show that regulatory responses combine market-integration objectives with the reinforcement
of fundamental-rights protection, thereby raising the bar for accountability and oversight, particularly
for high-risk Al systems [4].

Al governance is increasingly characterised as a multidimensional and fragmented field, marked
by coordination challenges, power asymmetries, institutional capacity gaps, and overlapping or com-
peting regulatory initiatives [2,4]. Synthesis work highlights a proliferation of governance strategies,
tools, and frameworks, while simultaneously stressing the lack of operational mechanisms that link
these instruments to concrete development and deployment practices [2,5]. This disconnect creates a
persistent gap between high-level narratives of “responsible” or “trustworthy” Al governance and the
everyday work of engineers who must design metrics, pipelines, and technical documentation that
satisfy specific obligations imposed by regimes such as the GDPR and the EU Al Act [2,3]. In practice,
developers are left without practical guidance on how to systematically translate these regulatory
requirements into verifiable technical artefacts that can be inspected and audited.

Recent research on responsible Al governance systematises the organisational structures, pro-
cesses, and capabilities needed to operationalise values such as transparency, accountability, and
human oversight [5]. This work distinguishes structural, relational, and process-oriented aspects of
responsible Al governance, yet stops short of specifying how these dimensions should be instantiated
as technical requirements, Machine Learning Operations (MLOps) controls, and auditable evidence
in concrete Al projects [3,5]. Broader governance-of-Al analyses reinforce that the central challenge
is no longer the absence of principles, but the difficulty of operationalising legal notions such as
explainability, documentation, risk mitigation, and traceability into metrics, controls, and evidence
integrated into development pipelines, in rapidly evolving socio-technical environments [2,4].

Within the trustworthy Al literature, integrative contributions connect legal, ethical, and techni-
cal robustness pillars, mapping requirements such as human oversight, transparency, privacy, and
accountability and exploring how they relate to responsible Al systems and emerging regulation [3].
However, these efforts remain largely conceptual and do not deliver a systematic model that, for each
legal obligation, specifies the corresponding metrics, controls, logs, reports, and development artefacts
that should be produced and maintained throughout the lifecycle of a high-risk Al system [3]. From an
MLOps perspective, there is still no unified framework that helps technical teams design and operate
high-risk Al systems in a way that is natively compliant with emerging regulation. Taken together,
these strands of work motivate the need for a technical-regulatory correspondence model and define
the problem this article addresses: current Al regulation and governance frameworks do not yet
provide an operational mapping that developers can embed into their MLOps processes to natively
produce demonstrable compliance with instruments such as the GDPR and the EU AI Act [1-3,5].

1.2. Regulatory Landscape: GDPR and Al Act

The regulatory landscape for high-risk Al in the European Union is primarily shaped by the Gen-
eral Data Protection Regulation (GDPR) and the EU Al Act, which together establish complementary
but distinct sets of obligations for organisations deploying Al systems that process personal data or
affect individuals in significant ways [1,3,4]. While the GDPR focuses on data protection principles,
individual rights, and accountability duties for controllers and processors, the Al Act introduces a
risk-based framework that directly targets Al systems, imposing specific technical and organisational
requirements on providers and deployers of high-risk AI [2,3]. Both instruments converge on core
values such as transparency, fairness, human oversight, and robustness, but they operationalise these
values through different legal mechanisms, documentation duties, and enforcement tools [1,4].

Under the GDPR, automated decision-making and profiling are subject to stringent transparency
and accountability requirements, particularly where decisions produce legal or similarly significant
effects on individuals [3]. Controllers must inform data subjects when automated decision-making
is used, provide meaningful information about the logic involved, and ensure that individuals can
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contest decisions and obtain human intervention, while implementing appropriate safeguards to
protect fairness, accuracy, and data protection rights [1,3]. These obligations translate into the need for
clear documentation of processing activities, traceable decision paths, and technical and organisational
measures that support effective oversight and redress.

The AI Act complements this framework by defining high-risk Al systems and subjecting them to a
prescriptive set of requirements that span risk management, data governance, technical documentation,
logging, transparency, human oversight, robustness, accuracy, and cybersecurity [2,3]. Providers of
high-risk systems must implement a documented quality management system, conduct conformity
assessments, and register systems in a dedicated EU database, while ensuring that event logging
and record-keeping enable ex post analysis of system behaviour and incident reconstruction [1,4].
Deployers, in turn, are required to operate these systems in accordance with the provider’s instructions,
monitor performance, and maintain appropriate human oversight and documentation to manage risks
and demonstrate ongoing compliance.

Taken together, the GDPR and the Al Act push organisations towards Al systems that are not
only legally compliant but also explainable, traceable, and auditable by design [3]. However, neither
instrument specifies in a systematic way how obligations such as transparency, human oversight,
risk management, or logging should be instantiated as concrete metrics, controls, pipelines, and
development artefacts in MLOps workflows for high-risk Al [1,2]. For development teams, this
combined framework effectively requires the systematic production of verifiable, audit-ready technical
artefacts across design, training, validation, deployment, and operation phases, while still leaving
open the question of how to architect such artefacts in practice [3].

1.3. Objectives and Contributions

Building on prior work that maps Al principles and ethics to responsible Al systems and regu-
lation [6,7] and on emerging frameworks and pattern catalogues for responsible Al governance and
engineering [8,9], this article proposes a practical, development-oriented framework to support the
engineering of high-risk Al systems in native alignment with the GDPR and the EU AI Act. The
central artefact of this framework is the Technical-Regulatory Correspondence Matrix (TRCM), which
organises selected legal obligations into a structured set of dimensions that can be directly mapped
onto technical requirements, engineering controls, and MLOps artefacts across the Al lifecycle. Rather
than treating governance and compliance as ex post verification activities, the TRCM is designed to
guide design, implementation, and operation decisions so that regulatory expectations are embedded
into the system from the outset.

The first objective of the article is to introduce and formalise the TRCM as a reusable model that
relates concrete legal obligations to families of technical metrics, controls, and documentation patterns
that can be instantiated in different high-risk Al contexts. The matrix captures how requirements such
as transparency, human oversight, risk management, data protection, and logging can be expressed as
verifiable properties of models, pipelines, and operational processes, enabling the systematic generation
of compliance evidence throughout design, training, validation, deployment, and monitoring. This
systematic correspondence aims to reduce the current gap between abstract regulatory texts and the
everyday engineering work of development teams that must navigate complex governance demands
across domains such as healthcare, finance, and public services [10-12].

The second objective is to specify a set of principles, technical dimensions, and mapping mecha-
nisms that make the TRCM operational for practitioners. The framework delineates core dimensions
such as data governance, model behaviour, explanation and communication, monitoring and incident
response, and documentation and auditability, and shows how each dimension can be populated with
concrete metrics, controls, and artefacts that correspond to individual legal obligations. By providing
worked examples and implementation patterns, the article illustrates how regulatory requirements can
be transformed into consistent, replicable engineering decisions, supporting both internal governance
processes and external audits of high-risk Al systems [13,14].
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Finally, the article consolidates these elements into a coherent XAI-Compliance-by-Design ap-
proach that integrates legal, organisational, and technical perspectives on responsible Al [5,9]. The
proposed framework is intended to be sufficiently general to apply across high-risk AI domains,
while being concrete enough to support practical implementation in MLOps workflows. In doing
so, it contributes a technical-regulatory correspondence model that helps organisations move from
principle-level commitments to demonstrable, audit-ready compliance artefacts embedded in the
lifecycle of Al systems.

1.4. Article Structure

The remainder of this article is organised as follows. Section 2 reviews the relevant literature
on explainable Al (XAI), Al governance, and regulatory compliance, drawing on recent analyses
that highlight the persistent gap between high-level normative principles and actionable technical
guidance. This section also synthesises emerging work on socio-technical alignment, risk management,
and observability-driven governance, emphasising the absence of operational mechanisms capable of
translating legal obligations into verifiable engineering artefacts.

Section 3 introduces the Technical-Regulatory Correspondence Matrix (TRCM), describing its
conceptual foundations, regulatory pillars, and technical dimensions. It further details the method-
ology used to construct the matrix and situates the proposal in relation to existing frameworks for
transparency, accountability, documentation, and human oversight under both the GDPR and the EU
AT Act.

Section 4 applies the TRCM to a representative high-risk Al scenario, demonstrating how legal
requirements—particularly those related to data governance, risk management, robustness, trans-
parency, and logging— can be mapped to concrete metrics, controls, and development artefacts. This
section illustrates how the TRCM supports structured evidence generation and regulatory readiness
throughout the Al lifecycle.

Section 5 discusses the broader implications of the TRCM for engineering practice, compliance
processes, regulatory harmonisation, and multi-stakeholder coordination. It also examines limitations
of the current formulation and identifies open research challenges.

Finally, Section 6 summarises the main contributions of the paper and outlines directions for
future work, including the extension of the TRCM to additional Al system classes, sector-specific risk
profiles, and complementary regulatory instruments.

2. Background and Related Work
2.1. Explainability, Governance and Compliance

Research on Explainable AI (XAI) consistently highlights that explainability, auditability, and
meaningful human oversight are essential properties for high-risk Al systems deployed in sensitive
domains such as healthcare, finance, and critical infrastructure [15-17]. Surveys and taxonomies show
a rich variety of methods—ranging from feature-attribution techniques to counterfactual explanations
and user-centred evaluation studies—yet these contributions typically frame explainability as a prop-
erty of individual models or interfaces, rather than as a set of requirements that must be systematically
integrated into end-to-end development and deployment processes [16,18,19]. As a result, many
high-risk Al projects still treat XAI as an add-on layer applied late in the lifecycle, instead of as a
first-class design constraint that shapes data, modelling, and operational choices from the outset.

Despite the progress in XAI methods, significant gaps remain regarding how to transform tech-
niques such as SHAP, LIME, or counterfactual explanations into artefacts that can be used to demon-
strate regulatory compliance in a consistent and repeatable way [15,17]. Existing studies rarely specify
how explanation outputs should be logged, versioned, and linked to concrete decisions, or how they
should be aligned with legal notions such as transparency, contestability, and meaningful information
about the logic involved in automated processing. In practice, development teams are left without clear
guidance on how to embed explanation mechanisms into MLOps pipelines so that they systematically
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generate evidence that is fit for purpose in audits, investigations, or supervisory reviews under regimes
such as the GDPR and the EU AI Act [18,19].

Work on algorithmic governance and responsible Al further emphasises that technical explanation
metrics alone are insufficient, and that governance structures must harmonise these metrics with legal
and organisational requirements [13,14]. Reviews and frameworks in Al governance identify the need
for integrated approaches that connect model performance, robustness, and explainability with risk
management processes, documentation practices, and accountability mechanisms at organisational
level [5,9]. However, these contributions typically stop short of providing operational instruments that
specify how particular explanation methods, logs, and documentation artefacts should correspond to
specific legal obligations, leaving a persistent gap between high-level governance principles and the
concrete engineering work required to build audit-ready high-risk Al systems [10-12].

2.2. Existing Frameworks and Their Limitations

A variety of documentation-centric approaches have been proposed to improve transparency
and accountability in machine learning, including documentation artefacts such as Model Cards and
Datasheets for Datasets, which provide structured templates to describe the purpose, data provenance,
evaluation metrics, limitations, and risks of models and datasets [16? ]. These initiatives offer valuable
structural guidance for documenting technical systems and are increasingly recognised as useful tools
for internal governance and external communication in high-stakes AI applications [10,11]. However,
they do not by themselves establish a direct correspondence between specific documentation fields or
metrics and concrete legal obligations, nor do they prescribe how such artefacts should be integrated
into development workflows to support continuous, audit-ready compliance with instruments such as
the GDPR and the EU AI Act [6].

Beyond documentation, a growing body of work on algorithmic auditing, AI governance frame-
works, and responsible Al pattern catalogues proposes checklists, assessment procedures, and best
practices for evaluating Al systems after they have been designed or deployed [8,9]. These frameworks
are predominantly evaluative and reactive, focusing on ex post reviews of models, identification of
risks, and assessment of alignment with high-level principles or sectoral standards, and some offer
domain-specific guidance for areas such as healthcare and medical imaging [10-12]. While useful for
audits, procurement decisions, and oversight, they offer limited support as operational guides for
engineering teams during the initial design and implementation of high-risk Al systems.

Taken together, existing documentation schemes, auditing frameworks, and governance models
do not yet provide a unified methodology that links documentation artefacts, technical metrics, and
MLOps controls to well-defined regulatory requirements in a systematic way [5,6]. Development teams
still lack an instrument that tells them which logs, explanations, validation reports, and monitoring
dashboards should be produced for each legal obligation, and how to embed these artefacts into
pipelines so that compliance evidence is generated by design rather than assembled ad hoc. This gap
motivates the need for a structured technical-regulatory correspondence model such as the TRCM,
which explicitly connects regulatory obligations to families of technical artefacts across the Al lifecycle.

2.3. Need for a Unified Technical-Regulatory Mapping

Despite the abundance of technical methods, documentation schemes, and regulatory frameworks
for Al there is still no clear mechanism that systematically maps engineering artefacts to concrete
requirements under the GDPR and the EU AI Act [5,6]. Existing work tends to treat legal and
governance obligations as external constraints to be interpreted by lawyers or compliance teams, while
leaving development teams to decide, largely ad hoc, which metrics, logs, reports, and documentation
elements are sufficient to demonstrate compliance in high-risk Al contexts [9,11]. This disconnect
makes it difficult to ensure that technical decisions taken during data preparation, model design,
validation, deployment, and monitoring are traceably linked to specific legal rights, principles, and
obligations.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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From an engineering perspective, the lack of a unified mapping is particularly problematic
in MLOps settings, where pipelines, model registries, and monitoring infrastructures need to be
configured in ways that continuously produce audit-ready evidence [8,10]. Without a structured
reference model, teams must decide which events to log, which explanation artefacts to retain, how
to structure documentation, and how to align these artefacts with regulatory expectations regarding
transparency, human oversight, risk management, and robustness [1,2]. This situation increases the
risk of both under-compliance (missing critical evidence) and over-compliance (producing redundant
artefacts that are costly to maintain and difficult to interpret).

The Technical-Regulatory Correspondence Matrix (TRCM) introduced in this article is designed to
address this gap by providing a formal instrument that aligns technical decisions with legal obligations
from the design phase onwards [6,20]. The TRCM explicitly relates selected GDPR and EU AI Act
requirements to families of metrics, controls, logs, reports, and documentation patterns that can be
embedded into MLOps workflows for high-risk Al systems. By making these correspondences explicit,
the TRCM enables compliance to be engineered by design rather than retrofitted ex post, supporting
development teams in systematically producing verifiable, audit-ready artefacts across the Al lifecycle.

3. The Technical-Regulatory Correspondence Matrix
3.1. Conceptual Overview

The Technical-Regulatory Correspondence Matrix (TRCM) is proposed as a development-oriented
framework that closes the technical-regulatory gap between the legal obligations defined in the GDPR
and the EU AI Act and the concrete artefacts produced in the engineering of high-risk Al systems, as
summarised in Figure 1.

)

Documentation
> (model cards, data sheets, logs,
decision dossiers, audit trails)

/

Technical-Regulatory

Correspondence
Matrix (TRCM) ( N
GDPR Controls
»| (thresholds, approvals, escalation paths,

risk and oversight gates)

- J
Metrics
EU Al Act : dl?{egula)tory (e.g., performance, robustness, drift,
imensions " . -
- Technical explanation quality, logging coverage)
dimensions
« Obligation—artefact
mappings
Pipelines
(data preparation, training, validation,
deployment, monitoring)
./

Figure 1. High-level conceptual structure of the TRCM.

Rather than treating regulation as an external checklist applied after models are built, the TRCM
embeds regulatory requirements directly into design, implementation, and operation decisions, so that
compliance, explainability, and auditability become structural properties of the system rather than
late-stage add-ons.[5,6] In this sense, the TRCM responds to a central weakness identified in the Al
governance and trustworthy Al literature: the absence of a systematic, operational bridge that links
abstract legal duties to the metrics, pipelines, controls, and documentation that govern day-to-day
engineering practice.[8,9]

Conceptually, the TRCM organises legal obligations into a set of regulatory and technical di-
mensions that capture the main areas in which compliance must be demonstrated in high-risk Al
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systems: data governance, model behaviour and performance, transparency and explainability, human
oversight and contestability, risk management and robustness, logging and monitoring, and docu-
mentation and auditability.[6,11] Each dimension aggregates related GDPR and Al Act requirements
and expresses them as verifiable properties that can be realised through specific technical artefacts
and processes in MLOps workflows, such as dataset documentation, evaluation reports, explanation
logs, and incident records.[1,20] By structuring obligations in this way, the TRCM provides a coherent
scaffold that helps teams reason about how rights, principles, and duties should manifest in concrete
artefacts spanning datasets, models, logs, reports, and decision dossiers.[5,10]

At the core of the TRCM lies a set of structuring principles that connect each mapped obligation to
four families of technical elements: metrics, pipelines, controls, and documentation.[8,21] Metrics make
compliance-relevant properties observable and quantifiable by, for example, capturing performance
under distribution shift, robustness to perturbations, explanation stability, or logging coverage.[16,17]
Pipelines embed these metrics into data preparation, training, validation, deployment, and monitoring
workflows, so that evidence is generated continuously as part of normal operation rather than through
ad hoc, episodic checks.[8,10] Controls implement thresholds, approvals, segregation of duties, and
escalation mechanisms that operationalise obligations related to risk management, human oversight,
and incident response.[9,13] Finally, documentation artefacts consolidate this evidence into struc-
tured, reusable forms—such as model and dataset cards, DPIA summaries, audit logs, and decision
dossiers—that support both internal governance and external supervision under the GDPR and the Al
Act.[6,22]

By articulating these dimensions and elements within a single correspondence matrix, the TRCM
goes beyond prior governance and responsible Al frameworks that remain predominantly narrative,
principle-based, or policy-oriented.[5,23] The matrix acts as a reusable blueprint that can be instantiated
across domains and organisational contexts: for each selected obligation, it indicates which technical
artefacts must exist, how they should be integrated into MLOps pipelines, and how they collectively
form an evidence base traceable to specific GDPR and Al Act provisions.[20,24] This conceptual
structure underpins the more detailed regulatory and technical dimensions developed in the following
subsections, where the TRCM is refined into concrete mappings between obligations, metrics, controls,
and documentation patterns that enable compliance to be engineered by design throughout the Al
lifecycle.[6,8,9]

3.2. Matrix Construction Methodology

The construction of the TRCM follows a methodological process that starts from a systematic
collection and structuring of legal requirements under the GDPR and the EU Al Act and ends with a
reusable matrix that can be instantiated in concrete MLOps pipelines, as summarised in Figure 2.
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Workflow for Constructing and Validating the TRCM

4 )
Phase 1: Legal Extraction & Structuring
GDPR + Al Act = Regulatory Catalogue [
Obligations, scope, evidence, dependencies
N ¢ J
4 N

Phase 2: Technical Mapping
Metrics, controls, lifecycle stages
Observability, thresholds, documentation

i Refinement & feedback from PoC

Phase 3: TRCM Assembly
Tabular correspondence matrix
Obligations x Metrics x Artefacts

- i J
4 )
Phase 4: lterative Validation
Proof-of-concept instantiation —
Decision dossiers, logs, drift reports
& J

Figure 2. Overview of the TRCM construction methodology.

The aim is not only to catalogue obligations, but to express them as verifiable properties that
can be operationalised through metrics, controls, and documentation patterns across the lifecycle of
high-risk Al systems.[5,6] This process is designed so that developers and governance teams can use
the TRCM as a practical design-time and run-time instrument, rather than as a purely conceptual
compliance checklist.[8,9]

The first phase consists of extracting and organising relevant legal obligations from the GDPR
and the Al Act, focusing on provisions that give rise to technical or documentation duties in high-risk
Al contexts.[1,20] Obligations are grouped into the regulatory dimensions introduced in the previous
subsection (data protection and data governance, risk management and robustness, transparency
and human oversight, documentation and logging, post-market monitoring and incident manage-
ment), taking into account how these duties are interpreted in the Al governance and trustworthy
Al literature.[3,6] For each obligation, the methodology clarifies its scope (e.g., provider vs. deployer,
design vs. operation), the type of evidence it requires, and its dependencies with other obligations,
producing a structured regulatory catalogue that serves as the backbone of the matrix.[2,11]

In the second phase, this regulatory catalogue is systematically mapped to families of technical
metrics, controls, and artefacts, drawing on existing work on responsible Al engineering, MLOps, and
documentation practices.[8,16] For each obligation-dimension pair, the methodology identifies: (i)
metrics that make the obligation observable (e.g., performance, robustness, drift, explanation quality,
logging coverage); (ii) pipeline stages where these metrics must be computed (data preparation, train-
ing, validation, deployment, monitoring); (iii) controls and gates that enforce thresholds, approvals, or
escalation paths; and (iv) documentation artefacts that capture the resulting evidence in a form suitable
for audits and conformity assessments.[10,22] This step ensures that every selected obligation in the
regulatory catalogue is associated with at least one concrete technical handle that can be embedded
into development workflows.[6,8]

The third phase assembles these correspondences into the matrix structure itself, creating a tabular
representation where rows represent individual or grouped legal obligations and columns represent
technical elements such as metrics, logging and monitoring artefacts, documentation patterns, and
governance processes.[6,9] Each cell in the matrix specifies one or more concrete artefacts (for example,
a particular log, report, or explanation bundle) that should exist if the corresponding obligation is to be
demonstrably satisfied, together with indications of responsible roles and lifecycle phases.[5,24] This
representation makes it straightforward to derive implementation checklists, pipeline configurations,
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and evidence generation scripts for a given high-risk use case, while also supporting top-down views
for auditors and regulators.[20,23]

Finally, the methodology incorporates an iterative validation loop in which the TRCM is instanti-
ated in a reference high-risk Al scenario and refined based on implementation experience.[10,12] In
this work, the anomaly detection proof of concept described in Section ?? is used to test whether the
proposed correspondences can be realised in code, integrated into MLOps pipelines, and produce sta-
ble, audit-ready artefacts such as decision dossiers, explanation logs, drift reports, and documentation
bundles.[8,13] Feedback from this instantiation is used to adjust the granularity of obligations, refine
metric definitions, and simplify documentation patterns, with the goal of providing a matrix that is
both faithful to the regulatory texts and practically usable by development teams from initial design
through deployment and post-market monitoring.[5,6]

3.3. Regulatory Dimensions

The regulatory dimensions of the TRCM define the main legal pillars that must be reflected in the
design, deployment and governance of high-risk Al systems. Instead of working with a long list of
dispersed clauses in the GDPR and the EU Al Act, these dimensions group together related provisions
into coherent blocks that can later be connected, in a structured way, to metrics, pipelines, controls and
documentation artefacts.[1,3] In practical terms, they answer the question: which parts of the GDPR and
the Al Act are most relevant for the TRCM and should systematically give rise to technical evidence in MLOps
workflows?[2,5]

Table 1 summarises the main regulatory dimensions captured by the TRCM and organises them
along three complementary questions.[6,20] The first column (Regulatory dimension) answers: What
are the core regulatory pillars that matter for high-risk Al systems? The second column (Primary legal
focus) specifies: Which GDPR and EU Al Act provisions concretely anchor each pillar? The third column
(Illustrative technical evidence) indicates: What kinds of technical artefacts and records would constitute
convincing evidence that this pillar is being met in practice?

By framing the table in this way, the regulatory dimensions can be read directly as a bridge
between abstract legal duties and the types of evidence that development and governance teams must
be able to produce. The remainder of this subsection elaborates how each dimension complements
principle-level regulation with concrete, audit-ready development artefacts.[9,11]
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Table 1. Regulatory dimensions and their primary legal anchors.

Regulatory dimen-
sion

Primary legal focus

Illustrative technical evidence

Data protection and
data governance

Risk management,
robustness, and
safety

Transparency, expla-
nation, and human
oversight

Documentation,
logging, and record-
keeping

Post-market moni-
toring and incident
management

GDPR data protection principles
(lawfulness, purpose limitation,
minimisation, accuracy, storage
limitation, accountability; Arts. 5-
6), special categories and safe-
guards (Art. 9), information duties
and data subject rights (Arts. 13—
15), and Al Act data governance re-
quirements for training, validation
and testing data (Art. 10).[1,25]

Al Act obligations to establish and
maintain a risk management sys-
tem and to ensure accuracy, robust-
ness and cybersecurity of high-risk
Al systems (Arts. 9 and 15), to-
gether with related safety and risk-
mitigation duties.[2,20]

GDPR duties to provide meaning-
ful information about automated
decision-making and enable rights
of access, explanation and con-
testation (Arts. 12-15, 22), and
Al Act transparency and human-
oversight requirements for high-
risk Al systems (Arts. 13-14).[3,26]

GDPR  accountability  obliga-
tions and record-keeping duties
(Arts. 5(2), 24, 30, 35-36) and
Al Act requirements on tech-
nical documentation, logging
and conformity assessment files
(Arts. 11-12, 18-21).[1,22]

AI Act obligations for post-market
monitoring, reporting of serious in-
cidents and malfunctioning, and
updating of risk management and
mitigation measures (Arts. 61-62
and related provisions).[20,27]

Dataset documentation, lawful-
basis and purpose records, data
minimisation and pseudonymisa-
tion logs, data quality and repre-
sentativeness reports, access and
retention policies.[6,15]

Risk registers linked to use cases,
scenario-based tests, robustness
and stress-testing reports, secu-
rity assessment and penetration-
testing evidence.[10,12,21]

User-facing notices, explanation
logs, explanation quality met-
rics, records of human review
and overrides, decision dossiers
documenting human-in-the-loop
interventions.[16-18]

Model and dataset cards, pipeline
and configuration records, event
logs and logging schemas, confor-
mity assessment documentation,
audit trails.[6,24]

Monitoring strategies and dash-
boards, alerting rules, incident tick-
ets and reports, post-mortem anal-
yses, change logs and updated risk
and conformity documentation.[8,
10,13]

The data protection and data governance dimension consolidates GDPR principles and Al Act data
provisions into a single view of how personal and non-personal data must be handled across the
lifecycle of high-risk Al systems.[1,25] In the TRCM, this implies the existence of artefacts such as
dataset documentation capturing provenance and purpose, explicit records of lawful bases and purpose
limitation, logs of minimisation and pseudonymisation measures, and bias and drift analyses that
evidence data quality and representativeness.[6,15] These artefacts allow organisations to demonstrate,
during audits or investigations, that data practices are not only described in policies but technically
instantiated and monitored.[11,20]

The risk management, robustness, and safety dimension reflects Al Act obligations to maintain a
documented risk management system and to ensure that high-risk Al systems meet appropriate
standards of accuracy, robustness and cybersecurity.[2,20] Within the TRCM, this is translated into
expectations for maintained risk registers tied to specific use cases, scenario-based tests that probe
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critical failure modes, robustness and stress-testing reports, and security assessments integrated into
the development pipeline.[10,12] In other words, risk-related legal duties must materialise as explicit
evaluation artefacts, rather than as implicit or ad hoc performance thresholds.[13,21]

The transparency, explanation, and human oversight dimension unifies GDPR duties to provide
meaningful information about automated decisions and to enable rights of access and contestation with
Al Act requirements on transparency and effective human oversight.[3,26] The TRCM operationalises
this dimension by requiring user-facing notices that clearly describe the role of Al, systematic logging
of explanation outputs, metrics for explanation stability and fidelity, and records of human review,
overrides and escalations.[16,17] Decision dossiers that link inputs, model versions, explanations and
human actions become central artefacts for evidencing, in practice, that individuals and oversight
bodies can understand and challenge decisions.[6,18]

The documentation, logging, and record-keeping dimension integrates GDPR accountability obliga-
tions with Al Act duties on technical documentation, logging and conformity assessment.[1,22] In the
TRCM, this translates into structured, versioned documentation of models, datasets, pipelines and
governance decisions, as well as logging schemas and event logs that support ex post reconstruction of
system behaviour.[6,24] These requirements are mapped to artefacts such as model and dataset cards,
configuration records and audit trails, making accountability demonstrable through reproducible
technical evidence rather than solely through narrative policies.[5,23]

Finally, the post-market monitoring and incident management dimension captures Al Act requirements
that extend beyond deployment, including continuous monitoring of system performance, detection
and reporting of serious incidents, and updating of risk mitigation measures.[20,27] The TRCM
associates these obligations with monitoring dashboards, defined alert thresholds, incident-reporting
workflows, post-mortem analyses and change logs that link updates to models, data or controls back to
revised risk and conformity documentation.[8,10] This ensures that ongoing compliance is supported
by a living body of technical evidence that evolves with the system and its environment, rather than
by static documentation frozen at deployment time.[13,28]

Taken together, these regulatory dimensions provide the legal backbone of the TRCM by specify-
ing which GDPR and AI Act obligations must be backed by concrete technical artefacts and how they
should be grouped for operational purposes.[1,6] In the next subsection, the corresponding technical
dimensions show how each of these legal pillars is translated into concrete engineering concerns and
development artefacts, so that principle-level regulation can be turned into a structured catalogue of
audit-ready evidence across the Al lifecycle.[5,8,9]

3.4. Technical Dimensions

The technical dimensions of the TRCM describe how obligations arising from the GDPR and
the EU Al Act are translated into concrete engineering concerns and development artefacts across
the Al lifecycle.[1,6] Each dimension captures a coherent area in which legal requirements must be
operationalised through metrics, pipeline steps, controls and documentation, so that compliance
can be demonstrated through verifiable, audit-ready evidence rather than high-level narratives.[5,8]
Taken together, these dimensions provide a structured reference for technical teams designing MLOps
workflows that are natively aligned with regulatory expectations for high-risk Al systems.[2,9]

Complementing the regulatory view in Table 1, which answers which blocks of GDPR and Al Act
obligations matter for the TRCM and must be demonstrably satisfied, Table 2 addresses the corresponding
technical question: how are these obligations materialised as concrete technical work and artefacts within
MLOps workflows? In other words, while the regulatory dimensions identify the legal pillars that
require evidence, the technical dimensions organise the engineering effort into reusable patterns of
data handling, model evaluation, explanation workflows, monitoring, logging and documentation.

Table 2 summarises these core technical dimensions, indicating (i) their primary focus within the
development and operation of high-risk Al systems and (ii) the main types of artefacts that should
exist under each dimension.[6,20] The subsequent paragraphs detail how these dimensions collec-
tively ensure that regulatory obligations related to data protection, transparency, human oversight,
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risk management and auditability are systematically instantiated in development and deployment
practices.[3,11]

Table 2. Core technical dimensions in the TRCM.

Technical dimen-

sion

Primary focus

Illustrative artefacts

Data governance

Model  behaviour
and performance

Transparency, ex-
plainability and
communication

Monitoring, log-

ging and incident
response

Documentation and
auditability

Data provenance, quality, repre-
sentativeness, bias and lifecycle
management.[15,25]

Accuracy, robustness, calibration
and evaluation under risk-relevant
scenarios.[10,12]

Provision of meaningful informa-
tion about automated decisions
and support for human under-
standing and contestability.[16,17]

Continuous surveillance of system
behaviour, detection of anomalies
and handling of incidents.[8,10]

Integration of technical evi-
dence into coherent, audit-ready
documentation.[6,22]

Dataset documentation, lineage
records, preprocessing logs, bias
and drift reports, access and reten-
tion policies.[1,6]

Validation reports, robustness
tests, performance dashboards,
stress-test scenarios, model ver-
sioning records.[11,21]

Explanation configuration files, ex-
planation logs, stability and fi-
delity metrics, decision dossiers
linking inputs, models, explana-
tions and human interventions.[3,
18,26]

Runtime logs, drift and anomaly
indicators, alert rules, incident tick-
ets, remediation playbooks, post-
mortem reports.[13,20]

Model and dataset cards, DPIA
and risk assessment summaries,
conformity assessment files, gov-

ernance records, holistic audit
trails.[5,23]

The data governance dimension ensures that obligations related to lawful processing, purpose
limitation, data minimisation and accuracy are instantiated through explicit control over the data
lifecycle.[1,25] By requiring artefacts such as dataset documentation, provenance and lineage trails,
preprocessing logs and bias and drift analyses, the TRCM makes it possible to evidence how data
used in high-risk Al systems satisfy GDPR principles and Al Act data governance requirements in a
traceable manner.[6,15]

The model behaviour and performance dimension aligns legal expectations of reliability, robustness
and risk management with concrete evaluation practices.[10,21] Models must be accompanied by
validation reports, robustness and stress tests, and performance dashboards that reflect risk-relevant
scenarios and stakeholder requirements, thereby creating a transparent link between regulatory duties
and the quantitative evidence used to justify deployment decisions.[11,12]

The transparency, explainability and communication dimension addresses duties to provide mean-
ingful information about automated decision-making and to support effective human oversight and
contestability.[3,16] Within the TRCM, these duties are operationalised through explanation configu-
rations, systematic logging of explanation outputs and metrics for explanation stability and fidelity,
complemented by decision dossiers that bundle inputs, model versions, explanations and human
actions for later review.[17,18,26]

The monitoring, logging and incident response dimension translates continuous risk management
and post-market surveillance obligations into requirements for runtime observability and structured
incident handling.[8,20] Required artefacts include comprehensive runtime logs, drift and anomaly
indicators, alerting rules and documented incident-response workflows and post-mortem reports,
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enabling providers and deployers to show how emerging risks are detected, investigated and mitigated
over time.[10,13]

The documentation and auditability dimension integrates outputs from all other dimensions into a
coherent, audit-ready evidence base that supports conformity assessments, supervisory reviews and
internal governance processes.[6,22] Model and dataset cards, DPIA and risk assessment summaries,
conformity documentation and governance records are organised so that each GDPR and AI Act
obligation mapped in the TRCM can be traced to specific metrics, pipeline steps, controls and logs,
thereby complementing regulatory principles with a concrete catalogue of audit-ready development
artefacts.[5,8,23]

A cross-cutting feature of these technical dimensions is that they are designed to be instantiated
as reusable patterns within MLOps workflows, rather than as one-off compliance checklists.[8,9] By re-
quiring that each mapped GDPR and Al Act obligation be supported by specific metrics, pipeline steps,
controls and documentation aligned with the dimensions in Table 2, the TRCM enables organisations
to engineer compliance evidence as an intrinsic by-product of development and operation, providing
a stable bridge between evolving regulatory expectations and the concrete artefacts produced by
technical teams.[5,6]

3.5. Linking Legal and Technical Dimensions

The previous subsections introduced, separately, the regulatory and technical dimensions that
structure the TRCM. On the legal side, Table 1 identifies the main GDPR and EU Al Act pillars that
must be reflected in high-risk Al systems. On the technical side, Table 2 groups the corresponding
engineering work into core dimensions that can be instantiated in MLOps workflows. This subsection
makes the connection between these two views explicit, clarifying how each regulatory pillar is
supported by one or more technical dimensions and how each technical dimension, in turn, contributes
to several legal obligations.

Figure 3 provides a high-level view of these relationships by depicting the TRCM as a bipartite
structure linking regulatory and technical dimensions. Nodes on the left correspond to the regulatory
pillars in Table 1, nodes on the right to the technical dimensions in Table 2, and the edges represent
explicit correspondences showing which technical dimensions generate the evidence required for each
regulatory pillar.

Regulatory Dimensions Technical Dimensions

\

R1 Data protection
and data governance

T1 Data governance

R2 Risk management,
robustness, and safety

T2 Model behaviour
and performance

R3 Transparency, explanation,
and human oversight

T3 Transparency, explainability,
and communication

R4 Documentation, logging,
and record-keeping

T4 Monitoring, logging,
and incident resp.

R5 Post-market monitoring \ T5 Documentation
and incident management and auditability

l %

Figure 3. Regulatory—technical links in the TRCM.

Building on this visual overview, Table 3 provides a compact textual summary of the same
correspondences. The first column lists the TRCM regulatory dimensions from Table 1; the second
column aggregates the technical dimensions from Table 2 that are most directly responsible for
generating compliance evidence for each legal pillar; and the third column summarises the rationale
for each linkage in terms of evidence production and governance responsibilities. Read from left to
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right, the table answers the question: for this block of GDPR and Al Act obligations, which technical building
blocks does the TRCM expect to be present? Read from right to left, it also clarifies which legal duties a given
technical dimension is primarily designed to support.

Table 3. Regulatory—technical mapping in the TRCM.

Regulatory dimen-
sion

Main technical dimensions

Rationale for the linkage

Data protection and
data governance

Risk management,
robustness, and
safety

Transparency, expla-
nation, and human
oversight

Documentation,
logging, and record-
keeping

Post-market moni-
toring and incident
management

Data governance; Documenta-
tion and auditability

Model behaviour and perfor-
mance; Monitoring, logging,
and incident response; Docu-
mentation and auditability

Transparency, explainability,
and communication; Moni-
toring, logging, and incident
response; Documentation and
auditability

Documentation and auditabil-
ity; Monitoring, logging, and
incident response; Data gover-
nance

Monitoring, logging, and in-
cident response; Documenta-
tion and auditability; Model be-
haviour and performance

Data protection principles and Al Act
data governance requirements are in-
stantiated through dataset documen-
tation, lineage and preprocessing logs,
bias and drift analyses, and retention
and access policies, which are then
consolidated into audit-ready docu-
mentation.

Risk management and robustness du-
ties require systematic evaluation un-
der risk-relevant scenarios, runtime
monitoring for anomalies and failures,
and documentation of risk registers,
tests and mitigation measures that can
be inspected during audits and confor-
mity assessments.

Duties on meaningful information,
contestability and human oversight
are supported by explanation arte-
facts and metrics, logging of expla-
nations and human actions, and de-
cision dossiers that preserve a com-
plete record of how decisions were
produced, explained and reviewed.

Accountability, logging and confor-
mity assessment requirements depend
on consistent logging across the lifecy-
cle, structured documentation of mod-
els, data and pipelines, and the abil-
ity to reconstruct how data were col-
lected, processed and used in decision-
making.

Post-market monitoring and incident-
reporting obligations rely on continu-
ous observability of system behaviour,
incident tickets and post-mortems,
and updated documentation that links
changes in models, data and controls
to revised risk and conformity records.

Taken together, Figure 3 and Table 3 make clear that the TRCM is not a simple one-to-one mapping
from legal clauses to isolated technical checks. Rather, it operates as a mesh of correspondences in
which each regulatory dimension depends on multiple technical dimensions, and each technical
dimension contributes to several legal pillars. By making these linkages explicit, the TRCM helps
both legal and technical stakeholders navigate the translation from high-level obligations to concrete
engineering work. Legal and compliance teams can start from the regulatory dimensions in Table 1
and, using the mapping, identify which technical dimensions and artefacts need to be in place to
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substantiate each pillar. Conversely, engineering and MLOps teams can start from their existing
workflows and artefacts and trace, via the same mapping, which GDPR and Al Act duties they are
already supporting and where additional controls or documentation are needed. This bidirectional
interpretability between legal and technical concerns is what turns the TRCM from a static catalogue
of obligations into a practical design and audit instrument for high-risk Al systems.

4. Application of the TRCM to High-Risk AI Systems

Building on the conceptual definition of the Technical-Regulatory Correspondence Matrix (TRCM)
in Section 3, this section shows how the matrix can be instantiated and used in practice for concrete
high-risk Al systems. Whereas the previous section focused on identifying regulatory and technical
dimensions, and on clarifying their many-to-many relationships, the present section takes the perspec-
tive of an organisation that must design, deploy and operate a high-risk Al system under the combined
obligations of the GDPR and the EU Al Act. The goal is to demonstrate how the TRCM can be used
to (i) scope a high-risk use case, (ii) derive the corresponding set of technical controls and evidence
artefacts, and (iii) understand the operational implications for different stakeholder groups.

4.1. Selecting a High-Risk Use Case

The application of the TRCM begins with the careful selection and scoping of a use case that clearly
falls within the remit of the high-risk categories defined in the EU Al Act, and that simultaneously
triggers strong obligations under the General Data Protection Regulation (GDPR). Rather than focusing
on an isolated deployment, the TRCM is instantiated around a use-case family that captures a class of
similar systems with shared regulatory and technical characteristics.[20] In this paper, we consider as
an illustrative family an Al-based anomaly detection system used by an operator of essential services
to monitor network traffic and detect security incidents affecting critical infrastructure. This family
combines the operation of critical digital infrastructure with the processing of potentially identifiable
network data, and therefore sits at the intersection of Al Act high-risk obligations and GDPR data
protection requirements.[6]

The first step is to delineate the system and organisational boundaries of the chosen use case. This
includes identifying which assets, processes and decisions are in scope: the sources of data ingested
(for example, network flow records, log files, telemetry), the types of automated outputs produced
(alerts, risk scores, recommended actions), and the human and organisational roles involved (security
analysts, system engineers, data protection officers and external regulators). At this stage, the emphasis
is on understanding how the system participates in real decision-making chains: which human actors
rely on its outputs, what actions those outputs may trigger, and what harms or benefits could arise
from false positives, false negatives or degraded performance.[2]

Once the boundaries are defined, the use case is translated into a regulatory profile. On the Al Act
side, this profile links the system’s characteristics to the relevant high-risk categories in Annex III and
identifies the associated obligations (risk management system, data and data governance, technical
robustness and accuracy, transparency, human oversight, logging and post-market monitoring). On the
GDPR side, the profile highlights the lawful bases for processing, the need for a Data Protection Impact
Assessment (DPIA), the applicable data protection principles (lawfulness, fairness, transparency,
purpose limitation, data minimisation, accuracy, storage limitation, integrity and confidentiality)
and the rights of data subjects that are most salient in the context (in particular, access, rectification,
objection and restriction of processing).[8,9]

This regulatory profile acts as the entry point into the TRCM. For each regulatory pillar identified
as relevant, the profile signals which cells of the matrix become mandatory, recommended or optional
for the given use case. In practice, the outcome of this step is a filtered matrix—a subset of the full
TRCM that constitutes the minimal set of technical dimensions and evidence artefacts that must be
instantiated for the high-risk use case under analysis. This filtered matrix provides a structured,
traceable link between the high-level legal obligations and the concrete engineering work that will be
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required in the subsequent phases of system design, implementation and operation.[22] A compact
summary of the high-risk use-case profile used throughout this section is presented in Table 4.

Table 4. High-risk Al use-case profile for network anomaly detection in critical infrastructures.

Aspect Description

Network monitoring and anomaly detection in an operator of es-
Application domain sential services, with potential impact on critical infrastructures and
service continuity.
Al systems used for the management and operation of critical infras-
tructures, triggering high-risk obligations (risk management, data
governance, robustness, transparency, human oversight, logging and
post-market monitoring).
Traffic metadata, event logs and other telemetry that can be directly
Data processed (GDPR) or indirectly linked to natural persons (for example, internal users,

administrators, customers).

Security alerts, incident prioritisation, triggering of automatic or
Main decisions supported  semi-automatic responses (traffic blocking, host isolation, escalation
to incident response teams).
False negatives (undetected incidents), massive false positives (an-
alyst overload and alert fatigue), automated actions that may affect
rights and freedoms (excessive monitoring, intrusive profiling of in-
ternal users).
Lawfulness of processing and DPIA, data minimisation and purpose
limitation, transparency towards relevant data subjects, integrity and
confidentiality of data, management of data subject rights (access,
rectification, objection, restriction).
Risk management system across the lifecycle, data and data gover-
nance, documentation and technical file, robustness and accuracy re-
quirements, transparency and human oversight mechanisms, logging
and post-market monitoring, conformity assessment documentation.

Al Act category (Annex III)

Key risks

Salient GDPR obligations

Salient Al Act obligations

4.2. Mapping Technical Controls to Legal Requirements

Once the high-risk use case and its regulatory profile have been established, the next step is to
use the TRCM to map concrete technical controls, metrics and artefacts to the corresponding legal
requirements. Conceptually, this mapping operationalises the central question posed in Section 3: for
each regulatory dimension in Table 1, which technical dimensions in Table 2 must be instantiated, and
how should they be evidenced in the context of the chosen use case? The linking table introduced
in Section 3 provides the starting point for this exercise by indicating, at a generic level, which
combinations of regulatory and technical dimensions are expected to be relevant.[6]

In the anomaly detection example, the regulatory dimension of data protection and data governance
is supported primarily by the technical dimensions of data governance and documentation and auditability.
This translates into tangible controls such as data inventories and lineage records for all log sources,
formalised retention and deletion policies aligned with GDPR storage limitation, and data quality
checks that verify the completeness, accuracy and representativeness of traffic samples used for
training and validation. Each of these controls is associated with one or more evidence artefacts (for
example, configuration files, data schemas, validation reports, DPIA annexes) that can be linked back
to the corresponding cells in the TRCM.[8]

For the regulatory dimensions encompassing risk management, robustness and safety, the relevant
technical dimensions include model behaviour and performance, monitoring, logging and incident response
and documentation and auditability. In practical terms, this means defining and implementing a risk
management process that encompasses threat modelling, scenario-based testing, evaluation under
realistic network load and noise conditions, and stress-testing for concept drift and performance
degradation. The TRCM requires that each risk scenario be linked to specific test suites, performance
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thresholds and rollback procedures, and that these links be preserved in the MLOps toolchain so that
risk-related evidence can be regenerated or extended whenever the model or its operating environment
changes.[5]

The regulatory pillars of transparency and human oversight map to technical dimensions such
as model behaviour and performance, documentation and auditability and, where applicable, human—AI
interaction design. In the context of network anomaly detection, this translates into model cards and
system cards that document model assumptions, limitations, training data provenance and intended
use; explanation artefacts that render alerts interpretable for security analysts (for example, feature
attributions, prototypical examples, aggregated explanation dashboards); and operational procedures
that define how analysts can contest, override or escalate model outputs. Crucially, the TRCM requires
that these explanation and oversight mechanisms be linked back to the relevant GDPR principles
(fairness, transparency) and Al Act provisions on human oversight, so that they are not treated as
optional user interface enhancements but as compliance-critical design elements.[10]

Table 5 concretises this mapping for the anomaly detection use case, linking each salient regulatory
pillar to the corresponding TRCM technical dimensions, example controls and evidence artefacts.
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Table 5. Instantiation of the TRCM for the network anomaly detection use-case.

Regulatory pillar

TRCM technical
dimension

Illustrative technical control

Evidence artefact

Data protection and
data governance
(GDPR, AI Act)

Data protection and
data governance

Risk management,
robustness and safety
(AT Act)

Risk management,
robustness and safety

Transparency and
human oversight
(GDPR, AI Act)

Transparency and
human oversight

Transparency and
human oversight

Data governance

Documentation and
auditability

Model behaviour and
performance

Monitoring, logging
and incident response

Documentation and
auditability

Model behaviour and
performance

Human-AlI interaction
design

Inventory of data sources
(logs, flows, telemetry) and
mapping of
personal/pseudonymous
data; retention and deletion
policies aligned with GDPR
storage limitation.
Systematic recording of
datasets used for training,
validation and testing;
explicit description of
sampling and exclusion
criteria.

Performance tests under
different traffic loads, noise
levels and drift scenarios;
definition of target metrics
(for example, minimum
detection rate, false positive
limits).

Continuous performance
monitoring in production;
automatic alerts for
degradation beyond
predefined limits;
documented procedures for
model rollback and
emergency reconfiguration.
Preparation of model cards
and system cards describing
goals, assumptions,
limitations and acceptable
use conditions.

Generation of local
explanations for alerts (for
example, feature
contributions, similar past
examples) and aggregated
views for analysts
(explainability dashboards).
Definition of workflows that
allow analysts to contest,
comment on or override
alerts; clear escalation and
override rules.

Data asset register, lineage
records, retention policies,
DPIA annexes.

Data sheets, dataset
descriptions, quality and
representativeness
assessment reports.

Test reports,
scenario-by-scenario result
grids, documentation of
thresholds and acceptance
criteria.

Monitoring dashboards,
incident tickets, post-incident
review minutes, deployment
and rollback logs.

Approved technical
datasheets, attached to
conformity documentation
and operational manuals.

Explainability reports,
dashboard snapshots,
archived examples of

explanations linked to
incident tickets.

Standard operating
procedures, records of
human decisions, ticket
templates capturing human
adjudication.

The mapping exercise is not carried out as a static one-off activity. Instead, it is embedded into

the MLOps lifecycle as a series of correspondence checkpoints. At each major stage of the pipeline—data

acquisition, model training, validation, deployment, monitoring and retirement—the TRCM is used to

verify whether the expected technical controls for the applicable regulatory dimensions are present,

correctly configured and properly evidenced. Where gaps are detected, they are recorded in the same

matrix as outstanding actions, together with the responsible role and target milestone for remediation.

This approach allows the TRCM to function both as a design-time checklist and as a living registry of

compliance-relevant technical decisions throughout the system’s lifecycle.[6,22]

Finally, the mapping process produces a structured traceability view that can be exported as part of

conformity assessment documentation and audit dossiers. For each regulatory requirement, the view

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.



https://doi.org/10.20944/preprints202512.0593.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 December 2025 d0i:10.20944/preprints202512.0593.v1

19 of 26

enumerates the supporting technical dimensions, the concrete controls implemented in the system,
the associated evidence artefacts and the points in the lifecycle where they are verified or updated. In
the anomaly detection use case, this enables, for instance, a regulator or internal auditor to trace how
the obligation to maintain appropriate post-market monitoring and incident reporting is fulfilled via
monitoring dashboards, alerting rules, incident tickets, post-incident reports and model update logs,
all of which are linked back to specific cells in the TRCM.

4.3. Operational Implications

The systematic application of the TRCM has significant operational implications for organisations
developing and operating high-risk Al systems. First, it alters the way in which regulatory compliance
is perceived within engineering teams. Instead of being treated as an external constraint checked at the
end of the project, compliance becomes an organising principle for the design of data pipelines, model
architectures, monitoring strategies and documentation practices. This fosters a shift from ad hoc,
document-centric compliance towards an evidence-by-design approach, in which the artefacts required
for demonstrating conformity are generated as a natural by-product of the development and operation
of the system.[8]

Second, the TRCM provides a shared coordination mechanism between legal, risk and technical
stakeholders. Because the matrix is expressed in terms of both regulatory and technical dimensions,
it facilitates structured dialogues in which data protection officers, compliance teams and engineers
can jointly inspect the same artefact and reason about coverage, gaps and trade-offs. For example, a
discussion on whether a particular logging strategy is adequate for post-market monitoring obligations
can take place directly on the relevant cells of the TRCM, linking specific log fields and retention
periods to the underlying AI Act and GDPR provisions. This reduces ambiguity, improves mutual
understanding and accelerates the resolution of compliance issues that would otherwise require
multiple rounds of translation between legal and technical jargon.[9,22]

Third, by embedding the TRCM into existing MLOps tooling, organisations can improve the
scalability and repeatability of their compliance efforts. Once a set of correspondence patterns has
been established for a given use-case family (for example, network anomaly detection in critical
infrastructures), those patterns can be reused and adapted for new projects with similar characteristics.
Template matrices, pre-configured monitoring dashboards, standardised DPIA annexes and reusable
explanation reports can all be derived from the TRCM and imported into new pipelines with minimal
manual effort. Over time, this leads to a library of organisation-specific TRCM profiles and implemen-
tation patterns, which can be refined in response to regulatory updates, audit findings or incident
learnings.[6]

Table 6 summarises the main operational implications of TRCM adoption for different stakeholder
groups in the organisation.
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Table 6. Operational implications of TRCM adoption by stakeholder group.

Stakeholder Main operational implications of TRCM adoption
Integration of regulatory obligations as engineering requirements
from the outset; need to parameterise pipelines (training, validation,
Development and MLOps  deployment, monitoring) so that evidence artefacts are generated
teams automatically; stronger discipline in versioning models, data and

Data protection officer
(DPO) and compliance
teams

Risk management and
internal audit

Business owners and
product managers

Operators and end-users
(for example, security
analysts)

configurations.

Access to a shared technical-regulatory artefact for discussing risks
and controls; ability to reuse TRCM profiles and DPIA annex
templates across similar projects; improved traceability between
GDPR/AI Act obligations and the controls actually implemented in
systems.

More systematic mapping between identified risks, implemented
controls and monitoring arrangements; clearer visibility of residual
risks and outstanding remediation actions recorded directly in the
matrix; easier preparation of internal audit work programmes focused
on high-risk cells of the TRCM.

Clearer understanding of the compliance impact of design choices;
ability to plan budgets and timelines based on the set of technical
dimensions and artefacts required by the filtered TRCM; more
informed trade-offs between model complexity, operational flexibility
and regulatory burden.

More transparent and contestable Al behaviour, supported by
explanation artefacts and documented escalation paths; clearer
articulation of roles and responsibilities in human-AI
decision-making loops; better alignment between tool design and
operational practices.

d0i:10.20944/preprints202512.0593.v1

Availability of a structured, verifiable account of the system’s lifecycle
and control environment; direct traceability from legal provisions to
technical controls and evidence artefacts; more efficient conformity
assessments grounded in the TRCM rather than in ad hoc document
collections.

Regulators and external
auditors

However, the operationalisation of the TRCM also entails challenges. It requires an upfront invest-
ment in modelling regulatory requirements, aligning them with technical practices and configuring
toolchains to capture and retain the necessary evidence. If implemented in a purely bureaucratic
manner, the matrix risks becoming a static checklist that adds overhead without delivering real gains in
safety or accountability. To avoid this, organisations must treat the TRCM as a governance infrastructure:
a living artefact that is periodically reviewed, adapted to new guidance and case law, and updated
when models, data sources or business processes change.[2,9]

Despite these challenges, the benefits of adopting the TRCM for high-risk Al systems are sub-
stantial. It offers a concrete pathway for aligning engineering practice with the complex, evolving
obligations of the Al Act and the GDPR, while maintaining a focus on operational effectiveness and
risk management. For developers, it clarifies which technical work packages are necessary and how
they contribute to compliance; for legal and risk teams, it provides a transparent view of how obliga-
tions are operationalised; for regulators and auditors, it offers a structured, verifiable account of the
system’s lifecycle and control environment. As the following proof-of-concept implementation will
illustrate, the TRCM can be integrated into real-world development workflows without disrupting
existing practices, and can serve as a foundation for more advanced, tool-supported approaches to
compliance-by-design in high-risk AL[8,20]

5. Discussion

The preceding sections have introduced the Technical-Regulatory Correspondence Matrix
(TRCM), characterised its regulatory and technical dimensions, and illustrated its application to
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a concrete family of high-risk Al systems under the combined obligations of the GDPR and the EU Al
Act. This section discusses the broader implications of this proposal, situating the TRCM in relation
to existing work on Al governance and compliance-by-design, examining its potential benefits and
limitations for practitioners, and outlining directions for future research and standardisation efforts.

5.1. Positioning the TRCM in the Al Governance Landscape

A growing body of literature has emphasised the need for operational frameworks that bridge
the gap between high-level Al governance principles and day-to-day engineering practice.[8,29,30]
Existing proposals typically fall into one of three categories. First, there are principle-driven frameworks
that elaborate ethical or legal requirements (for example, fairness, transparency, accountability) into
lists of qualitative criteria for organisations to consider. Second, there are process-oriented approaches,
which focus on governance structures and oversight mechanisms—such as risk committees, model
review boards and bidirectional oversight loops—that should be put in place to ensure responsible
Al development and deployment.[9,29] Third, there are tool-centric initiatives that concentrate on
explainability, model cards, dataset documentation or monitoring techniques as building blocks for
compliance and accountability.[6,10]

The TRCM is complementary to these lines of work but occupies a distinct niche. Rather than
proposing yet another set of high-level principles, a governance structure or a single technical toolkit,
the matrix is designed as a correspondence layer that explicitly links regulatory pillars (GDPR principles,
AI Act obligations, and—where relevant—requirements from management system standards such as
ISO/IEC 42001) to families of technical activities and artefacts in MLOps lifecycles. In this sense, the
TRCM can be understood as a concrete instantiation of calls for observability-driven Al governance,[30]
providing a structured way of deciding which observability mechanisms, documentation practices
and evidence artefacts are necessary for a given high-risk use case and how they relate to specific legal
obligations.

The case study on network anomaly detection illustrates how the TRCM can coexist with other
governance instruments. The matrix does not replace organisational roles (such as the data protection
officer or the Al compliance function), existing risk management frameworks, or standard docu-
mentation practices. Instead, it provides a common reference artefact through which these actors
can coordinate, making explicit which cells of the matrix are considered in-scope, which technical
dimensions are expected to support which regulatory pillars, and which evidence artefacts are required
to demonstrate conformity. In doing so, the TRCM offers an intermediate level of abstraction that is
rich enough to be meaningful for practitioners, yet structured enough to support systematic analysis
and automation.

5.2. Implications for Engineering Practice and Compliance

From the perspective of engineering teams, one of the main contributions of the TRCM is to make
regulatory requirements actionable as technical work packages. By mapping each relevant regulatory
pillar to a set of technical dimensions, controls and evidence artefacts, the matrix turns abstract
obligations into concrete backlog items: data inventory and lineage instrumentation, robustness and
stress-testing suites, monitoring and alerting configurations, explainability dashboards, human—-Al
interaction design patterns and so forth. The anomaly detection example shows how this mapping
can be embedded as correspondence checkpoints in an MLOps pipeline, so that compliance-relevant
evidence is produced and updated as a by-product of normal development and operations activities
rather than as an afterthought.[6,8]

For compliance and risk teams, the TRCM provides a transparent view of how obligations under
the GDPR and the AI Act are operationalised in specific systems. Instead of relying on unstructured
document collections or ad hoc interviews with engineers, auditors and regulators can inspect the
matrix to see which technical dimensions are claimed to support each obligation, what controls are
implemented, what evidence exists and where in the lifecycle it is generated. This can facilitate both
internal assurance activities and external conformity assessments, particularly in sectors—such as
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critical infrastructure and financial services—where regulators are likely to request detailed technical
documentation and evidence.[9,20]

At the same time, the adoption of the TRCM encourages organisations to move towards an evidence-
by-design posture. Because the matrix is instantiated per high-risk use-case family and integrated with
CI/CD and MLOps tooling, it naturally pushes teams to treat logging, documentation, monitoring and
explainability not as optional extras but as first-class engineering concerns. The resulting artefacts—
data sheets, model cards, incident logs, explanation reports—are not only useful for compliance, but
also for improving model quality, diagnosing failures and enabling interdisciplinary collaboration. In
this sense, the TRCM aligns the incentives of engineers, compliance professionals and business owners
around a shared set of artefacts and processes.

Finally, the TRCM has implications for how organisations plan and prioritise investments in Al
governance tooling. By making explicit which technical dimensions and controls are required for
different use-case families, the matrix can inform decisions about where to invest in automation (for
example, automated data lineage capture, explainability pipelines, centralised evidence repositories)
and where manual oversight remains necessary. Over time, as organisations accumulate multiple
TRCM instances across projects, they can identify common patterns and gaps in their governance
infrastructure, guiding strategic investments in reusable components and shared services.

5.3. Limitations and Threats to Validity

Despite its potential, the TRCM as presented in this paper has several limitations that must be
acknowledged. First, the matrix is necessarily a modelling abstraction of complex legal and technical
realities. The choice of regulatory pillars and technical dimensions, as well as the many-to-many
mappings between them, reflects the authors’ interpretation of the GDPR, the Al Act and current
MLOps practices. Different organisations, sectors or supervisory authorities may prefer alternative
decompositions or emphasise additional dimensions (for example, sector-specific safety requirements
or organisational culture aspects). While the TRCM is designed to be extensible, this subjectivity
implies that it should be treated as a starting point for organisational tailoring rather than as a fixed
canonical structure.

Second, the primary proof-of-concept focuses on a specific family of high-risk Al systems in the
cybersecurity domain: network anomaly detection for operators of essential services. Although this is
a relevant and demanding use case, it does not cover other important high-risk categories under the Al
Act, such as credit scoring, recruitment, biometric identification or medical triage. The correspondence
patterns identified in this paper may need to be adapted or refined when applied to such domains,
particularly with respect to fairness, non-discrimination and domain-specific safety requirements.[2,8]
Future empirical studies are required to test the TRCM across a broader range of application areas and
organisational contexts.

Third, the integration of the TRCM into existing MLOps toolchains and organisational processes
is not trivial. The matrix must be connected to concrete repositories, pipelines and evidence stores
if it is to act as more than a static checklist. This entails non-negligible engineering effort, as well as
governance decisions about who owns and maintains the matrix over time. In organisations with
fragmented tooling or siloed teams, there is a risk that the TRCM remains a paper artefact detached
from day-to-day practice.

Fourth, there are potential threats to validity in the way the TRCM is evaluated. The proof-of-
concept presented in this paper is based on a conceptual instantiation and qualitative reasoning
rather than on a longitudinal deployment study. As such, claims about improvements in compliance
efficiency, audit readiness or interdisciplinary collaboration remain, at this stage, informed hypotheses
rather than empirically validated results. To address this, future work should include case studies in
real organisations, measuring not only compliance-related outcomes but also impacts on development
velocity, incident response and organisational learning.
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5.4. Directions for Future Work

The TRCM opens several avenues for future research and practical development. A first direction
concerns the standardisation of regulatory pillars and technical dimensions. While this paper proposes
an initial set aligned with the GDPR, the Al Act and emerging Al management system standards,
further work is needed to harmonise these with sectoral guidelines and supervisory expectations.
Collaboration with regulators, standardisation bodies and industry consortia could help refine the
matrix and promote its adoption as a reference artefact for high-risk Al systems.

A second direction involves the automation and tooling around the TRCM. The matrix is particularly
amenable to machine-readable representations: technical dimensions, controls and evidence artefacts
can be encoded as metadata in configuration files, CI/CD pipelines and model registries. This suggests
the possibility of building TRCM-aware orchestration tools that automatically populate matrix cells
based on pipeline events, validate coverage against regulatory profiles, and generate up-to-date
traceability views for auditors. Such tools could also support what has been described as observability-
driven Al governance,[30] by continuously tracking how changes in models, data or infrastructure
affect the coverage of regulatory obligations.

A third avenue relates to the analysis of regulatory tensions and synergies, particularly between the
GDPR and the AI Act. While this paper focuses on aligning obligations where they clearly intersect (for
example, data governance, transparency, human oversight), there are areas where the two instruments
may pull in different directions, such as data minimisation versus the need for extensive logging and
monitoring for safety and accountability purposes.[20] Extending the TRCM to represent not only
correspondences but also tensions—for example, via additional matrix layers or annotations—could
support more nuanced design trade-off discussions and inform future regulatory clarifications.

Finally, future work should explore the use of the TRCM beyond individual organisations, for
example in ecosystem-level governance settings where multiple actors (developers, deployers, service
providers, regulators) share responsibilities for high-risk Al systems. In such contexts, the matrix
could serve as a shared artefact to negotiate responsibility boundaries, evidence-sharing arrangements
and coordinated post-market monitoring activities. Investigating these multi-stakeholder applica-
tions would further test the robustness and flexibility of the TRCM concept and contribute to the
broader project of building trustworthy, legally compliant Al ecosystems in the European regulatory
environment.

6. Conclusion and Future Work

This paper has addressed the practical challenge of aligning the development and operation
of high-risk Al systems with the combined obligations of the General Data Protection Regulation
(GDPR) and the EU Artificial Intelligence Act (Al Act). While recent years have seen a proliferation of
high-level principles, governance frameworks and technical toolkits for responsible Al, organisations
still lack concrete mechanisms to translate regulatory requirements into actionable engineering work
along MLOps lifecycles.[8,29,30] The Technical-Regulatory Correspondence Matrix (TRCM) proposed
in this work is a response to that gap.

The main contributions of the paper can be summarised as follows. First, it introduces the TRCM
as a structured correspondence layer that explicitly links regulatory pillars—drawn from the GDPR,
the AI Act and emerging Al management system standards—to families of technical dimensions in
Al and MLOps pipelines. The matrix captures the inherently many-to-many relationships between
legal obligations and technical activities, providing a clear vocabulary for discussing how regulatory
requirements are supported by specific engineering practices and artefacts.

Second, the paper instantiates the TRCM for a concrete family of high-risk Al systems: network
anomaly detection used by operators of essential services to protect critical infrastructures. By con-
structing a regulatory profile for this use-case family and deriving a filtered TRCM, the paper shows
how high-level obligations on risk management, data governance, robustness, transparency and hu-
man oversight can be mapped to tangible controls such as data inventories and lineage, stress-testing
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suites, monitoring and incident response procedures, explainability mechanisms and human-AlI inter-
action designs. The case study illustrates how these correspondences can be embedded as checkpoints
along an MLOps lifecycle, enabling evidence relevant to GDPR and AI Act compliance to be generated
and maintained as a by-product of routine development and operations activities.

Third, the paper analyses the operational implications of adopting the TRCM. It argues that the
matrix can serve as a shared artefact for coordination between engineering, compliance, risk and
audit functions, supporting a shift from document-centric assurance to an evidence-by-design posture.
By making explicit which technical dimensions are expected to support each regulatory pillar, and
by linking them to concrete evidence artefacts, the TRCM can help organisations plan investments
in Al governance tooling, identify gaps in their control environment and build libraries of reusable
correspondence patterns for recurring high-risk use-case families.

At a broader level, the TRCM contributes to the emerging field of observability-driven Al
governance.[30] It provides a systematic way of deciding which observability mechanisms, docu-
mentation practices and monitoring arrangements are necessary for a given high-risk Al deployment,
and how they relate to specific legal obligations. For regulators and external auditors, the matrix
offers a transparent and verifiable view of how obligations under the GDPR and the AI Act are
operationalised in concrete systems; for developers and product owners, it clarifies the technical
work packages required to support compliance, enabling more informed trade-offs between model
complexity, operational flexibility and regulatory burden.

Future Work. While the TRCM is intentionally designed as a flexible and extensible modelling tool,
its current formulation has important limitations. The regulatory pillars and technical dimensions
proposed in this paper reflect a particular reading of EU law and current MLOps practice, and the
correspondence patterns have been illustrated primarily in the cybersecurity domain, focusing on
network anomaly detection. Future work should therefore pursue at least four directions.

First, there is a need for broader empirical validation across diverse high-risk categories beyond
cybersecurity, such as credit scoring, recruitment, biometric identification and clinical decision support.
Applying the TRCM in these domains would test its robustness, reveal domain-specific requirements
(for example, fairness and non-discrimination), and inform refinements to both regulatory and tech-
nical dimensions.[2,8] Longitudinal case studies in real organisations would also allow quantitative
assessment of the TRCM’s impact on compliance efficiency, audit readiness, incident handling and
organisational learning.

Second, the matrix should be further aligned with emerging standards and supervisory expec-
tations, including AI management system standards such as ISO/IEC 42001 and sectoral guidelines
issued by European and national authorities. Collaborative work with regulators, standardisation
bodies and industry consortia could help converge towards shared taxonomies of regulatory pillars,
technical dimensions and evidence artefacts, increasing the interoperability and portability of TRCM
instances across organisations and ecosystems.

Third, the TRCM is a natural candidate for automation. Because its entries correspond to recog-
nisable artefacts and events in Al lifecycles—datasets, model versions, configuration files, CI/CD
steps, monitoring alerts, incident tickets—it lends itself to machine-readable representations and
tool support. Future work should explore TRCM-aware orchestration and evidence management
tools capable of automatically populating matrix cells from pipeline metadata, checking coverage
against regulatory profiles, detecting regressions when models or data sources change, and generating
up-to-date traceability views for internal and external stakeholders.

Fourth, the TRCM could be extended to represent not only correspondences but also tensions
and trade-offs between regulatory requirements, particularly in areas where the GDPR and the Al
Act might pull in different directions. Examples include the balance between data minimisation and
extensive logging for safety and auditability, or between strong pseudonymisation and the need for
meaningful explanations to affected individuals.[20] Representing such tensions explicitly within
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the matrix—for instance through additional layers, annotations or risk scores—could support more
nuanced design discussions and feed into future regulatory clarifications.

Finally, future research should investigate the use of the TRCM in multi-stakeholder settings,
where responsibilities for high-risk Al systems are distributed across developers, deployers, service
providers and regulators. In such contexts, the matrix could serve as a shared artefact for defining
responsibility boundaries, evidence-sharing arrangements and coordinated post-market monitoring
activities. Advancing these lines of work would not only test and refine the TRCM concept, but also
contribute to the wider goal of building trustworthy, legally compliant Al ecosystems in the European
regulatory environment.
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