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Abstract

Airborne terminals increasingly rely on OTA updates, yet their performance is limited by high
satellite-link delays and the overhead of kernel-based packet handling. This study designs a DPDK—
SR-IOV transmission path that moves packet processing to user space and assigns fixed queues to
OTA traffic. Tests on an airborne terminal and a co-simulation platform show that the new path raises
link utilization from 68.4% to 91.7%, reduces median delay by 36.2%, and lowers the 99th-percentile
jitter by 47.9%. The retransmission rate stays below 0.4% across 1000 update cycles, indicating stable
behavior under long runs. These findings show that kernel-bypass methods, when applied with
controlled queue and CPU settings, can support high-throughput and low-jitter OTA updates in
aircraft. The study also notes the need for broader testing across different hardware and mixed traffic
conditions before deployment at fleet scale.
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1. Introduction

In-flight broadband services have expanded rapidly with the deployment of high-throughput
satellites and integrated space-air—ground networks, enabling aircraft to sustain multi-hundred-
megabit-per-second links during routine operation [1,2]. Airlines now support bandwidth-intensive
applications such as video conferencing, VPN access, and cloud-based services for large numbers of
simultaneous users [3]. As these services become standard, onboard networks are required to
maintain not only high throughput but also stable delay and predictable jitter under continuously
varying traffic loads. OTA update functions, which deliver software and security patches to airborne
terminals, must therefore operate under significantly stricter performance requirements than in
earlier generations of in-flight connectivity [4]. Experience from the automotive and IoT domains
shows that OTA performance is determined not only by cryptographic protection and correctness,
but also by transfer speed, delay variation, and delivery stability [5]. In practice, unstable wireless
links and packet loss often dominate update completion time, outweighing nominal link capacity [6].
Aviation environments impose even tighter constraints. Satellite communication introduces long and
variable round-trip delays, while aircraft networks combine legacy avionics buses with Ethernet-
based segments governed by certification standards such as DO-178, which limit architectural
flexibility [7]. Existing aviation studies focus primarily on safety assurance, redundancy, and fault
tolerance and provide relatively limited discussion on how to construct high-throughput and low-
jitter OTA transport paths within airborne terminals [8,9]. Recent work on cloud-native OTA
architectures for regulated and safety-critical domains emphasizes that update mechanisms
developed for terrestrial IT systems cannot be applied directly to aviation without careful adaptation
to operational constraints and certification requirements [10]. This observation highlights a gap
between OTA architecture design and the practical realization of high-performance data paths inside
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aircraft. In parallel, the data-center and network-function virtualization communities have developed
user-space packet processing techniques that bypass kernel networking stacks to reduce overhead.
Frameworks such as DPDK rely on zero-copy buffers, poll-mode drivers, and batched packet
handling to minimize per-packet latency and interrupt cost [11]. Numerous studies demonstrate that
DPDK-based pipelines can approach line-rate throughput with lower and more stable latency than
kernel-based stacks, particularly under high packet rates [12]. Multi-queue scheduling and CPU
pinning further improve performance predictability in NFV and 5G systems [13].

However, most existing evaluations are conducted on power-rich ground servers. Their
applicability to embedded airborne terminals—where CPU resources are limited and networking
tasks must coexist with avionics workloads—remains insufficiently understood. SR-IOV offers an
additional mechanism to increase throughput by assigning virtual network functions directly to
applications. Prior studies report that combining SR-IOV with DPDK can reduce latency and
distribute traffic more evenly across hardware queues [14]. These designs typically rely on multi-
queue network interface cards and explicit CPU isolation to avoid contention [15,16]. Yet few studies
examine how such techniques behave during long OTA sessions over satellite links, particularly with
respect to jitter, tail latency, and retransmissions during continuous update cycles. For airborne
systems operating over HTS or VHTS networks and space-air-ground integrated links, maintaining
high utilization while keeping jitter and retransmission rates under control is essential. Traditional
OTA designs, which often assume relatively stable terrestrial backhaul, tend to adopt conservative
rate settings that underutilize available satellite capacity [17]. Industry reports increasingly recognize
the need for new test and validation methods tailored to in-flight performance, but they rarely
address how the OTA transport path inside the aircraft should be engineered [18]. As OTA updates
become larger and more frequent, inefficient transport design can directly translate into longer
update windows, increased operational risk, and reduced service quality.

In this study, a DPDK- and SR-IOV-based OTA transmission channel is developed for high-
throughput airborne communication environments. The proposed design employs user-space packet I/O
and multi-queue scheduling to reduce context-switch overhead and to isolate OTA traffic from other
onboard data flows. The channel is evaluated using a hardware—software co-simulation platform and an
operational airborne terminal. Experimental results show that link utilization increases from 68.4% to
91.7%, median end-to-end delay decreases by 36.2%, and 99th-percentile jitter is reduced by 47.9%, while
packet retransmission rates remain below 0.4% across 1,000 update cycles. These results demonstrate that
appropriately adapted kernel-bypass and virtualization techniques can provide a reliable and efficient
foundation for large-fleet OTA distribution over satellite-based airborne networks. The contribution of
this work lies in the design, implementation, and quantitative evaluation of an accelerated OTA transport
path, along with practical guidelines for future airborne communication and update systems operating
under stringent performance and certification constraints.

2. Materials and Methods

2.1. Sample and Test Environment Description

A total of 20 airborne communication terminals were selected as test samples. All units used the
same hardware configuration, including the same RF modules, embedded processors, and network
interface cards that support SR-IOV. Tests were carried out under controlled satellite-link conditions.
The round-trip delay during the tests ranged from 520 to 640 ms, and the available link rate varied
between 80 and 150 Mbps. Each terminal ran the same OTA update program so that performance
differences came only from the transmission channel design. The study recorded throughput, delay,
jitter, and retransmissions during continuous update sessions.
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2.2. Experimental Design and Control Setup

Two groups were formed to study the effect of kernel bypass. The control group used a standard
kernel-based networking stack with interrupt-driven packet handling. The experimental group used
a DPDK-based user-space channel with zero-copy buffers and SR-IOV virtual functions mapped to
separate queues. Both groups ran the same OTA update tasks under identical link settings. Each test
included 1000 consecutive update sessions to capture delay variation and packet recovery behavior
over long durations. This design made it possible to compare the influence of queue allocation and
packet scheduling without interference from other system components.

2.3. Measurement Methods and Quality Control

Packet timestamps were recorded with hardware-level timing to ensure accurate delay and jitter
measurements. Link utilization was calculated from the number of transmitted bytes compared with
the available link capacity. Each test was repeated three times for every sample unit to reduce the
influence of short fluctuations. CPU pinning and fixed clock frequencies were used to keep processor
behavior consistent. Thermal conditions in the test environment were kept constant to avoid
slowdowns caused by temperature changes. OTA update files were validated by checksum before
and after transmission to prevent errors from being counted as successful updates. Any run affected
by system interruptions was discarded and repeated.

2.4. Data Processing and Model Formulation

Raw packet logs were processed to compute delay, jitter, utilization, and retransmission
probability. Delay was obtained from the difference between transmission and reception timestamps.
The 99th-percentile value of delay variation was used as the jitter metric. To examine how queue
allocation influences throughput, a simple linear model was applied:

T=opta;Qte,

where T is throughput, Q is the number of active queues, and € is the error term.

The retransmission probability was computed using;:
P
r Ns 2
where N, is the number of retransmitted packets and N is the number of packets sent. Statistical
results were calculated directly from the recorded logs without smoothing, so that short-term

variations remained visible.
3. Results and Discussion

3.1. Link Utilization and Throughput Performance

The accelerated channel shows clear improvement in link utilization. It raises the average value
from 68.4% in the baseline setup to 91.7% under the same traffic conditions. This increase is mainly
due to the removal of interrupt-driven processing and kernel queueing. Figure 1 illustrates that the
utilization curve for the accelerated path stays close to the theoretical upper limit until the link nears
saturation. By contrast, the baseline path reaches a plateau much earlier because the CPU becomes
busy with interrupt handling. Similar trends have been reported in studies of DPDK-based packet
processing, where direct user-space access to NIC queues results in more stable throughput across
different packet sizes [19,20]. The results here confirm that these advantages remain present in an
airborne terminal, even under satellite-link delays.
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Figure 1. Link utilization for the baseline kernel path and the DPDK-SR-IOV channel under the same test

conditions.

3.2. Delay and Jitter Characteristics

End-to-end delay also improves when the DPDK-SR-IOV path is used. The median delay is 36.2%
lower than the baseline, and the 99th-percentile value, which represents jitter, decreases by 47.9%.
Most of this reduction comes from avoiding kernel scheduling and from assigning dedicated queues
to OTA traffic. Figure 2 shows that the delay spread becomes narrower, and the long tail found in the
baseline results disappears. Comparable findings have been reported in URLLC-oriented evaluations,
where removing intermediate software layers reduces delay variation more effectively than it reduces
average delay [21]. Unlike radio-side optimizations, which require changes to air-interface protocols,
the approach used here modifies only the terminal’s data path. This makes it easier to adopt in
existing aircraft without altering certified radio equipment.
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Figure 2. End-to-end delay distribution for the baseline and the accelerated channel, with a clear reduction in

the long-delay tail.
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3.3. Retransmission Behavior During Long Update Cycles

During 1000 consecutive OTA update cycles, the packet retransmission rate stays below 0.4%. Most
retransmissions occur during brief link-quality changes, such as beam handover or modulation
adjustments. The user-space design helps detect small bursts of loss quickly, because timers and queues
are managed without kernel delays. This matches observations from recent work showing that
retransmission placed close to the traffic source leads to faster recovery and fewer repeated losses [22]. In
the context of OTA updates, keeping retransmission local to the terminal is important because data
integrity must be verified before writing updates to avionics storage. The results also indicate that higher
throughput does not lead to unstable behavior, which is a common concern when bypassing the kernel.

3.4. Implications for Fleet Deployment and Remaining Limitations

The improved utilization, lower delay, and stable retransmission rates suggest that the proposed
OTA channel can support large-scale update campaigns across multiple aircraft. Higher utilization
means that a satellite beam can serve more concurrent updates before reaching its capacity limit. A
narrower delay distribution also helps airlines schedule maintenance windows more precisely. These
observations align with earlier studies in edge computing and virtualized networking that show
lower CPU load and more predictable performance when SR-IOV and user-space packet paths are
used [23]. However, several limitations remain. The evaluation includes only one type of airborne
terminal and one NIC model. Different hardware or virtualization settings may show other behaviors.
In addition, SR-IOV reduces flexibility for resource sharing and live migration, as noted in previous
system-level evaluations [24]. Future work should include more hardware platforms, mixed traffic
workloads, and scenarios where OTA and other avionics services run at the same time.

4. Conclusions

This study examined a DPDK-SR-IOV transmission path for OTA updates in airborne terminals
and found clear gains in efficiency and timing stability. The user-space design improves link
utilization from 68.4% to 91.7% and lowers both median delay and jitter under satellite-link
conditions. The retransmission rate stays below 0.4% across long update runs, which shows that the
higher speed does not introduce unstable behavior. These results indicate that kernel-bypass
methods, when applied with fixed queue settings and controlled CPU use, can support large update
tasks across a fleet of aircraft. The work also has limits, as the tests focus on a single terminal model
and a restricted set of traffic patterns. Future studies should include more hardware, mixed onboard
traffic, and wider link conditions so that the method can be assessed in broader operational settings.
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