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Abstract: Handling malware is crucial to application and system safety; yet, safeguarding against
complex malware, such as metamorphic malware, presents an enormous challenge due to its ability
to alter its structure and codes following each attack. Therefore, by classifying the executables and
examining the presence of opcodes (functions), we provide a unique method in this research to
identify complex malware with high accuracy. On the basis of discovered interesting characteristics,
we examined the achievement of 13 classifiers using N-fold cross-validation accessible in machine
learning (ML) program. In the group of these 13 classifiers we examined thoroughly based on hybrid
model (The Gradient Boosting (GB) and J48). In these hybrid model, our methodology achieved an
accuracy for detection of around 99.21% using the GB and J48 algorithm.
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I. Introduction

Nowadays, the most crucial issue in the field of contemporary technology is cyber-attacks. A
malicious attack implies exploiting a system’s vulnerabilities for malevolent ends, such as stealing,
altering, or destroying it. Malware indicates a cyberattack. Malware refers to any software or code
specifically designed to damage a computer system, person, or organization. The word “malware”
includes many threats such as virus species, Trojan horses, spyware, ransomware, adware, malicious
software, wipers, and scareware. By definition, a malicious application is any code that executes
without the user’s awareness or agreement [1].

Malicious detection is concerned with detecting malicious software by keeping an eye on
computer system activity and categorizing it as either regular or unusual. The speed, quantity, and
the intricacy of spyware provide new challenges to the malware removal software economy.
According to the most recent modern studies, analysts have started using ML and methods for
analyzing and detecting malware using deep learning. Within malicious software, it's done by
initiating randomized feature elimination in the training in combination with methodologies for
testing that assure the unexpected characteristics of the ML models. Naturally, it guarantees that the
simulation’s processing about the given data diminishes the efficacy concerning adversarial trials,
although the challenger discovers critical information. Beyond that, the multilayered autoencoders
technique is implemented for detecting malware. The technique features an overzealous layer-wise
training strategy that emphasizes training without supervision and even guided value adjustment
[2].

An ML-based malicious software scanning approach was suggested, along with a dynamic and
static combination. Initially, the static, along with dynamic components of smartphone software, was
discovered. Afterwards, the characteristics were vectored and applied for the development and
verification of SVM. At last, the classifier based on SVM with the right settings might be applied for
the detection of mobile device malicious software. By the research, the theory has helpful precision
and call-back rates that indicate its accuracy and efficacy of the model. Furthermore, the ML is used
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to identify malware that is known to have a high identification rate among its existing forms;
however, it may also pack a find for fresh hazardous algorithms [3].

ML is an empirical method frequently used to evaluate complicated settings and find
abnormalities fast, beating people in initial identification. It trains with previous information to
determine known assaults and finds anomalies for unidentified attacks. ML models differ, leveraging
trained learning for big datasets with labels or semi-supervised methods for limited data. Outcomes
rely on the chosen characteristics and data effectiveness, rendering gathering information a vital
stage. This article explores ML approaches and their use in recognizing anomalies across multiple
network environments [4].

Throughout this research work, a ML-based spyware detection technique is created (for PC
systems) that involves the feature collection extracted from the contents of a Portable Executable (PE)
file header. It is employed for checking whether the software currently executing has no malware or
hazardous information. The system may also detect a zero-day virus in the built file. The 32-bit code
and 64-bit code systems running Windows employ PE file extensions for program execution.
Malware analysis statistics suggest that the highest reported file type is PE.

The outcomes of this research are:

e It presents a full overview of the ML sorts.

e  Comprehensive inspection and debate of ML techniques in anomaly detection techniques are
introduced.

e  Several network conditions utilizing ML for malware detection are examined.

e  The features and advantages of each ML model in malware detection are outlined.

II. Literature Review

The present research examines ML techniques for identifying malware, comparing Support
Vector Machine (SVM), Convolutional Neural Network (CNN), and Decision Tree (DT) classifiers.
DT attained the accuracy (99%), preceding CNN (98.76%) and SVM (96.41%), with low false positive
rates (FPR) of 2.01%, 3.97%, and 4.63%, respectively. Using a static evaluation based on PE data, the
paper reveals that ML algorithms can accurately identify harmful from harmless material without
processing. The dataset utilized was acquired from the Canadian Institute for Cybersecurity,
showcasing the possibility of DT as the accurate classifier for identifying malware [5].

A method based on ML provides the ability to detect the Windows operating system’s virus.
The recommended strategy captures several aspects of the PE header file and matches them with the
taught ML algorithm and presents the outcome as being malevolent or clear. In this work, six separate
ML approaches are applied for detecting malicious software in OS. The findings are evaluated
according to support, recall, accuracy, Fl-score, and precision. The findings of the test reveal that
excellent results were extracted by the random forest that compared to other algorithms with 99%
accuracy and precision [6].

This research provides a unique strategy for identifying sophisticated malware with precision,
defeating the limits of standard signature-based approaches. By evaluating 11,688 samples of
malware and 4,006 benign applications, classifiers such as Random Forest, LMT, NBT, J48, and FT
were assessed according to efficiency and errors. The findings indicated that all classifiers obtained >
96.28% precision, exceeding prior research (~95.9%), with Random Forest performing at ~97.95%. The
methodology efficiently identifies unidentified malware and may augment signature-based
approaches [7].

Osama abdelrahman et al. [8] To identify the abnormality on 10 benchmark datasets, the
scientists examined many unsupervised methods. They made use of KNN, LOF, OCSVM,
Connectivity-Based Outlier Factor (COF), Cluster-Based Local Outlier Factor (CBLOF), and
Histogram-based Outlier Score (HBOS) were among the tools they used. Also, they had trouble
distinguishing anomalous signs from others. The effectiveness of these methods for different kinds
of datasets was compared by the authors. including high-dimensional spatial data on a vast scale.


https://doi.org/10.20944/preprints202505.0622.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 May 2025 d0i:10.20944/preprints202505.0622.v1

Furthermore, they employed AUROC combined with the precision track and position power as
effectiveness measures to analyze and compare each of these techniques’ performances.
Consequently, they discovered that, in comparison to the other algorithms, KNN and LOF algorithms
outperformed these others. They choose between these two techniques based on computing time,
Based on computation time, they choose one of these two methods; for low-dimensional space
datasets, the AUROC is 98%, whereas for large-dimensional space datasets, it is 54%.

Xin ma et al. [9] collected a sizeable database of over 50,000 Android devices software and
developed it utilizing 4 recognized ML algorithms (Random Forest, J48, JRip, and LibSVM) with ten-
fold cross-validation. However, on common dimensions, databases did not perform in the field.

A selection from established ML techniques could be used for malware detection. As an
example, [10] created a method that utilized Bayesian categorization. [9] applied the authorization
data and the delivery of messages method as characteristics and applied the enhanced RF algorithm
during identification. In a similar way, [11] employed an ML methodology to examine malware
detection as well. In addition to the typical ML approaches, [12] also employed applied learning
procedures, and Droid Analyzer used a DL method to carry out computerized investigations into
malware characteristics [13].

The solution offered leverages analysis and AndroGuard to gather data generated by Android-
based applications, demonstrating 96.24% precision in malware detection utilizing numerical
accelerators and ML techniques. Investigators examined techniques on a dataset of androids, which
included This method data set, during which initial training reached 98.9% accuracy, outperformed
prior models. Concerns on database production have been addressed using erroneous revenue
margins X2 evaluations for homogenization, as well as a removing-it approach to combine records
using demographic attributes. Such ideas highlight possible ways for malware identification for
Android and information enhancement.[14-16]

DL algorithms, together with stat features, have shown significant accuracy in recognizing
encoded and non-encrypted cryptography interactions, exceeding basic algorithms incorporating
Net flow properties. These techniques offer speedier outcomes for detection and quickly fix gaps in
data among malware groups. Applying informed by data quantitative methodologies, experts
generate essential knowledge through enormous datasets, enabling anomalous discovery &
preventing expenditures. Their ability to ingest periods of time data as well as solve intricate
challenges enables DL to be a valuable tool towards malware identification and security.[17-19]

Malware detection has major issues related to software encryption and bundling tactics. To
tackle this, a novel DL architecture is being designed to effectively detect malware varieties.
Furthermore, a revolutionary architecture merging techniques using signatures with genetic
algorithms (GA) increases recognition abilities, providing protection against equally existing and
growing risks of malware. The combination of this method boosts accuracy and resilience in malware
detection. [20,21]

In malware detection, machine learning approaches have shown encouraging outcomes, with
high precision and low false positive rates. In many experiments, the J48, Random Forest, and DT
classifiers demonstrated performance with precision over 97%. These techniques properly separate
fraudulent activity and harmless files using unchanging examination of Portable Executable (PE)
characteristics. Through the resolution of the shortcomings of conventional signature-based
techniques, advanced techniques like ensemble learning and machine learning models further
improve identification capabilities. Recent studies emphasize GB and J48 as trustworthy classification
algorithms, offering highly accurate and effective malware detection.

IIL. Proposed Methodology

The following part covers a suggested ML-based detection of malware solution on Windows as
an OS that retrieves information and utilizes data to identify how well an application is free of
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malware or dangerous. Figure 1 displays the framework of the proposed system. The following sub-
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Figure 1. Workflow Diagram.

A. Malware Dataset

This analysis relies completely on data supplied by the source. The set contains several records
that contain log files for a variety of malware. These retrieved data characteristics may be utilized to
train a wide range of models. Approximately 51 different kinds of malware were discovered in the
specimens. More than 138,049 dataset highlights from various places were gathered; the database
contained 57 columns and 138,049 rows in Figure 2. Figure 3 has the legitimate and fraudulent data
represented.
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Figure 2. Malware Dataset Heatmap.

Legitimate vs Fraudulent Distribution
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Figure 3. Legitimate vs fraudulent Distribution.

B. Pre-Processing Layer

Data pre-processing was undertaken to reduce contaminants and prejudice prior to deploying
ML models. After checking, no data gaps were discovered. Features like Name, MD5, and Loader
Flags were removed from the information set since they were deemed irrelevant. With the help of
Python’s Extended Tree Classifier, the Gini index served as the splitting criterion for this ensemble-
based method, which made use of DT principles. The duration for training was decreased, and
efficiency was increased by the pre-processed aspects.

Data Splitting: The pre-processed dataset is divided into 80% training and 20% testing, i.e.,
80:20. The dataset is split into training and testing halves using a method known as the train-test split.
When used properly, this technique divides the dataset according to the percentage of the split. The
ML model is trained by applying algorithms to the training dataset. The efficiency provided by the
acquired categories will be evaluated using the testing dataset. For training and testing purposes, the
dataset included 138,049 data instances, with around 27,610 examples per segment.

C. Prediction Layer

ML algorithms may now be trained and tested on the pre-processed and segmented dataset.
Figure 4 shows several selected features. The proposed hybrid model, which is GB and J48, is used at
this stage to identify malware using selected features. Comparison of Maximum and Minimum
Entropy as shown in Figure 5.
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Figure 4. Correlation of relevant features with target attribute.
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Figure 5. Comparison of Maximum and Minimum Entropy.

The scatter plot visualizes the connection between fundamental variables such as size of image,
code, initialized data, and uninitialized data. While showing disparities between legitimate (1) and
non-legitimate (0) data, it reveals clusters, suggesting probable patterns relevant for categorization
as shown in Figure 6.

In Figure 7, the dimension of file propagation among legitimate and non-legitimate files is
examined using the size of the image feature. Non-legitimate files are displayed with dimension
fluctuations in greater, meaning that binary size might be a differentiating indicator of the malware

identification.
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Figure 7. Distribution of size of image by legitimacy.

a) J48:

A J48 is a method for supervised ML used for classification as well as regression analysis of huge,
intricate datasets and uncovering correlations. With leaves standing in for choices, it arranges data
into a tree structure, branching into subgroups according to attribute values from the root. J48
operations comprise dividing (splitting data), trimming (streamlining the tree’s structure by
transforming branches into leaves), and tree selection (choosing the shortest tree that suits the data).
With root attribute identification, algorithms such as C4.5 and Decision Tree (DT) are often used. J48
makes decisions by inductively drawing conclusions from independent inputs and dependent

Identified Unidentified

Leaf Node ® A

Identified Unidentified
Unidentified

outputs. Figure 8 shows an example of a J48.

Identified

Malware Detection

Lo
b

Figure 8. ]48.

b) Gradient Boosting:

GB was used to effectively manage data sets that were imbalanced while malware traffic made
up a very small portion of network usage by classifying anomalous discovered by the isolation forest
into harmless or malicious categories. It built successive theories, gradually improving projections by
fixing errors in earlier models. It discovered essential characteristics of networks for differentiating
malicious from harmless traffic after receiving training on annotated traffic records. In addition to
improving adaptability over unexplored information, the gradient descent efficiency reduced
classification errors. By incorporating weaker predictors into an accurate model and applying heavier
weights to erroneous data, it raised precision and reduced bias against the overwhelming class. By
providing information on key attributes, feature importance ranking improved clarity. Figure 9
shows an example of a GB.
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Figure 9. Hybrid detection system architecture for Malware identification.

D. Performance Evaluation Layer

The difference between the legitimate and fraudulent data values, as shown in the confusion
matrix in Figure 10, the hybrid model-based detection of the malware model’s evaluation of efficiency
shows an exceptionally high level of precision in differentiating between fraudulent and valid
transactions. The model accurately detected 8,196 fraudulent transactions (true negatives) and 19,197
valid transactions (true positives) out of the 27,393 total transactions in the test set. This high degree
of precision is especially impressive considering the basic obstacles in malware detection, such as
classification conflict and the shifting nature of dishonest procedures.

Confusion matrix, without normalization

17500

15000

legitimate 53

12500

10000

True label

7500

fraudulent 164 8196 5000

2500

T T
legitimate fraudulent
Predicted label

Figure 10. Confusion matrix for Legitimate and Fraudulent.

The accuracy, precision, recall, F1-score, and support measures are used in this study to assess
the effectiveness of the classifications. The performance assessment layer’s findings determine the
extent to which the malicious program was appropriately recognized. It facilitates quick decision-
making on necessary safety measures. By deploying the learned model to utilize a test dataset, since
the actual desirable feature already exists, followed by assessing the outcome of the model given
established results, the correctness of each method is tested.

Accuracy, Precision, Recall, F-Score, Support: The overall amount of true positive as well as
genuine negative occurrences split by the entire amount of occurrences is the accuracy or

classifications rate. Eq. 1 is used to compute the accuracy.
TP+TN

TP+FP+FN+TN (1)
The percentage of accurately anticipated outcomes from all predicted results, or the indicator of
how significant the expected results are from all projected outcomes, is the model’s accuracy. Eq. 2 is

used to compute the precision.
TP

TP+FP 2)

The proportion of accurately anticipated outcomes from all predicted outcomes, or the indicator
of how significant the expected results are from all projected outcomes, is the accuracy of the model.
Eq. 3 is used to compute the precision.

Accuracy =

Precision =
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TP
TP+FN 3)
According to Eq. 4, the measure of F, sometimes known as the F1 score, is the approximate value

of accuracy and can recall. The faultless precision and recall of the ML The flawless accuracy and

recall of the ML model are shown by an F-measure value close to 1.
2 XPrecision xRecall
F1—Score =——F————(4)

Recall + P recision
The size of the quantity of accurate positives in that classification is known as support.

Recall =

E. Experiemntal Analyzis

For experimental analysis, a computer with an Intel 1.70 GHz Core i5 processor CPU and 8 GB of
RAM has the Scikit Learn Python library loaded. ML Various approaches are employed to identify
malware in the dataset. The division stored information has been used to test the accuracy of the
models in the testing and training divisions. The following metrics are computed for each of the

classifications: accuracy of models, recall, precision, the F1 score, and support. (Table: 1)

Table 1. Performance criteria of the hybrid model combining GB with J48.

GB and J48 Hybrid Model

Precision Recall F1-score Support
Legitimate 0.99 1.00 0.99 19250
Fraudulent 0.99 0.98 0.99 8360
Accuracy - - 0.99 27610
Macro avg 0.99 0.99 0.99 27610
Weighted avg 0.99 0.99 0.99 27610

IV. Result and Discussion

The two key steps of the sorting procedure were testing and learning. We provided the system
with both safe and dangerous files to train it. A learning algorithm was used to train automated
classifiers. Figure 11 We trained and tested with other algorithms, including LR, SVC, and RF. The
accuracy of the classifiers is inferior compared to that of the suggested classifiers. Finally, we
examined The hybrid classifier (GB and J48) became smarter with every piece of data it evaluated. A
classifier was given a set of newly created files throughout its testing stage, certain of which were
dangerous and some of which weren’t. The classifier assessed the archives’ cleanliness and
maliciousness with high accuracy.

Comparison of Test Accuracies for Different Algorithms
98%

104 95%

93%

0.8

Test Accuracy
o
o

S
Fs

0.2

0.0

Logistic Regression sveC Proposed Random Forest
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Figure 11. Comparison of Test Accuracies for Different Algorithms.
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Through logical evaluation of Figure 11’s data, we determined that outcomes of algorithms’
accuracy (LR =90%, Random Forest = 93, and SVC = 95%) demonstrated classifiers have trouble in
handling complicated patterns and excessive fitting. We reflect that GB and J48 hybrid classifiers had
equal great accuracy and efficiency for all objectives and reasons. It is obvious that utilizing the 2 best
optimal algorithms (GB and J48 = 99.21%), which had a significantly better TPR (%) frequency and
precision, to detect malware DT precision is greatest, and the hybrid classifier is the superior choice
for malware identification.

V. Conclusion and Future Work

This work proposes an ML-based technique for recognizing Windows OS malware. The
recommended technique obtains numerous characteristics of the PE header file and evaluates it using
the provided ML framework and presents the conclusion either as hazardous or safe. This research
utilizes two independent ML approaches to detect malware in Windows apps. The accuracy, F1 score,
recall, precision, and support indicators are utilized to assess the results. The experiment outcomes
reveal that GB and J48 give superior efficacy as compared to other algorithms with 99.21% accuracy.
In the future, the objective is to minimize the processing speed in the overall setting of Windows and
enable users to inspect any practical file in real time; the method may ultimately be deployed on a
system called Flask. Static and dynamic analysis may also be employed to offer an optimum hybrid
solution, which should make use of extra PE header properties.

References

1.  O. Abdelrahman and P. Keikhosrokiani, “Assembly Line Anomaly Detection and Root Cause Analysis
Using Machine Learning,” IEEE Access, vol. 8, pp. 189661-189672, 2020, doi: 10.1109/access.2020.3029826.

2. Malhotra, S. (2025). HistogramTools for Efficient Data Analysis and Distribution Representation in Large
Data Sets. arXiv preprint arXiv:2504.00001.

3. F. A. Almarshad, M. Zakariah, G. A. Gashgari, E. A. Aldakheel, and A. I. A. Alzahrani, “Detection of
Android Malware Using Machine Learning and Siamese Shot Learning Technique for Security,” IEEE
Access, vol. 11, pp. 127697-127714, 2023, doi: 10.1109/access.2023.3331739.

4. O. Aslan and A. A. Yilmaz, “A New Malware Classification Framework Based on Deep Learning
Algorithms,” IEEE Access, vol. 9, pp. 87936-87951, 2021, doi: 10.1109/access.2021.3089586.

5. S. Bulusu, B. Kailkhura, B. Li, P. K. Varshney, and D. Song, “Anomalous example detection in Deep
Learning: A survey,” IEEE Access, vol. 8, pp. 132330-132347, 2020, doi: 10.1109/access.2020.3010274.

6. K. Choi, J. Yi, C. Park, and S. Yoon, “Deep Learning for Anomaly Detection in Time-Series Data: Review,
Analysis, and Guidelines,” IEEE Access, vol. 9, pp. 120043-120065, 2021, doi: 10.1109/access.2021.3107975.

7. Z. Cui et al,, “Detection of Malicious Code Variants Based on Deep Learning,” IEEE Transactions on
Industrial Informatics, vol. 14, no. 7, pp. 3187-3196, 2018, doi: 10.1109/tii.2018.2822680.

8. J. Du, H. Chen, W. Zhon, Z. Liu, and A. Xu, “A Dynamic and Static Combined Android Malicious Code
Detection Model based on SVM,” in Proceedings of the 2018 IEEE International Conference on Systems, Man,
and Cybernetics (ICSai), 2018, pp. 801-675, doi: 10.1109/icsai.2018.8599356.

9.  A. Hussain, M. Asif, M. B. Ahmad, T. Mahmood, and M. A. Raza, “Malware Detection Using Machine
Learning Algorithms for Windows Platform,” in Lecture Notes in Networks and Systems, 2022, pp. 619-632,
doi: 10.1007/978-981-16-7618-5 53.

10. X.Ma et al., “How to Make Attention Mechanisms More Practical in Malware Classification,” IEEE Access,
vol. 7, pp. 155270-155280, 2019, doi: 10.1109/access.2019.2948358.

11. T.C.Miranda et al., “Debiasing Android Malware Datasets: How Can I Trust Your Results If Your Dataset
Is Biased?” IEEE Transactions on Information Forensics and Security, vol. 17, pp. 2182-2197, 2022, doi:
10.1109/tifs.2022.3180184.

12. M. Munir, S. A. Siddiqui, A. Dengel, and S. Ahmed, “DeepAnT: A Deep Learning Approach for
Unsupervised Anomaly Detection in Time Series,” IEEE Access, vol. 7, pp. 1991-2005, 2018, doi:
10.1109/access.2018.2886457.



https://doi.org/10.1109/access.2020.3029826
https://doi.org/10.1109/access.2023.3331739
https://doi.org/10.1109/access.2021.3089586
https://doi.org/10.1109/access.2020.3010274
https://doi.org/10.1109/access.2021.3107975
https://doi.org/10.1109/tii.2018.2822680
https://doi.org/10.1109/icsai.2018.8599356
https://doi.org/10.1007/978-981-16-7618-5_53
https://doi.org/10.1109/access.2019.2948358
https://doi.org/10.1109/tifs.2022.3180184
https://doi.org/10.1109/access.2018.2886457
https://doi.org/10.20944/preprints202505.0622.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 May 2025

13.

14.

15.

16.

17.

18.

19.

20.

21.

11

A. Pastor et al., “Detection of Encrypted Cryptomining Malware Connections With Machine and Deep
Learning,” IEEE Access, vol. 8, pp. 158036158055, 2020, doi: 10.1109/access.2020.3019658.

A. Sharma and S. K. Sahay, “An effective approach for classification of advanced malware with high
accuracy,” arXiv, 2016, doi: 10.48550/arxiv.1606.06897.

B. Urooj, M. A. Shah, C. Maple, M. K. Abbasi, and S. Riasat, “Malware Detection: A Framework for Reverse
Engineered Android Applications Through Machine Learning Algorithms,” IEEE Access, vol. 10, pp.
89031-89050, 2022, doi: 10.1109/access.2022.3149053.

D. Velasquez et al., “A Hybrid Machine-Learning Ensemble for Anomaly Detection in Real-Time Industry
4.0 Systems,” IEEE Access, vol. 10, pp. 72024-72036, 2022, doi: 10.1109/access.2022.3188102.

S. Wang et al,, “Machine Learning in Network Anomaly Detection: A Survey,” IEEE Access, vol. 9, pp.
152379-152396, 2021, doi: 10.1109/access.2021.3126834.

X. Xu et al., “DeepMAD: Deep Learning for Magnetic Anomaly Detection and Denoising,” IEEE Access,
vol. 8, pp. 121257-121266, 2020, doi: 10.1109/access.2020.3006795.

Y. Xu et al., “Hyperspectral Anomaly Detection Based on Machine Learning: An Overview,” IEEE Journal
of Selected Topics in Applied Earth Observations and Remote Sensing, vol. 15, pp. 3351-3364, 2022, doi:
10.1109/jstars.2022.3167830.

M. F. Zolkipli and A. Jantan, “A Framework for Malware Detection Using Combination Technique and

Signature Generation,” in Proceedings of the 2010 2nd International Conference on Computer Research and
Development (ICCRD), 2010, pp. 196199, doi: 10.1109/iccrd.2010.25.

M. Akhtar and T. Feng, “IOTA Based Anomaly Detection Machine Learning in Mobile Sensing,” EAI
Endorsed Transactions on Creative Technologies, vol. 9, no. 30, p. 172814, 2022, doi: 10.4108/eai.11-1-
2022.172814.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those
of the individual author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s)
disclaim responsibility for any injury to people or property resulting from any ideas, methods, instructions or

products referred to in the content.


https://doi.org/10.1109/access.2020.3019658
https://doi.org/10.48550/arxiv.1606.06897
https://doi.org/10.1109/access.2022.3149053
https://doi.org/10.1109/access.2022.3188102
https://doi.org/10.1109/access.2021.3126834
https://doi.org/10.1109/access.2020.3006795
https://doi.org/10.1109/jstars.2022.3167830
https://doi.org/10.1109/iccrd.2010.25
https://doi.org/10.4108/eai.11-1-2022.172814
https://doi.org/10.4108/eai.11-1-2022.172814
https://doi.org/10.20944/preprints202505.0622.v1

	I. Introduction
	II. Literature Review
	III. Proposed Methodology
	A. Malware Dataset
	B. Pre-Processing Layer
	C. Prediction Layer
	a) J48:
	b) Gradient Boosting:

	D. Performance Evaluation Layer
	E. Experiemntal Analyzis

	IV. Result and Discussion
	V. Conclusion and Future Work
	References

