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Abstract: This study presents a comprehensive review that addresses the critical transition from ROS 1
to ROS 2, spotlighting the significant enhancements and the pressing need for a detailed exploration of
ROS 2 within the robotics community. Despite the extensive deployment and adaptations of ROS in
varied robotics applications, literature lacks a cohesive synthesis that delineates the advancements,
limitations, and broader impacts of ROS 2 compared to its predecessor, ROS 1. Our contribution
bridges this gap by assembling the largest database of ROS-related research, encompassing 7,371
articles, with a focused analysis in this survey on 435 ROS2-specific publications. We categorize these
into i.) articles that discuss and analyze core ROS 2 concepts, ii.) articles that propose frameworks
or tools for ROS 2, and iii.) articles utilizing ROS 2. Furthermore, we summarize literature findings
of ROS 2 challenges, advancements, and future direction in the fields of a.) security, b.) real-time, c.)
middleware, d.) embedded and distributed systems, e.) communication reliability and QoS, and f.)
multi-robot systems. The methodology involved meticulous data collection and categorization from
multiple databases, facilitating an in-depth online accessible resource. Results underscore ROS2’s
enhancements in modularity, real-time capabilities, and security, extending its applicability across
various robotic platforms and industries. However, challenges in scalability and reliability persist,
signaling avenues for future enhancements. This review not only deepens the understanding of ROS2’s
contributions but also charts a path for ongoing improvements in robotic systems design. The original
data presented in the study are openly available in https:/ /www.ros.riotu-lab.org/.

Keywords: ROS; ROS 2; ROS modularity; real-time systems; security; multi-robot systems; robotics
middleware; embedded systems; distributed robotics; robot software ecosystems; ROS QoS; ROS
frameworks; ROS Packages; ROS simulators; ROS database; open-source robotics; DDS; simulation;
autonomous systems

1. Introduction

The Robot Operating System (ROS, aka ROS 1) emerged in 2009 as the de facto standard ecosystem
for developing robotics applications, including mobile robots, robotic arms, unmanned aerial systems,
self-driving cars, quadruped robots, and space robots [1-5]. ROS provides access to several open-
source libraries, facilitating faster development of robotic systems and applications. Examples include
gmapping from OpenSLAM [4], Google Cartographer for SLAM [6], OpenCV for image processing [7],
and the Point Cloud Library for 3D perception [8]. Additionally, ROS abstracts low-level hardware
interactions, allowing developers to focus on high-level robotics applications rather than dealing with
complex hardware-specific implementations.

Despite its success, ROS 1 exhibits several limitations, including: (a) a single point of failure with
the ROS Master Node, limiting scalability; (b) lack of built-in multi-robot support, as ROS was initially
designed for single-robot applications; and (c) absence of real-time guarantees or Quality of Service
(QoS) support, raising concerns about its reliability in safety-critical applications [1]. In response, the
Open Source Robotics Foundation (OSRF) initiated the development of ROS 2 to address these issues.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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The first official ROS 2 release (Ardent Apalone) was launched in December 2017, with incremental
improvements leading to feature parity with ROS 1 by 2023 as indicated in Figure 1. However, despite
these advancements, ROS 2 adoption has been slower than expected due to factors such as migration
complexity, incomplete documentation, and industry hesitation in transitioning from ROS 1. While
ROS 2 is expected to fully replace ROS 1 after the end-of-life (EOL) of ROS Noetic (Figure 1 shows the
road map to ROS 2 until the Jazzy distribution release.), the transition raises critical questions about its
adoption, technical maturity, and real-world impact across different industries.
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Figure 1. Timeline of ROS 2 until 2024.

1.1. Research Questions and Objectives

While multiple reviews have explored specific subsystems of ROS 2—such as middleware, security,
and real-time scheduling—there is currently no comprehensive survey that critically examines both
the technical advancements and the practical adoption barriers of ROS 2. Additionally, research on the
real-world use cases of ROS 2 across industries remains fragmented. To bridge this gap, this survey
systematically investigates ROS 2’s technical foundations, adoption trends, and existing challenges by
addressing the following key research questions:

1. How does ROS 2 improve upon ROS 1 in terms of architecture, middleware efficiency, real-time per-
formance, and security, and what are its current limitations?: This question critically examines
DDS-based communication, real-time execution, security features, and middleware efficiency,
identifying both strengths and bottlenecks, and is addressed in the part of this survey that
presents a background coverage on ROS1 and ROS2.

2. What are the key trends, challenges, and solutions in adopting ROS 2 across various academic research and
industries, including autonomous vehicles, healthcare, agriculture, logistics, and industrial automation?:
This question explores how ROS 2 is deployed in real-world applications, analyzing success
stories, industry adoption barriers, and interoperability concerns.

3. What are the key technical, industrial, and organizational challenges hindering a faster widespread adoption
of ROS 2, and how can they be addressed?: This question investigates barriers such as middleware
complexity, migration difficulties from ROS 1, lack of standardized industry support, and real-
time performance concerns, while identifying potential solutions to accelerate adoption.

1.2. Methodology

To systematically examine the advancements and challenges of ROS 2, this survey follows a
structured methodology grounded in systematic review principles. The research is guided by three key
questions: (1) How does ROS 2 improve upon ROS 1 in architecture, middleware efficiency, real-time
performance, and security, and what are its limitations? (2) What are the key trends, challenges, and
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solutions in adopting ROS 2 across industries such as autonomous vehicles, healthcare, and logistics?
(3) What technical, industrial, and organizational factors hinder its widespread adoption, and how can
they be addressed?

To systematically investigate these questions, we designed a structured review methodology
consisting of data collection, filtering, classification, and analysis steps (see Figure 2.
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Figure 2. Overall methodology for collecting, labeling, and categorizing ~8000 ROS-related publications, culmi-
nating in deeper analyses for ROS 2-specific literature. We show how we (1) aggregated papers from multiple
databases, (2) extracted and validated metadata, (3) further labeled the data, (4) identified 435 articles focusing on
ROS 2, and (5) categorized them by article type and research domain. The figure also indicates how each subset is
discussed in Section 4, Section 6, and Section 5.

1.2.1. Data Collection and Sources

An extensive literature search was conducted across multiple academic databases, including
Google Scholar, IEEE Xplore, ACM Digital Library, ScienceDirect, Springer, Elsevier, SAGE, and arXiv. The
search terms included "ROS 2," "Robot Operating System 2," "ROS middleware," "ROS security,” "ROS
real-time," and other relevant keywords. No restrictions were placed on publication year to ensure
coverage of both early-stage and recent research. Additionally, reference lists of selected papers were
examined to capture relevant studies that may not have appeared in initial search results.

1.2.2. Inclusion and Exclusion Criteria

Figure 3 illustrates the rigorous filtering process that was applied to ensure the relevance and
quality of the selected publications. The inclusion criteria were carefully designed to maintain high
academic standards. First, studies that provided detailed discussions of ROS 2’s architecture, mid-
dleware, security, real-time performance, or adoption were included as they offer direct insights into
the system’s capabilities. Comparative analyses between ROS 1 and ROS 2 were also incorporated to
understand the evolutionary improvements and potential migration challenges. The review focused
on peer-reviewed journal articles, conference papers, and preprints from reputable sources to ensure
scientific rigor. Additionally, research proposing new frameworks, tools, or open-source packages
based on ROS 2 was included to capture innovative developments in the field. Empirical research
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evaluating ROS 2 performance in real-world applications was particularly valuable for understanding
practical implementation challenges.
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l
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l

Screening: Records Screened
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Exclusion: Excluded Literature Inclusion: ~430 Included
Literature for ROS 2 ]
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with mlnlmala:sogtnbutlon to Literature for ROS 2

Figure 3. PRISMA flow chart illustrating inclusion and exclusion criteria.

The exclusion criteria were equally stringent. Articles that merely mentioned ROS 2 without
substantive discussion were excluded as they provided limited analytical value. Studies focusing
exclusively on ROS 1 without addressing the transition to ROS 2 were omitted to maintain relevance to
the current technological landscape. Non-peer-reviewed materials, such as blog posts, opinion pieces,
and editorial notes, were excluded to ensure academic quality. Furthermore, duplicate records and
papers lacking sufficient methodological details for reproducibility were removed to maintain the
integrity of the analysis.

After applying these criteria, 7,371 ROS-related publications were retained, of which 435 were
specifically focused on ROS 2.

1.2.3. Data Processing and Classification

Each of the 435 ROS 2 publications was systematically categorized to facilitate structured analysis.
The classification framework encompassed multiple dimensions to ensure comprehensive coverage.
The research domain classification examined various technical aspects, including multi-robot systems,
security implementations, real-time scheduling mechanisms, middleware solutions, communication
reliability protocols, and distributed systems architectures.

The robotic platform categorization covered a wide spectrum of applications, from aerial vehicles
(UAVs) and ground vehicles (UGVs) to humanoid robots, industrial robots, and marine robotics
systems. This classification helped identify platform-specific challenges and solutions. The application
area analysis focused on key sectors such as healthcare, agriculture, autonomous navigation, logistics,
and industrial automation, providing insights into domain-specific requirements and adaptations.

The contribution type classification that is shown in Figure 4 provided another important an-
alytical dimension. Papers discussing fundamental aspects of ROS 2, such as architecture, security,
and middleware improvements, were categorized as core component analyses. Research focused on
developing new libraries, simulators, or infrastructure enhancements was classified under framework
development. Studies contributing publicly available software tools or frameworks were categorized
as open-source packages. Application-focused research utilizing ROS 2 for specific problem domains,
such as autonomous vehicles or industrial robotics, formed a distinct category. Publications presenting
sensor datasets or benchmarking data collected using ROS 2 were classified as dataset contributions.

To ensure accuracy and consistency, categorization was performed independently by two review-
ers, with discrepancies resolved through discussion and consensus.
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Figure 4. Taxonomy of ROS 2 articles types.

1.2.4. Analysis and Synthesis

Following the classification, the literature was systematically mapped to specific sections of
the survey. The technical advancements section (Section 3) provides a comprehensive analysis of
improvements in middleware implementations, real-time processing capabilities, and security features.
This is followed by an examination of industry-specific applications (Section 4), which explores ROS 2
adoption across different fields while identifying both success stories and implementation challenges.
The challenges and adoption barriers section (Section 5) presents a detailed analysis of critical factors
such as scalability limitations, migration difficulties, and real-time performance constraints.

Additionally, a thematic analysis was conducted to identify emerging trends in ROS 2 research,
highlighting areas requiring further exploration. This analysis revealed patterns in development
approaches, common challenges, and potential future directions for the ROS 2 ecosystem.

1.2.5. Open-Source Database for Reproducibility

To enhance transparency and accessibility, all processed data have been compiled into a publicly
available ROS 2 literature database at /https://www.ros.riotu-lab.org. This database allows filtering
by research domain, ROS version, and robotic platform, ensuring continued research contributions.
Metadata such as citation counts, publication venues, and GitHub links are included to facilitate
further analysis. The database serves as a valuable resource for researchers and practitioners working
with ROS 2, providing a comprehensive overview of current research and development efforts in the
field.

1.3. Related Surveys

The body of literature on ROS 2 has grown significantly, with various surveys addressing specific
aspects of this robotic operating system. While these studies contribute valuable insights, their focus
has often been narrow and fragmented, leaving critical gaps in the overall understanding of ROS 2’s
ecosystem. This subsection critically examines prior surveys, their methodologies, and the limitations
that our work seeks to address. A summarized comparison is presented in Table 1.

Several noteworthy surveys have explored ROS 2 from different perspectives. Audonnet et al. [9]
conducted a systematic comparison of simulation frameworks for robotic arm manipulation but did
not address broader middleware or real-time concerns. Zhang et al. [10] reviewed distributed robotic
systems within the edge-cloud continuum, emphasizing ROS 2’s role in decentralized architectures.
However, this study was technology-focused and did not evaluate adoption barriers, security risks,
or performance trade-offs. Similarly, Macenski et al. [11] provided a detailed review of mobile
robotics algorithms within ROS 2, focusing on navigation strategies while neglecting middleware
advancements and security challenges.
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Other studies have examined specific technical challenges within ROS 2. Choi et al. [12] explored
priority-driven real-time scheduling, addressing deterministic execution but without considering its
integration into multi-robot systems. Macenski et al. [13] provided an overview of ROS 2’s design,
architecture, and applications, though the discussion lacked empirical validation of performance
metrics. DiLuoffo et al. [14] emphasized security concerns, advocating for improved cryptographic
measures but failing to assess real-world security implementations. Alhanahnah [15] investigated
software quality in ROS through static analysis but did not extend the discussion to ROS 2’s modular
improvements.

Despite these contributions, existing surveys exhibit several methodological gaps. Many are
domain-specific, lacking a holistic analysis that spans multiple research areas. Some fail to apply
systematic literature review principles, relying on selective paper collections without clear inclusion-
exclusion criteria. Moreover, prior studies rarely integrate empirical benchmarks, making it difficult to
assess the actual performance impact of proposed solutions. Additionally, while ROS 2’s evolution
over time is crucial for understanding its maturity, few surveys offer longitudinal analyses of adoption
trends.

This survey aims to address these gaps by providing a comprehensive, systematic review of ROS
2 research across multiple dimensions: middleware advancements, real-time capabilities, security,
modularity, and industry adoption. Unlike prior studies, we introduce a curated, publicly accessible
database of ROS and ROS 2 literature, categorizing publications by research domain, robotic platform,
industry focus, and contribution type. By synthesizing insights across different fields, we present a
broader and more interconnected understanding of ROS 2, highlighting key challenges and emerging
research directions that have not been adequately covered in previous surveys. Furthermore, by
systematically analyzing these dimensions, this survey addresses our research questions regarding
how ROS 2 improves upon ROS 1, what factors influence its adoption across industries, and what
barriers hinder its widespread deployment. Through this structured investigation, we aim to provide a
clearer roadmap for researchers and practitioners seeking to enhance ROS 2’s capabilities and accelerate
its integration into real-world robotic systems.

Table 1. Comparison of ROS 2 Surveys.

Survey

Focus Area

Gaps

Our Contribution

[]

Audonnet et al.

Simulation soft-
ware for robotic
arms

Limited to simulation soft-
ware

Comprehensive coverage
of ROS 2 applications

Zhang et al. [10]

Edge-cloud integra-
tion

Does not cover security,
real-time performance

Wide range of research
topics including security
and modularity

[11]

Macenski et al.

Mobile
navigation

robotics

Focuses only on naviga-
tion systems

Holistic view including
multi-robot systems and
real-time performance

Choi et al. [12]

Real-time schedul-

Limited to real-time per-

Inclusion of various re-

ing formance search domains
Boncietal. [16] | Industrial auton- | Focused on industrial ap- | Broader application fields
omy plications

[13]

Macenski et al.

ROS 2 architecture
and uses

Lack of systematic re-
search analysis

Systematic review and
database of literature

DiLuoffo et al. | Security in ROS 2 Focused solely on security | Inclusion of multiple re-
[14] search areas

Alhanahnah Software quality as- | Centered on ROS 1 Extensive insights into
[15] sessment ROS 2

1.4. Contributions

This survey systematically examines ROS 2, addressing three key research questions: (1) How

does ROS 2 improve upon ROS 1 in terms of architecture, middleware efficiency, real-time performance,
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and security? (2) What are the key trends, challenges, and solutions in adopting ROS 2 across various
industries? (3) What barriers hinder its widespread deployment, and how can they be addressed? Our
main contributions are as follows:

1. A Systematic Review of ROS 2 Research — To answer RQ1, we conduct a structured analysis of
middleware advancements, real-time scheduling, security, modularity, and multi-robot systems.
By comparing ROS 2’s improvements over ROS 1, we highlight enhancements in communication
(DDS), real-time constraints, and security mechanisms, while identifying unresolved technical
challenges.

2.  Empirical Assessment of Adoption Trends and Challenges — Addressing RQ2, we evaluate the
adoption of ROS 2 in industries such as autonomous vehicles, healthcare, industrial automation,
and logistics. We identify key drivers (e.g., modularity, improved middleware) and major
barriers (e.g., migration complexity, deterministic execution issues, and security risks) that impact
real-world scalability.

3. Mapping the ROS 2 Ecosystem - Supporting RQ2 and RQ3, we analyze open-source frameworks,
libraries, and tools, assessing their adoption, technical maturity, and gaps in the ecosystem. By
investigating influential GitHub repositories and industrial contributions, we highlight areas
requiring further development.

4. A Publicly Accessible ROS 2 Literature Database — To address RQ3, we introduce a curated,
open-access database categorizing ROS 2 research by domain, robotic platform, industry, and
contribution type, enhancing reproducibility and guiding future advancements.

By bridging theoretical insights with real-world applications, this survey provides a structured
roadmap to accelerate ROS 2 adoption and development.

1.5. Paper Structure

This paper is organized as follows: Section 2 provides an overview of ROS and ROS 2, outlining
their development history, core functionalities, and key differences. Section 3 presents a comparative
analysis of ROS 1 and ROS 2, highlighting architectural improvements in middleware, real-time
performance, and security.

Section 4 explores critical research areas within ROS 2, including security, real-time capabilities,
multi-robot systems, and communication frameworks, offering insights into ongoing advancements
and challenges. Section 5 reviews the diverse applications of ROS 2 across industries such as au-
tonomous systems, healthcare, and logistics.

Section 6 discusses ROS 2 frameworks, toolkits, and notable open-source contributions, examining
their role in system development and adoption. Section 7 introduces the curated ROS 2 literature
database, analyzing key trends and research directions.

Finally, Section 8 summarizes the survey’s findings, and highlights the survey’s answers to the
research questions.

2. ROS & ROS 2 Overview

This section directly addresses Research Question 1 by examining how ROS 2 improves upon
ROS 1 in terms of architecture, middleware efficiency, real-time performance, security, and scalability.
We begin by outlining the core features of ROS, followed by an in-depth discussion of the design
objectives and motivations behind ROS 2’s development. Finally, we provide a comparative analysis
between the two versions, highlighting key advancements and limitations to offer a comprehensive
understanding of ROS 2’s evolution and its impact on modern robotics applications.

2.1. ROS
2.1.1. ROS Design Goals

ROS was fundamentally designed to serve as a unified platform for building single-robot ap-
plications. It offers a standard collection of tools, libraries, and conventions that aid in developing a
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broad spectrum of robotic applications, spanning from basic prototypes to intricate robotic systems.

One of the salient design objectives of ROS was to promote reusability and modularity, enabling

developers to readily share and consolidate software components, thereby facilitating the creation of

sophisticated robotic applications. Notwithstanding the diverse use cases it covers, ROS’s primary

focus remains on single-robot systems. While there have been initiatives to extend ROS’s capabilities

towards multi-robot systems [17], these efforts were neither seamlessly integrated nor widely adopted.
The next section will provide an overview of ROS Architecture.

2.1.2. ROS Architecture

ROS architecture is depicted in Figure 5 and summarized as follows.

ROS
Master

Client Libraries
(rospy, roscpp)

TCPROS/UDPROS

Linux

Figure 5. ROS 1 Architecture.

Natively Centralized

ROS primarily serves as a middleware framework, promoting communication between various
processes, called nodes, within a computational machine. Conceptually, ROS can be envisaged as a
network of nodes (processes), exchanging messages to execute a specific task. This network pivots around
a central node, termed the ROS master node (ROSCORE), which serves as a liaison between all nodes
within the ROS network. The functionality of the ROS network is critically dependent on this master
node. It is worth noting that the dependence on a single master node presents limitations in terms of
scalability and introduces a single point of failure.

A ROS node can be a simple C++ program or a Python script, which reads data from other
nodes, processes this data, and subsequently publishes it for other nodes. For instance, a camera node
may acquire images via its drivers and publish this image data through a specified channel or topic
(e.g., /camera/rgb/). Another node may receive this image data, process it using computer vision
algorithms, and send the results to another node for appropriate action.

A Modular and Scalable Architecture

The structure of ROS, characterized by its distributed nodes, closely reflects the concept of
a microservices architecture. In such an architecture, a monolithic application is partitioned into
smaller, standalone services, each performing a specific function. This design is a strategic approach
to managing complexity in large applications, facilitating modularity, and promoting scalability, as
services can be developed, deployed, and scaled independently. Similarly, ROS strongly emphasizes
modularity, allowing its applications to be executed and operated over multiple nodes. Each node
in a ROS application performs a discrete task and can operate independently, analogous to a service
in a microservices architecture. This arrangement allows for simplified debugging, testing, and
understanding of individual components while permitting complex behaviors when the components
interact. Thus, ROS’s modular and distributed nature echoes the microservices architecture principles,
enhancing maintainability and scalability in robotic applications.
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Communication Patterns

ROS employs several communication mechanisms that enable a seamless exchange of information
between nodes.

®  Publisher-Subscriber (Topics): Fundamental to ROS’s communication infrastructure is the
Publisher-Subscriber model, implemented through Topics. In this model, a node that gener-
ates data serves as the Publisher, broadcasting information over a channel known as a Topic.
Other nodes that need this information can subscribe to the respective Topic, thereby consuming
the published data. This decoupled communication model enables a many-to-many data flow,
promoting the distribution of data to all interested nodes. Topics carry ROS messages, which
encapsulate the information to be transmitted. The Publisher-Subscriber paradigm enhances
flexibility, as nodes can dynamically publish or subscribe to Topics, and robustness, as the failure
of one node does not directly impact others.

*  Synchronous Client/Server: (Services) Services denote the synchronous client/server model
within ROS. In this paradigm, a client node sends a request to a server node and waits for a
response. The client is unable to perform other tasks until this response is received, indicating a
synchronous operation. This model is applied when the server can complete the task swiftly and
the client requires an immediate response. If the task duration is prolonged, the Services model
becomes unsuitable, and the ROSLib concept is employed instead.

*  Asynchronous Client/Server: (ActionLib) The ActionLib model signifies the asynchronous
client/server model in ROS. This model contrasts with ROS Services in that the ActionLib client is
not blocked while waiting for the server’s response. The client can concurrently execute other
tasks while the server processes its mission. In addition, the ActionLib server can send interme-
diate results to the client, updating it on the task progress. This model is particularly useful for
tasks such as robot navigation, where the server processes a navigation request over an extended
period, and the client monitors progress while performing other tasks.

®  Messages and Services: In ROS, two distinct types of entities are used to facilitate communication:
Messages for Topics and Services for synchronous client-server communication. Messages (rosmsg)
are simple data structures comprising typed fields. They are used when nodes want to transmit
data to one or multiple recipients. On the other hand, Services (rossrv) are defined by a pair
of messages, one for the request and one for the response. They are used for synchronous RPC-
like communication. This division, while serving its purpose, introduced complexity to the
development process, as developers had to work with different types of entities depending on
the communication model employed.

Client Libraries and Communication Middleware

While the fundamental concepts of ROS are retained in ROS 2, substantial differences lie in the
client libraries, the communication middleware, and their underlying implementations.

In ROS, two primary client libraries are used: rospy for Python and roscpp for C++. These
libraries provide the means for creating ROS nodes and handling the communication between them.
Rospy primarily supports Python 2 across all ROS versions, except for the final ROS version, ROS
Noetic, which introduces Python 3 support.

Regarding communication middleware, ROS employs a custom-made middleware: ROSTCP and
ROSUDP, based on the TCP and UDP protocols, respectively. ROSTCP ensures reliable, connection-
oriented communication, while ROSUDP enables connectionless communication with less overhead
but no delivery guarantees. However, these custom protocols present limitations, such as the lack of
real-time capabilities and difficulty in configuring Quality of Service (QoS) settings.

In contrast, ROS 2 introduces new client libraries, namely rclcpp and rclpy, with significant
improvements over their ROS counterparts. More notably, ROS 2 transitions from custom protocols to
the standardized Data Distribution Service (DDS) middleware for its communication infrastructure.
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This shift addresses the limitations of ROS middleware and will be explored in detail in the following
section.

2.1.3. Limitations of ROS and the Motivation for ROS 2

Despite the significant contributions of ROS to the robotics community, certain limitations have
prompted the development of a more advanced version. The deliberation to address these limitations
began at the ROSCon 2014 conference, where the Open Source Robotics Foundation (OSRF) and the
ROS community collectively identified areas of improvement.

*  Single-Robot Focus: The primary limitation of ROS is its exclusive design for single-robot
applications. The absence of inherent support for multi-robot systems presented a challenge
for applications involving swarms or collaborative robots. This is primarily attributed to ROS’s
design requirement of a central ROS Master node, creating an isolated network per robot. In
multi-robot applications, this necessitates additional packages to enable inter-robot cooperation.
ROS 2 has addressed this limitation by removing the requirement for a ROS Master node, which
we will discuss later.

*  Lack of Real-Time Guarantees and Quality of Service: Another significant drawback of ROS is
the absence of real-time guarantees and Quality of Service (QoS) profiles for prioritizing critical
messages. ROS’s reliance on TCP and UDP protocols translates to a best-effort service for message
delivery without any assurance of successful transmission. The absence of message prioritization
implies that critical and regular messages are treated on par, making it unsuitable for industrial-
grade applications with stringent real-time and safety requirements, such as autonomous vehicles
or unmanned aerial systems.

*  Reliability and Scalability Concerns: Lastly, the reliability and scalability of ROS are challenged
by its dependency on the central ROS Master node. The entire network fails if the ROS Master
node crashes, establishing a single point of failure. This design also constrains the scalability of
ROS.

In the following section, we delve into how ROS 2 has been designed to address and overcome
these limitations.

2.2.ROS 2
2.2.1. ROS 2 Design Goals

The design of ROS 2 was primarily driven by the need to overcome the limitations of ROS, as
discussed in the previous section.

Focus on Swarm Robotics

In contrast to ROS, which was primarily designed for standalone robots, ROS 2 has been engi-
neered emphasizing swarm robotic applications. The inherent complexity of swarm robotics necessi-
tates a fully distributed middleware that enables ad-hoc communication between multiple devices.
This distributed communication structure allows for the efficient coordination and collective behavior
that characterize a robot swarm. This shift towards a more distributed architecture is a key factor
differentiating ROS 2 from its predecessor.

Real-Time and QoS Guarantees

ROS’s lack of support for real-time guarantees and Quality of Service (QoS) were significant
limitations, especially for applications with stringent timing and reliability requirements. To address
this, real-time support and QoS guarantees were positioned at the forefront of ROS 2’s design consider-
ations. The middleware used in ROS 2 is expected to provide sophisticated QoS policies, ensuring the
prioritized and timely delivery of messages based on their importance and urgency. These features are
crucial for applications that require high reliability and deterministic execution, such as autonomous
vehicles and industrial automation systems.
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Fast Prototyping and Cross-Platform Compatibility

Another important aspect of ROS 2’s design is its emphasis on enabling a seamless transition
from fast prototyping to production, coupled with cross-platform compatibility. This focus is designed
to facilitate the rapid development and deployment of ROS 2 applications across a variety of platforms
and into production environments. This compatibility and ease of deployment are expected to expedite
the development cycle, a significant improvement over ROS, which presented challenges in these
areas.

Middleware Selection

The above design goals significantly influenced the selection of the communication middleware
for ROS 2. The need for a robust, efficient, and reliable communication infrastructure that could
meet the advanced requirements of real-time processing, Quality of Service, and distributed system
support guided the choice of middleware. After extensive deliberations in 2014, DDS was chosen
for its inherent ability to meet these requirements. DDS, a standard for high-performance, scalable,
and interoperable publish-subscribe communication, was deemed perfectly suited for the task. The
choice of DDS as the middleware plays a pivotal role in ensuring that ROS 2 successfully addresses the
limitations of ROS and meets its design objectives.

2.2.2. ROS 2 Architecture

ROS 2’s architecture, as presented in Figure 6, retains similarities with ROS in certain aspects but
also presents a significant evolution to address ROS’s limitations.

ROS Vs RGOS 2.0

Client Libraries )

(rospy, roscpp)
Abstract DDS
ICEROSACRAR0S DDS Intra-Process API

Figure 6. ROS vs. ROS 2 Architecture.

Distributed by Design

In contrast to ROS’s centralized approach, ROS 2 is designed to be inherently distributed. It
eliminates the need for a central ROS master node, thereby addressing the single point of failure
and scalability issues present in ROS. Instead, ROS 2 nodes communicate directly with each other,
facilitated by the underlying DDS middleware. This decentralized design is more fitting for multi-
robot systems and enables more efficient and reliable communication in large-scale, distributed robotic
applications.

Maintained Modularity and Enhanced Scalability

Like ROS, ROS 2 upholds the principle of modularity, where each node operates independently
and performs a specific task. However, ROS 2 extends this concept to incorporate the notion of
"Managed Nodes’ that can be governed by a lifecycle manager, thereby providing more control over
the system’s state and behavior. Furthermore, the distributed nature of ROS 2 enhances scalability,
enabling the system to handle a more considerable number of nodes efficiently.
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Extended Communication Patterns

ROS 2 inherits the primary communication patterns of ROS, with some notable improvements
and extensions.

®  Publisher-Subscriber (Topics): The Publisher-Subscriber model, implemented via Topics, remains
a vital part of ROS 2. However, ROS 2 introduces the concept of Quality of Service (QoS) policies
for Topics, allowing more precise control over message delivery.

*  Synchronous Client/Server (Services): The synchronous client/server model, facilitated by Ser-
vices, is also retained in ROS 2. Yet, similar to Topics, Services in ROS 2 support QoS settings,
enabling reliable and timely communication based on specific requirements.

*  Asynchronous Client/Server (Actions): The asynchronous client/server model, formerly denoted
by ActionLib in ROS, has been incorporated into the core of ROS 2 as Actions. Actions in ROS 2
provide a more streamlined interface and support QoS policies, offering improved reliability and
flexibility.

*  Interfaces: In ROS 2, the concept of Interfaces is introduced, which encapsulates the functionality
of Topics, Services, and Action messages. Interfaces replace the separate message types used
in ROS, namely rosmsg and rossrv. This consolidation is an attempt to simplify the message
generation process and to facilitate compatibility between different communication models.
Interfaces enhance the consistency and maintainability of the ROS 2 communication model, as
developers only need to familiarize themselves with a single message type, regardless of the
communication pattern they employ. This simplification also enhances code portability between
different ROS 2 applications, leading to a more robust and flexible system design.

Enhanced Client Libraries and Advanced Communication Middleware

ROS 2 introduces updated client libraries, rclcpp for C++ and rclpy for Python, which are more
robust, maintainable, and feature-rich compared to their ROS counterparts. The most significant
shift in ROS 2 is adopting DDS as its communication middleware. DDS is an industry-standard
middleware designed for high-performance, real-time, scalable, and interoperable publish-subscribe
communication. The use of DDS in ROS 2 addresses the limitations of the customs protocols used in
ROS. It provides native support for real-time communication, configurable QoS policies, and robust
security mechanisms. Furthermore, the standardized nature of DDS facilitates interoperability with
other systems and technologies, broadening the scope and applicability of ROS 2.

In this section, we have explored the evolution of ROS into ROS 2, detailing its architectural
advancements in middleware efficiency, real-time performance, security, and scalability. Through
a systematic analysis, we have demonstrated how ROS 2 addresses the limitations of ROS 1 by
adopting DDS as a standardized communication middleware, introducing enhanced client libraries,
and transitioning to a fully distributed architecture. These improvements directly respond to Research
Question 1, highlighting the ways in which ROS 2 refines the core infrastructure of robotic systems to
meet modern requirements.

While these architectural enhancements form the foundation of ROS 2’s evolution, its impact
extends beyond infrastructure alone. In the next section, we examine non-architectural differences
between ROS and ROS 2, such as programming language support, system design paradigms, and
usability considerations, further contextualizing the practical implications of these advancements.

3. ROS vs. ROS 2

While Section 2 explored the architectural advancements of ROS 2, this section focuses on the
non-architectural differences that impact its usability, flexibility, and adoption. These differences span
programming language support, execution models, transformation handling, navigation frameworks,
security mechanisms, and platform compatibility.

This section directly contributes to Research Question 1 by further analyzing how ROS 2 improves
upon ROS 1 beyond its core architecture. Understanding these enhancements provides insights into
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developer experience, system interoperability, and practical deployment considerations, all of which
influence ROS 2’s suitability for real-world robotic applications. Through this analysis, we highlight
how these refinements collectively enhance performance, security, scalability, and cross-platform
support, further strengthening ROS 2’s position as the next-generation standard for robotic software
development.

3.1. Programming Languages (C++ and Python Differences)

In ROS 2, both C++ and Python programming languages are embraced, but their utilization
differs from ROS.

C++in ROS 2: ROS 2 offers enhanced support for modern C++ features, including move semantics
and lambda functions. This improved support leads to better performance and code readability in
ROS 2 applications. Developers can leverage new language features and libraries that were previously
unavailable in the older C++03 version. Notably, certain core libraries in ROS 2 have been upgraded
to support C++14, expanding the range of modern C++ capabilities that can be utilized. These
advancements empower developers to take full advantage of the latest features and functionalities
offered by the C++ programming language.

Python in ROS 2: In contrast to ROS, which predominantly utilized Python 2, ROS 2 adopts
Python 3 as its primary version. Consequently, ROS 2 packages are primarily written in Python 3.
This transition allows developers to leverage recent Python enhancements, such as type hints and
improved asyncio support. By aligning with the broader Python language community, ROS 2 enables
seamless integration with other Python-based tools and libraries. However, it’s important to note that
compatibility updates are required for any existing Python 2 code intended for ROS 2 usage.

Language-Agnostic Communication Interfaces: One of the notable advancements in ROS 2 is the
introduction of the Abstract DDS interface, a language-agnostic communication protocol. This protocol
enables seamless interaction and communication between nodes written in different programming
languages. With DDS, nodes can exchange messages and information efficiently, regardless of whether
they are implemented in C++, Python, or any other supported language. This language-agnostic
approach facilitates interoperability and collaboration among diverse robotic systems.

These disparities in language support between ROS and ROS 2 emphasize the significance of
staying abreast of the latest language features and standards. By accommodating modern C++ and
Python versions, ROS 2 empowers developers to fully capitalize on the latest advancements in these
languages, enhancing the quality and efficiency of their robotic applications. Ultimately, the choice
between C++ and Python hinges on the specific requirements of the target robotics system, and ROS
2’s language flexibility caters to diverse needs.

3.2. Executors

In ROS 2, executors play a pivotal role in managing the execution of tasks within a node’s lifecycle.
They facilitate communication between nodes and ensure the execution of callbacks for incoming
messages, services, and actions, significantly influencing the overall ROS 2 architecture.

ROS 2 encompasses three executor types each offering distinct characteristics and benefits:

*  SingleThreadedExecutor: This executor executes all callbacks within a single thread, employing
a round-robin scheduling approach to ensure fairness between tasks. However, computationally
intensive tasks may experience slower execution due to the shared thread among all tasks.

e MultiThreadedExecutor: Designed to handle high workloads and computationally intensive
tasks, this executor employs multiple threads to execute callbacks concurrently. While it provides
improved performance, careful synchronization is necessary to avoid potential race conditions or
deadlocks.

e StaticSingleThreadedExecutor: This executor is similar to SingleThreadedExecutor but is
specifically designed for nodes with a fixed set of entities (such as sensors, actuators, or other
components) known during the compilation process. It optimizes runtime costs by scanning the
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structure of the node, including subscriptions, timers, service servers, and action servers, only once
during node addition. Unlike other executors, it does not regularly scan for changes. Therefore,
the StaticSingleThreadedExecutor is most suitable for nodes that create all their subscriptions,
timers, and other entities during initialization and do not dynamically add or remove them
during runtime. By eliminating the need for continuous scanning, it improves performance and
efficiency in such static systems.

In contrast, ROS employs a " spinner " mechanism to manage callback execution within a node’s
lifecycle. Two primary spinner types are available:

*  ros:spin(): This single-threaded spinner sequentially processes callbacks within a single thread
until the node is shut down. It represents the simplest and most commonly used spinner in ROS.

*  ros:AsyncSpinner: This multi-threaded spinner concurrently processes callbacks using multiple
threads, suitable for scenarios involving computationally intensive tasks or varying callback
execution times.

While spinners in ROS serve a similar purpose to executors in ROS 2, the latter offers advanced
features and greater flexibility in task execution, including the StaticSingleThreadedExecutor for static
systems. Moreover, introducing the DDS middleware in ROS 2 necessitates a refined and adaptable
approach to task execution, effectively addressed by the concept of executors.

Using executors in ROS 2 provides efficient task management and optimal utilization.

3.3. Transformations: tf vs tf2

The original library for managing transforms in RO), known as tf [18], utilizes a static transform
tree to outline the relationships between coordinate frames. However, tf exhibits certain limitations,
including susceptibility to errors during concurrent multi-thread access to the transform tree and
inefficiency when handling large trees.

In contrast, tf2, an advanced version, employs a more efficient data structure for the transform
tree representation, enhancing both speed and robustness. It is designed to be thread-safe, thereby
eliminating the risk of errors during simultaneous access by multiple threads.

A novel feature introduced in tf2 is the Buffer, a sophisticated data structure that oversees the
transform tree. It offers APIs for querying transforms between coordinate frames, thereby increasing
the versatility and usability of the system.

A significant distinction between tf and tf2 lies in their support for coordinate representations.
While tf is limited to the XYZ Euler angle representation for rotations, tf2 supports multiple represen-
tations. These include quaternions, rotation matrices, and angle-axis representations, thereby offering
a more comprehensive and flexible system for users.

Moreover, tf2 introduces several new features, including support for non-rigid transforms and the
capability to interpolate between transforms. It also enhances debugging and visualization support,
thereby simplifying the process of diagnosing issues with the transform tree.

To summarize, due to its superior performance, thread safety, and additional features, tf2 is the
recommended library for managing transforms in ROS 2. Its design and functionality improvements
over tf make it a more robust and efficient tool for managing coordinate frame relationships.

3.4. ROS 2 Navigation Stack: Main Features and Comparison with ROS 1

The ROS 2 Navigation Stack, also known as Navigation2, is a significant upgrade from the
ROS 1 navigation stack, with several key features that enhance its functionality and usability. A
comprehensive description of the ROS 2 Navigation Stack can be found in the following reference:
[19]. In what follows, we present a systematic and methodological comparison of the ROS 1 and ROS 2
navigation stacks:

e Task Orchestration using Behavior Trees introduces the use of a behavior tree for task orchestration,
a feature absent in ROS 1. This tree orchestrates planning, control, and recovery tasks, with
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each node invoking a remote server to compute one of these tasks using various algorithm
implementations.

®  Modularity and Configurability: Navigation? is designed to be highly modular and configurable,
a marked improvement over ROS 1. It employs a behavior tree navigator and task-specific
asynchronous servers, each of which is a ROS 2 node hosting algorithm plugin. These plugins are
libraries dynamically loaded at runtime, allowing for unique navigation behaviors to be created
by modifying a behavior tree.

* Managed Nodes: ROS 2 introduces the concept of Managed Nodes, servers whose life-cycle
state can be controlled. Navigation2 exploits this feature to create deterministic behavior for each
server in the system, a feature not present in ROS 1.

¢  Feature Extensions: Navigation2 supports commercial feature extensions, allowing users with
complex missions to use Navigation2 as a subtree of their mission. This is a unique feature not
found in ROS 1.

*  Multi-core Processor Utilization: Unlike ROS 1, Navigation2 architecture leverages multi-core
processors and the real-time, low-latency capabilities of ROS 2. This allows for more efficient
processing and faster response times.

*  Algorithmic Refreshes: Navigation2 focuses on modularity and smooth operation in dynamic
environments. It includes the Spatio-Temporal Voxel Layer (STVL), layered costmaps, the Timed
Elastic Band (TEB) controller, and a multi-sensor fusion framework for state estimation, Robot
Localization. Each of these supports holonomic and non-holonomic robot types, a feature not as
developed in ROS 1.

*  State Estimation: Navigation2 follows ROS transformation tree standards for state estimation,
making use of modern tools available from the community. This includes Robot Localization,
a general sensor fusion solution using Extended or Unscented Kalman Filters. This is a more
advanced approach compared to ROS 1.

*  Quality Assurance: Navigation2 includes tools for testing and operations, such as the Lifecycle
Manager, which coordinates the program lifecycle of the navigator and various servers. This
manager steps each server through the managed node lifecycle: inactive, active, and finalized.
This systematic approach to quality assurance is a significant upgrade from ROS 1.

Navigation2 builds on the successful legacy of ROS Navigation but with substantial structural
and algorithmic refreshes. It is more suitable for dynamic environments and a wider variety of modern
sensors, making it a more advanced and versatile navigation stack than its predecessor, ROS 1.

3.5. ROS 2 Security

The key difference in security between ROS and ROS 2 is that ROS 2 has been designed with
security in mind from the ground up, whereas security was not a primary consideration in the initial
development of ROS.

In ROS, security mechanisms such as authentication and encryption were not implemented by
default, leaving systems vulnerable to potential security threats. However, ROS users could implement
security measures manually by using third-party libraries and plugins.

ROS 2, on the other hand, has a built-in security framework that provides authentication, encryp-
tion, and access control by default. This framework enables ROS 2 to support secure communication
between nodes and across networks, even when communicating with nodes that may not support
security natively.

SROS2 (Secure ROS2) [20] is a security extension for ROS 2 that provides additional security
features beyond those provided by the ROS 2 security framework. SROS is designed to address some
of the limitations of the ROS 2 security framework and to provide enhanced security for critical robotic
applications. SROS provides a more flexible and configurable access control system than the default
ROS 2 permission system, allowing administrators to define fine-grained access policies for topics,
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services, and nodes. This can help to ensure that sensitive data and resources are protected from
unauthorized access.

Overall, by implementing SROS in ROS 2, users can benefit from additional security features
that are not available in ROS. This can help to ensure the security and integrity of critical robotic
applications while also providing a more flexible and configurable security solution that can be tailored
to the specific needs of each application.

3.6. Comparison of Platform Support in ROS and ROS 2

ROS and its successor, ROS 2, are widely used frameworks for developing robotic systems.
This section explores the level of support and compatibility with different operating systems in both
frameworks. Specifically, we will examine the support for Windows, macOS, and Linux platforms,
highlighting the advancements made in ROS 2.

*  Windows Support: When it comes to Windows support, ROS has experimental compatibility,
while ROS 2 boasts more comprehensive and reliable support for Windows 10. The enhanced
support in ROS 2 allows developers to leverage the framework more effectively on Windows
machines, ensuring a stable and efficient environment for building robust robotic applications.

e macOS Support: Both ROS and ROS 2 offer official support for macOS. However, ROS 2 surpasses
its predecessor in terms of compatibility with the latest macOS versions. By capitalizing on the
latest macOS features, such as the Metal graphics API, ROS 2 maximizes performance in specific
applications. This advanced compatibility empowers developers to fully exploit the potential of
macOS when constructing sophisticated robotics systems.

e  Linux Support: Both ROS and ROS 2 offer comprehensive support for Linux, with official support
for various popular distributions. However, ROS 2 takes a more modular and flexible approach,
making porting the framework to different Linux distributions and architectures easier. This
flexibility is particularly advantageous in heterogeneous computing environments, allowing
developers to deploy ROS 2 on various Linux systems.

The utilization of the DDS, which inherently possesses cross-platform capabilities, significantly
facilitated the seamless compatibility of ROS 2 with Windows, macOS, and Linux. In contrast, ROS
1 relied on the specific TCPROS and UDPROS protocols, which were more tightly coupled with the
Linux environment, limiting its cross-platform compatibility.

In this section, we have explored non-architectural advancements in ROS 2, focusing on improve-
ments in programming language support, execution models, transformation handling, navigation
frameworks, security mechanisms, and platform compatibility. These enhancements directly address
Research Question 1, demonstrating how ROS 2 refines developer experience, flexibility, and cross-
platform usability in ways that go beyond core architectural improvements. By adopting modern
C++ and Python standards, improving execution models through advanced executors, strengthening
security, and leveraging DDS for seamless cross-platform support, ROS 2 removes many limitations
previously hindering its adoption in real-world applications.

However, while these enhancements improve usability and system design, meeting the stringent
requirements of modern robotics—such as real-time execution, determinism, safety, and fault toler-
ance—requires deeper exploration at the system level. The next section delves into these advanced
technical aspects by examining middleware optimizations, real-time scheduling, security, and multi-
robot coordination. These foundational elements play a crucial role in ensuring that ROS 2 can support
high-performance, safety-critical, and large-scale robotic deployments, ultimately shaping its future
adoption in both research and industry.

4. Advanced ROS 2: Technical Innovations, Deployments, and Adoption
Challenges

This section offers a thorough analysis of key technical and practical facets in ROS 2, presenting
four in-depth areas that collectively address all three research questions (RQ1, RQ2, and RQ3). First,
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we examine middleware innovations such as DDS-based QoS, zero-copy techniques, and formal
verification (RQ1), highlighting their growing presence in industrial sectors (RQ2) and adoption
barriers due to complexity and scalability concerns (RQ3). Next, we focus on real-time scheduling
and hardware acceleration, demonstrating how advanced executors, FPGAs, and GPUs can enable
near-deterministic performance (RQ1) for mission-critical deployments (RQ2), despite organizational
and cost-related hurdles (RQ3). We then explore security, privacy, and safety in ROS 2, underscoring
technical solutions and industry adoption patterns (RQ 1-2) while noting overhead and integration
challenges (RQ3). Finally, we review multi-robot and distributed systems—from bridging methods
to edge—cloud offloading—showcasing progress and the need for further standardization. Figure 7
shows sunburst chart of literature taxonomy for those technical facets of ROS 2

Figure 7. ROS 2 Core-Concepts Taxonomy.

4.1. Advanced ROS 2 Middleware
4.1.1. RQ1 - Technical Foundations and Innovations

DDS Backbone and QoS Strategies: ROS 2 builds on a DDS-based communication layer, enabling
flexible quality-of-service (QoS) configurations to address latency, reliability, and scheduling demands.
As summarized in Table 2, most works focus on leveraging or extending these QoS policies—such as
RELIABLE vs. BEST_EFFORT, KEEP_LAST vs. KEEP_ALL, and deadline constraints—to match application
needs, including real-time data fusion, sensor streaming, and distributed control [22,24,25].
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Table 2. Taxonomy of ROS 2 Middleware Research.

Category Representative Pa-
pers

QoS and Performance Approaches [21-25]

Modeling and Formal Verification [26-29]

Alternative or Enhanced Middlewares [30-33]

Middleware Comparisons [34-36]

Because of DDS’s pluggable architecture, alternative or enhanced middlewares have also emerged
(e.g., Zenoh, Kafka/MQTT bridges) [30,32]. Researchers propose these solutions to optimize network
usage in edge or wireless scenarios [33].

Zero-Copy and Shared Memory Transport: In ROS 2, zero-copy and shared-memory transport
mechanisms offer a significant performance boost by eliminating the need for serialization, thereby
reducing overhead for large data payloads such as camera feeds or point clouds [22,23]. This approach
allows nodes to access shared data directly, which can drastically reduce latency and improve through-
put in high-bandwidth applications. However, leveraging these benefits comes with its own set of
challenges: managing concurrency becomes more complex when multiple nodes access shared buffers,
often requiring intricate synchronization strategies to prevent race conditions or data corruption [21,24].
Consequently, while zero-copy and shared-memory transports are promising, the ROS 2 community
continues to explore robust solutions that balance high performance with safe, reliable data sharing in
multi-node environments.

Modeling, Formal Verification, and Comparisons: In ROS 2, modeling, formal verification, and
comparative performance studies play a crucial role in ensuring system robustness and efficiency.
Researchers have increasingly adopted formal verification techniques—such as timed automata and
model-checking frameworks—to rigorously establish properties like deadlock freedom, timely dead-
line adherence, and reliable end-to-end message delivery [26,28,29]. These methods not only provide
strong guarantees about system behavior but also help uncover subtle flaws that might be overlooked
during traditional testing, albeit at the expense of increased modeling complexity and computational
resources. Simultaneously, empirical studies that compare latency, throughput, and CPU usage under
varied QoS settings or network conditions offer valuable insights into how different middleware
configurations perform in real-world scenarios [34-36], thereby guiding developers in optimizing ROS
2 deployments for diverse application needs.

Relevant Equations, Algorithms, and Results: Equations 1-3 illustrate typical metrics, such as:

Liotal = Leomm + Lproc, @)
Psuccess = (1 - Ploss)n, (2)
Lsec = Lpase + & - MsgSize, 3)

while pseudo-code algorithms (Algorithms 1-6) demonstrate core middleware functionalities, ranging
from real-time dataflow scheduling to safe zero-copy transfers (Sec. 4.1). Reported testbed results
show up to 100x lower latency in zero-copy scenarios [22], though encryption overhead can inflate
communication delays up to 2x or 3x [25].
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Algorithm 1 Real-Time Dataflow Scheduling

e T
N 2

O XNy

Initialize dataflow_graph, deadlines
for each pipeline_stage in dataflow_graph do
pipeline_stage.priority ¢ assign_priority(deadlines)
end for
while system_active do
for each stage in sorted_by_priority(dataflow_graph) do
if stage.ready_to_run() then
stage.execute()
end if
end for
wait_for_next_cycle()
: end while

Algorithm 2 Parallel Node Launch with Shared Memory

1
2
3
4:
5
6
7

: shared_mem_id < allocate_shared_pool(size=SM_SIZE)
: for each node_name in node_list do

process ¢ spawn_node (node_name, shared_mem_id)
set_affinity(process, core_map[node_name])
add_to_supervisor(process)

: end for

: start_supervisor()

Al

gorithm 3 Safe Zero-Copy Transfer with Locking

o]

9:
10:
11:
12:
13:
14:
15:

1
2
3:
4:
5
6
7

: procedure PUBLISH_DATA (buffer)

: lock (mutex_buffer)
write_payload(buffer, new_data)
set_ready_flag(buffer)

unlock (mutex_buffer)

: notify_subscribers()

: end procedure

: procedure SUBSCRIBE_DATA (buffer)

if vait_for_ready(buffer) then
lock(mutex_buffer)
local_copy < read_payload(buffer)
clear_ready_flag(buffer)
unlock(mutex_buffer)
return local_copy

end if

16: end procedure

Al

gorithm 4 Mode Change for Real-Time Streams

procedure SWITCH_MODE(current_mode, new_mode)
broadcast_pause (current_mode)
wait_all_stages_stop(current_mode)

set_active_mode (new_mode)
: broadcast_resume (new_mode)
end procedure

1:
2
3
4: reconfigure_params(new_mode)
5
6
7:



https://doi.org/10.20944/preprints202410.1204.v3

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 May 2025

20 of 57
Algorithm 5 Fault-Tolerant Node Heartbeat
1: Initialize node_status_map
2: while true do > Runs every HEARTBEAT_INTERVAL ms
3: for each node in node_list do
4: send_heartbeat_request (node)
5: end for
6: collect_responses()
7: for each node in node_list do
8: if no_recent_response(node) then
9: attempt_restart(node)
10: log_fault_event (node)
11: end if
12: end for
13: end while
Algorithm 6 Distributed Service Discovery
1: procedure DISCOVER_SERVICES
2 local_cache < local_discovery()
3 peers < get_peer_list()
4 for each peer in peers do
5: remote_list <— request_discovery(peer)
6 merge (local_cache, remote_list)
7 end for
8 return local_cache
9: end procedure
10: procedure PUBLISH_SERVICES(my_services)
11: peers < get_peer_list() > Make sure we have the peer list
12: for each peer in peers do
13: send_service_list(peer, my_services)
14: end for

15: end procedure

4.1.2. RQ2 — Industry Trends and Real-World Deployments

Although these middleware advances are grounded in academic research, many industrial
domains have begun integrating specialized QoS and DDS features in real-world systems. For instance,
large-scale autonomous vehicle platforms rely on robust QoS parameters to handle high-bandwidth
LiDAR and camera data with minimal packet loss [23]. In industrial automation, real-time data
exchange and consistent reliability are critical for coordinating robotic arms or conveyor subsystems;
this has prompted interest in formal verification approaches to ensure safe concurrency when nodes
share memory [27,28].

Adoption of Alternative RMWs and Legacy Interoperability: Some companies testing multi-
robot fleets leverage Zenoh-based RMW (see Figure 8 for Zenoh architecture visualization) to reduce
overhead in wireless or mobile deployments [30]. By rethinking the traditional DDS discovery pro-
cess, Zenoh advertises only resource interests—rather than the full set of publisher and subscriber
details—thereby compressing discovery data and significantly reducing network traffic. Experimental
results indicate that this approach can lower discovery overhead by up to 97% in worst-case scenarios,
and even achieve reductions as high as 99.97% when combining resource generalization with warm
start configurations. Moreover, Zenoh supports Internet-scale routing and peer-to-peer communi-
cation, integrating transparently into existing ROS 2 systems via the zenoh-plugin-dds. Meanwhile,
bridging strategies (ROS 1-ROS 2 or DDS-MQTT) continue to emerge, as industry partners may still
rely on legacy ROS 1 components or prefer to route select messages through an event-driven pipeline
[34]. These transitions reveal an ongoing trend of partial adoption, where advanced QoS or zero-copy
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features are applied selectively to high-throughput data channels while simpler or legacy topics remain
unchanged.

Figure 8. Default Configuration for Zenoh Sessions in ROS 2 Jazzy.

Use Cases in Healthcare and Collaborative Robotics: Healthcare robotics highlights the need for
formal verification, especially in surgical or assistive systems with strict safety and reliability require-
ments [29]. Collaborative robots in manufacturing also benefit from deterministic communication
guaranteed by robust middleware setups, enabling safe human-robot coexistence under real-time
constraints [37].

4.1.3. RQ3 — Adoption Challenges and Future Solutions

Despite the technical promise, several hurdles limit broader industry uptake:

Technical Barriers: Middleware Complexity. DDS QoS parameters, concurrency control for
zero-copy, and formal verification toolchains can be daunting. As Table 3 indicates, a unified interface
for memory-safe zero-copy under crash-fault conditions remains elusive [24].

Table 3. Challenges and Future Directions in Advanced ROS 2 Middleware.

Challenges / Gaps Future Directions

Hybrid HPC + reliability de- Unified interfaces for memory-safe zero-copy in

mands crash-fault conditions

Dynamic adaptivity Advanced run-time partial reconfiguration beyond
basic mode changes

Large-scale scalability Efficient discovery / orchestration for hundreds of
distributed nodes

Formal standardization Merge advanced HPC & fault-tolerant features into
mainstream ROS 2 or DDS

Organizational and Skill Gaps: Some organizations lack the in-house expertise to configure QoS
or verify concurrency properties. In many real-world settings, default middleware settings remain
unchanged—Ileading to suboptimal performance or, in the worst case, unintended reliability issues
[35].

Potential Solutions and Ongoing Efforts: Potential solutions and ongoing efforts in ROS 2 are
taking a multi-pronged approach to address current challenges. One key direction is the move toward
standardized QoS profiles and APIs, as initiatives within the ROS 2 community, such as those from
the ROS 2 Working Groups, work to establish common presets for real-time, high-throughput, or
secure applications—thereby reducing the guesswork involved in configuration. Additionally, there is
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growing interest in integrating formal verification tools directly into the build pipeline; embedding
techniques like model-checking or timed automata analyses could streamline adoption and enhance
system robustness, although scaling these methods remains a challenge [28]. Moreover, efforts are
underway to bring cutting-edge research into mainstream ROS 2 distributions. For instance, features
like shared-memory transport have already begun to appear in newer releases, and future versions are
expected to incorporate even more advanced HPC or fault-tolerant protocols [32].

A broader consensus is that bridging these technical breakthroughs into official ROS 2 and DDS
releases is essential for large-scale adoption. In particular, robust default configurations, improved
documentation, and user-friendly tooling around zero-copy, QoS tuning, and formal verification would
considerably lower adoption barriers for both academic labs and industrial teams.

4.2. Real-Time Scheduling and Hardware Acceleration in ROS 2
4.2.1. RQ1 - Technical Foundations and Innovations

Brief Overview and Taxonomy: Modern robotic applications often demand both deterministic
behavior and high computational throughput. As shown in Table 4, solutions in this domain can
be categorized into real-time scheduling & analysis, hardware acceleration, micro-ROS for constrained
platforms, and application-level case studies. A critical component is the choice and configuration of the
ROS 2 executor, which schedules callbacks under different threading or priority schemes [38,43], while
hardware acceleration techniques (FPGA /GPU) target resource-intensive tasks [60,65].

Table 4. Taxonomy of Real-Time and High-Performance Approaches in ROS 2-based Systems.

Category / Subcategory Relevant References
1. Real-Time Scheduling & Analysis
1.1 Single-Threaded Executor Analysis [37-39]
1.2 Multi-Threaded Executor Analysis [40,41]
1.3 Priority Assignment & Chain-Aware Scheduling [42-45]
1.4 End-to-End Latency & Response-Time Analysis [46-57]
1.5 Containerization & Microservices [58]
1.6 Edge/Cloud Offloading [59]
2. Hardware Acceleration & Communication
2.1 FPGA-based Acceleration [60-64]
2.2 GPU-based Resource Management [65-67]
3. Micro-ROS & Resource-Constrained Platforms
[68,69]
4. Applications & Case Studies
4.1 Industrial & CNC [70]
4.2 Multi-Agent & UAV [71]

Key Real-Time Scheduling Concepts: Compared to ROS 1’s single-threaded or round-robin
executor, ROS 2 introduces multi-threaded executors and chain-aware priority assignment [42,45].
These approaches address end-to-end latencies through explicit priority mappings, specialized buffer
management, and concurrency control. Empirical data show that naive round-robin scheduling can
result in hundreds of milliseconds in worst-case latency; chain-based or priority-aware solutions
reduce those latencies to tens or single digits of milliseconds [46,47].

Hardware Acceleration and Micro-ROS: Hardware acceleration strategies push heavy compu-
tations (e.g., computer vision, SLAM) to GPUs or FPGAs, reporting speedups between 2x and 20 x
[61,64]. Meanwhile, micro-ROS extends ROS 2 to microcontrollers [68,69], enabling real-time control
loops on resource-constrained boards. Achieving deterministic performance in such systems typically
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hinges on specialized QoS setups, shared-memory optimizations, and tight integration of scheduling
with hardware resources.

Equations and Algorithms Illustrating Real-Time Analysis: Numerous equations model end-to-
end latency, scheduling interference, and buffer requirements [43,46]. A typical end-to-end latency
formula might sum the callback execution (C;) and interference (I;) across a chain of nodes [53] as
shown in Eq. 4:

Likewise, hardware-acceleration speedups are often computed as Tcpy/ Trpga [60], underscoring
the gains from offloading. Algorithmic snippets 7-9 (e.g., multi-thread executors, aggregator nodes)
frequently appear in studies proposing next-generation real-time frameworks [40,41].

Lend2end = Z (Ci + Ii)r 4)

i€chain

where C; is a callback’s execution time and I; the scheduling interference.

Algorithm 7 Initial budget estimate

1: Input: set of executors £

2: for all executor e € £ without a budget do

3 needed < Y, cerved by Ibfc (horizon)

4 bw(e) < needed/horizon

5: end for

6: for all callback ¢ with unbounded response times do
7 e < executor serving c

8 needed < rbf.(horizon) — sbf, (horizon)

9 if bw(e) = 1 then

10: DegradeChain(c) > example function call
11: else

12 bw(e) < min(bw(e) + peeded 1)

13: end if

14: end for

15: if no feasible partitioning for budgets found: degrade some chain

Algorithm 8 Assignment improvement heuristic

1: Input: set of executors res affecting response times
2: while (chain latency > goal) do
3: for all e € res do

4 d(e) < Leserved bye(RT(C) - RTlOO%(C))
5: end for
6: Sort res by decreasing d(e)
7: for all e in res (in sorted order) do
8: if bw(e) =1 then
9: remove e from res; continue
10: end if
11: oldBW <« bw(e)
12: bw(e) < min(bw(e) + 0.05,1.0)
13: if (new partitioning is feasible) then
14: candidate found; break inner loop
15: else
16: bw(e) < oldBW > restore old value
17: end if
18: end for
19: if no candidate found: degrade chain

20: end while



https://doi.org/10.20944/preprints202410.1204.v3

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 May 2025

24 of 57

Algorithm 9 Waiting queue pool updating algorithm

1: Input: queue pool @, old mapping (©, M), new mapping (©’, M)
2: if M’ > M then

3: forie [M, M' —1] do

4: Add Q; to ®

5: end for

6: end if

7. for all mapping (id, wq) € © do

8  find wq’ such that (id, wq') € © and wq’ # wq

9. ifwg’ # wq then

10: for all request in Qy, do

11: if request.id = id then

12: Remove request from Q,

13: Insert request into Qy (by timestamp ordering)
14: end if

15: end for

16: end if

17: end for

18: if M/ < M then
19:  forje [M, M—1]do

20: Delete Q; from &
21: end for
22: end if

Empirical Results and Performance Gains: Across the literature, specialized scheduling (priority-
or chain-based) can yield up to 80x reductions in worst-case latency [43], while GPU/FPGA accel-
eration brings 5-20x speedups in vision or SLAM tasks [65,66]. Micro-ROS solutions can maintain
~ 100 Hz control loops on low-power boards, provided that QoS settings limit packet loss [69].

4.2.2. RQ2 - Industry Trends and Real-World Deployments

Industrial Automation and CNC: In industrial and CNC (computer numerical control) ap-
plications, real-time monitoring and rapid response are critical. Studies show that by combining
priority-based executors and containerization, latencies below 1 ms can be achieved on production
lines [70]. Deployed systems often rely on hardware accelerators to handle large sensor streams or
complex inverse-kinematics calculations in real time.

Multi-Agent and UAV Deployments: For multi-agent robotics and UAV swarms, specialized
scheduling ensures consistency in sensor fusion and flight control across distributed nodes [71]. Edge
or cloud offloading can reduce on-board CPU usage by up to 40% [59], albeit at the cost of additional
network latency. Container-based orchestration simplifies deployment of real-time containers, while
micro-ROS extends basic flight-control loops onto small embedded hardware for distributed sensing.

GPUs, FPGAs, and Resource Mapping in Practice: Industrial integrators are also exploring
hybrid CPU-FPGA solutions, especially in advanced manufacturing lines with machine vision or
safety-critical controls [63]. GPU-based pipelines appear in autonomous driving startups, where dense
LiDAR or camera data must be processed at high frame rates [66]. On the smaller scale, micro-ROS
boards with real-time OS patches tackle simpler tasks (e.g., tactile sensors, low-level motor control).

4.2.3. RQ3 — Adoption Challenges and Future Solutions

Technical Barriers: Despite significant performance gains, multiple technical challenges hinder
widespread real-time adoption. One major barrier is the complexity of executor concurrency; multi-
threaded executors, while beneficial for performance, can incur substantial overhead if locks are not
managed carefully [40]. Additionally, the tuning of Quality of Service (QoS) parameters remains fragile.
The reliance on vendor-specific DDS implementations, coupled with incomplete standardization, often
forces trial-and-error configurations that undermine consistent real-time guarantees [35]. Furthermore,
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the imperative for robust security introduces a conflict between performance and protection. Real-time
constraints can be at odds with the overhead introduced by encryption or intrusion-detection measures,
complicating the balance between securing data paths and maintaining optimal system performance
[57].

Industrial and Organizational Challenges: Industrial and organizational challenges are mul-
tifaceted. One major hurdle is the cost associated with specialized hardware; for instance, FPGAs,
high-end GPUs, or real-time patched operating systems can be prohibitively expensive and often lead
to vendor lock-in, thereby hindering broader adoption [61]. Additionally, there is a noticeable lack of
unified design practices across teams. This gap in expertise makes it difficult to seamlessly integrate
real-time scheduling frameworks with high-performance computing acceleration, frequently resulting
in implementations that are only partial or suboptimal.

Potential Solutions and Roadmap: Table 5 highlights several promising future directions. One
potential solution is to encourage the ROS 2 community to adopt standard real-time QoS profiles.
By using universal QoS presets for HPC or low-latency tasks, the configuration process can be sim-
plified, reducing the guesswork that often hinders effective implementation. In addition, dynamic
reconfiguration offers a compelling pathway forward. Techniques such as the partial reprogramming
of FPGAs or automated container orchestration can enable adaptive real-time pipelines, as explored
in [63]. Enhancing security is another crucial aspect; integrating selective encryption or hardware-
based enclaves can help protect critical data paths while incurring minimal performance overhead.
Finally, easing the transition for industrial teams by consolidating tooling—such as using wizards and
best-practice containers—can streamline the deployment of micro-ROS and edge offloading solutions,
thereby accelerating the adoption of microcontroller-based or edge—cloud systems.

Table 5. Challenges and Future Directions in Real-Time and Hardware-Accelerated ROS 2.

Challenges / Gaps Future Directions

Executor concurrency overhead Multi-thread or multi-executor scheduling with for-
mal concurrency bounds; minimal lock designs

Fragile or vendor-specific DDS  Standard real-time QoS profiles; aggregator or bridg-

QoS ing for large data streams

Multi-robot scalability Domain-partitioning, hierarchical scheduling; inte-
grated GPU/FPGA for fleet-level HPC

Integration of security with real- Selective encryption or hardware-enforced memory

time isolation to keep latencies low
Dynamic reconfiguration / par- Online scheduling for FPGA tasks, orchestrating con-
tial reprogramming tainer placement, real-time RTOS on SoC

In conclusion, real-time scheduling and hardware acceleration in ROS 2 represents a power-
ful suite of solutions, yielding up to 2-80x improvements in end-to-end latency or throughput.
Widespread adoption, however, remains tied to simplifying concurrency control, standardizing QoS,
and addressing organizational or cost-related hurdles. By integrating these efforts under a cohesive
roadmap (priority-based scheduling, hardware acceleration, micro-ROS, security integration), ROS 2
stands poised to meet the demanding performance needs of next-generation robotic platforms.

4.3. Security, Privacy, and Safety in ROS 2
4.3.1. RQ1 - Technical Foundations and Innovations

DDS-Based Security and Vulnerability Assessments: ROS 2 incorporates a DDS-based security
model (SROS2) providing authentication, encryption, and access control at the transport layer. Yet,
many deployments leave security partially configured, exposing nodes to replay attacks, unauthorized
subscriptions, and malicious bridging [14,72-74]. Efforts to systematically analyze these vulnerabilities
propose automated attack surface assessments, revealing how default ROS 2 settings can be insufficient
for mission-critical applications [75].
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Intrusion Detection and Prevention (IDP): Intrusion detection and prevention (IDP) in ROS 2 has
garnered significant attention, with research increasingly leveraging domain-specific anomaly detection
techniques and ensemble machine-learning classifiers to identify malicious or erratic behaviors in near-
real-time [76,77]. These advanced methods allow the system to proactively halt suspicious actuator
commands or block malicious topics, thereby reinforcing the overall integrity of the robotic network.
Despite detection accuracies often exceeding 99%, a notable challenge lies in the high CPU and network
overhead associated with these solutions, particularly as system scale increases [76]. Ongoing research
is focused on optimizing these approaches to ensure that the robust security provided does not come
at the cost of significant performance degradation in large-scale ROS 2 deployments.

Blockchain and Advanced Access Control: In ROS 2, blockchain-based systems and attribute-
based access control (ABAC) are emerging as promising solutions for secure multi-robot collaboration.
These approaches enable the logging of command transactions and the enforcement of fine-grained,
role-specific permissions, which not only enhances security but also provides a transparent audit trail
for system actions [78-80]. Event-driven blockchain architectures, in particular, offer a way to reduce
latency overhead by triggering consensus only when necessary, rather than relying on an always-on
consensus mechanism. However, while these innovations bring robust security features to ROS 2
deployments, scaling them to large, real-time robotic networks remains challenging due to inherent
performance constraints that must be addressed to maintain operational efficiency.

Formal Verification and Safety: In ROS 2, formal verification and safety are pivotal for ensuring
system reliability and compliance. Researchers employ formal methods—such as timed automata and
privacy-centric graph analysis—to rigorously verify run-time safety, detect collisions, and guarantee the
timely delivery of messages [81,82]. To address privacy concerns, privacy-protecting "sanitizer" nodes
are integrated to filter or anonymize sensitive data, aligning ROS 2 systems with stringent compliance
frameworks like GDPR. However, as verification efforts scale with system complexity, the resulting
state-space growth and extended verification horizons can compromise real-time responsiveness,
prompting ongoing research into more efficient, modular verification techniques that balance safety
with performance.

Representative Equations and Overhead Considerations: Equations (5)-(8) model aspects like
attack probability, encryption overhead, security-induced latency, and detection probability across
multiple intrusion detection modules:

Pattack = 1 — (1 - p)Nvulf (5)
Lenc = Lpase + Kenc - M, (6)
Lsec = maX(LenC/ Lauth) +9, (7)

m

Pgetect = 1 — H(l - ’Y]) 8)

j=1

These formulations underscore the trade-offs between strong security measures (encryption, access
control, intrusion detection) and real-time performance constraints (latency, CPU usage).

4.3.2. RQ2 - Industry Trends and Real-World Deployments

Real-World Use Cases and Partial Deployments: Industry adoption of security, privacy, and
safety features in ROS 2 remains fragmented. Many organizations still rely on default or minimal
security settings, as robust encryption or blockchain-based logging can introduce latencies on the order
of hundreds of milliseconds or add significant CPU overhead [74]. Nevertheless, certain high-stakes
environments (e.g., healthcare robotics, autonomous vehicles) are beginning to adopt advanced cryp-
tographic or intrusion-prevention solutions to protect patient data or ensure collision-free navigation.

Use in Healthcare and Multi-Robot Collaboration: Healthcare robotics systems demand rigorous
privacy protections for patient data while ensuring fault tolerance. Formal verification tools—such as
those introduced by [81]—are applied to critical tasks (e.g., surgical assistance) to prevent hazardous
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collisions or device malfunctions. Multi-robot fleets in industrial or logistics settings (e.g., auto-
mated forklifts, warehouse robots) demonstrate early implementations of access control frameworks
(blockchain-based or ABAC) to restrict commands to authorized operators [78].

Balancing Security and Real-Time Constraints: While advanced security is crucial for large-scale
or safety-critical deployments, real-time system integrators often face overhead barriers. For example,
selectively encrypting only mission-critical topics (rather than all topics) can substantially cut latency
[75], and advanced hardware-based approaches (TPM or secure enclaves) mitigate CPU overhead.
However, such solutions are not yet widespread, indicating a cautious or partial adoption trend,
especially among companies with legacy ROS1 architectures or limited security expertise [73].

4.3.3. RQ3 — Adoption Challenges and Future Solutions

Technical Barriers and Organizational Hurdles: Default ROS 2 configurations do not adequately
secure large fleets, and the overhead of advanced security or blockchain frameworks remains high for
many real-time workloads [72]. The complexity of configuring role- or attribute-based access control,
coupled with dynamic policy updates for multi-robot systems, frequently exceeds the skillsets of
typical robotics teams. Meanwhile, formal verification remains computationally heavy once system
topologies scale [82].

Potential Solutions and Roadmap: Despite these obstacles, multiple paths forward exist. One
promising solution is to implement selective or context-aware security measures, focusing on encrypt-
ing only the most sensitive topics and leveraging hardware accelerators such as TPM or HSM to reduce
CPU overhead [82]. In addition, large fleets demand robust, user-friendly tools for automated PKI
and certificate management, facilitating key distribution, credential rotation, and the maintenance
of cryptographic freshness [78]. The development of evolving privacy graphs also offers a dynamic
approach to tracking data flows as nodes change, ensuring compliance across fluctuating topologies.
Finally, integrating intrusion detection tools—either by embedding IDP modules directly within ROS
2 distributions or via simple plugins—can help lower the barrier to real-time anomaly detection [77].

Looking Ahead: Table 7 and Table 6 summarize the key contributions, results, and open chal-
lenges. Future efforts to combine secure-by-default DDS configurations with lightweight intrusion
detection, partial encryption, and formal safety checks may foster wider industry adoption. Nonethe-
less, bridging the gap between robust security guarantees and strict real-time performance remains an
active research frontier—one that will likely require closer collaboration between robotics developers,
security experts, and hardware vendors to achieve safe and privacy-compliant ROS 2 systems at scale.

Table 6. Challenges and Future Directions.

Challenges / Limitations Potential Directions

Scalability for Large Fleets - Hierarchical or partial encryption - Automated
PKI/cert management

Maintaining Real-Time Guaran- - Selective crypto or context-aware verification -

tees Hardware accelerators (TPM, HSM)

Dynamic Policy & Intrusion - On-the-fly access updates - ML-based anomaly de-

Handling tection with minimal overhead

Privacy Graph Evolution - Real-time sanitization for changing nodes - External

data flow integration
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Table 7. Key Contributions and Results.

Contributions Results

Blockchain-based or ABAC- - Near real-time command logging (latencies ~ 0.5-

based Access Control 1.0s) - Flexible policy resolution for multi-user multi-
robot
Intrusion Detection/Prevention - ML-based ensembles achieve >99% detection -

Real-time safety actions (e.g. halting actuators)
Formal Safety Verification & Pri- - Ensured collision-free navigation with fallback con-

vacy Tools trollers - Privacy graph blocked data leaks, enabling
GDPR compliance

DDS Security / Vulnerability - 10-150% latency overhead from encryption - Sys-

Analysis tem remains exposed if security is not properly con-
figured

4.4. Multi-Robot and Distributed ROS 2 Systems

Table 8. Proposed Taxonomy for Multi-Robot and Distributed ROS 2 Systems.

Category Papers
(A) Co-simulation and Hybrid Bridging Architectures [83-86]
(B) Real-Time and Time-Synchronized Control & Access Control [57,79,87]
(C) Edge—Cloud Offloading, Resource Aggregation, and IoT Integration [59,88-92]

(D) Multi-Robot Communication, QoS, and Middleware (RMW) Performance [93-96]

4.4.1. RQ1 - Technical Foundations and Innovations

Masterless Architecture and Decentralized Discovery: In ROS 2, a significant departure from
the ROS 1 master-based architecture is its embrace of a masterless design rooted in DDS, which
enables decentralized discovery and flexible QoS configurations. This shift eliminates the single
point of failure inherent in ROS 1, thereby enhancing fault tolerance and making the system more
resilient in multi-robot or large-scale distributed deployments [95]. Moreover, the masterless model
allows nodes to dynamically join or leave the network without disrupting overall operations, which is
particularly advantageous in unpredictable or variable network environments. However, while this
decentralized approach offers greater scalability and robustness, it also introduces challenges related
to managing network resources and maintaining consistent communication performance, especially
under high-latency conditions or in lossy networks [96].

Bridging, Co-Simulation, and Real-Time Coordination: Bridging, co-simulation, and real-time
coordination are crucial components in facilitating seamless integration and operation across diverse
robotic systems in ROS 2. Bridging solutions enable communication between ROS 1 and ROS 2
nodes—or even across different DDS/IoT layers—allowing for incremental migration and effective
multi-robot coordination [84,86]. Co-simulation frameworks enhance this integration by combining
physical system models with bridging logic, which helps manage challenges like system latencies,
packet losses, and real-time QoS requirements [85]. Moreover, many researchers are incorporating
time-synchronized or velocity-aware bridging techniques to further reduce end-to-end latency, a
critical factor in ensuring smooth and coordinated operation within distributed robotic swarms [87].

Edge—Cloud Offloading and Specialized RMWs: In ROS 2, edge—cloud offloading and special-
ized RMWs serve as critical strategies for managing the computational and communication demands
of distributed robotic systems. Offloading compute-intensive tasks, such as sensor fusion or large
map building, to the edge or cloud can reduce a robot’s CPU usage by up to 40% [59], thereby freeing
local resources for real-time decision-making. However, this efficiency gain comes at the expense
of increased network latency, which must be carefully managed to avoid compromising system re-
sponsiveness. Meanwhile, specialized RMW implementations like Zenoh are designed to perform
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well under challenging network conditions, such as in lossy or mobile environments, significantly
enhancing communication reliability and overall performance in dynamic multi-robot settings [93].

Equations and Algorithms: Typical formulas (Egs. (9)—(13)) model packet loss, overhead from
offloading, and QoS balancing objectives. Algorithm 10 illustrates a velocity-aware adaptation that
reduces latency and packet drops by dynamically tuning buffering windows.

y. DY)
Packet loss probability: L, =1 — = s(i) , ©9)
Zi D p
. . |vp — s
Window adaptation: w, = w + ~1000 " (10)
Offloading overhead: Agf0aq = & - DataSize + 7 - SecurityCost, (11)
QoS balancing objective: max(R — « - Loss(D)), (12)
M
Throughput: TP = Ly Packets, (13)

YM | Time,, '

Algorithm 10 Velocity-Aware Sliding Window in Multi-Robot Co-simulation.

Require: Atgny, netSimQueue Q, base window w, velocities {v; }
1: Initialize t < 0
2: while simulation not finished do
3: t < t+ Atgim
4 for each pair (7, /) do
5: Av <+ |v; — vj]
6: w, +— w+ Av/1000 > Eq. (10)
7 Update netSimQueue Q with w,
8 Evaluate Ly, latency, throughput
9: end for
10: end while

4.4.2. RQ2 - Industry Trends and Real-World Deployments

Use in Large-Scale Industrial Fleets: Multiple industries, such as logistics, automotive manu-
facturing, and warehouse operations, integrate ROS 2 to orchestrate hundreds of robots or vehicles.
Hybrid bridging (ROS 1-ROS 2) remains common where legacy ROS 1 nodes must co-exist with new
DDS-based systems [57]. Edge or fog nodes in production lines aggregate real-time sensor data, offload
compute workloads, and apply QoS balancing to maintain predictable cycle times [88,92].

Autonomous Vehicle and UAV Swarms: In autonomous vehicles, robust multi-sensor fusion
demands high-throughput communication with minimal packet loss. Zenoh-based RMW solutions
can outperform standard DDS in intermittent or wireless networks, such as UAV swarms operating
over Wi-Fi or cellular links [94]. Case studies suggest that carefully tuning DDS QoS (KEEP_LAST,
RELIABLE) or leveraging co-simulation for mission planning can yield up to 30% lower latency [85].

Integration with IoT and Cloud Platforms: ROS 2’s microcontroller-based integrations and
bridging to IoT protocols (e.g., MQTT) facilitate real-time data collection in constrained devices
[89,90]. Meanwhile, commercial cloud robotics frameworks (e.g., AWS RoboMaker, Microsoft Azure)
use containerization and domain-partitioning approaches to host large multi-robot simulations or
orchestrate distributed computational pipelines [59,91].

4.4.3. RQ3 — Adoption Challenges and Future Solutions

Technical Barriers: Despite demonstrable gains in scalability and resilience, several technical bar-
riers impede full-fledged adoption. One significant challenge is discovery overhead; in large fleets of 50
or more robots, decentralized DDS discovery can become slow or inconsistent in high-latency networks
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[95]. Additionally, complex QoS tuning poses a substantial hurdle. Advanced configurations required
for network scheduling, velocity-aware bridging, and adaptive buffers are not well-documented
for industrial contexts, making it difficult to optimize performance. Moreover, the coexistence of
heterogeneous hardware—such as microcontrollers, GPUs, and specialized SoCs—introduces bridging
overhead and concurrency issues, further complicating network management [96].

Organizational and Standardization Gaps: Large-scale or cross-facility robotics programs often
lack domain-specific guidelines for multi-domain discovery, hierarchical scheduling, or bridging best
practices. Additionally, new RMW solutions like Zenoh are not yet officially standardized, causing
reluctance among risk-averse enterprises [93].

Proposed Solutions and Roadmap: Table 9 outlines key directions for addressing these barriers.
One promising approach is the implementation of segmented DDS domains or hierarchical discovery
mechanisms to effectively scale operations beyond 50 robots while reducing communication overhead.
In parallel, developing adaptive QoS strategies for non-stationary networks—through on-the-fly
reconfiguration or machine learning-based link-quality prediction—could further enhance network
robustness. Moreover, the formal standardization of alternative RMWs, such as Zenoh, is essential for
achieving robust adoption in heterogeneous systems. Finally, improving bridging efficiency for legacy
and edge devices by leveraging lightweight bridging protocols or generating code that spans ROS,1
and ROS,2 stacks is critical to ensuring seamless integration across diverse hardware platforms.

Table 9. Challenges and Future Directions in Multi-Robot/Distributed ROS 2 Systems.

Challenges Potential Future Directions

Scaling beyond 50+ robots - Hierarchical or segmented DDS domains - More
efficient discovery logic
Adaptive QoS for non-stationary - On-the-fly reconfiguration - ML-based network con-

networks dition prediction

Heterogeneous hardware and - Lightweight bridging for microcontrollers - Joint
bridging overhead code generation for ROS 1 & ROS 2

Formal standardization of new - Hybrid DDS + Zenoh integration - Unified APIs for
RMWs edge, cloud, and IoT

Concluding Remarks: In summary, multi-robot and distributed ROS 2 systems can achieve
significant gains in scalability, performance, and fault tolerance when carefully tuned. Edge—cloud
offloading, velocity-aware bridging, and advanced QoS strategies each contribute to reducing latency
and packet loss. Nonetheless, complexities in discovery, QoS tuning, and standardization remain
obstacles for wider industrial deployment. Ongoing research on new RMW features (e.g., Zenoh)
and next-generation capabilities (e.g., multi-domain discovery, hierarchical scheduling) is expected to
shape the future of robust large-scale multi-robot networks in ROS 2.

4.5. Final Remarks

In summary, our exploration of ROS 2’s technical innovations and real-world deployments has
addressed the core research questions driving this survey. Regarding RQ1, we have demonstrated how
ROS 2’s enhanced middleware—including DDS-based communication, zero-copy techniques, and
formal verification methods—provides significant improvements in performance, real-time execution,
and security compared to ROS 1, while also highlighting persistent limitations in scalability and
complexity.

For RQ2, this section has mapped emerging trends and industrial deployments across di-
verse domains—f{rom autonomous vehicles and industrial automation to healthcare and multi-robot
systems—illustrating both the transformative potential and the incremental nature of ROS 2 adoption.

Finally, concerning RQ3, we identified key technical, organizational, and standardization chal-
lenges that hinder rapid, widespread uptake, and proposed potential solutions such as standardized
QoS profiles, integrated verification tooling, and streamlined bridging strategies.
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Collectively, these discussions underscore the multifaceted evolution of ROS 2, setting the stage
for further innovations and practical tool development.

5. ROS 2 in Practice: Industry Applications, Trends, and Adoption Challenges

\

Aviation

Agriculture

woneaewPy

Figure 9. Taxonomy of different fields that utilizes ROS 2.

This section examines the practical deployment of ROS 2 across diverse industrial domains,
focusing primarily on two research questions: (RQ2) What are the key trends and successful use cases of
ROS 2 in real-world applications? and (RQ3) What technical, industrial, and organizational challenges
hinder its broader adoption, and how can they be addressed? We review how ROS 2’s advanced
features—such as its DDS-based, modular architecture, real-time QoS capabilities, and support for
multi-robot systems—enable robust performance in fields like agriculture [97,98], consumer robotics
[99], healthcare [100,101], and autonomous vehicles [58,102]. At the same time, we highlight domain-
specific challenges, including sim-to-real transfer, stringent safety certifications, and interoperability
with legacy systems [35,103]. By synthesizing these insights, the section outlines both the successes
and the obstacles that will shape ROS 2’s future evolution.
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5.1. Agriculture
Industry Trends and Successful Deployments:

In agriculture, ROS 2 leverages DDS-based communication to provide robust, decentralized
control under remote or bandwidth-limited conditions [97]. Real-time capabilities are critical for
automated tasks such as weed removal, pesticide spraying, and soil analysis. Several projects demon-
strate extensive sensor fusion—integrating LiDAR, vision, GNSS, and IMUs—into ROS 2 node-based
pipelines [98,104]. Multi-robot fleets have been deployed to enhance redundancy and coverage in
large orchards and greenhouses [105].

Adoption Challenges and Future Solutions:

Challenges in agriculture include mapping and perception issues due to occlusions in dense
vegetation [103]. Additionally, handling delicate produce requires specialized soft manipulators and
advanced end-effectors [106,107]. Bridging the sim-to-real gap remains critical, as current simulations
do not fully capture the complexities of real-world fields [108]. Future research must focus on domain-
specific SLAM, vegetation-aware costmaps, and fault-tolerant multi-robot management to overcome
these obstacles.

5.2. Consumer & Domestic Robotics
Industry Trends and Successful Deployments:

In consumer and domestic robotics, ROS 2 is widely employed for tasks ranging from cleaning to
human-robot collaboration. Systems often leverage Nav2 or Movelt for navigation and manipulation
[99,109]. The use of micro-ROS enables cost-effective deployment on home devices [110], while
enhanced security features help protect user data [82]. Social and humanoid robots, supported
by LLM-based explanations and robust gesture/voice interaction modules, demonstrate advanced
human-centric functionalities [111,112].

Adoption Challenges and Future Solutions:

Key challenges include ensuring human safety and building user trust. Transparent robot be-
haviors and quick responses are crucial, yet achieving these consistently remains difficult. Future
directions emphasize improved edge—cloud Al, advanced user interfaces, and LLM-based autonomy
that can adapt to dynamic environments, thereby enhancing safety and user acceptance.

5.3. Entertainment & Recreational Robotics
Industry Trends and Successful Deployments:

In entertainment robotics, ROS 2 enables multi-robot choreographies such as “swarmalator”
light shows and interactive museum exhibits [113]. High-fidelity datasets support high-frequency
autonomous motion in racing drones and robotic competitions [114]. Additionally, ROS 2’s distributed
architecture powers museum cicerone robots that navigate crowds and deliver speech-based interac-
tions [115]. Integration with AR/VR further expands the platform’s capabilities, combining advanced
sensing (e.g., Pointlt [116]) with cloud-based scene understanding.

Adoption Challenges and Future Solutions:

Real-time synchronization and low latency remain significant hurdles for large-scale multi-
robot shows. Future improvements in ROS 2 tracing [117] and high-performance computing (HPC)
hardware acceleration are expected to enable tighter synchronization and more immersive interactive
performances.

5.4. Healthcare
Industry Trends and Successful Deployments:

Healthcare applications of ROS 2 include assistive and rehabilitation robotics, where real-time
control is critical. For example, knee rehabilitation robots have demonstrated safe, sub-millisecond
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control loops [100]. In exoskeleton research, motion capture systems (MOCAPs) are employed to track
movements in real time, although standard support remains limited [118]. Autonomous endovascular
systems illustrate the need for integrated, modular testbeds that combine tracking, control, and
instrument manipulation [101].

Adoption Challenges and Future Solutions:

Challenges in healthcare include rigorous regulatory requirements (e.g., FDA, CE marking) and
closing the sim-to-real gap for surgical guidance systems. Future efforts should focus on achiev-
ing medical-grade reliability, advanced AR-based surgical guidance, and standardized certification
processes to facilitate broader adoption in clinical settings.

5.5. Military & Defense
Industry Trends and Successful Deployments:

ROS 2’s inherent security features, such as SROS2, and real-time node scheduling make it suitable
for defense applications. Resilient multi-robot networks are employed in contested environments,
particularly in UAV swarms, to maintain robust sensor fusion even under partial network failures
[26,95]. Blockchain-based event-driven systems have been explored to ensure tamper-proof logging
[78].

Adoption Challenges and Future Solutions:

Despite these advances, defense applications face challenges in integrating domain-specific
protocols and achieving certification (e.g., DO-178C). Future directions include developing robust
run-time monitoring, mission-critical scheduling, and secure multi-agent autonomy tailored to defense
requirements.

5.6. Logistics & Warehousing
Industry Trends and Successful Deployments:

In logistics, ROS 2 supports autonomous mobile robots (AMRs) and collaborative robotic arms
by leveraging its topic-based architecture and real-time QoS [119]. Large fleets require advanced
traffic management systems and conflict resolution strategies, with some teams employing FogROS2
to offload heavy computations [120]. Integration with industrial controllers (PLCs) further enhances
multi-sensor data fusion and real-time planning in dynamic warehouse environments [121].

Adoption Challenges and Future Solutions:

Logistics applications must overcome challenges in real-time scheduling for global path planning
and decentralized multi-robot orchestration. Future improvements should target enhanced safety
in human-robot collaboration and standardized multi-robot communication protocols to streamline
integration across diverse industrial systems.

5.7. Aerospace & Marine
Industry Trends and Successful Deployments:

ROS 2 is utilized in space missions and marine robotics, where multi-robot coordination is critical.
For instance, ROS 2 supports multi-robot lunar exploration and UAV swarms for space applications
[97,122]. In marine robotics, advanced model predictive control is used to manage disturbances from
waves and currents [123]. Specialized QoS parameters help maintain data integrity in bandwidth-
limited or disconnected networks [96].

Adoption Challenges and Future Solutions:

Key challenges include ensuring robust discoverability in disconnected environments and manag-
ing resource limitations on space-qualified hardware. Future work should focus on refining real-time
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HPC on resource-constrained boards, securing data channels in extreme conditions, and enhancing
SLAM and hazard detection for unstructured planetary terrains.

5.8. Public Safety & Disaster Response
Industry Trends and Successful Deployments:

In disaster response, ROS 2 is used to coordinate multi-robot systems for search and rescue,
leveraging advanced sensor fusion and real-time autonomy [71]. Drone forensics and digital twin
technologies facilitate post-incident analysis, while integrated sensor networks aid in survivor detection
under challenging conditions [124,125]. Security monitoring through blockchain or intrusion detection
further supports mission data integrity [76,78].

Adoption Challenges and Future Solutions:

For public safety, real-time HPC on portable hardware and reliable communication under con-
tested conditions remain challenging. Future research should integrate edge Al, robust fault tolerance,
and secure communication protocols to improve performance in disaster response scenarios.

5.9. Transportation (Self-driving Cars)
Industry Trends and Successful Deployments:

ROS 2’s modular architecture has been adopted in autonomous driving for cooperative sensor
sharing and real-time control [102,126]. Containerized deployments improve maintenance and stability,
while integration with Adaptive AUTOSAR and automotive-grade HPC platforms supports stringent
safety standards [58,127]. Advanced neural networks and simulators (CARLA, LGSVL) are used for
scenario-based testing and enhanced perception under challenging conditions [128].

Adoption Challenges and Future Solutions:

However, achieving full ISO 26262 compliance in ROS 2 remains a hurdle, and bridging open-
source algorithms with automotive-grade standards is challenging. Future efforts should target
enhanced safety certification, optimized real-time processing under automotive conditions, and tighter
integration with commercial automotive platforms.

5.10. Overall Reflection and Future Directions

Across all application domains—from agriculture and domestic robotics to aerospace and trans-
portation—ROS 2’s DDS-based, modular architecture significantly lowers barriers to deploying large-
scale, real-time robotic systems. However, each domain faces unique challenges: mapping complexities
in agriculture, user trust in domestic robotics, latency in entertainment, rigorous certification in health-
care and automotive, and secure, resilient communications in defense. Future research must focus on
domain-specific QA processes, extended real-time scheduling, adaptive QoS tuning, and seamless in-
teroperability with legacy systems and specialized standards. Continued evolution of ROS 2 packages
and industry-tailored solutions will be critical in overcoming these challenges and fully realizing the
potential of ROS 2 in diverse real-world applications.

This section comprehensively addresses the real-world deployment of ROS 2, directly engaging
with RQ2 by showcasing successful use cases and industry trends across domains such as agricul-
ture, consumer robotics, entertainment, healthcare, military, logistics, aerospace, public safety, and
transportation. Simultaneously, the section tackles RQ3 by identifying and discussing the technical,
organizational, and domain-specific challenges that currently hinder broader ROS 2 adoption—such as
sim-to-real transfer issues, stringent certification requirements, and integration with legacy systems. By
synthesizing these practical insights, the section not only demonstrates ROS 2’s transformative impact
on diverse industrial applications but also highlights areas for future research and improvement.
These discussions seamlessly pave the way for the subsequent exploration of ROS 2’s key frameworks,
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libraries, and toolkits, which provide the essential software ecosystem for addressing the identified
challenges and further enhancing ROS 2’s real-world applicability.

6. ROS 2 Key Frameworks, Libraries, and Toolkits

As we transition from an in-depth analysis of ROS 2’s technical underpinnings, deployment
scenarios, and adoption challenges, the next section shifts focus to the essential frameworks, libraries,
and toolkits that empower developers and researchers to harness these innovations. Building on the
advanced middleware techniques, real-time scheduling, and security features discussed earlier, this
section represents the practical software ecosystem surrounding ROS 2. Here, we examine foundational
libraries that facilitate everything from transform management and sensor integration to simulation
and visualization. This exploration not only reinforces the technical strengths outlined in RQ1 and RQ2
but also addresses the practical concerns raised in RQ3 by showcasing tools that simplify configuration,
enhance interoperability, and lower the barrier to entry for both academic and industrial users.

6.1. ROS 2 Compatible Simulators

Simulation plays a crucial role in robotics by allowing developers to test algorithms and entire
software stacks in controlled, reproducible environments. Historically, Gazebo was the default simulator
for ROS 1; it then evolved through Ignition (an experimental rearchitected branch) into what is
now called Gazebo Sim as shown in Figure 10. The compatibility between ROS and Gazebo varies
significantly depending on the versions in use. For example, the recommended combination is ROS 2
Jazzy with GZ Harmonic, which has been fully supported and tested, while other pairings such as
ROS 2 Humble with GZ Ionic are marked as incompatible. Some configurations, like ROS 2 Rolling
with GZ Garden or ROS 2 Iron with GZ Harmonic, are possible but require extra effort and careful
tuning to achieve reliable performance (Full compatibility table is shown here Table 10). Ultimately, it
is advisable to adhere to the supported combinations for a smoother integration and a more stable
simulation experience [129].

Table 10. Summary of Compatible ROS and Gazebo Combinations. v Recommended, X Incompatible, + Possible
but use with caution.

ROS Version GZ Citadel (LTS) GZ Fortress (LTS) GZ Garden GZ Harmonic (LTS) GZ Ionic
ROS 2 Rolling X X t t v
ROS 2 Jazzy (LTS) X X t v X
ROS 2 Iron X v t T X
ROS 2 Humble (LTS) X v t t X
ROS 2 Foxy (LTS) v X X X X

GAZEBO
Gazebo classic

:::ROS
::ROS2 Ty @

Ignition Gazebo sim

Figure 10. Gazebo simulator evolution.

Beyond Gazebo-based solutions, multiple other simulators have gained traction within the ROS 2
ecosystem. For example, Isaac Sim (NVIDIA) is a high-fidelity simulator leveraging PhysX and
advanced rendering; its official ROS 2 bridges make it suitable for testing visually rich or physically
complex tasks, although it can be resource-intensive [130]. In addition, PyBullet is a lightweight,
Python-focused physics engine widely used in reinforcement learning research, and its community-
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driven ROS 2 bridges facilitate integration with ROS 2 topics and services, making it a preferred choice
for fast prototyping or large-scale parallel simulations [131].

Similarly, Webots is known for its ease of use and a broad set of built-in robot models, and it
provides a ROS 2 interface for sensor data and actuation commands, catering to both educational and
industrial prototyping needs [132]. CoppeliaSim (formerly V-REP) offers versatile scene building,
multiple physics engines, and built-in “proximity sensor” simulation; however, its bridges to ROS 2
might require additional customization for advanced features [133].

Additionally, CARLA is a high-fidelity autonomous driving simulator designed for testing self-
driving algorithms, featuring realistic urban environments, vehicle dynamics, and sensor simulation,
which makes it a key tool for ROS 2-based autonomous vehicle research [134]. Moreover, the ROS 2
community continues to expand support for alternative or domain-specific simulators, with some
projects integrating Unity or Unreal Engine with ROS 2 to enhance perception tasks through photoreal-
istic rendering. Figure 11 illustrates a comparative table of ROS 2 simulators, and a recent systematic
review [9] comparing multiple ROS 2-compatible simulators for robotic arm manipulation (including
Ignition, Webots, Isaac Sim, PyBullet, and CoppeliaSim) confirms that none uniformly outperforms all
others—some excel in stability and realism over long-duration tasks, while others offer lower CPU
overhead or better headless performance.

Programming Physics CAD files Multithreading - Headless Open
MLS t
m language API support| Engine support enabled? Family of robots Supported actuators uppor Support Source Supported sensors

Supports a wide range of

opE | SPF/URDE - . Camera Sensor, Depth
Bullet oE ey e e i),
C#++,Python  C++, Python STL Yes d '9 servos, and force-torque External Full Yes

camera sensor, Distance and

=5 Simbody COLLADA robots, legged robots, and T, Proximity Sensors, Laser,
Gazebo DART drones. Force Sensors
azel (.dae)
Brake, Connector, Display, Accelerometer, Camera,
Supports a wide range of
Pl . Emitter, Linear Motor, Muscle, Compass, Distance Sensor,
GilciiEython) G2 EViion) CD RN IETIVRML Yes robots, including humanoids, o0 b o1 oier Rotational External Partial Yes GPS, Gyro, Lidar, Position
Java, MATLAB  ROS 2 API X3D drones, wheeled robots, and .
g i s Motor, Speaker, Track Sensor, Receiver, Touch
Webots ans: (Conveyor Belt or tank robots)
C,Ci+,
Chit OBJ, STL,
“F coppelia Python,  ODE, Bullet, ey P
Coppelias 3 3 3
J) coopets Lua Java,Urbi,  Vortex, = DXT:3PS. No Mobile, Humanoid, Industrial | Revolute (and some varlants), | g ) Full No i S o
i Collada, Prismatic and Spherical Motors Accelerometers Gyro
atlab, Newton IRDE] i
CoppeliaSim Octave Lasers
@ Unity NVidia FBX,
c# c# PhysX, Collada, Yes Mobile, Humanoid, Industrial ~Revolute and Prismatic Joints External Full No Cameras
Box2D DXF, 0BJ
Unity
5 Cameras, LIDAR, IMUs, GPS,
DART, cmsl';n " Supports awiderange of | 0 . (alocity, position, and sonar, force-torque sensors,
v robots, including wheeled
¥ C#++,Python  C++ Python Bullet, TPE, Yes B torque control), servos, and External Full Yes and many other sensors
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and ODE. SRl and more. custom actuators. through the use of plugins
Ignition 3 B and sensor models.
nur, vy,
. ! . Cameras, LIDAR, IMUs, GPS,
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nVIDIA. Python, C++ . Physx ~ (Universa Yes » ManIPUIBO"S:  velocity, and force control Integrated Full No many others through the
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Figure 11. ROS 2 Simulators.

6.2. ROS 2 Frameworks

ROS 2 builds on the strong legacy of ROS 1 by introducing robust frameworks for motion planning,
navigation, and industrial applications. Key meta-libraries such as Movelt 2 [135,136], ROS Industrial
[137], and Micro-ROS [138,139] demonstrate the ecosystem’s versatility. Movelt 2 provides advanced
functionalities like inverse kinematics, collision checking, and path optimization [140], and integrates
seamlessly with 3D sensors and control interfaces for complex tasks [141] for tasks such as pick-and-
place [141]. In contrast, ROS Industrial targets the unique demands of industrial robot arms, offering
specialized drivers, calibration tools, and protocol bridging. Meanwhile, Micro-ROS extends ROS 2
communication to resource-constrained devices, enabling real-time sensor integration and control on
microcontrollers [142]. A comprehensive overview of these meta-libraries is provided in Table 11.

Complementing these frameworks are solutions like Navigation2 (Nav2) [11], RViz2 [143], and
SpaceROS [144], each contributing distinct capabilities to the ROS 2 ecosystem. Navigation2 serves as
the flagship mobile robot navigation stack, combining global and local path planning with innovative
strategies such as the Smac Planner [145]. RViz2 offers extensive 3D visualization support, facilitating
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real-time debugging and teleoperation across various frameworks. Additionally, the experimental
SpaceROS project illustrates ROS 2’s expanding reach into aerospace applications, emphasizing
reliability and adaptation for radiation-hardened hardware [146,147]. Together, these frameworks and
tools form a comprehensive toolkit that supports a wide range of robotics applications, as summarized
in Table 11.

Table 11. ROS 2 Meta-Libraries and Their Applications.

ROS 2 Meta-Libraries Application

Movelt 2 Motion planning for manipulators and
humanoid robots

Navigation2 (Nav2) Autonomous navigation for wheeled and
legged robots

ros_control Hardware abstraction, low-level control, and
hardware interfaces for robots

Micro-ROS ROS 2 for microcontrollers, used in
embedded systems and resource-constrained
robots

MAVROS Communication interface between ROS 2 and
MAVLink-based drones (e.g., multi-rotor
UAVs)

SROS2 (Secure ROS 2) Security features like authentication,
encryption, and access control for ROS 2
systems

SMACC State machine framework for robot
decision-making in ROS 2

Orocos Real-time control framework for complex
robot control tasks, integrated with ROS 2

6.3. ROS 2 Libraries

ROS 2’s functionality extends beyond its extensive “toolkit” packages to include several core
libraries that underpin essential capabilities such as 3D perception, transformation handling, and
behavior orchestration. For instance, PCL (Point Cloud Library) [148] is frequently employed for
advanced 3D perception, object recognition, and environment reconstruction, with nodes and plugins
seamlessly integrating with ROS 2 PointCloud2 messages. Similarly, TF2 (Transform Library) [149] is
indispensable for managing 3D coordinate transforms among various robot links and sensors, ensuring
consistent referencing of frames crucial for tasks like sensor fusion, navigation, and manipulation.

In addition, BehaviorTree.CPP (Behavior Trees) [150] provides a flexible framework for high-level
task execution in ROS 2, enabling stacks such as Nav2 and manipulation frameworks to orchestrate
complex sequences like path planning, base movement, recovery, and gripper operations. This modular
approach enhances readability and reusability by allowing developers to replace or refine sub-trees
without rewriting an entire state machine [151]. Table 12 outlines a selection of these ROS 2 core
libraries along with their primary applications, demonstrating how they collectively support the robust
functionality required in modern robotic systems.
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Table 12. ROS 2 Meta-Libraries and Their Applications.

ROS 2 Core-Libraries Application

Perception (PCL, 3D perception, object recognition, and

OpenCV) environment mapping

TF2 (Transform Library) Coordinate transformations between multiple
frames for robots

BehaviorTree.CPP Task and decision-making frameworks for
autonomous robots

ROS2 Bag Data recording and playback for debugging
and analysis

Fast-RTPS Real-time communication middleware for
distributed robotic systems (DDS
implementation)

Lifecycle Lifecycle management for ROS 2 nodes,
handling transitions between states

PlotJuggler Real-time data visualization and plotting tool
for ROS 2

DDS-Security Security plugins for encryption,
authentication, and access control in DDS

Rosbridge JSON API for ROS 2, enabling interaction
with web interfaces and mobile devices

RViz2 Plugins Custom plugins for extended visualization of
data in RViz2

6.4. ROS 2 Open Source Packages

Beyond the officially maintained libraries, the ROS 2 community has cultivated a robust ecosystem
of specialized packages that extend the framework’s capabilities into diverse domains. MAVROS [152]
serves as a crucial communication bridge between ROS 2 and MAVLink-based drones, enabling the
control of multi-rotor UAVs or fixed-wing platforms by translating standard ROS topics and services
into MAVLink commands. Similarly, SMACC [153] offers a state machine-based approach for complex
robot decision-making, complete with introspection tools and code-generation features that support
hierarchical concurrency and dynamic, run-time reconfiguration of behaviors.

In addition, open-source autonomous driving frameworks such as Autoware.Auto [154] and
CyberRT [155] provide comprehensive solutions for perception, planning, and vehicle control, incor-
porating reference architectures for LIDAR-based localization, object detection, and route planning.
Complementing these are community-driven extensions for node lifecycle management [156], hard-
ware interface abstraction via ros_control [157], and specialized visualization tools in RViz2, with
many robotics labs contributing domain-specific nodes spanning underwater, agricultural, and swarm
robotics applications [158]. Collectively, these packages underscore the vibrant and expansive nature
of the ROS 2 ecosystem, enabling tailored solutions for a wide range of robotic applications.

Table 13 provides a comprehensive overview of the diverse ROS 2 open source packages de-
veloped by the community, organized by key application domains. The table categorizes packages
into areas such as Multi Robotic Systems, Cooperative Robotics & HRI, Simulators, Computer Vision,
Reinforcement Learning, Performance Evaluation, Real-Time, Cyber Security, Software Platforms,
State Estimation & Prediction, Planning, Navigation, and Embedded & Distributed Systems. Addi-
tionally, it highlights support for various robotic platforms including UAVs, UUVs, self-driving cars,
service robots, and product integration. Each category lists representative packages along with their
corresponding citations—for instance, Aerostack? [159] for multi-robot systems, Opendr [160,161] for
cooperative robotics, and LGSVL Simulator [162] for simulators—illustrating the extensive scope and
active development within the ROS 2 ecosystem. This curated listing underscores the dynamic nature
of ROS 2 community contributions and their impact on a broad range of robotics applications.
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Table 13. ROS 2 Open Source Packages.

Category Citation

Multi Robotic | Aerostack2[159], CrazyChoir[163], KubeROS[164], ROS2SWARM][165], The

Systems Cambridge RoboMaster[166], Toychain[167], TestbedROS2Swarm[168],
ChoiRbot[169], ROS2BDI[170],

Cooperative ChoiRbot[169], ROSGPT[171], opendr[160,161], NAOI[172],

Robotics & HRI | qml_ros2_plugin[173], Pointlt[174], ros2-foxy-wearable-biosensors[175]

Simulators MVSim[176], HuNavSim[177], LGSVL Simulator[162], LunarSim[178],
MAES[179], UUV simulator[180]

Computer Vi- | HawkDrive[128], ROSGPT_Vision[181], GLIM[182], UAV Volcanic Plume

sion Sampling[183], YOLOX][184], direct_visual_lidar_calibration[185], Bridging
3D Slicer and ROS2[186], Video Encoding and Decoding for High-Definition
Datasets[187],

Reinforcement | ros2-forest[188], gym-gazebo2[189], drl_grasping[190], LPAC[191], opendr[160,

Learning 161], ros2learn[192], An Educational Kit for Simulated Robot Learning in ROS
2[193,194]

Performance ChoiRbot[169,195], FogROS2[120], DriveEnv-NeRF[196], RobotPerf[197]

Evaluation

Real-Time CARET[195,198], ros2_tracing[117]

Cyber Security | Bobble-Bot[199], Hyperledger Fabric Blockchain[200], rvd[201], KISS-ICP[202],

RCTF[203], SROS2[204],

Software Plat-
forms

Aztarna[205], CFV2[206], SkiROS2[207], SMARTmBOT[208], Space ROS[146],
ros2-3gppSA6-mapper[209]

State Esti- | MixNet[210], FusionTracking[211], NanoMap[212], wayp|[213],

mation & | lidar_cluster_ros2[127], VECTOR[214], SMARTTRACK]215]

Prediction

Planning navigation2[216], PlanSys2[217], SAILOR[218], YASMIN[219]

Navigation mola[220], depth_nav_tools[221], nav2_accountability_explainability[222],
Navigation Approach based on Bird’s-Eye View[223], DeRO[224], vox_nav[225,
226], evo[227], FlexMap Fusion[228], Mobile MoCap[229], MOCAP4ROS2[230],
Multi-Robot-Graph-SLAM[231], pointcloudset[232], flexible_navigation[233],
The Marathon 2[19],

Embedded & | embeddedRTPS[234], forest[235], ReconROS[236,237], FogROS[238],

Distributed FogROS2[239-241], ros2-message-flow-analysis[93], PAAM[65],

Systems RobotCore[242]

Robotic Platforms Support

UAV anafi_ros[243], CrazyChoir[163], UAV Volcanic Plume
Sampling[183], HyperDog[244], Aerostack2[159], MPSoC4Drones[245],
uav_dataset_generation_ros[246]

uUuv SUAVEJ[247], Angler[248], UUV simulator[180]

Self-driving
Cars

Autoware_Perf[249], DriveEnv-NeRF[196], XTENTH-CAR[250]

Service Robots

MERLIN & MERLIN2[251,252],

Product Integra-
tion

libiiwa[253], HRIM][254], kmriiwa[255], LBR-Stack[256],
OtterROS[258], RCLAda[259], RoboFuzz[260], Wrapyfi[194]

MeROS[257],



https://doi.org/10.20944/preprints202410.1204.v3

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 May 2025

40 of 57

6.5. Datasets for/from ROS 2

Datasets are fundamental to data-driven robotics, driving advances in SLAM, perception, ma-
nipulation, and autonomy. Recently, several groups have released ROS 2-compatible datasets or used
ROS 2 to generate and annotate sensor recordings. For example, [261] provide a dataset designed to
benchmark modern visual SLAM approaches in ROS 2 environments, offering curated sensor logs for
evaluating localization accuracy. In the automotive domain, the dataset from [126] explores vehicle
behavior analytics by detecting autonomous driving patterns from robot motion data. Domain-specific
datasets for night-driving perception, integrated with advanced vision-language models, are presented
in [128,262].

In simulated settings, [190] introduce an environment for grasping tasks on uneven lunar terrain,
capturing 3D octree observations via ROS 2 topics. Agricultural datasets documented in [263] record
challenging greenhouse environments using multi-modal sensors, often logged via micro-ROS or
embedded ROS 2 pipelines. Datasets emphasizing UAV high-speed flight or collaborative sensor
fusion in swarm scenarios are detailed in [114,264]. Additionally, a dataset for more than 5000 UAV
trajectories is detailed in [214]. For cybersecurity research, the “ROSPaCe” dataset from [265] captures
network traffic and system-level anomalies in ROS 2 setups. Additionally, human activity datasets
[266,267] and urban traffic datasets (e.g., CARLA images with semantic segmentation [268]) further
illustrate ROS 2’s versatility. Many of these datasets are recorded with ROS 2 logging tools (e.g.,
rosbag?2), ensuring reproducibility and seamless integration with standard sensor_msgs or nav_msgs
formats.

Summary

this section not only delineates the technical underpinnings that distinguish ROSe2 from
ROSe1—addressing the technical enhancements and limitations highlighted in RQ1—but also maps
out the diverse and practical applications across industry sectors as outlined in RQ2. The discussion
of simulators, motion-planning frameworks, and core libraries demonstrates how these components
facilitate robust, real-world deployments, while the review of community packages underscores ongo-
ing efforts to overcome challenges such as middleware complexity and migration hurdles (RQ3). By
providing a detailed landscape of both the technical and practical assets within the ROSe2 ecosystem,
this section lays a strong foundation for the next part of the survey: the ROS Database. This online
platform builds on the insights gathered here by offering dynamic visualizations and interactive
filtering tools that enable users to explore trends, challenges, and innovative solutions in ROSe2
adoption across various fields.

7. ROS Database

As part of this comprehensive survey on ROS 2, we have developed a dedicated online database
to centralize and analyze the growing body of ROS-related literature (Figure 12). This platform
goes beyond merely listing references—it enables rich user interaction by supporting multi-level
filtering, browsing, exporting, and community submission of both articles and frameworks. By
offering dynamic visualizations and advanced search capabilities, the database allows users to identify
key trends, understand industry-specific challenges, and explore innovative solutions in the adoption
of ROS 2 across diverse fields such as autonomous vehicles, healthcare, agriculture, logistics, and
industrial automation. In this section, we detail not only the data we have collected, but also how users
can interact with the database’s features to address these real-world application challenges outlined in
RQ2.
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Figure 12. High-level layout of our ROS Database website.

1) Articles Tab.

The database currently indexes 7,371 ROS-related articles, covering both ROS 1 and ROS 2. Users
are presented with a paginated table where each entry displays the title, year of publication, and ROS
version, along with detailed categorization that includes the category, subcategory, sub-subcategory, and
various domain-specific labels such as UAV, dataset, self-driving car, or UUV. Additional metadata—like
the abstract, DOI link, and GitHub repository when available—can be accessed on demand. A robust
filtering and searching mechanism allows users to sort articles by year, category, platform type (e.g.,
UAV, UGV), or ROS version, facilitating the quick isolation of specific subsets, such as articles on ROS 2
combined with UAV swarms from 2022. For deeper insights, clicking an entry expands it to reveal key
contributions, direct links to the paper, and any recorded notes regarding the experiments. Moreover,
the export functionality enables users to download either the entire table or a filtered selection in CSV
format, making it an excellent tool for meta-analyses or offline reference management.

2) Frameworks Tab.

Another core feature is the aggregated Frameworks Tab, which compiles information on popular
ROS frameworks, simulators, and libraries, as outlined in the schematic in Figure 12. This table en-
compasses key ROS libraries—such as Nav2, MoveIt,2, Rviz2, PCL, and micro-ROS—as well as widely
used simulators like Gazebo, Isaac Sim, Webots, and CARLA. It also features community packages
from GitHub and curated ROS datasets, including examples like GREENBOT [263], HawkDrive [128],
and Swarm-SLAM [269]. Each entry highlights the framework’s name, a brief description, its main
domain focus, the corresponding GitHub link, and any relevant publications from our Articles Tab,
providing users with a comprehensive overview of the ROS ecosystem.

3) Charts Tab.

The Charts Tab emphasizes the importance of visual analytics in understanding ROS research
trends. It features a scatter plot that tracks publication counts over time, highlighting the yearly
growth and the comparative usage between ROS 1 and ROS 2—as shown in Figure 14. Additionally, a
sunburst plot provides a detailed illustration of how ROS research is distributed across various sub-
domains, such as Real-Time systems, Multi-Robot configurations, and Planning, mirroring the insights
in Figure 13. Complementing these, a bar chart outlines the different types of article contributions,
offering users a comprehensive visual summary of the field’s landscape.
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Figure 13. ROS 2 Research Domains.

Domain
Artificial Intellegence & Machine Learning
Devel 't & Integration

N o
40
Resource Constr
Y ° e
g
8 ([ J
20
° °
° S e
10 Y
g s ! o
o
L]
— T ¢

2014 2016 2018 2020 2022 2024
Year

Figure 14. Number of Articles vs Year (ROS1 vs ROS2).

4) About Tab.

Finally, the “About” section provides a comprehensive overview of the website’s features and
additional resources. It offers a short explanation of functionalities such as article pagination, advanced
filtering, interpretation of the frameworks table, and the usage of the various charts. Additionally, it
details collaboration information regarding the survey’s creation, outlining the data-collection pipeline
and the team behind the project. A user-friendly submission portal is also available, enabling anyone


https://doi.org/10.20944/preprints202410.1204.v3

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 May 2025

43 of 57

to propose a new paper or framework by submitting metadata like title, year, relevant domain, and
GitHub link, which is then reviewed by the curation team. Finally, the section includes explanatory
plots that clarify the labels used in the first tab, as shown in Figure 15.

Figure 15. Different Labels that are tagged based on the research domain.

Data Integrity and Growth.

With each new ROS 2 publication, we frequently update the database. Our curation pipeline
scans major indexing services (IEEE Xplore, arXiv, MDPI, SpringerLink, etc.) for ROS-related papers,
cross-checks with user submissions, and applies manual labeling. Thus, the database remains evolv-
ing—currently surpassing 7,371 entries (including both ROS 1 and ROS 2 works).

In summary, the online ROS database complements our survey by facilitating direct engagement
with the literature. Figure 12 and the concept figures provided earlier illustrate how articles, frameworks,
and analytics are interconnected for a seamless exploration of the ROS ecosystem.

8. Conclusion

This survey set out to answer three key research questions (RQ1-RQ3) regarding the evolution
and adoption of ROS 2, and our findings provide several important lessons and insights. With respect
to RQ1, our comparative analysis of ROS 1 and ROS 2 demonstrates that ROS 2 overcomes many
of its predecessor’s limitations through a range of innovations. For instance, by transitioning to a
fully distributed architecture with DDS-based communication, ROS 2 eliminates the single point
of failure associated with the ROS Master. Modern executors and advanced scheduling techniques
enhance middleware efficiency and support near-deterministic real-time performance, while robust
security protocols improve protection against vulnerabilities. Despite these advancements, our review
highlights ongoing challenges, including the need for consistent determinism and scalability in real-
time applications.

Our investigation into RQ2 reveals that ROS 2’s modular, DDS-based design has spurred its
adoption across a wide array of domains such as autonomous vehicles, healthcare, agriculture, and
industrial automation. Emerging trends indicate a growing reliance on ROS 2 in mission-critical and
large-scale applications due to its improved interoperability and flexibility. The survey documented
successful real-world deployments that showcase ROS 2’s capability to manage complex tasks in
dynamic environments, even as domain-specific challenges—like certification hurdles in healthcare
and automotive sectors and integration issues with legacy systems—persist. Among our contributions,
the open-source ROS Literature Database serves as a valuable resource for continued collaboration and
targeted research. This database, along with figures such as 13 (ROS 2 Research Domains Taxonomy), 7
(ROS 2 Core Concepts Literature Taxonomy), and 11 (ROS 2 Simulators Comparison), as well as tables
11,12, and 13 for ROS 2 libraries, datasets, and GitHub repositories, underscores the comprehensive
nature of our analysis.

Regarding RQ3, our study identifies several technical, industrial, and organizational barriers that
hinder the rapid adoption of ROS 2. Technical challenges include the complexity of migrating from
ROS 1, the difficulties in standardizing Quality of Service profiles, and ensuring deterministic real-time
performance. At the same time, industrial and organizational challenges such as resistance to change
and limited empirical validation compound these issues. In response, we propose actionable solutions
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that involve developing integrated verification tools, streamlining bridging strategies between ROS
1 and ROS 2, and establishing standardized testing frameworks. These recommendations provide a
clear roadmap for future research and development.

In summary, our survey demonstrates that ROS 2 not only effectively addresses the limitations
of ROS 1 through architectural enhancements, improved middleware efficiency, and strengthened
security but also maps out transformative trends and persistent challenges across various industries.
The insights gained from this comprehensive review—complemented by our extensive literature
database and detailed taxonomies—offer a robust foundation for accelerating the adoption of ROS 2
in both academic and industrial settings, ultimately paving the way for more resilient and efficient
robotic systems.

Acknowledgments: The authors express their gratitude for the support provided by Prince Sultan University
(PSU) in Saudi Arabia.
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