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R W N e

Abstract: Recently, dataspace has gained popularity due to its design for managing and sharing
heterogeneous data from various sources and domains; and its capability to solve data integration
issues incrementally. Leveraging dataspace and advanced technologies plays a vital role in solving
many real-world applications effectively and efficiently in real-time. Drone technology deploys to
gather data from different resources in harsh or smart environments. Beyond fifth-Generation (B5G)
communication networks significantly contribute to drones’” development and widespread use by
providing low latency and high throughput. Therefore, data sharing among drones in B5G networks
offers significant potential to enhance commercial and civilian applications. However, several security
issues for collaboration and data sharing, such as data privacy leakage, because of sensitive data
and the lack of trustworthy centralized monitoring. Furthermore, sharing data is one of the essential
requirements for drone collaboration to achieve their tasks effectively and efficiently in real-time. This
conceptual framework presents a novel dataspace in the sky, focusing on securing drone data sharing
in B5G for Industry 4.0 toward Industry 5.0. Furthermore, we present how Federated Learning (FL)
assists drones in collaboration effectively and efficiently, sharing models instead of raw data for
efficient security and privacy. However, because of the fragility of the central curator, the reliability
of contribution recording, and the poor quality of shared local models, there are still significant
security and privacy issues for drone-assisted smart environments in B5G. Therefore, we present
the conceptual framework for leveraging blockchain and FL to secure and manage data sharing of
collaborative drones’ dataspace in a decentralized fashion. The decentralization of dataspace would
significantly expand the drive and market to develop citizen-friendly mobility services.

Keywords: dataspace; data sharing; decentralized data sharing; drones; B5G; Federated Learning;
blockchain; Industry 4.0; Industry 5.0; Dataspace 4.0

1. Introduction

Smart environments face various practical challenges in data management as they transition from
a research vision to tangible manifestations in the real world made possible by the Internet of Things
(IoT). The challenges include the flexibility required to bring together real-time and contextual data, the
interface between existing information systems and new digital infrastructures, and easy data sharing
between stakeholders in the smart environment. In addition, since costs must be kept to a minimum,
data management strategies for smart environments must allow for flexibility, dynamicity, and gradual
change. Users at any event often stream and share pictures and videos, thereby consuming resources
on the uplink channel and reducing the performance of the network in order to ensure Quality of
Service (QoS) [1]. QoS , energy consumption, and fast data delivery are challenging in drone networks.
Beyond fifth Generation (B5G) is designed to offer a high data rate and improve QoS. Therefore, B5G
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presents a key solution to support drones” communication with each other and smart devices in smart
environments. The QoS requirements (i.e., handoff, call admission control, channel reservation, etc.)
were discussed to improve wireless communication via space technology [2-7]. While the authors of
[8] introduced drone collaboration and HetNet for better QoS. In [9] discussed an intelligent method
for supporting QoS and connectivity in B5G networks. Moreover, with the massive amount of data
gathered by drones, Federated Learning (FL) plays a vital role in improving the privacy and security
of the learning model. In contrast, the FL, blockchain, and B5G combination in the drone’s network
leads to high-level security, decentralized learning, and satisfying QoS requirements [10].

While sensing methods have many similarities, the mix of different spatiotemporal resolutions,
operational procedures, and the wide range of heterogeneous data being collected with a drone has
created a unique set of data management challenges. Furthermore, several international initiatives
and technical developments in data management are creating particular chances for maximizing the
potential of drones as environmental sensing technology. In this process, the drone serves as an IoT
data collector. As a result, various loT application scenarios, including smart farming, smart homes,
and water-quality monitoring, can benefit from drone-enabled data collection, as shown in Figure 1.

4—‘ Drone sends data to cloud I

4—-{ Drone gather data I

Cloud and drone
control center

Smart home

Water quality Smart farming

Figure 1. Drone-enabled data acquisition.

Recently, drone networks have developed in tandem with the quick advancements in B5G
communication technologies, which improve drone applications and introduce cutting-edge ones that
call for reliable and low-latency communications [11]. Drones from various owners share collected
data in B5G networks to get over the limitations of visual coverage and geographic region, expand
the diversity of sensing data, and boost data dependability [12]. Although drones in B5G networks
significantly benefit from data sharing, there is growing public concern regarding data sharing security
because a significant amount of sensitive data is included in the acquired data [13]. On the one hand, a
lack of control over the data and scant monitoring operations may make drones hesitant to store and
share data through ground cloud computing/edge computing infrastructures under centralized data
management. Moreover, a decentralized data sharing and management framework still have problems
with illegal data access and security protection, even though the challenges of the centralized data
sharing and management framework can be resolved through data sharing in a Peer-to-Peer (P2P)
network. These difficulties impede the transfer of acquired data, acting as a bottleneck in the eventual
spread of drones in B5G networks [14].
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Drones have been widely used for mapping, remote sensing, farming, disaster management,
search and rescue, boundary delineation, surveillance, and infotainment. In most applications, drones’
swarms work together under a swarm controller’s control at the ground station. The authors [15]
focused on evaluating the deployed drone’s signal strength over smart cities to gather data from smart
devices. Furthermore, multi-drone deployment represents the critical solution for collaborating with
search and rescue teams in disaster areas [16,19]. To complete time-sensitive and computationally
expensive tasks, drones communicate and share data with one another, necessitating intelligence in
the communication channel. Depending on the generated data and the application type, Intelligent
approach such as Machine Learning (ML) and Deep Learning (DL) models are used to train the shared
data between drones. However, privacy and security issues are brought up by the centralized sharing
of data drones. An intelligent attack by a malicious adversary on the central server could disrupt
communication and have disastrous results.

A workable solution to security and privacy problems is the integration of FL in a swarm of
drone collaboration. Since FL only shares the model parameters and not the training data, privacy is
maintained. However, an enemy might contaminate the global model with its local data and get access
to confidential information. Furthermore, once the fictitious parameters are distributed iteratively,
they could contaminate the global model’s training. The intrinsic restrictions in FL attack types are the
adversarial poisoning assault on the model and data and the underlying requirement on the nodes to
establish collaborative learning membership. Therefore, it is necessary to include a notion of reliability
in the FL learning process that mitigates the privacy leakage or the constructive failure of global
models of drones to secure these threats. Drones are an entry point for significant industrial verticals
and coordinate edge services in a Mobile Edge Computing (MEC) network [20]. Model aggregation
outcomes under MEC server attacks in FL lead to a single-point failure that significantly impairs
swarm maintenance and operations. Furthermore, the management of updated data gathered from
millions of smart IoT devices-enabled drone gadgets is the extent of the scalability of contemporary
edge computing systems.

Blockchain is a potential method to overcome the aforementioned restrictions and foster trust
in FL communication. Blockchain ensures traceability, scalability, decentralization, nonreusability,
immutability, increased privacy and security in FL-assisted drone communication. Due to topology
changes brought on by various drone mobility models and network restrictions, the holistic integration
of blockchain-leveraged FL-assisted drones offers the highest level of trust and privacy, of data sharing,
and traceable access under constant local updates [21]. Blockchain technologies have drawn more
attention as researchers explore their potential to guarantee secure data sharing across a tamper-proof
and decentralized ledger [14]. The authors of [22] used blockchain to create a network for securely
exchanging traffic data between drones. For upcoming IoT applications, a blockchain-based drone
system was discussed to achieve secure data management and guarantee drone data integrity [23]. FL
implementation via blockchain is made simpler because single-point failures in the system are avoided,
and the need for a central server is removed. Blockchain enables traceability between network entities
and continuously observes channel activities transparent to all peer drones. With blockchain-assisted
FL, model parameter may be easily traced using the logs recorded as ledger entries. The miners check
the transactions in the block header, create blocks, add the FL, and model the chain’s data.

A dataspace is a new paradigm of managing data from different resources as well as sharing
data that has successfully managed scientific and personal data. However, dataspace application
in intelligent systems and real-time data is still largely untapped. A real-time linked dataspace
platform was introduced to facilitate data management in intelligent environments [24] such as
water environments and smart energy, along with supporting services, tiers of support, and guiding
philosophy for "Pay-As-You-Go" data management. Multi-resource in drone dataspace refers to the
ability of a drone to collect and share multiple types of data simultaneously. Drones can be equipped
with various sensors and cameras to collect data on everything from temperature and humidity to
air quality and soil moisture. By combining these different data types, drones can provide a more
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comprehensive view of the environment, which can be helpful in a wide range of applications. To
support multi-resource data collection and sharing, drone dataspace platforms must be designed to
handle large volumes of data from various sources. This paper provides a novel framework for drone
dataspace based on securing data sharing in B5G for Industry 4.0 and Industry 5.0. According to
the authors’ best knowledge, this paper is the first to highlight how drones can play a vital role in
improving real-time linked dataspace platforms. In addition, we discuss advanced technologies for
securing data sharing among drones.

1.1. Motivation and contributions

Accessing the cloud for applications and storage in highly populated locations presents various
challenges, including network or server outages caused by the volume of users submitting requests
simultaneously and sharing a finite amount of resources. Fast and effective service and data
accessibility is made possible by having the data available and close to the users. The most frequently
requested data can be kept on several devices close to the end user, resulting in greater accessibility
and reduced latency.

Decentralized data sharing for drone dataspace-based applications is motivated by several factors,
including improved data access and quality, enhanced collaboration, increased efficiency, improved
transparency and accountability, and better decision-making. By sharing data from multiple sources,
organizations can work together to identify and address common challenges, avoid duplication of
effort, and focus resources on the most needed areas. Additionally, decentralized data sharing can
provide decision-makers with a more complete and accurate understanding of a given situation,
ultimately leading to more effective and efficient outcomes in applications such as agriculture,
environmental monitoring, disaster response, and more.

In this conceptual framework, we propose the dataspace platform of collaborative drones with
smart edge intelligent computing capabilities, which can adapt to highly populated locations to cut
traffic, especially on the uplink. The proposed framework will reduce the burden of providing ground
Base Stations (BSs) and increase network resource availability, thus raising QoS. A decision-making
server carries out all problematic tasks to improve drone tasks. As the requested services are near the
users and dispersed among the drones based on their positions and loads, the strategy is based on
user behaviour predictions. Furthermore, a blockchain is implemented amongst the various parts of
the proposed platform to store information and foster trust between individuals. The contributions of
the conceptual framework summary are as follows:

1.  We define the requirements for dataspace in the sky by describing the high-level platform design
of a real-time linked drone dataspace for enabling smart and harsh environments.

2. Based on identifying the requirements for dataspace in the sky, we present a novel dataspace
that focuses on securing drone data sharing in B5G for Industry 4.0 toward Industry 5.0. The
framework proposes a decentralized approach to managing and sharing data among drones to
overcome the limitations of centralized data management systems vulnerable to security breaches
and privacy violations.

3. To effectively limit the sensitivity of shared data leaks and accomplish safe data sharing during
collaborative modelling, the proposed framework leverages advanced technologies such as FL
for efficient drone collaboration. FL allows drones to share models instead of raw data, reducing
the risk of privacy leakage and enhancing data-sharing efficiency. Furthermore, the proposed
framework integrates blockchain to ensure the security and privacy of collaborative drones’
dataspace in a decentralized fashion. Blockchain provides a tamper-proof ledger for recording
contributions and ensuring the quality of shared local models. Leveraging advanced technologies
and drone dataspace plays a vital role in decentralized data sharing to enhance the industry,
academia, commercial and civilian applications.
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1.2. Paper structure

The rest of the paper is organized as follows. Section 2 presents the related work, while Section
3 describes the overview of core technologies. Section 4 represents the conceptual framework of
dataspace in the sky, while the validation of the proposed framework is given in Section 5. Section 6
discusses the challenges and future directions. Finally, the conclusion of the work is given in Section 7.

2. Related work

With the benefits of transaction privacy, credibility, tamper resistance, and high dispersion,
blockchain, a developing and promising approach in digital currency systems, may communicate data
even without a reliable central server. For vehicle-to-grid networks, the authors of [25] introduced a
blockchain-based privacy-preserving payment method that guarantees user payment data anonymity,
which empowers data sharing and secures sensitive data. However, transaction efficiency can be
improved with blockchain technology’s developments to satisfy the network requirements between
vehicles and users. Furthermore, a blockchain-based system for medical picture retrieval with privacy
protection was proposed [26]. The blockchain-based system’s architecture was demonstrated and
described for each layer. However, the Shapley value approach may distribute each participant’s
benefits in this system. Furthermore, adding new applications to extend the proposed system can
be considered to improve the system’s efficiency. A safe, fine-grained access control system for data
read and write operations were implemented for outsourced data [27]. Additionally, blockchain
technologies are used to improve visibility and traceability. Even while blockchain substantially
simplifies open and secure data sharing scenarios, it is costly to construct a permissionless blockchain
in resource-constrained drones or ground communication infrastructures [28]. Therefore, it is suggested
that secure vehicular data sharing systems [14] and spectrum trading [29] be developed using
permissioned blockchains, which quickly complete consensus mechanisms on pre-defined miners with
low overhead. These systems are effective and especially useful for drones in B5G networks [29].

Compared to conventional data privacy protection tactics, a DL-based data privacy protection
algorithm may further increase data availability and reduce the danger of data leakage. As a result,
several great approaches for protecting DL privacy have been put forth. The authors of [30] introduced
FL for privacy policy makes it stand out. Several contributors can obtain superior training results when
training a DL model than their local models without submitting their raw data to a centralized server.
To address the statistical heterogeneity problem of data in FL was used as an optimization approach [31].
The authors of [32] proposed personalizing FL could be accomplished more effectively by employing a
local data structure to localize the global model. Nevertheless, because there are curious parameter
servers and dishonest players, classic federal learning approaches still have privacy leakage issues. In
[33] showed that member inferring attacks could be used to discover private membership information.
In both standalone and federated environments, concerning passive and active inference attackers and
assuming various adversaries’ prior information. However, the investigation’s theoretical limits on the
privacy invasion caused by DL in a white-box environment were not explicit. In [34], the difference
between the virtual and real gradients was reduced by using the depth gradient leaking procedure to
access private data.

Securing privacy when gathering data is crucial since energy storage devices are decentralized and
the generated data is proprietary. The problem of multiparty data sharing has recently attracted much
attention. The authors of [35] offered a plan to securely exchange sensitive data on big data platforms
for dispersed data streams. A secure process protection approach based on a virtual machine monitor
and a proxy re-encryption algorithm based on heterogeneous ciphertext transformation was used
to facilitate the implementation of system functions. However, optimizing the heterogeneous proxy
re-encryption technique can enhance encryption efficiency. Furthermore, reducing communication
overhead between parties involved can improve the functionality of the implemented system. For
industrial IoT, the authors of [36] presented an accountable and effective data sharing system
called ADS that may penalize participants with data leaking issues. However, a blockchain-based
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responsible data-sharing system does not rely on off-chain protocols and has less computational
and communication overhead. It is important to note that blockchain, a decentralized, unhackable,
and traceable distributed ledger technology, uses consensus protocols to ensure data privacy and
data exchange security effectively [37]. The authors of [38] introduced a blockchain-based edge
computing trustworthy data management system called BlockTDM in response to data security and
trust challenges in the edge computing environment. However, scalability and data storage off-chain
can improve efficiency and processing time. In [39] made the secure application and decentralized
administration of massive data in the IoT possible using blockchain technology. On the other hand, A
consensus mechanism that ensures the consistency of all participating nodes is essential as a crucial
technology.

By simultaneously optimizing the location of the drone, the trajectory of the unmanned
underwater vehicle, and their interconnection, the authors of [40] introduced an energy-oriented
target-hunting model. The proposed target-hunting issue is solved using deep Q-learning algorithms.
The results demonstrated a trade-off between the system’s interconnectivity and energy use. For
drone-assisted disaster rescue, the authors [41] introduced RescueChain, a safe and effective
information exchange system. Simple blockchain-based architecture was constructed to protect data
sharing during catastrophes and immutably track bad actors. Designing dataspace s benefits and
approaches for solving challenges discussed [42]. While data providers retain their sovereignty, sharing
data will result in services becoming assets. International Dataspace (IDS) offers a technological tool
for developing data economies to exchange knowledge and data, following usage guidelines. The
authors of [43] introduced and discussed how blockchain technology fits with IDS, focusing mainly
on the fundamental principles underlying blockchain technology, the various design considerations
for creating blockchain implementations, the meaning of smart contracts, and the overall potential of
blockchain. Before presenting additions to data integration workflows for dataspace support that goes
beyond comparable efforts in data warehouses and data lakes, the authors of [44] outlined the benefits
of FL for addressing the challenges of federated data integration in a case study scenario of mobility
engineering. According to the authors’ best knowledge, no study addresses dataspace in drones with
supporting advanced technologies such as blockchain and FL for securing dataspace sharing among
drones. Table 1 summarises the most recent and related work to the proposed framework; it highlights
technology requirements addressed by the framework.

Table 1. Summaries of the most related works.

Ref. A B C D E F G
[35] Securing sensitive data sharing using proxy re-encryption Yes No No No No No
approach

[36] Highlighting an accountable and data sharing approachfor Yes Yes No No No No
Industrial Internet of Things (IIoT)

[38] Blockchain for trusting data management No Yes No No No No

[43] Designing dataspace advantages and ecosystem approaches Yes Yes No No Yes No

[85] Establishing theoretical principles and foundations of Yes No No No Yes No
real-time linked dataspaces

This  The requirements for dataspace in the sky Yes Yes Yes Yes Yes Yes
work

Highlighting the cutting-edge technologies needed to secure

data transmitted through the dataspace in the sky

Providing a conceptual framework integration of FL and

blockchain for drone data sharing

A = Highlight, B=Data sharing, C=Blockchain, D=FL, E=FL and Blockchain, F=Dataspace, G=Dataspace in the Sky.
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3. Overview of Technologies

3.1. Drones

The most famous drone services include publishing videos and images and broadcasting live
videos. These forms of traffic are very resource-intensive on the uplink and have an impact on
the functionality of the entire network. The drone divides the data it receives into three categories:
delay-tolerant traffic, data that should be transferred to higher levels for processing, and data that will
be copied at the drone level. When feasible, the drone saves the delay-tolerant traffic and sends it to the
destination after the operation. Delay-tolerant traffic involves a specific spectrum of applications that
drones can identify. Drones deployment with transceivers is viable for providing cellular infrastructure
flexible assistance [45]. Drone-BSs can be placed where needed to increase ground users’ signal quality
and expand cellular coverage [46,47]. However, because the drones will still receive the traffic and be
routed to the closest BS, increasing coverage and connection quality will not lessen the strain on the
BSs. Data filtering is one method that may be used to lighten the burden on cellular infrastructure.
In this situation, the authors of [48] presented a platform to expand a B5G network slice for video
surveillance utilizing a swarm of drones.

In [49], the authors formed a partnership between the drone and the Wireless Sensor Networks(
WSN), utilized the drone to gather WSN data, and adjusted the drone’s flight route in response to WSN
feedback data to increase the WSN’s data collection efficiency. Furthermore, the authors introduced
the framework and communication protocol to be used with the drone’s airborne WSN [50-54]. In
addition to gathering data in a large-scale WSN, drone-based aerial data collection also addresses the
issue of ground data collection limitations when ground transportation is problematic. The author of
[49] employed cluster-based aerial data collecting. The network, made up of the sensor nodes placed
in the environment under observation, was separated into several cluster zones. The aerial vehicle
only needs to interact with the head cluster in the data collection zone when it is close to the cluster
region to collect data there. The other member nodes must communicate through at least one relay
node to upload the data to the aerial vehicle.

3.2. Blockchain technology

Blockchain, a distributed ledger amongst many users, enables efficient and permanent transaction
recording with the utmost security and anonymity. Transaction verification is resistant to cryptography
can add to the ledger by all participants in a blockchain without the requirement for a third party
to validate and approve [55]. Public, private, and hybrid blockchains are the three subcategories
of blockchains. In contrast to private blockchains, which only let particular users with permission,
public blockchains (such as Ethereum and Bitcoin) enable everyone to join the network and participate.
Since one of the participating entities influences the others, the private category of blockchain is more
centralized than the public blockchain. A consortium blockchain is used in which a single business
or a group of companies controls the network (e.g., Hyperledger). The benefits of public and private
blockchains are combined in the hybrid category, which comprises hybrid blockchains. It offers
members in the group privacy and openness.

Much work has been put towards improving data security in drone networks using the potential
blockchain. To offload computationally demanding blockchain tasks, the authors of [56] developed
a Blockchain-as-a-Service (BaaS) platform linked with MEC for IoT devices. A safe data collection
system for MEC-enabled IoT networks is investigated [57], in which flying drones act as relay nodes
for identity identification before transmitting data to MEC servers. In an air-to-ground IoT network,
Zhu et al. [58] presented a blockchain-based decentralized fashion for data sharing where a Cournot
model is developed to maximize advantages for air and ground sensors.
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3.3. Federated Learning

FL is an ML technique that enables multiple parties to train ML models collaboratively without
sharing their local data. Instead of centralizing the training data in a single location, FL distributes the
model training across multiple devices or servers, allowing each device or server to train the model
on its local data. FL influences data management, how other data science technologies interact with
it, and increasingly, data sovereignty concerns, is a crucial technology for developing future data
ecosystems (see Figure 2). Data management is a significant challenge because of the following factors:
(1) Organizations collect increasing amounts of heterogeneous data (such as business, economic, social
media, and alternative data); (2) Data are stored in isolated data sets; (3) Organizations collaborate
with partner organizations on analytics; (4) Organizations must secure the data; and (5) Organizations
commercialize their data for their business, potentially as a new revenue source.

Data technologies, including common digital IDs, data standards, data analytics, and data record
technologies, are involved in information management with FL. Technologies pertinent to FL include
distributed databases, where data is kept in various physical locations. Distributed ledgers have
digital systems for synchronizing transactions. For example, a blockchain is a distributed ledger where
numerous independent computers validate transactions. Therefore, to build a safe ecosystem that can
stop privacy leakage from every connection from data collection to final prediction, including local
gradients, aggregators, etc., it is imperative to construct a non-interactive and privacy-preserving FL
scheme.

Data Sovereignty

Data Management

Federated
Learning for data
ecosystems

Data Technologies

Figure 2. FL and data ecosystems.

Summary: FL can be particularly useful in decentralized environments, where data is stored
across multiple nodes. Using FL, each node can train an ML model on its local data without sharing it
with other nodes. The resulting models can then be aggregated to create a global model that all nodes
in the network can use. In addition, FL provides a way to secure data sharing in other decentralized
environments, such as IoT networks or edge computing systems. By training ML models locally,
systems can avoid transmitting sensitive data over the network, reducing the risk of data breaches and
privacy violations. FL offers a way to train ML models on sensitive data without disclosing that data
to others, making it a potent tool for securing data sharing in decentralized environments.

3.4. Securing Data Sharing

Transparency and openness policies encourage data sharing by various organizations, including
businesses and academic institutions. Technical advancement and related research on cooperative
methods for sharing user data among organizations have intensified recently [61]. Data-sharing
strategies must balance user privacy and a positive user experience while boosting business profits
[62]. Blockchain clarifies the quandaries surrounding when, what, and with whom to share data
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[62]. Additionally, blockchain facilitates how the data owner should be compensated as a perk for
giving their information. Users’ data is gathered for business purposes via social media platforms
by various firms, who utilize it to improve their business models and better serve their clientele.
However, collecting user data sparks serious privacy concerns, which either the organization addresses
in the data privacy policy or by following the user activity tracked by internal audit [63]. According
to the dominant paradigm of data ownership, which is frequently represented in service license
agreements, data ownership is assumed to be transferred to the organization that collects it and has
access to share it with its corporate network. Liu et al. [64] developed a collaborative architecture that
integrates the Ethereum blockchain and deep reinforcement learning for effective data collection and
safe data sharing to suit the needs of the mobile crowdsensing-based Industrial IoT. The authors of [65]
introduced a blockchain-authorized safe data sharing architecture for dispersed parties in Industrial
IoT applications. This technique strengthens the security of the sharing process without requiring
centralized trust and includes cooperative learning into the approved blockchain.

3.5. Dataspace 4.0 empowered Industry 4.0/5.0

The Industry 4.0 paradigm’s technocratic emphasis on new technology and digitalization. As a
result, the discussion concerning the function of and justifications for using the new paradigm was
immediately sparked when the new industrial paradigm Industry 5.0 appeared. Industry 5.0 is a
supplement to the current Industry 4.0 paradigm that emphasizes the importance of the worker in the
industrial process, as was highlighted during the COVID-19 pandemic. The authors of [66] analysed
the shifting Industry 4.0 toward Industry 5.0 With the assistance of virtual reality and augmented
reality technologies, Industry 4.0 technologies enhance perception and prompt interactions, reduce
mental workload, and improve data-sharing cognitive ergonomics [67].

Less data sharing is required for privacy-preservation strategies, which would prevent ML
models from adequately customizing themselves because clear information fields would be obscured.
Furthermore, the anomalous behaviour of smart devices is not taken into account. Therefore, privacy
and security-based solutions are insufficient. In Industry 5.0, where diverse and autonomous networks
cooperate, data exchange and control trust are essential. Blockchain is a promising solution that
can create transparent ledgers with easy control and management of industrial process data. A
shared, distributed, and immutable ledger called blockchain makes it easier to track assets and record
transactions in P2P networks. In addition, it creates dependable review tools that aid in compliance
and auditing [68]. Consensus procedures play a significant part in the efficient management of
the blockchain network and regulate the blockchain network’s scalability, node throughput, and
mining delay. However, the resource-intensive PoW and PoS consensus models are inappropriate for
responsive data sharing in industrial operations. Therefore, in Industry 5.0 environments, low-powered
consensus techniques like Reliable-Replicated-Redundant And Fault-Tolerant (RAFT), Tangle, and
Directed Acyclic Graph (DAG) are primarily used; a permission blockchain is an ideal method for
managing and orchestrating real-time data [69].

Through networking protocol stacks, the data is shared across wireless channels over smart
environments. Another example of an industry use case is logistics, where products are sent and ML
algorithms are employed to guarantee the accuracy of the shipped goods. Food products must be
kept fresh throughout the entire production process and until they are sold on the market. There are
numerous intermediate sites in the supply chain, and each one is watched to ensure that the product
is still fresh [70]. Supply-chain-based greedy algorithm used by drones overloads the computational
capacity of sensor nodes in smart factories. Data is collected by drones and given to edge nodes, which
then distribute it to other peer nodes for quicker processing [71]. Inventory transactions are maintained
on edge devices that install FL. models to identify swarm drone mobility irregularity and record the
data on blockchain ledgers to support drone operations [72].

Industry 4.0/5.0 and dataspace 4.0 are closely related concepts focused on creating a connected
and intelligent system for managing data and optimizing operations in various industries. Industry
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4.0/5.0 aims to create a connected and intelligent system enabling real-time decision-making and
optimization, increasing efficiency, productivity, and profitability. Dataspace 4.0 is a concept that builds
on the principles of Industry 4.0/5.0, focusing on managing and sharing data [133]. Dataspace 4.0 is a
connected and intelligent system for managing data, enabling secure and efficient data sharing across
various industries and stakeholders. The relationship between Industry 4.0/5.0 and dataspace 4.0 is
that they both aim to create a connected and intelligent system for managing data and optimizing
operations. By leveraging advanced technologies such as the 10T, big data analytics, drones, FL,
and blockchain, dataspace 4.0 can provide a secure and efficient platform for sharing data among
stakeholders, including companies, individuals, and governments. Furthermore, Industry 4.0/5.0
and dataspace 4.0 focus on creating a decentralized and distributed system where data is stored and
processed locally, reducing the need for centralized data centres and minimizing the risk of data
breaches or other security incidents.

3.6. Dataspace

Dataspace is a new paradigm for serving the data integration and usage requirements of smart
environments, including sharing of events and historical data. This approach is considerably different
from existing approaches of data management. The dataspace approach acknowledges that it is
challenging and expensive to produce an upfront unifying schema across all data sources in large-scale
integration situations, which comprise of thousands of data sources [73]. Dataspaces move the focus
to support the co-existence of diverse data without requiring a significant initial investment into
generating a unifying schema. Dataspaces use incremental strategies for semantic matching and
mapping of source schemas. When tighter semantic integration is needed, it can be accomplished in
a "Pay-As-You-Go" manner by more tightly integrating the relevant data sources. Dataspaces have
been developed to manage personal information [74], astronomical data [75], and biomedical data
[76]. The utility of dataspaces has also been investigated in various settings such as data curation [77],
context-based search [78], data modelling [79], data gathering [80], and customer feedback [81].

Dataspaces can offer a method for enabling information management in highly dynamic
environments, assisting in addressing the conceptual and technical obstacles to information
interoperability. However, research on implementing the dataspace concept in intelligent environments
and examining the pertinent support services required for real-time data sources has been limited.
Nevertheless, the creation of dataspaces has been attempted in the past in several contexts, including
the system of systems [82], energy data management [83], and building data management [84]. Figure
3 shows the example design of a dataspace for real-time and linked data sources.

Summary: A dataspace is a collection of data sources, typically organized and stored in a
heterogeneous manner, to allow for efficient management, retrieval, and analysis. The term is often
used to emphasize that data is a valuable resource that should be managed and treated as a collective
information space rather than as individual data points. It can help organizations and individuals
better understand and utilize their data, making it easier to extract insights, make decisions, and drive
innovation.
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Figure 3. Real-time linked drone dataspace (Adapted from [85]).

3.7. Mobility dataspace through drones

The community for data sharing where everyone tries to create and make available data for the
mobility of the future is considered the mobility dataspace. Such a dataspace encourages competition
around cutting-edge, ecologically responsible, and user-centric transportation solutions by providing
all users equitable and transparent access to pertinent data. All users have exclusive chances within the
mobility dataspace to profit from the potential additional value of their data. The mobility dataspace
provides a framework where data suppliers may describe and regulate the circumstances of how and
where others may utilize their data. Data users can be confident about the source and quality of their
data thanks to this strategy, which also fosters data sovereignty and trust. The mobility dataspace
transforms into a digital distribution channel for data-driven business models by combining data from
the public and commercial sectors via regional and national platforms, offering completely new choices
for data collection, connection, and exploitation. With the creation of mobility dataspace, current data
platforms will be connected, and access to sensitive mobility data and real-time traffic data will be
available. Thus, it can offer specific mobility data at various levels in the future. Figure 4 shows an
overview of drone dataspace for supporting various mobility events in which drones’ function is to
gather mobility data from different environments.

The applications of the mobility drone dataspace can offer valuable insight into people’s
movement patterns that address public concerns, including public health, urban planning,
transportation, poverty, migration, and disaster response. The role mobility of drone dataspace
plays in assisting researchers in addressing social issues is vast in scope, but it may be divided into i)
prescriptive, (ii) predictive, and (iii) descriptive.
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Figure 4. Drone dataspace supporting mobility events.

Summary: The mobility aspect of drone dataspace refers to the ease with which drone data
can be transferred, shared, and accessed across different devices, platforms, and locations. A mobile
drone dataspace makes it possible to quickly and easily share drone data with relevant stakeholders,
whether in the same location or somewhere else. This can support more effective collaboration and
decision-making and help organizations respond quickly to changing needs and opportunities. For
example, in a disaster response scenario, a mobile drone dataspace can allow for the real-time sharing
of aerial images and video, helping to direct response efforts and allocate resources more effectively.
In agriculture, a mobile drone dataspace can help farmers make informed decisions by providing
real-time crop health and yield data. The mobility of a drone dataspace is vital for unlocking the
full potential of drone technology and ensuring that organizations can use drone data flexibly and
effectively.

3.8. Smart environments

The construction and operation of smart environments are driven by two factors: capturing
environmental data and enabling meaningful use of that data by people. In the context of ongoing
research in artificial intelligence and human-computer interaction, smart environments provide a
viable source of innovation. Systems developed in this discipline are located, and their utility is
derived from contextual awareness gleaned from the interpretation of sensor data. Therefore, IoT is
the enabled technology for smart environments [86]. Furthermore, the authors of [87] introduced ML
and IoT for smart environments focusing on challenges, applications, technologies and opportunities.

Drone plays a vital role in improving the smartness of smart cities [88] and smart transportation
[89,90], etc. The authors of [91] highlighted the collaboration of drones and IoT for public safety in
smart cities with improving network performance and QoS. While the collaboration of multi-drone and


https://doi.org/10.20944/preprints202305.0529.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 May 2023 d0i:10.20944/preprints202305.0529.v1

13 of 36

Search and rescue teams is used for disaster management [16-18]. Moreover, blockchain technology is
used to manage and decentralize multi-drone collaboration [92], empowering the security of drone
swarm in a smart environment [93]. Moreover, the combination of FL and blockchain helps to improve
drone edge intelligence performance in smart environments [94].

For real-time dataspace important to improve smart cities applications, the authors of [95] explored
how catalogues in dataspaces help satisfy this requirement; they then detailed how entity management
services may be used to manage entity data more efficiently within a dataspace. In [96], the authors
presented a user experience paradigm for smart settings that the [oT enhances. The model was divided
into two sections: the first focuses on the digitalization of the environment using IoT and big data,
and the second is on human-computer interaction, focusing on the users’ journeys using behavioral
models and user experience design. The objective has been to involve users in IoT-enabled smart
environments to raise awareness of, manage, and practice water and energy conservation. The authors
of [97] discussed the function of a real-time linked dataspace in facilitating the development of digital
twins and assessing intelligent applications.

Smart environments include smart manufacturing, smart transportation, smart healthcare, smart
cities, smart farming, and smart housing. As an illustration, a smart environment may receive
information about water and energy consumption from sensors, transmit it to smart devices, and
then allow users to adjust their water and energy use accordingly. Building and operating "smart
cities" are driven by acquiring environmental data and enabling people to use that data meaningfully,
sometimes changing behaviour. The IoT and big data, which enable the digitalization of physical
infrastructures with sensors, networks, and social capabilities, are two fundamental technologies
driving smart environments’ development. In addition, [oT-enabled smart environments can assist in
creating resource management apps (for instance, for managing water and energy resources) for the
environment. IoT sensors have been put in a few locations in smart cities with the purpose of collecting
public data about things like traffic and human mobility. Data-driven learning is a sophisticated ML
technique focused heavily on data collecting, pattern recognition, and data prediction. The authors of
[99] examined how DL approaches have recently advanced in relation to the construction of smart
cities. Smart cities enrich human existence by offering various intelligent services to assist in managing
many sectors, including traffic, transportation, healthcare and communication, increasing users’ overall
quality of life.

Harsh environments are challenging for drones to operate in due to various factors such as
extreme weather conditions, rough terrain, and limited accessibility. These environments can pose
risks to the safety of drones and their operators and affect the quality and reliability of data gathered
by drones. Examples of harsh environments include disaster zones, construction sites, and remote
areas with limited infrastructure. By enabling secure and efficient data sharing among drones in these
environments, the proposed framework can enhance the capabilities of drones and improve their
effectiveness in performing various tasks. Drones computing is used to manage rescue teams in harsh
environments [19].

4. Framework of dataspace in sky

In this section, we discuss the conceptual framework of drone dataspace with supporting
technologies to facilitate secure data sharing among drones to deliver services to multiple organizations
and users. We assume that multiple drone collaborators will be involved in collaborative information
modelling and sharing. Multiple drone collaborators work together to jointly model the specified job
since each drone has data collection capabilities that can help train local models with the help of FL
techniques. FL's model update procedure is decentralized at each drone, making it resistant to the
failure of conventional aggregators. We employ the blockchain as the network architecture for the
decentralized collaboration system to store, retrieve, and audit the collaborative modelling process
to ensure data provenance and security. In this novel framework, we detail the FL and blockchain
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combination, to achieve data sharing between drones dataspace in a decentralized fashion. The
high-level concept framework with architecture layers is shown in Figure 5.

Cloud

Blockchain

Drones

Multi
resources

Smart
environment

Figure 5. Dataspace in the sky.

Smart environment layer: A smart environment consists of a massive number of smart devices
that gather data from their surroundings and other sensing devices of numerous characteristics [100].
Smart devices collect perception data, which is then sent to drones for further analysis and sharing. In
Figure 5, the smart environment equates to a smart city that is composed of smart streets, smart traffic,
self-driving cars, smart lights, etc. These devices gather data and send it to drones as they move closer
to them. Drones equipped with their own smart devices themselves can also gather data automatically
about the environment. Therefore, drones have two functions here, either gathering data from smart
devices deployed in smart environments or gathering data directly from smart environments.

Summary: A dataspace in a smart environment refers to the distributed repositories where this
data is stored and analyzed. The dataspace provides a set of services for managing the data generated
by the smart environment, making it easier to extract insights, identify patterns, and make decisions
that can improve the performance and efficiency of the environment. For example, in a smart building,
a dataspace could be used to store and analyze data from sensors that monitor temperature, light levels,
and energy usage, helping optimize energy consumption and create a more comfortable environment
for the occupants. Likewise, in a smart city, a dataspace could be used to store and analyze traffic
sensors’ data, helping optimize traffic flow and reduce congestion. Briefly, the dataspace in a smart
environment plays a critical role in the management and optimization of the environment, making it
an essential component of the overall smart environment ecosystem.

Multi-resource layer: The smart environment has different smart devices that gather data for
various purposes and in heterogeneous formats. Each data source should manage just one data
source, a local database, a network source, or a file. Data sources may provide links for their potential
applications and the core systems for the execution of basic data operations. Therefore, management
of gathered data in drone technology is required to save energy [101], reduce latency and enhance
the quality of service [102]. Multiple end-to-end applications competing for shared resources in a
system with heterogeneous nodes, linkages, shared and constrained resources, and deployment in
dynamic situations make delivering quality service challenging. The authors of [103] provide an initial
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solution to such a challenge in a multi-drone surveillance and target tracking program and support for
system-wide end-to-end quality of service management.

A dataspace in the multi-resource layer is a dynamic approach for organizing and managing
multiple data sources. This involves creating a semi-structured and hierarchical organization scheme
for data, with each source representing a different form and frequency of data. This allows for more
flexible and effective data management as needed by mobile drones and easier data access and analysis.
For example, in a smart city environment, a dataspace multi-resource layer could include data from
multiple sources, such as traffic, weather, energy usage, and social media data. Each layer would
represent a different source of data, making it easier to organize and manage the data and access
and analyze specific data sets as needed. This elastic structure provides several benefits, including
improved data management, greater data security, and more accessible data analysis. It also makes it
easier to integrate new data sources into the dataspace as they become available, helping to ensure
that the dataspace remains relevant and up-to-date.

Briefly, a dataspace approach to the multi-resource layer provides an organized and efficient yet
pliable way to manage and analyze data, helping unlock the full potential of data and driving better
decision-making and outcomes.

Drones layer: The drones offer mobile computing capabilities while flying closer to the smart
environment, and they are responsible for gathering data. Drones’ computing provides task scheduling,
resource allocation, service allocation, and data collaboration related to blockchain and cloud layers for
data sharing. Drones must share information among themselves to avoid collisions and manage the
drone coverage area. In [104], drone computing is highlighted by discussing requirements, challenges
and future directions. For instance, the Flying Ad-hoc NETwork (FANET) supports data gathering
from smart environments in a data collection scenario, as drones may readily approach smart devices
with low transmitting power. Therefore, drone data sharing plays a vital role in improving drones’
performance and operation during task performance. In this layer, several technologies (i.e., blockchain,
ad-hoc network, FL) are included for secure data sharing among drones, clients and the cloud.

1. Ad-hoc networks: Drones are considered one of the best ways to collect data in the Industrial IoT
domain. Furthermore, Ad-hoc networks with flying drones show significant benefits in gathering
data effectively, efficiently and collaboratively from large areas. Massive numbers of drones, also
known as FANET, can be deployed to work together to complete complicated missions that are
frequently impossible for a single drone to complete [105]. Furthermore, in [106], creating clusters
can enable cooperation that improves resource use efficiency and reduces the loss of secrecy
compared to the individual drone. FANET use, nevertheless, also raises concerns about drone
communication security. For improving security, drones depend on BSs, which can be easily
attacked. Therefore, blockchain technology is the critical solution for decentralized, massive, and
heterogeneous drones.

By improving network connectivity, drones assist the ground vehicle in sending data from
one node to another. The authors of [107] presented a new architecture model for vehicle ad
hoc networks to convey data and investigated various online and deceptive attacks on data
distribution. In addition, in [107] conducted a security analysis to determine the security
objectives and examined several fake attack strategies on data dissemination. In drones,
architecture is designed using blockchain, which uses a proof-of-stake consensus protocol for the
block validation and uses game theory to identify the forger node [108]. Therefore, the authors of
[109] presented increases the drone swarm’s transmission efficiency and coverage capacity while
also analyzing the interference brought by drone communication.

In a drone dataspace, an ad-hoc network support data transfer and communication between
drones, enabling real-time data sharing and collaboration. For example, in a disaster response
scenario, a drone could use an ad-hoc network to share images and video in real-time with other
drones and response teams on the ground, helping to direct response efforts and allocate resources
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more effectively. Ad-hoc networks provide several benefits in supporting drone dataspaces,
including increased flexibility and scalability, as the network can be easily reconfigured and
expanded to support changing needs and requirements. They also provide improved reliability
and availability, as communication can be maintained even in the event of a failure in the central
infrastructure.

In summary An Ad-hoc network can be an effective solution for supporting a drone dataspace,
enabling real-time data transfer and communication between drones and other devices, and
providing benefits such as increased flexibility, scalability, reliability, and availability.

Table comparing the advantages and drawbacks of different communication technologies in the
context of the proposed framework:

Table 2. Advantages and drawbacks of communication technologies for supporting proposed

framework.
Technology Advantages Drawbacks Potential Impact on
Time-based Blockchain
Errors
P2P Networks  Decentralized, Scalability Potential delays in block
Self-organizing, challenges, Security ~propagation or increased
operating  without concerns, Resource chances of forks in the
infrastructure management issues  blockchain
5G High data rates, Requires Reduced chances of data
Low latency,Massive infrastructure, inconsistencies or delays in
connectivity Coverage the blockchain
limitations in
remote areas
B5G Hyper-connectivity, = Currently in the Potential improvements
Extremely low developmental in overall blockchain
latency, High energy stage, May require performance, but subject
efficiency, High new infrastructure to future development and
reliability and and technologies, implementation
availability Regulatory
challenges

FL : FL is certainly helpful for data privacy in ML and analytics over drones. First, FL requires
less communication since it just sends updates, whereas sending local data to a central server
increases network traffic and storage expenses. Second, there is less data leakage since the local
client’s dataset is never transferred to the server. The benefit is that model training is no longer
directly dependent on having access to raw training data [110]. By reducing the attack surface
to only the device rather than the device plus the cloud, FL can considerably lower privacy and
security risks for applications where the model training aim can be determined based on data
accessible to each client [110]. However, there are still additional FL-related problems; malicious
actors may try to access the client’s dataset or compromise the global model. Additionally, the
client’s lack of desire or incentive to work with the FL system can become an issue. Adopting
and utilizing blockchain technologies for FL applications might solve this problem.

In a drone dataspace, FL can also be used to improve the performance of drone algorithms, such
as autonomous flight and object recognition. For example, each drone could collect data about its
environment and share its model parameters with a central server, where a shared model is built
and updated. All drones can then use this model in the network to make decisions and improve
performance.
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In summary, FL in drone dataspaces can improve drone performance while providing benefits
such as improved data privacy, model accuracy, and more efficient model training.

Table 3. Proposed framework solutions and benefits.

Proposed Benefits Decentralized Data  Security
solution Sharing
Drones Flexible and mobility, High-quality =NA Traditional methods,
dataspace data, Provide services close to user, Vulnerable to attacks
Efficient data management
Blockchain Trust among drones Decentralization High
to improve drones
collaborations
FL Training model’s of collected data Support high
decentralized
Ad-hoc Support P2P network Yes Little protection and
networks encryption required for
providing security
FL and Federated, No single point of failure, Support High-level security
blockchain Creating trust among drones and decentralized and
servers, Improving the scalability —P2P collaboration
of drones intelligent computing
networks
Combination ~ Improved data privacy and Support Efficient and high-level
of security, Increased transparency decentralized security and privacy
technologies and trust, Increased scalability and drone  dataspace
decentralization, Improved accuracy sharing

and performance, Efficient data

sharing

Summary: Drone dataspace is a system for collecting, storing, and organizing drone-generated
data. Drone dataspaces can include flight paths, video and imaging data, flight performance metrics,
and telemetry data. This data can be used for various purposes, such as analyzing flight performance,
improving drone design, and creating maps and models for various industries, including agriculture,
construction, and environmental monitoring. The data can also be used to support decision-making
processes, such as identifying areas for infrastructure improvement, monitoring environmental
changes, and supporting disaster response efforts. A drone dataspace is a crucial tool for managing,
analyzing, and leveraging the vast amounts of data generated by drone operations.

Blockchain layer: The drones use blockchain to record the parameters of each local model as they
train their local models using their local data sets. Then, the aggregation approach employed by FL
and blockchain produce the Global Model (GM). The joint modelling model GM is finally added to
the blockchain, and the task requester uses the blockchain to access the result Req GM from the joint
modelling model. We categorized the transactions in the blockchain database according to the level of
privacy to offer fine-grained data-sharing services. Public data, community public data, and encrypted
data are included in the privacy levels in decreasing order. Public data in this context refers to data
visible to all nodes, community public data to data visible to all nodes within the same community,
and encrypted data to data that is primarily private or that users desire to buy or sell. For more users
who need the data to see them, when they contribute professional data, they will set the data privacy
level to public data in the community.

A drone receives a unique identification when it registers a blockchain account. There are two
ways to encrypt data acquired by the 6G drone before it is transferred to the cloud. One method
involves the drone encrypting the data with an allocated symmetric key and sending the ciphertext
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to the node management. The key is then encrypted by the node management using attribute-based
encryption. The second method involves the drone randomly generating a key, encrypting the data
with it, and then using attribute-based encryption to encrypt the key. The system’s public and master
secret keys can be generated by the trusted authority acting as the system'’s central hub for tasks like
initialization and secret key production. A user is a person capable of decrypting and reading gathered
data and instructions.

The following describes the secure data sharing procedure for B5G drones based on the blockchain
as shown in Figure 6. First, the drone encrypts the symmetric encryption key and the data it has
acquired using symmetric encryption. The drone then requests data upload from the blockchain.
Following receipt, the blockchain verifies the request using a pre-negotiated smart contract. The
blockchain provides the drone with a credential if the request is legitimate. The drone uploads the
ciphertext and the credential to the cloud as soon as it receives them. When the ciphertext is determined
to be legitimate, the cloud saves it and notifies the blockchain of the storage confirmation. The
distributed ledger of the blockchain stores the shared ciphertext data as transactions. The blockchain
will employ smart contracts to confirm a data consumer’s identity and determine whether his or her
attributes comply with the ciphertext’s access policy if the data consumer (a drone or user) requests
access to the ciphertext. An access credential is returned to the customer if their identity is real and
their qualities comply with the policy. The user can then use the credential to access the ciphertext in
the cloud. The mechanism for distributing communication keys among drones is similar.

Encrypt

©
Trusted Authority
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== Public key
: D_Ciphertext
YN 7+ Smart conact
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Figure 6. Blockchain enabling securing dataspace sharing in the sky.

The conceptual framework of drone dataspace includes the network, FL, task, mobility,
communication, and threat models. The blockchain-empowered FL for dataspace in the drone-assisted
MCS scenario is depicted in Figure 7 and comprises several drones, task publishers, MEC nodes, BSs,
and a consortium blockchain. Therefore, data owners and requestors can share data quickly and
reliably while storing the sharing records on the blockchain for tracking.
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Figure 7. Combination of FL and blockchain for data sharing and processing.

Task publisher,

Cloud: The cloud processing layer handles the data storage and heavy lifting involved in drones
computing. For global model aggregation, the cloud gathers the local model parameters from each
drone and delivers the updated global model parameters. Monitoring the resource availability of
incoming smart devices at various network tiers is necessary for resource management [111]. Adding
a layer of drones between the cloud and consumer devices can help with this monitoring. In wireless
networks, FL training models have been researched when the local FL models are relayed to the cloud,
which aggregates all of the local FL models and keeps the global FL model in the cloud [112]. Table
3 describes the proposed framework solutions and their benefits for drones decentralized dataspace
sharing. Table 4 illustrates the comparison of the proposed framework with well-known competitors,
advantages, and drawbacks.
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Table 4. Comparison of the proposed framework technologies with well-known competitors.

Competitor Advantages Drawbacks

Blockchain Decentralized and transparent data sharing, High computational overhead, Scalability
Immutable and tamper-proof records, challenges, Potential for forking and
Consensus-based decision making double-spending attacks

PKI Centralized and well-established approach, - Single point of failure, Vulnerability to
Efficient management of digital certificates  certificate revocation and key compromise,
and keys, Widely used in various Lack of transparency and accountability
applications

FL Decentralized and privacy-preserving Communication and synchronization
approach, Collaboration among multiple overhead, Heterogeneity of data and
parties, Retains data ownership models, Complexity in coordination

Cognitive Utilizes machine learning and Al techniques Complexity in implementation and

Networks for optimized resource allocation, Dynamic management, Privacy and security

adaptation to changing network conditions,
Enhanced decision-making capabilities

concerns, Limited scalability

Datastore vs
DNS/mDNS

Efficient data retrieval and storage, Widely
used for data sharing and discovery, Scalable
and robust

Centralized or distributed data storage,
Limited support for data integrity and
security, Reliance on DNS or mDNS

infrastructure

Reliance on central servers, Potential
for a single point of failure, Scalability
challenges

Publish-SubscribeBcalable and efficient data dissemination,
Servers Decoupling of publishers and subscribers,
Supports dynamic and flexible data sharing

Combination of technologies and applications: The combination of technologies (i.e., FL and
blockchain and drones) creates a decentralized drone dataspace sharing solution that increases security
and privacy for the data being shared. In the proposed framework, each drone would contribute to
a shared model through FL, which is updated and refined as more data is collected. The updates
to the model would be recorded on a blockchain, creating an immutable and secure ledger of the
model’s evolution. Additionally, this setup provides increased transparency and trust, as all network
participants can see the model updates and verify their authenticity. Therefore, combining technologies
will achieve a decentralized drone dataspace sharing solution that can provide improved data privacy
and security. The combination of FL and blockchain technology for drone dataspace sharing provides
several benefits, as shown in Table 5:

Table 5. Combining FL and blockchain for drone dataspace.

Benfit Description

Improved data privacy and
security

By using FL , the data remains on the local devices and is only shared
in an encrypted form, while the updates to the model are recorded on
the blockchain, providing a secure and transparent record of the model’s
evolution.

Increased transparency and
trust

Blockchain is easier to build and maintain a community of trusted participants
who can collaborate on improving the model and the drone dataspace.

Increased scalability and
decentralization

Combination of FL and blockchain improves the drone dataspace to many
participants in dcentralized fashion.

FL enable the model to be trained on a more extensive and diverse dataset,
improving its accuracy and performance and allowing for the continuous
improvement of the drone dataspace.

Improved accuracy and
performance

By using blockchain, it is secure and efficient to share data between
participants, even in large and complex networks.

Efficient data sharing
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In summary: The amalgamation of FL, blockchain, and B5G for drones dataspace sharing plays a
vital role in improving many applications. The security of sensitive data is of vital importance in many
applications such as smart manufacturing, healthcare, etc. Thus, the primary motivation for FL is that
the model is trained locally without sharing the data from nearby smart environments with the help of
drone technology. Therefore, FL guarantees the privacy and security of shared data between drone
networks or swarms. Contrarily, blockchain technology ensures drone trust in distributed, open, and
autonomous smart environments through cryptography techniques and consensus procedures. As a
result, blockchain-enabled FL-driven drones communicate the learning outcomes via transactional
ledgers to prevent changes to model gradients, weights, and other parameters. Additionally, the global
server can save the global model meta-data on the blockchain, which the local drone can then download.
Drone networks produce enormous amounts of data in real-time environments. As a result, there is
a need for extremely low latency, near-real-time communication. Thus, the latency and bandwidth
requirements of huge drone communication can be orchestrated by B5G networks. Additionally, it
supports mobile operations, tight end-latency specifications, and dense drone connectivity. With
tailored connectivity to meet specific needs, the B5G network design is expected to facilitate deep
sea-air-ground communication and enormous information-centric IoT networks.

5. Validation of proposed framework

In this section, we validate the proposed dataspace in the sky framework. We aim to secure data
sharing decentralised using multi-drone to support dataspace 4.0 in Industry 4.0 and Industry 5.0
applications. For this purpose, we considered the combination of blockchain and FL to satisfy the
aforementioned high-level requirements. The main purpose of combining blockchain and FL is to
facilitate distributed drones’ secure collaboration. All miners may independently verify the quality of
models uploaded and stored on the blockchain thanks to the decentralized accountability system. Table
7 summarises how the benefits of technologies and techniques are mapped to the stated framework
criteria.

5.1. Validation based on existing data sharing framework

Relevant literature and research that support the validation of the proposed framework include
drone-edge-assisted secure data sharing for B5G and beyond [134], research on a blockchain-based
framework for secure and efficient data sharing in the Internet of Vehicles [135], and a decentralized
framework for secure data sharing and privacy preservation in smart communities [136,137]. The
proposed framework presents several novel aspects that differentiate from existing frameworks and
technologies:

Decentralized Framework: The proposed framework is based on a decentralized architecture
leveraging blockchain. The decentralized approach eliminates the need for a central entity and
enhances data security, integrity, and immutability. In contrast, traditional centralized approaches to
drone data sharing may have limitations regarding data privacy and single point of failure risks. Table
6 gives the comparison of the proposed framework and traditional centralized data sharing.
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Table 6. Comparison of the proposed framework and traditional centralized data sharing.
Aspect Proposed framwork Traditional  Centralized  Data
Sharing
Architecture Decentralized using blockchain Centralized

Access Control

Fine-grained through smart contracts

Coarse-grained

Transparency and Trust

Transparent and auditable through
consensus

Trust placed on a single entity

Security

Tamper-proof data storage and smart
contracts

Reliance on a single entity, potential
risks

Adaptability to B5G
and  Dataspcae 4.0

Tailored for B5G and Dataspcae 4.0
environments

May not be optimized for specific
requirements

Environments

Smart Contract-based Governance: The proposed framework uses smart contracts to govern
drone data sharing. The smart contracts enforce fine-grained access control mechanisms, ensuring
only authorized entities can access and share data, enabling a more robust and governance-enabled
solution than P2P approaches that may need more unified governance mechanisms.

B5G and Dataspcae 4.0 Focus: The proposed framework addresses the challenges of secure
drone data sharing in B5G and Dataspcae 4.0 environments. The advanced environments pose unique
challenges, such as high data volume, high data velocity, low latency, and diverse data sources. The
framework’s decentralized approach, use of blockchain, and smart contract-based governance provide
innovative solutions to these challenges.

Enhanced Security: The proposed framework ensures data security through blockchain, which
provides tamper-proof and transparent data storage. Additionally, the framework’s access control
mechanisms, enforced through smart contracts, ensure that only authorized entities can access and
share data. Therefore, it enhances the overall security of drone data sharing, protecting against threats
such as data breaches, tampering, and unauthorized access.

Enhanced Resilience: The decentralized architecture and use of blockchain in the proposed
framework provide enhanced resilience against potential threats and attacks, such as data breaches,
data tampering, and unauthorized access. The proposed framework improves the overall security and
reliability of drone data sharing, ensuring the integrity and confidentiality of shared data.

Table 7. Proposed framework validation.

Requirement Enabled by

Data collection Smart devices in smart environments

Data processing locally FL techniques

Local model Drones

Global model DataSpace

Authentication Blockchain technology

Data Sharing Blockchain and Fl

Decentralized FL, blockchain and ad hoc networks
Collaboration Blockchain and consensus algorithms

Decentralized dataspace sharing in drones : Drones need to collaborate and share tasks to share
data and take appropriate action. To (1) maintain trust among P2P networks [116], (2) enable traceability
across drone networks [117], (3) provide insightful consensus-based decision-making processes [118],
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and (4) deliver efficient solutions by utilizing the decentralization feature of blockchain technology
[119], it is advantageous for dataspace sharing among drones to use blockchain technology. The shared
data is divided among the multiple drones covering an event in the dataspace in the sky framework
solution. To give the highest service performance, many drones are often employed to cover different
areas in an active region because drones can connect and work together by sharing resources. In [120]
presented a model-based blockchain distributed network to secure drone communication for data
gathering and transfer. Furthermore, an effective and safe data-sharing system was proposed [121].
The system used label data to categorize customers to deliver more granular data-sharing services.
Achieving effective and safe data sharing involves four stages: initialization, identity authentication,
signature and verification, and then data sharing. Drones data sharing aims to transfer data over a
shared environment to serve end users based on drone computing networks. Therefore, it is crucial
to offer dependable and scalable drone data-sharing solutions in B5G to satisfy Industry 4.0 and
Industry 5.0 expectations. Drones data sharing can be made possible by combining blockchain and
FL for high-security capabilities. Each drone explicitly serves as an FL client to communicate data
collaboratively with an aggregate cloud. Drones can request data sharing from the cloud for various
services, including traffic flow estimates and path selection. To manage the data-sharing requests from
drones with a Deep Reinforcement Learning (DRL) method for sharing cost minimization, the cloud
converts the data-sharing process into a computing task from linked drones. An immutable blockchain
ledger is installed on the drone network to execute the verification of model parameter updates and
store them in blocks in a decentralized way, specifically to ensure the security and dependability of
the drone’s data sharing. The combination of FL and blockchain offers data sharing among multiple
drones during activities in smart environments to satisfy Industry 4.0 and Industry 5.0 needs.

The data is data near the user and then split into groups of service blocks and distributed across
the drones by the cloud. The cloud can determine the location of the grouped messages based on
sensor sources. Then, the data is duplicated and sent to the drones patrolling the area to efficiently
distribute the information and give interested users quick access to the service. Data management
is then divided across the drones by data management according to their position and available
storage. Blockchain and metaheuristic approaches used for drone data optimization and management
in fog computing paradigm [122]. Therefore, drones perform data gathering, optimizing, managing,
scheduling, preservation and processing in high-level security in the fog computing paradigm. The
drones need to share data to satisfy and respond to end-user requirements; the drone itself or a nearby
drone may be able to provide the requested information. If not, the drone uses the cellular network to
send the request to the proper clouds. As a result, the cloud can provide incoming users” data and
service requirements.

The most popular services during packed events are real-time, and video streaming of movies
and images. However, these forms of traffic are very resource-intensive on the uplink and hurt the
performance of the entire network. Users and IoT devices produce delay-tolerant traffic, which may
be locally stored in a drone and sent to the target after an activity.The drone must divide the data
it receives into data that should be processed at the drone level delay-tolerant traffic and data that
should be sent to higher levels for processing, i.e., cloud. (Figure 8 ). When feasible, the drone saves
delay-tolerant traffic and sends it final destination after the operation. Due to drones’ restricted
computational and storage capabilities, a specific amount of space is set aside for delay-tolerant traffic.
When the drone’s capacity is reached, it treats the delay-tolerant traffic like regular data and sends it
straight to the network. Due to its battery, each drone can only fly for a certain amount of time before
recharging. When this happens, the drone travels to the closest charging station, distributes the stored
delay-tolerant traffic from there, and is replaced by a new drone. The drones are linked to the cloud
through the cellular network. Multi-dorne is dispersed over an event area, and the acquired data is
divided according to their positions. Each drone offers coverage to a set of users (different altitude has
different coverage area [15]) and, when practical, responds to their inquiries using information either
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collected locally or by another drone in the swarm. To ensure continued service, each drone is sent to
the charging station before its battery runs out and replaced immediately by a different drone.

MEC || Ssend to MEC
)

Share &
Response

Response

User request =

Processing in drone

User

<

Response

Figure 8. Data sharing and processing in drone.

Dataspace is dynamically chosen and disseminated across the many drones scouring the congested
region in the suggested system. The cloud decides whether to manage depending on its forecast of
service requests from future users. The most common user requests that are processed locally by drones
or transmitted to other clouds are reported by drones [123]. The cloud forecasts future service demand
(for instance, for a particular database or piece of online content) using a DL-based long-short-term
memory [124]. By handling some of the requests locally, deploying drone capabilities between the
cloud and the users reduces the strain on the uplink. For example, a drone divides a busy area into
several smaller areas, increasing the number of resources available to nearby users. Drones receive
all requests; some are handled locally, while others are routed to the serving cloud. As a result,
the infrastructure load can be decreased, and uplink resources can be released, enhancing network
performance. In addition, the collaboration of multiple drones boosts the drone’s storage capacity and
speeds up response times.

The proposed framework’s potential impact on real-world drone applications includes cost
savings and improved efficiency and capabilities. By enabling secure and efficient data sharing among
multiple drones, our framework can reduce the need for redundant data collection and processing,
leading to significant cost savings. Additionally, by leveraging advanced technologies such as B5G
networks, FL, and blockchain, our framework can provide more accurate and robust models to
enhance drone capabilities and improve mission success rates. Furthermore, the proposed framework
can enable more efficient use of resources, including drones, sensors, and computational power, by
enabling collaborative modelling and sharing models instead of raw data, leading to more effective
resource allocation and utilization and increasing overall efficiency and productivity. The ability to
securely share data among multiple drones in a decentralized fashion opens up new possibilities
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for collaboration and coordination, allowing drones to work together to achieve common goals and
solve complex problems. The proposed framework has significant potential to transform how drone
applications are designed, deployed, and operated, improving cost-effectiveness, efficiency, and
capabilities and enabling new use cases and applications.

The uniqueness of the proposed framework lies in its decentralized methodology and the
incorporation of FL and blockchain technologies, which have the potential to address the security
and privacy concerns in drone data sharing and collaboration. In addition, cost savings, increased
effectiveness, and new capabilities are potential effects of the framework on real-world drone
applications. The evaluation criteria of the proposed framework are security, scalability, privacy,
speed, and ease of use, as shown in the table.

The evaluation of the proposed framework is based on the following metrics given in Table 8.

Table 8. Evaluation metrics for framework validation.

Metrics Description

Data  privacy and The level of privacy and security provides to protect sensitive data from
security unauthorized access or modification

Model accuracy The accuracy of the models generated evaluate how well the models can

perform in real-world scenarios

Communication The communication overhead introduced how messages are sent between
overhead drones, the amount of data transmitted, and the time taken to transfer data
Scalability Scalability measures how well the framework can handle an increasing

number of drones and data sources.

Resource utilization The resource utilization includes the CPU, memory, and storage used by the
drones during the collaborative modelling process

5.2. Validation based on testing Use Cases

Validation is based on testing the framework in a variety of scenarios, such as precision agriculture,
environmental monitoring, and disaster response. Combining FL and blockchain for decentralized
drone dataspace involves creating a platform for drones to share data while preserving the privacy
and security of the data. The platform utilizes FL, allowing multiple drones to train an ML model
collaboratively without sharing their raw data. The updates to the model are then aggregated on a
central server, and a new model is sent back to the participating drones for further training. This
approach allows drones to learn from each other without sharing sensitive data, preserving the privacy
of the data and the drones themselves. The platform also utilizes blockchain technology, which
provides a secure and transparent digital ledger for storing and sharing data. Blockchain technology
ensures that the updates to the ML model are recorded and verified and that the data shared by
the participating drones are stored securely and transparently. There are numerous applications
for combining FL and blockchain for decentralized drone dataspace data sharing. Some of the key
applications include:

1.  Precision agriculture: It uses technology to optimize agricultural production while reducing
waste and environmental impact. Drones are an essential technology for precision agriculture, as
they can collect high-resolution data on crop health and growth that is difficult or impossible
to obtain from the ground. By combining FL and blockchain for drones” dataspace sharing,
drones can share data without compromising the privacy and security of the data or the drones
themselves. In addition, drones can use FL to collaboratively train ML models that can analyze
the data and identify patterns and trends.

ML models can then be used to optimize crop management by providing insights into the health
and growth of the crops and suggesting improvements to the management practices. For example,
the models might identify areas of the field that require additional watering or fertilizer or suggest
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changes to the timing or type of crop treatments. Farmers can increase crop yields by optimising
crop management while reducing waste and environmental impact. For example, by using data
to apply water and fertilizer only where it is needed precisely, farmers can reduce the resources
they use while still achieving high crop yields. This can lead to cost savings for farmers and more
sustainable agricultural practices overall.

2. Disaster response: Drones are becoming increasingly to support disaster response and recovery
efforts, as they collect high-resolution data on disaster-stricken areas quickly and efficiently. The
data can include images and videos of the affected areas. By combining FL and blockchain for
drone dataspace sharing, drones can share this data with other organizations involved in the
disaster response effort. Data sharing can enable a more coordinated and effective response, as
different groups can work together to identify areas of need and prioritize their response efforts.
For example, the ML models might identify areas that are particularly hard-hit by the disaster or
areas with large numbers of people needing assistance.

The analysis can then be used to optimize the delivery of aid and resources to the affected areas.
For example, the models might suggest the most efficient routes for delivering supplies or the best
locations for setting up temporary shelters or medical clinics. By using drones and ML models
to optimize aid delivery, disaster response organizations can improve the effectiveness of their
response efforts and help more people in need. This can lead to more efficient and cost-effective
disaster response and recovery efforts and better outcomes for the communities affected by the
disaster. Combining FL and blockchain for drone dataspace sharing optimize disaster response
efforts by allowing drones to share data and train ML models that can help identify areas of need
and optimize the delivery of aid. This can lead to more efficient and effective disaster response
efforts and better outcomes for the communities affected by the disaster.

3.  Environmental monitoring: Drones are becoming an increasingly important tool for
environmental monitoring, as they can collect data on environmental conditions quickly and
efficiently. For example, drones can collect data on air quality, water quality, and other
environmental factors that affect human health and well-being. By combining FL and blockchain
for drone dataspace sharing, drones can share this data with other organizations involved in
environmental monitoring efforts. This can enable a more coordinated and effective response
to environmental issues, as different groups can work together to analyze the data and identify
patterns and trends.

The analysis can then be used to develop targeted interventions to address environmental issues.
For example, environmental monitoring organizations might use the data to identify areas where
air quality is inferior and deploy air purifiers or other mitigation measures. Similarly, water
quality organizations might use the data to identify sources of pollution and develop strategies
to reduce pollution in those areas. By using drones and ML models to analyze environmental
data, environmental monitoring organizations can improve their efforts’ effectiveness and help
protect human health and the environment. This can lead to better environmental outcomes
and a healthier planet overall. In summary, combining FL and blockchain for drone dataspace
sharing improve environmental monitoring efforts by allowing drones to share data and train
ML models that can help identify patterns and trends in the data. This can lead to better-targeted
interventions to address environmental issues and protect human health and the environment.
Table 9 describes how technologies are used in the proposed framework in the use cases, i.e.,
Precision Agriculture, Environmental Monitoring, and Disaster Response. Furthermore, Table.10
illustrates the validation criteria of the use cases.
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Table 9. Description of the proposed framework and traditional centralized data sharing.
Technology Description of the technology-empowered use cases
Drones Remote sensing and monitoring of crops, soil, and weather conditions for precision

agriculture management. Remote sensing and monitoring of environmental
parameters, such as air quality, water quality, and wildlife habitats. Disaster
reconnaissance, damage assessment, search and rescue operations, and situational
awareness in disaster-affected areas.

Blockchain Provides security, transparency, and accountability in data management, ensuring
data integrity, preventing tampering or unauthorized access, and providing a
verifiable and auditable record of data transactions, ensuring data integrity,
preventing tampering or unauthorized access, and providing a verifiable and
auditable record of data transactions.

FL Collaborative model training on precision agriculture data stored in the
drones dataspace, preserving data privacy and security and enabling improved
decision-making for precision agriculture management, environmental management,
and disaster response and recovery.

B5G Enabling advanced communication and networking capabilities, such as URLLC,
mMTC, and network slicing, for improved data exchange, communication, and
coordination among drones and dataspace for precision agriculture, environmental
monitoring, and disaster response components.

Combination Combination for decentralized data sharing for precision agriculture, including drone
data, sensor data, and situational awareness information.

Table 10. Use case and validation criteria.

Use case Validation Criteria
Precision Ability to secure the sharing of drone data among different stakeholders.
agriculture Effectiveness in protecting the privacy of sensitive agricultural data.
Monitor Ability to secure the sharing of environmental data among different stakeholders.
environment Effectiveness in ensuring data integrity.
Ability to prevent unauthorized access to sensitive environmental data.
Disaster Ability to facilitate the secure sharing of disaster response data among stakeholders.
response Effectiveness in ensuring the timely and efficient sharing of critical disaster response data.

6. Challenges and future directions

1. Deployment optimization for ground BSs: In blockchain-based drones in B5G networks, the
ground BSs serve as miners, which is a significant role. When few ground BSs are available or
a heterogeneous B5G network, it can be difficult to develop the best ground BSs deployment
schemes to increase communication reliability further and decrease communication time between
moving drones and miners.

2. Data storage: Computing is one of a drone’s most energy-consuming activities. The suggested
platform uses data filtering tasks each drone performs to decide whether to process a request
locally or send it to the cloud. The design procedure should be straightforward and reliable to
prevent problems and failures. The failure is an unwelcome occurrence that can make a drone
lose motion control and repeat tasks, which uses more energy. So, reducing the complexity of the
algorithm increases drone energy efficiency. In addition, drones must store a significant quantity
of data locally since they are edge devices. The storage capacity should be maximized while
considering other jobs and the aircraft’s limited energy restrictions to ensure QoS performance.

3. ML for efficient miner selection: Using machine learning-based approaches, such as DRL [125],
to design efficient and secure miner selection schemes is a promising direction. This is because
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ML has the great potential to solve complex decision-making problems of wireless networks. We
can also investigate effective and simple DRL deployment strategies for ground BSs in massive
drones in B5G networks using swiftly moving drones.

4.  Data security: Since each drone only stores duplicated data after verifying its source, the usage
of blockchain between clouds and drones promotes confidence between the parties. Furthermore,
since the duplicated data on the drone reflects the content of the blocks approved and uploaded
to the blockchain, the cloud may transmit data to the drone. In contrast, the participating
drones know data management at the drone layer. However, as hostile attackers might alter
the shared duplicated data, this solution cannot ensure security and integrity. Furthermore, a
drone network is open and has few security features, making it susceptible to many assaults.
Further research is needed on the security and cyberattacks on edge computing that supports
drones to develop portable defensive systems with assured data integrity [126]. Ensuring the
security and privacy of the data shared among drones in a decentralized fashion is challenging.
While blockchain provides security and transparency, potential vulnerabilities and attacks could
still compromise the system. To address this challenge, exploring advanced encryption and
authentication mechanisms require to protect the data and ensure secure communication between
drones.

5. Assessment criteria for miner: In conventional blockchain systems, miners are typically chosen
at random using metrics of resource competition, such as proof-of-work based on computing
power and proof-of-stake based on stake [127]. However, the energy- and computation-intensive
approaches are not appropriate or useful. It is essential to put forward a trustworthy metric to
evaluate the performance and conduct of mining applicants fairly.

6. Minerselection: The current permissioned blockchains choose miners in a decentralized manner
using insecurely random selection techniques, in contrast to permissionless blockchains that do
so using proof-based algorithms and suffer from single-point-of-failure issues [128]. As a result,
the miner selection algorithms are arbitrary and cannot counteract malicious nodes’ influence.

7. Drone energy: Due to drone LoS links, drones that fly above events can give ground users
favourable coverage. In addition, as edge devices, drones can enhance existing infrastructure
by providing various services near the users. However, the drones’ low power capacity affects
their operating and network lifetimes since each drone carries out three energy-intensive tasks:
travelling at a specific altitude, computation, and communication. Consequently, offering
energy-efficient solutions to decrease consumption and lengthen the lifespan of drones is crucial
when creating a sustainable drone service platform. Drones should be given tasks optimized to
prevent undesirable or needless energy-consuming activities, such as travelling large distances to
an unknown place or repeatedly transmitting the same message because of network or processing
issues. Several proposed techniques reduce the energy consumption of drones [129? ]. For
example, an optimized target location supports the optimum coverage area for users, and an
appropriate altitude is a trade-off between the energy used and the coverage region. Task
scheduling and energy-conscious communication protocols are different ways to improve system
performance and power economy.

8. Monitoring selected miners: Because permissioned blockchains are decentralized, monitoring
certain miners in real-time is complicated and inefficient. Due to a lack of timely and flexible
surveillance techniques, removing a chosen miner from the system is impossible if it is
compromised and misbehaves. Even worse, compromised miners can be chosen to resume
mining without time-accumulated measurements to update the performance and behaviour of
the miner candidates.

9.  Drone service provider: The QoS provided has always benefited from competition amongst
different service providers. The competition is expected to be fair because it is based on stringent
rules designed to improve and secure the necessary services for the users. A more modern
platform idea is the drone service provider, which uses several drone types to provide various
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services. Multiple drone service providers working together to do tasks in one location can lead
to problems with drone navigation, collisions, resource sharing, privacy, security, and many other
things. Therefore, tight regulation in this sector must clarify drone service provider collocation
rules.

10.  Digital twins and securing drone dataspace: Another unresolved research question that must
be resolved is Digital Twins (DT) and FL's reliability. Although DT and FL are thought to be more
dependable, there is a need for schemes to address DT and FL's dependability in the Internet of
drones. For example, the network efficiency may be examined using DT, which offers a virtual
representation of the networks. However, efficiency issues may arise when the same DT model
is deployed in real-time. This creates a new opportunity for academics to create models that
consider the effectiveness of real-time and DT-based networks. Additionally, the Internet of
drones does not make use of DT. The applications of combining DT and FL for the Internet of
drones were discussed [130]. Furthermore, the combination of blockchain and DT are used for
solving real-time applications such as transportation [131] and delivery during a pandemic [132].

11.  Reliability and accuracy: Ensuring the reliability and accuracy of the models shared among
drones is challenging. The quality of the models depends on the quality and quantity of the data
collected by each drone, which can vary depending on the environment and the sensors used. To
address this challenge, investigation techniques for improving the quality of the data collected by
drones are required, such as using more advanced sensors and data fusion techniques.

12.  Interoperability: Ensuring the interoperability of the different technologies used in the
framework is challenging, including FL, blockchain, and B5G networks. Integrating technologies
requires careful consideration of the protocols, interfaces, and standards, which can be complex
and time-consuming. To address this challenge, working closely with industry partners and
stakeholders requires developing interoperable solutions and standards that can facilitate the
deployment and adoption of the framework.

7. Conclusion

In this conceptual framework, we have introduced a novel framework for drone dataspace in B5G
for dataspace 4.0. When several users share the same network resources, the network infrastructure
becomes saturated by the large number of simultaneous requests, which lowers performance. The
data is transmitted by drones that follow their position and are filled to their maximum capacity.
For securing data sharing, we have presented the combination of blockchain and FL for high-level
data sharing security among drone dataspace networks. The combination can drive different drone
dataspace applications in Industry 4.0/ Industry 5.0. Moreover, we outlined the challenges and future
directions of combining FL and blockchain for drone dataspace in B5G. Finally, it is concluded that
drones dataspace can support effectively and efficiently dataspace technology and lead to a new
revolution in the next generation of dataspace. Furthermore, the combination of FL and blockchain
would serve as a high level of trust and secure solutions for drones’ dataspace networks over smart
environments.
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