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Abstract 

The high cost and complexity of Industry 4.0 laboratory infrastructure limit the adoption of Digital 
Twin concepts in engineering education. This paper proposes a low-cost Digital Twin framework for 
sustainable manufacturing education integrating SAP NetWeaver, Node-RED, and AI-based decision 
support. The framework adopts a layered architecture that connects PLC-based simulation, IoT 
middleware, enterprise resource planning systems, and intelligent decision-making components. 
Node-RED enables real-time data exchange, while SAP NetWeaver provides enterprise-level 
integration through OData services. An AI module supports decision-making for production and 
inventory management. The proposed framework is implemented as a functional prototype, 
demonstrating end-to-end integration without requiring physical manufacturing equipment. 
Competency-based mapping aligns the framework with Industry 4.0 engineering skills, supporting 
its use in academic environments. A sustainability assessment highlights reductions in infrastructure 
cost, energy consumption, and resource usage compared to traditional laboratory approaches. The 
results indicate that the framework provides a scalable and accessible solution for teaching Digital 
Twin concepts, contributing to sustainable engineering education in resource-constrained contexts. 

Keywords: Digital Twin; smart manufacturing; sustainable engineering education; Industry 4.0; SAP 
NetWeaver; Node-RED; Internet of Things (IoT); AI-based decision support 
 

1. Introduction 

1.1. Background 

The rapid evolution of Industry 4.0 has transformed modern manufacturing by integrating 
cyber-physical systems, the Internet of Things (IoT), and advanced data analytics into production 
environments. Among these technologies, Digital Twins have emerged as a key paradigm, enabling 
the virtual representation of physical assets and processes to support monitoring, simulation, and 
decision-making [1–4]. Digital Twins facilitate real-time interaction between physical and virtual 
systems, improving operational efficiency and enabling predictive capabilities in smart 
manufacturing environments [3,4]. 

As industries increasingly adopt Digital Twin technologies, engineering education must adapt 
to prepare students with the competencies required to design, implement, and manage such systems. 
Educational approaches based on Digital Twins and learning factories have been proposed to bridge 
the gap between theoretical knowledge and industrial practice [11–14]. However, the implementation 
of such environments often requires significant infrastructure and investment. 

1.2. Problem Statement 

Despite the growing importance of Digital Twins in smart manufacturing, there is a lack of 
accessible and cost-effective educational platforms that integrate industrial control, enterprise 
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systems, and intelligent decision-making. Traditional laboratory environments rely heavily on 
physical equipment and proprietary platforms, resulting in high costs and limited scalability. 
Furthermore, existing solutions often focus on isolated components, such as simulation or IoT 
systems, without addressing the integration of enterprise resource planning (ERP) systems and AI-
based decision support [15–18]. 

1.3. Research Gap 

Recent studies have explored Digital Twin applications in both manufacturing and education; 
however, most contributions either emphasize conceptual models or depend on high-cost 
implementations [2,13]. There is a clear gap in the development of integrated, low-cost frameworks 
that combine key Industry 4.0 technologies including PLC-based simulation, IoT middleware, ERP 
systems, and artificial intelligence within a unified educational platform. Additionally, limited 
attention has been given to sustainability aspects, such as reducing infrastructure requirements, 
energy consumption, and improving accessibility in engineering education [30–33]. 

1.4. Research Objective and Contributions 

To address these challenges, this paper proposes a low-cost Digital Twin framework for 
sustainable manufacturing education integrating SAP NetWeaver, Node-RED, and AI-based decision 
support. The proposed framework is designed to replicate key aspects of smart manufacturing 
systems while minimizing infrastructure requirements. 

The main contributions of this work are as follows: 
The design of a low-cost Digital Twin framework that integrates simulation, IoT communication, 

enterprise systems, and AI-based decision-making. 
The development of a layered architecture connecting PLC-based simulation, Node-RED 

middleware, SAP NetWeaver (via OData services), and an AI decision support module. 
The introduction of a competency-based mapping that aligns the framework with Industry 4.0 

engineering skills and supports its application in educational environments. 
A sustainability-oriented analysis demonstrates reductions in cost, energy consumption, and 

physical resource requirements compared to traditional laboratory setups. 

1.5. Paper Organization 

The remainder of this paper is structured as follows. Section 2 reviews related work on Digital 
Twins, smart manufacturing, and sustainable engineering education. Section 3 presents the proposed 
Digital Twin framework and its architectural design. Section 4 describes the system implementation, 
including SAP integration, Node-RED communication, and AI-based decision support. Section 5 
introduces the competency-based educational mapping. Section 6 provides a sustainability 
assessment of the proposed approach. Section 7 discusses the main findings and limitations, and 
Section 8 concludes the paper with directions for future work. 

2. Literature Review 

2.1. Digital Twins in Smart Manufacturing 

Digital Twin (DT) technology has become a cornerstone of Industry 4.0, enabling the integration 
of physical and virtual systems for real-time monitoring, simulation, and optimization of 
manufacturing processes. A Digital Twin is generally defined as a dynamic virtual representation of 
a physical system that is continuously updated using real-time data [1,3]. In manufacturing, DTs 
support predictive maintenance, process optimization, and system-level decision-making by 
leveraging data-driven models and cyber-physical system architectures [2,4]. 

Recent studies have highlighted the role of DTs in improving production efficiency and 
flexibility through data fusion, simulation, and machine learning techniques [4,6]. Furthermore, the 
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integration of Digital Twins with IoT platforms and cloud-based systems enables scalable and 
distributed manufacturing environments [3]. Despite these advances, implementing DT systems in 
real industrial contexts remains complex and resource-intensive, which limits their adoption in 
educational settings.  

Recent advances also explore the integration of Digital Twins with big data [34–38], smart 
manufacturing frameworks [35], and Industry 4.0 technologies [36]. 

2.2. Digital Twins in Engineering Education 

The adoption of Digital Twins in engineering education has gained increasing attention to bridge 
the gap between theoretical knowledge and practical skills. Educational platforms based on Digital 
Twins allow students to interact with virtualized manufacturing systems, enabling experiential 
learning without requiring physical equipment [12,13]. 

Learning factories and virtual laboratories have been proposed as effective approaches to teaching 
Industry 4.0 concepts, providing realistic environments for experimentation and system integration [14]. 
However, many of these solutions rely on specialized infrastructure or proprietary software, which can 
limit accessibility. Recent efforts have explored low-cost and simulation-based approaches, but these often 
lack full integration with enterprise systems and real-time data exchange mechanisms [13]. 

Emerging frameworks propose Digital Twin-based learning ecosystems to support scalable and 
adaptive education environments [39]. 

2.3. IoT Middleware and Node-RED in Industrial Applications 

The Internet of Things (IoT) plays a critical role in enabling connectivity and data exchange in 
Digital Twin architectures. IoT middleware platforms facilitate communication between 
heterogeneous systems, supporting interoperability and real-time data processing [18,21]. Among 
these platforms, Node-RED has emerged as a flexible, flow-based programming tool widely used for 
rapid prototyping and integration of IoT applications. 

Node-RED allows the orchestration of data flows between devices, APIs, and cloud services, 
making it suitable for educational and industrial applications. Its visual programming approach 
reduces complexity and enables students to focus on system integration rather than low-level 
programming. Previous studies have demonstrated the effectiveness of Node-RED in smart 
manufacturing scenarios, particularly for connecting sensors, controllers, and enterprise systems [21]. 
However, its integration with ERP platforms in educational Digital Twin frameworks remains 
underexplored. The evolution of IoT in industrial contexts is discussed by Santucci [19]. 

2.4. ERP Integration and SAP-Based Systems 

Enterprise Resource Planning (ERP) systems are essential components of modern manufacturing, 
providing centralized management of business processes such as production planning, inventory control, 
and logistics. SAP-based systems, particularly SAP NetWeaver, are widely used in industry and support 
integration through standardized interfaces such as OData services [23]. 

The inclusion of ERP systems in educational environments is important for exposing students to real-
world enterprise processes. However, integrating ERP platforms with simulation tools and IoT systems 
presents technical challenges, including data synchronization, system interoperability, and security 
considerations. Existing educational implementations often omit ERP integration or treat it as a separate 
component, limiting the realism of the learning environment [22], as explored in machine learning 
applications for sustainable manufacturing [10]. ERP system architectures are reviewed by Gronau [21] 
and critical success factors for ERP implementation are analyzed by Leyh [24]. 

2.5. AI-Based Decision Support in Manufacturing 

Artificial Intelligence (AI) has become a key enabler of smart manufacturing, supporting 
decision-making processes such as demand forecasting, production scheduling, and inventory 
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optimization. Machine learning techniques can analyze large volumes of data generated by Digital 
Twins and IoT systems to provide predictive insights and optimize system performance [25,26]. 

AI-based decision support systems enhance the capabilities of Digital Twins by enabling 
adaptive and autonomous behavior in manufacturing environments. However, the integration of AI 
into educational Digital Twin platforms is still limited, particularly in low-cost settings. Most existing 
approaches focus on either simulation or analytics, without fully integrating AI into end-to-end 
manufacturing workflows [27]. 

The convergence of artificial intelligence and Digital Twins enables advanced predictive and 
cognitive capabilities in manufacturing systems [37,38,44], the role of AI in sustainable 
manufacturing also is highlighted by Wang et al. [29]. 

2.6. Sustainability in Engineering Education 

Sustainability has become a central consideration in engineering education, emphasizing the 
need to develop solutions that are economically viable, environmentally responsible, and socially 
inclusive. In the context of manufacturing education, sustainability involves reducing the reliance on 
physical resources, minimizing energy consumption, and improving accessibility to learning 
environments [30]. 

Virtual laboratories and simulation-based approaches contribute to sustainability by reducing 
the need for physical equipment and enabling remote access to learning resources. However, 
achieving a balance between realism and resource efficiency remains a challenge. Integrating Digital 
Twins with low-cost technologies offers a promising pathway to sustainable education, but 
comprehensive frameworks that address both technical and sustainability aspects are still limited in 
the literature [31–33]. 

Industry 4.0 technologies, including Digital Twins, have been widely recognized as enablers of 
sustainable and resource-efficient manufacturing systems [45,47]. 

2.7. Research Gap Summary 

Based on the reviewed literature, several key gaps can be identified: 

• Lack of integrated Digital Twin frameworks combining simulation, IoT, ERP, and AI 
• Limited availability of low-cost and accessible educational platforms 
• Insufficient integration of enterprise systems (SAP/ERP) in teaching environments 
• Limited focus on sustainability in Digital Twin-based education 

These gaps motivate the development of the proposed framework, which aims to provide a 
comprehensive, low-cost, and sustainable solution for teaching Digital Twin concepts in smart 
manufacturing contexts. 

3. Proposed Digital Twin Framework 

3.1. Design Objectives 

The proposed framework is designed to address the limitations identified in the literature by 
providing an integrated, low-cost, and scalable platform for teaching Digital Twin concepts in 
manufacturing. The main design objectives are: 

• Low Cost: Eliminate the need for expensive industrial hardware by relying on simulation tools 
and open or widely accessible platforms. 

• Integration: Combine key Industry 4.0 components, including PLC simulation, IoT middleware, 
enterprise systems, and AI. 

• Accessibility: Enable deployment in resource-constrained educational environments. 
• Scalability: Allow extension to more complex manufacturing scenarios. 
• Sustainability: Reduce physical resource usage, energy consumption, and infrastructure 

requirements. 
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3.2. Overall Architecture 

The proposed Digital Twin framework follows a layered architecture, enabling modular 
integration of different technologies and clear separation of functionalities. The architecture consists 
of five main layers: 

• Simulation Layer 
• Integration Layer 
• Enterprise Layer 
• Intelligence Layer 
• Educational Layer 

This layered approach is consistent with Digital Twin and cyber-physical system architectures 
reported in the literature [3,4], while extending them to include educational and sustainability 
dimensions. 

Figure 1 illustrates the comprehensive layered architecture of the proposed Digital Twin 
framework. It depicts the seamless integration between the physical simulation layer (Factory I/O), 
the control logic layer (Schneider Machine Expert Basic), and the enterprise ecosystem (SAP 
NetWeaver). Central to this architecture is the Node-RED gateway, which orchestrates the data flow 
and incorporates AI-powered insights through the Gemini AI module, enabling a closed-loop system 
for predictive maintenance and inventory review. 

 

Figure 1. Proposed layered architecture for a low-cost Digital Twin framework. The system integrates a 
simulation environment (Factory I/O and Machine Expert Basic) with an enterprise layer (SAP NetWeaver) via 
an IoT gateway (Node-RED). The data flow illustrates the bidirectional communication between industrial 
control logic and AI-enhanced report generation. 

3.3. Framework Layers 

3.3.1. Simulation Layer 

The Simulation Layer represents the physical manufacturing system through a virtual 
environment. In this framework, PLC-based logic is implemented using simulation tools such as 
Machine Expert Basic, enabling the modeling of industrial processes without requiring physical 
equipment. 

This layer generates real-time data representing machine states, production events, and process 
variables, forming the basis for Digital Twin synchronization. 

3.3.2. Integration Layer (Node-RED) 

The Integration Layer acts as the communication hub of the framework. Node-RED is used to 
orchestrate data flows between the simulation environment, enterprise systems, and AI modules. 
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Through its flow-based programming model, Node-RED enables: 

• Real-time data acquisition 
• API communication (REST/OData) 
• Data transformation and routing 

This layer ensures interoperability between heterogeneous systems, a key requirement in IoT-
enabled manufacturing environments [18,21]. 

3.3.3. Enterprise Layer (SAP NetWeaver) 

The Enterprise Layer provides business logic and data management through SAP NetWeaver. 
This layer manages core manufacturing data, such as: 

• Products 
• Inventory levels 
• Production transactions 

Communication with other layers is achieved using OData services, which enable standardized 
CRUD operations. The inclusion of an ERP system enhances the realism of Digital Twin by 
incorporating enterprise-level decision processes, which are often absent in educational 
implementations [22,23]. 

3.3.4. Intelligence Layer (AI-Based Decision Support) 

The Intelligence Layer introduces AI-based decision support capabilities. This component 
processes data generated by Digital Twin to support decisions such as: 

• Inventory replenishment 
• Production adjustments 
• Demand response 

The AI module can be implemented using rule-based logic or machine learning models, 
depending on system complexity. By integrating AI into the framework, the Digital Twin evolves 
from a monitoring tool to an intelligent decision-making system [25–27]. 

Figure 2 details the operational workflow for product and stock integration within an Industry 
4.0 context. The process begins with a sensor signal from the PLC simulator triggering a "Product 
Production Complete" event, which is then captured by the Node-RED IoT Gateway via Modbus 
TCP. Node-RED performs the necessary protocol conversion and data orchestration to execute 
RESTful OData calls, facilitating real-time updates to the SAP database tables (PRODUCT_DB and 
STOCK_DB) and ensuring data consistency between the manufacturing floor and the ERP system. 

 
Figure 2. Industry 4.0 product and stock integration flow. The diagram details the functional interaction between 
the PLC Simulator and the Enterprise ERP. Node-RED serves as the orchestration hub, executing protocol 
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conversion from Modbus TCP to RESTful OData services for real-time inventory updates and creation of new 
product entries. 

3.3.5. Educational Layer (Competency Mapping) 

The Educational Layer aligns the framework with engineering learning objectives. It defines 
competencies and sub-competencies related to: 

• Industrial automation 
• IoT system integration 
• ERP-based manufacturing processes 
• AI-driven decision-making 

This layer ensures that the framework is not only technically functional but also pedagogically 
meaningful, supporting competency-based education in Industry 4.0 contexts. 

3.4. Data Flow and System Interaction 

The interaction between layers follows a closed-loop Digital Twin cycle: 

1. The Simulation Layer generates process data (e.g., machine status, production output). 
2. The Integration Layer (Node-RED) collects and transmits data to the Enterprise Layer. 
3. The Enterprise Layer (SAP) stores and processes data, updating inventory and production 

records. 
4. The Intelligence Layer analyzes data and generates decision recommendations. 
5. Decisions are sent back through the Integration Layer to update the simulation, completing the 

loop. 

This bidirectional data flow enables real-time synchronization between the virtual and logical 
components of the system, which is a defining characteristic of Digital Twin architectures [3,4]. 

3.5. Framework Advantages 

The proposed framework offers several advantages compared to traditional educational 
approaches: 

• Cost efficiency: Eliminates the need for physical manufacturing equipment 
• Realism: Integrates industrial, enterprise, and AI components 
• Flexibility: Supports different manufacturing scenarios 
• Scalability: Can be extended to more complex systems 
• Sustainability: Reduces energy and material consumption 

3.6. Summary 

The proposed Digital Twin framework provides a comprehensive and integrated approach to 
teaching smart manufacturing concepts. By combining simulation, IoT middleware, ERP systems, 
and AI-based decision support within a low-cost architecture, the framework addresses key gaps 
identified in the literature and establishes a foundation for sustainable engineering education. 
Emerging frameworks for Digital Twin-based learning ecosystems [40] and shop-floor evolution [41] 
have been proposed, while supply chain applications [42] and comprehensive reviews [43] further 
support this domain. 

4. System Implementation 

The proposed Digital Twin framework was implemented using a combination of industrial-
grade and accessible tools to ensure both realism and low cost. The development environment 
integrates PLC-based simulation, IoT middleware, enterprise systems, and artificial intelligence 
within a unified architecture. Specifically, the implementation includes EcoStruxure Machine Expert 
Basic for PLC simulation, Node-RED as the integration hub, SAP NetWeaver as the enterprise system, 
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and Google Gemini for decision support. Communication between components is achieved RESTful 
APIs using OData services, enabling interoperability across heterogeneous systems. This 
combination supports the realization of a complete Digital Twin pipeline, consistent with Industry 
4.0 architecture [3,4]. 

The Simulation Layer was developed using PLC logic to model a virtual manufacturing process. 
The simulated system includes core industrial functionalities such as start/stop control, product 
counting, and alarm handling. These elements generate real-time operational data that represent 
machine states and production variables. The use of simulation instead of physical hardware aligns 
with current trends in Digital Twin-based manufacturing systems, where virtual representations are 
used to replicate and analyze physical processes [1,4]. This approach allows students to interact with 
realistic industrial scenarios while eliminating the need for costly equipment. 

The Integration Layer was implemented using Node-RED, which acts as a central 
communication hub connecting all system components. Node-RED enables real-time data acquisition 
from the simulation layer and facilitates communication with external services through HTTP-based 
APIs. Data generated by the PLC simulation is captured, formatted into structured JSON objects, and 
routed to the enterprise system. The flow-based programming paradigm simplifies the orchestration 
of complex interactions and supports rapid prototyping of IoT-enabled applications. Such 
middleware solutions are widely recognized as key enablers of interoperability in IoT and smart 
manufacturing systems [18,21]. 

The Enterprise Layer was implemented using SAP NetWeaver, which provides enterprise-level 
data management and business logic. A simplified data model was defined, including entities for 
products and inventory. OData services were configured to expose these entities and enable standard 
CRUD operations. Through this mechanism, Node-RED communicates with SAP NetWeaver to 
update production records and retrieve inventory data in real time. The integration of ERP systems 
into Digital Twin environments enhances realism by incorporating business-level decision processes, 
which are essential in modern manufacturing systems [22,23]. 

The Intelligence Layer incorporates AI-based decision support using Google Gemini. This 
component processes data collected from Digital Twin and generated recommendations for 
operational decisions, such as inventory replenishment and production adjustments. The AI module 
receives structured input data from Node-RED and returns responses that can be used to update the 
enterprise system or modify simulation parameters. The integration of AI into Digital Twin 
frameworks extends their functionality from monitoring and simulation to intelligent decision-
making, reflecting current trends in smart manufacturing [25–27]. 

An end-to-end use case was implemented to validate the interaction between all layers. In this 
scenario, the PLC simulation generates production data, which are transmitted to Node-RED and 
subsequently sent to the SAP system via OData services. The SAP system updates inventory levels 
and returns the updated data to Node-RED. The AI module then analyzes the information and 
determines whether corrective actions, such as replenishment, are required. The resulting decisions 
are fed back into the system, completing the Digital Twin loop. This bidirectional data flow ensures 
synchronization between the virtual process and enterprise operations, which is a defining 
characteristic of Digital Twin architectures [3,4]. 

Overall, the implementation demonstrates the feasibility of integrating simulation tools, IoT 
middleware, enterprise systems, and AI within a low-cost Digital Twin framework. The system 
achieves real-time data exchange and supports end-to-end manufacturing workflows without 
requiring physical infrastructure. This confirms its applicability as a scalable and accessible solution 
for engineering education, while aligning with the principles of smart manufacturing and sustainable 
system design [30–33]. 

Simulation-based Digital Twin implementations have been successfully applied to replicate 
shop-floor environments and supply chain systems [41,42,46]. 
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5. Competency-Based Educational Mapping 

The proposed Digital Twin framework is not only a technical solution but also a pedagogical 
tool designed to support competency-based engineering education in the context of Industry 4.0. As 
modern manufacturing systems increasingly rely on the integration of cyber-physical systems, IoT, 
enterprise platforms, and artificial intelligence, engineering graduates are expected to develop 
interdisciplinary skills that go beyond traditional disciplinary boundaries [14,30]. Therefore, aligning 
the framework with clearly defined competencies is essential to ensure its educational relevance and 
effectiveness. 

Competency-based mapping is structured around key domains required in smart 
manufacturing environments, including industrial automation, system integration, enterprise 
resource planning, and intelligent decision-making. These domains reflect the technological pillars 
of Industry 4.0 and are consistent with recent approaches to Digital Twin-based education, which 
emphasize hands-on and system-level learning [12,13]. The framework enables students to engage 
with each of these domains through practical interaction with the system components. 

In the context of industrial automation, students develop competencies related to PLC 
programming, process control, and system monitoring through the Simulation Layer. By designing 
and testing control logic in a virtual environment, learners gain an understanding of manufacturing 
processes and control strategies without requiring physical equipment. This aligns with educational 
approaches that use simulation and Digital Twins to enhance experiential learning in engineering 
[11,14]. 

The system integration competency is addressed using Node-RED as the middleware platform. 
Students learn how to connect heterogeneous systems, manage data flows, and implement 
communication protocols such as HTTP and REST APIs. These skills are critical in IoT-enabled 
environments, where interoperability and real-time data exchange are fundamental requirements 
[18,21]. The visual programming paradigm of Node-RED also lowers the barrier to entry, allowing 
students to focus on system-level thinking rather than low-level coding. 

The enterprise systems competency is developed through interaction with SAP NetWeaver. 
Students gain experience in managing business data, understanding production and inventory 
processes, and interacting with enterprise-level services OData. This exposure is particularly 
valuable, as ERP systems are widely used in industry but are often underrepresented in engineering 
education due to their complexity [22,23]. Integrating ERP into the learning environment enhances 
the realism of the educational experience by connecting technical operations with business processes. 

The AI and decision-making competency are supported through the integration of Google 
Gemini in the Intelligence Layer. Students learn how data-driven decision-making can be applied to 
manufacturing systems, including tasks such as inventory optimization and production planning. 
This aligns with the growing importance of artificial intelligence in smart manufacturing, where 
predictive analytics and adaptive systems are increasingly used to improve performance [25–27]. The 
inclusion of AI also introduces students to emerging technologies and their practical applications. 

In addition to technical competencies, the framework supports transversal skills such as 
problem-solving, systems thinking, and digital literacy. By interacting with an integrated Digital 
Twin environment, students are required to understand the relationships between different system 
components and make decisions based on real-time data. This holistic perspective is essential for 
addressing complex engineering challenges in Industry 4.0 contexts. 

From a sustainability perspective, the competency-based approach reinforces the principles of 
accessible and resource-efficient education. By using simulation tools and software-based platforms, 
the framework reduces the need for physical infrastructure while maintaining a high level of 
technical fidelity. This contributes to sustainable engineering education by lowering costs, 
minimizing resource consumption, and expanding access to advanced learning environments [30–
33]. 

Overall, the competency-based educational mapping demonstrates that the proposed Digital 
Twin framework effectively supports the development of key Industry 4.0 skills. By integrating 
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automation, IoT, enterprise systems, and AI within a unified platform, the framework provides a 
comprehensive learning environment that prepares students for modern manufacturing challenges 
while promoting sustainability and accessibility. 

6. Sustainability Assessment 

The proposed Digital Twin framework is evaluated from a sustainability perspective by 
considering its economic, environmental, and social impacts in comparison with traditional 
manufacturing laboratory environments. Sustainability in engineering education requires solutions 
that reduce resource consumption, improve accessibility, and maintain educational effectiveness, 
particularly in the context of Industry 4.0 technologies [30–33]. 

From an economic sustainability perspective, the framework significantly reduces the cost of 
laboratory implementation. Traditional manufacturing labs require physical equipment such as 
PLCs, sensors, actuators, and production systems, which involve high acquisition and maintenance 
costs. In contrast, the proposed approach relies on simulation tools and software-based platforms, 
including Node-RED and SAP NetWeaver, which are either freely available, educationally licensed, 
or widely accessible. This reduction in infrastructure requirements lowers the financial barrier for 
institutions and enables broader adoption of advanced manufacturing education. Furthermore, the 
modular architecture allows incremental expansion without significant additional investment. 

In terms of environmental sustainability, the framework minimizes the use of physical resources 
and energy consumption. Traditional laboratories require continuous operation of hardware 
systems, leading to energy usage and material wear. By replacing physical processes with virtual 
simulations, the Digital Twin framework reduces electricity consumption and eliminates the need for 
consumable materials. Additionally, the use of virtual environments decreases electronic waste 
associated with outdated or damaged equipment. These characteristics align with sustainable 
manufacturing principles, which emphasize resource efficiency and reduced environmental impact 
[31,33]. 

The framework also contributes to social sustainability by improving accessibility and 
inclusiveness in engineering education. The use of software-based tools enables remote access and 
flexible learning environments, allowing students to engage with Digital Twin systems regardless of 
their physical location. This is particularly relevant for institutions with limited resources or for 
distance learning programs. The integration of intuitive tools such as Node-RED further enhances 
accessibility by reducing the technical complexity associated with system integration. As a result, a 
wider range of students can develop competencies in smart manufacturing and Industry 4.0 
technologies. 

A comparative analysis between traditional laboratory setups and the proposed framework 
highlights key sustainability advantages. Conventional approaches provide high physical realism but 
at the expense of cost, energy consumption, and limited scalability. In contrast, the proposed Digital 
Twin framework offers a balanced solution, maintaining functional realism through integrated 
simulation, enterprise systems, and AI-based decision support, while significantly reducing resource 
requirements. This trade-off is consistent with recent trends in sustainable engineering education, 
which prioritize efficient use of resources without compromising learning outcomes [30–32]. 

Despite these advantages, certain limitations must be acknowledged. The absence of physical 
equipment may reduce exposure to hands-on hardware interaction, which is important in some 
engineering disciplines. Additionally, the implementation of the framework requires initial technical 
expertise in system integration and configuration. However, these limitations can be mitigated by 
combining the proposed approach with hybrid learning models or advanced training modules. 

Overall, the sustainability assessment demonstrates that the proposed Digital Twin framework 
provides a viable and effective alternative to traditional manufacturing laboratories. By reducing 
costs, minimizing environmental impact, and enhancing accessibility, the framework supports the 
development of sustainable engineering education while maintaining alignment with Industry 4.0 
requirements. 
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The Quantifying Sustainability Metrics shown in Table 1 provides a comparative analysis that 
underscores the framework’s alignment with sustainability criteria by evaluating economic, 
environmental, and social dimensions. Economically, the transition from high-capital hardware to a 
virtualized Digital Twin environment reduces CAPEX and OPEX by leveraging open-source tools 
like Node-RED and educational licensing for SAP NetWeaver, effectively democratizing access to 
Industry 4.0 training. Environmentally, the framework achieves a significant reduction in energy 
consumption lowering usage from a multi-kilowatt hardware lab footprint to the fractional power 
requirements of a standard workstation, while simultaneously eliminating physical waste and 
material consumption. Socially, the shift from a fixed physical space to a software-based architecture 
enhances accessibility, allowing for remote, asynchronous participation that is vital for inclusive 
engineering education in resource-constrained contexts. 

Table 1. Quantifying Sustainability Metrics. 

Metric Traditional Lab Environment Proposed Digital Twin Framework 

Capital Expenditure 

(CAPEX) 

High (Physical PLCs, Conveyors, 

Sensors, Robots) 

Zero-Cost (Open source/Education 

Software)  

Operational Expenditure 

(OPEX) 

High (Maintenance, Parts, 

Infrastructure, Software) 
Negligible (Software updates)  

Energy Consumption ~1.5 - 5.0 kW per session (Hardware) ~0.1 - 0.3 kW (Workstation only)  

Space Requirement Dedicated laboratory square footage 
Local or virtualized (Remote access 

capable)  

Waste Generation Potential E-waste from aging hardware Zero physical waste  

7. Discussion 

The proposed Digital Twin framework demonstrates a feasible and integrated approach for 
supporting sustainable manufacturing education by combining simulation, IoT middleware, 
enterprise systems, and AI-based decision support. The results obtained from the implementation 
highlight several important contributions in both technical and educational contexts, while also 
revealing limitations that should be considered for future developments. 

One of the main strengths of the framework is its low-cost and accessible architecture, which 
addresses a critical barrier in engineering education. By replacing physical manufacturing systems 
with simulation tools and integrating platforms such as Node-RED and SAP NetWeaver, the 
framework enables institutions to implement Industry 4.0 learning environments without significant 
financial investment. This aligns with current trends in sustainable education, where resource 
efficiency and accessibility are key considerations [30–33]. 

Another important advantage is the end-to-end integration of technologies, which distinguishes 
this framework from many existing educational approaches. While previous works often focus on 
isolated components such as simulation or IoT systems, the proposed solution combines PLC-based 
simulation, middleware communication, ERP systems, and artificial intelligence within a single 
architecture. This holistic integration provides students with a more realistic understanding of 
modern manufacturing ecosystems, where operational and business processes are tightly 
interconnected [3,4,22]. 

The inclusion of an AI-based decision support module further enhances the framework by 
introducing data-driven decision-making capabilities. Using Google Gemini, the system evolves 
beyond monitoring and control, enabling adaptive responses to production and inventory 
conditions. This reflects the increasing role of artificial intelligence in smart manufacturing, where 
predictive analytics and intelligent systems are used to optimize performance and support decision-
making processes [25–27]. From an educational perspective, this feature exposes students to 
emerging technologies that are becoming essential in Industry 4.0 environments. 
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Despite these advantages, several limitations must be acknowledged. First, the framework has 
not yet been validated through empirical studies involving students, which limits the ability to assess 
its direct impact on learning outcomes. Instead, the evaluation is based on system functionality and 
competency mapping. Second, reliance on simulation may reduce exposure to real hardware, which 
is important for developing certain practical skills. Third, the integration of multiple technologies 
requires a level of technical expertise that may present challenges for instructors or institutions with 
limited experience in system integration. 

In addition, while the framework emphasizes low cost, some components such as enterprise 
systems may still require licensing or institutional access, depending on the deployment context. This 
could affect scalability in certain environments. Furthermore, the AI module, although functional, 
can be expanded to include more advanced machine learning models or domain-specific 
optimization techniques. 

Future work should focus on empirical validation and system expansion. Conducting 
classroom-based studies would provide quantitative and qualitative evidence of the framework’s 
effectiveness in improving student learning and competency development. The integration of 
physical devices, such as low-cost sensors or microcontrollers, could enhance realism through hybrid 
Digital Twin environments. Additionally, extending the AI module to incorporate predictive 
analytics, reinforcement learning, or optimization algorithms would increase the system’s 
capabilities. 

Overall, the discussion confirms that the proposed framework addresses key gaps identified in 
literature by providing an integrated, low-cost, and sustainable solution for Digital Twin-based 
education. While certain limitations remain, the approach establishes a strong foundation for future 
research and development in smart manufacturing education and supports the transition toward 
more accessible and sustainable learning environments. 

8. Conclusions 

This paper presented a low-cost Digital Twin framework for sustainable manufacturing 
education integrating simulation tools, IoT middleware, enterprise systems, and AI-based decision 
support. The proposed approach addresses key challenges in engineering education related to the 
high cost and complexity of Industry 4.0 laboratory environments by providing an accessible and 
scalable alternative that does not require physical manufacturing equipment. 

The framework adopts a layered architecture that connects PLC-based simulation, Node-RED 
as an integration hub, SAP NetWeaver for enterprise data management, and Google Gemini for 
decision support. The implementation demonstrated successful end-to-end integration, enabling 
real-time data exchange and closed-loop interaction between system components. This confirms the 
feasibility of replicating key functionalities of smart manufacturing systems within a fully virtual 
environment. 

From an educational perspective, the framework supports the development of essential Industry 
4.0 competencies, including industrial automation, system integration, ERP interaction, and data-
driven decision-making. Competency-based mapping further ensures alignment with modern 
engineering education requirements, while the use of intuitive and widely accessible tools enhances 
usability in academic settings. 

The sustainability assessment highlighted significant advantages in terms of reduced 
infrastructure costs, lower energy consumption, and improved accessibility compared to traditional 
laboratory approaches. These characteristics position the framework as a viable solution for 
promoting sustainable engineering education, particularly in resource-constrained environments. 

Despite these contributions, the study has limitations, including the absence of empirical 
validation with students and the reliance on simulation rather than physical hardware. Future work 
will focus on validating the framework in classroom settings, integrating hybrid physical–virtual 
systems, and enhancing the AI module with advanced analytics and optimization techniques. 
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Figure 3 presents the experimental validation of the framework through a synchronized multi-
platform demonstration. The figure provides a composite view of the four primary software 
environments operating in real-time: the ladder logic execution in the PLC simulator, the 3D visual 
feedback in the manufacturing simulation, the logic flows within the Node-RED integration hub, and 
the resulting live data reflected in the SAP Inventory Unified Dashboard. This visualization confirms 
the successful implementation of the end-to-end Digital Twin pipeline, proving that production 
events in the virtual environment are accurately recorded and processed at the enterprise level. 

 
Figure 3. Integrated final solution demonstrating a functional Digital Twin loop. The dashboard highlights the 
synchronization between (top-left) PLC ladder logic in Schneider Machine Expert Basic, (top-right) 3D 
manufacturing simulation in Factory I/O, (bottom-left) Node-RED communication flows, and (bottom-right) the 
resulting SAP Inventory Unified Dashboard. 

In conclusion, the proposed framework provides a comprehensive, zero-cost, and sustainable 
approach to teaching Digital Twin concepts in smart manufacturing. It contributes to bridging the 
gap between academic training and industrial practice, supporting the development of next-
generation engineers equipped for Industry 4.0. These findings are consistent with recent studies 
highlighting the role of Digital Twins in enabling intelligent, integrated, and sustainable 
manufacturing systems [43–45]. 
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