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Abstract: In the financial sector, fraud detection tasks have posed a significant challenge to researchers
for a long time, particularly in scenarios characterized by a highly imbalanced dataset. Due to the
rare occurrence of fraudulent activities, unfortunately, significantly imbalanced datasets are common,
leading to the limitations of traditional machine learning models to generalize well on minority
classes. To address this challenge, we introduce GAN_BERT, a hybrid neural framework architecture
that combines Conditional Tabular Generative Adversarial Networks (CTGAN) for synthetic data
generation with a transformer-based Bidirectional Encoder Representations from Transformers (BERT)
classifier. Within GAN_BERT, each component targets on different issues: the CTGAN module
captures intrinsic patterns hidden behind fraud records, then generates high-quality synthetic samples
for training. The data loader module prepares training data and synthetic samples in a stratified
way, which substantially leverages up the model exposure for minority classes. Lastly, the classifier
module learns the tempura relationship among fraud transactions, then identifies the fraud activities
accurately while maintaining low false alarm rate. Running through the benchmark datasets with
other state-of-art models, GAN_BERT demonstrates noticeably improvements in precision, recall and
F1-score for the minority class. We propose this innovative neural network architecture, GAN_BERT, to
be a robust, flexible, and scalable solution for fraud detection tasks especially on imbalanced datasets.
Our research achievements may also be applicable to other domains facing similar challenges.

Keywords: fraud detection; deep learning; GAN_BERT; GAN; transformer; imbalanced data;
financial systems

CCS CONCEPTS
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1. Introduction
As financial systems transition to digital for all, fraudulent activities also become progressively

sophisticated and harder to detect. They can be trained to bypass obsolete machine learning models,
resulting in tremendous loss even if the system fails to detect a single fraudulent transaction [1]. To
mitigate the harm caused by fraud, we exploit a modernized, advanced, and innovative neural network
model to address limitations and accurately identify masked fraudulent activities [2].

There are numerous challenges, particularly in detecting credit fraud activities, faced by re-
searchers when training a model. One of them specifically draws our attention: the scarcity of fraud
records compared to normal transactions. In a real-world scenario, unusual transactions typically
account for a negligible proportion of the dataset, often less than 1% of the total records [3]. Such a
severely skewed dataset impairs the training and evaluation processes of Machine Learning (ML) and
Deep Learning (DL) models because generalized exposure to all classes is key to reducing bias toward
majority classes. This issue is further exacerbated by privacy concerns and compliance regulations
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among financial institutions, which provide few real fraudulent records and restrict the availability of
high-quality balanced data for public research [4].

To address the scarcity issue, one of the oversampling techniques, Synthetic Minority Over-
sampling Technique (SMOTE), has been widely adopted before the model training stage. However,
this type of oversampling technique suffers from some limitations and can easily lead to overfitting.
Details will be discussed later. Furthermore, because SMOTE is constrained by the existing dataset, it
struggles to generate genuinely novel patterns. These limitations can become roadblocks to creating a
high-quality training set for further processes [5,6].

With the motivation to accommodate severely skewed datasets while still making robust predic-
tions, we introduce the novel neural network model GAN_BERT. The GAN_BERT model leverages an
advanced CTGAN adversarial training process to tackle the issue of minority data scarcity [7]. In terms
of classification, the rise of transformer solutions in recent years draws our attention. Although initially
targeting Natural Language Processing (NLP) tasks, transformers have also performed surprisingly
well as researchers expanded their usage to other fields. In this research work, we explore and demon-
strate transformers’ exceptional capabilities as powerful classifiers for financial tabular data against
fraudulent activities. Compared to traditional ML and DL models, the advanced architecture [8],
Bidirectional Encoder Representations from Transformers (BERT), outperforms traditional models in
extracting subtle correlations among features regardless of order, leading to more reliable and accurate
predictions [9]. Furthermore, the advantage of being highly flexible in separating training stages allows
the model to be pre-trained in advance, resulting in a tremendous knowledge base on industry textual
data before being applied to any specific task [10].

This paper is organized as follows. Section II reviews related literature in fraud detection. Section
III introduces the proposed GAN_BERT framework with detailed illustrations. Section IV decomposes
our experiments step by step, including datasets, baseline models [11], experimental setup and process,
and evaluation metrics. Finally, Section V concludes the paper with a summary of findings and
potential directions for future research [12,13].

2. Related Work
The research work in recent years has shown profound breakthroughs in increasing classifier

model performance by learning the hidden patterns of fraudulent activities. For example, building
upon traditional Support Vector Machines (SVM), Zareapoor and Shamsolmoali (2015) introduced an
ensemble approach that combines multiple SVM classifiers and aggregates the decisions to enhance
the prediction accuracy across various datasets [14]. This ensemble framework, as an advancement
of traditional SVM, motivates us to leverage the strengths from different models for an enhanced,
robust, and precise decision. Zhu et al. also demonstrated notable improvements of ensembled SVMs
compared to traditional ones, inspiring this creative methodology for us [15].

With the rise of deep learning, Jurgovsky et al. (2018) proposed a deep learning architecture
applied to sequential credit card transaction data. The model proves its extraordinary abilities to
extract both temporal and spatial dependencies that are crucial in identifying fraud, and consistently
produces high prediction accuracy [16]. This study inspires researchers to take advantage of neural
networks, especially their capabilities to capture complex correlations hidden across credit fraud
transactions. From this groundwork, we extended the thought process to experiment with more
sophisticated models for credit fraud tasks.

The serious class imbalance issue, as mentioned earlier, is a major obstacle for most researchers
when experimenting with new models in credit fraud tasks. Chawla et al. (2002) introduced the
state-of-the-art oversampling technique, SMOTE, to resolve this issue. SMOTE works by interpolating
the minority data points, generating synthetic minority records, and serving these synthetic data points
as a supplemental training set to increase model generalizability. The technique can work, as Douzas
and Bacao (2018) discussed in their work, but it suffers from several limitations. SMOTE’s reliance on
linear interpolations between samples can easily lead to overfitting, as it produces synthetic samples
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that are linearly close to existing points, lacking the ability to capture the true distribution among these
fraud activities and reducing sample diversity [5]. The quality of synthetic data is crucial while tuning
classifier performance because minority data often account for only a small portion of the dataset thus
is sensitive to whether if generated samples can represent the entire minority set or not. To this point,
the research work in [17,18] also inspires us regarding synthetic data preparation.

An alternative approach to synthetic data generation, although initially designed for image
synthesis, entered the financial field with Goodfellow et al. in 2014. They introduced Generative
Adversarial Networks (GANs) to synthesize highly realistic data samples using adversarial training
between a generator and a discriminator [19]. Continuing the success of GANs in multi-dimensional
image data, researchers broadened the boundaries and succeeded in bringing this architecture to other
fields as well, leading to novel models like Tabular GAN (TGAN). The TGAN model is designed specif-
ically to address the unique challenges of structured tabular data instead of image processing [20]. As
demonstrated by Zheng et al.’s research, TGAN has shown considerable promise in generating realistic,
high-quality tabular data because it coordinates adversarial training between two individual neural
networks, which leads to robust generator knowledge that can trick the sophisticated discriminator
under appropriate tuning [21]. The innovative architecture of GAN highlights an alternative way for
us to address oversampling techniques.

Meanwhile, in Ke et al.’s research work (2025) [22], the authors explore the utilization of the
generative model, GAN, for the detection of AI-generated deepfakes and fraudulent activities. They
found that generative models tend to exhibit robust performance even under challenging conditions
such as limited labeled samples and data imbalances, underscoring their remarkable adaptability
and broad applicability. These insights offer us critical guidance for advancing our data processing
methodologies and refining model design strategies.

Building upon these foundational studies, we aim to find a solution that overcomes the minority
class data scarcity issue while preserving the same or even better prediction accuracy compared to other
state-of-the-art models: GAN_BERT. In the following sections, we explore how GAN_BERT functions at
different stages, and how experiments validate the success of this ensemble neural network model.

3. Methodology
This section provides a thorough understanding of the advanced model GAN_BERT in three

primary stages, each of which is explained in detail to describe its architecture and functionality.
Building on the ideas presented in [23], we created a new model that produced outstanding outcomes.
See Figure 1 for the entire workflow. When developing our new models, we also used the method
from [24]. Our method was inspired by a novel approach proposed by Zhao and Gao [25] to address
the problem of the scarcity of balanced datasets by using synthetic datasets.

3.1. Synthetic Data Generation via Conditional Tabular Generative Adversarial Networks (CTGAN)

A discriminator D and a generator G are the two neural network components that make up
the CTGAN model. They train on Dmin in an adversarial environment with tech et at. [20]. The
generator component G(z|c) learns the conditional distribution p(x|c) of Dmin following preprocessing.
Beginning with a Gaussian noise vector z ∼ N (0, I), G seeks to generate synthetic samples x̂ = G(z|c)
that the discriminator D perceives as being identical to real minority instances. We optimize the
generator’s loss function LG in the process of training G in order to maximize the likelihood that x̂ will
be classified as real by D:

LG = −Ex̂∼pg [log D(x̂|c)]

In this case, log D(x̂|c) is the discriminator’s log-likelihood of classifying x̂ as authentic, and pg

indicates the distribution of generated samples.
The CTGAN model comprises two neural network components: a generator G and a discrimi-

nator D, which train on Dmin in an adversarial setup et at. [20]. After preprocessing, the generator
component G(z|c) learns the conditional distribution p(x|c) of Dmin. Starting with a Gaussian noise
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vector z ∼ N (0, I), G aims to produce synthetic samples x̂ = G(z|c) that the discriminator D finds
indistinguishable from real minority instances. During the training of G, we optimize the generator’s
loss function LG to maximize the probability of x̂ being classified as real by D:

LG = −Ex̂∼pg [log D(x̂|c)]

Here, log D(x̂|c) represents the discriminator’s log-likelihood of classifying x̂ as authentic, and pg

denotes the distribution of generated samples.

Figure 1. GAN_BERT model workflow: During model initialization, the built-in CTGAN trains on minority data,
outputting a high-quality synthetic data generator. Majority, minority, and synthetic data are stratifiedly prepared
into small data batches. The pre-trained transformer fine-tunes on these epochs, acquiring the ability to accurately
classify both fraud and non-fraud transactions.

The discriminator D is simultaneously trained to maximize its classification accuracy between
synthetically generated data and real minority data. D optimizes the following loss function after
receiving synthetic samples x̂ ∼ pg from G [26]:

LD = −Ex∼pdata [log D(x|c)]−Ex̂∼pg [log(1 − D(x̂|c))]

Iterative adversarial training allows the discriminator and generator to improve their perfor-
mance, resulting in a high-quality minority data synthesizer G. Compared to traditional oversampling
techniques such as SMOTE, G uses neural networks to capture complex, hidden feature relation-
ships [27]. The ability to delude the robust classifier D validates the efficacy of the synthetic data.
Figure 2 displays the architecture of the CTGAN.

After this initialization phase is finished, the GAN_BERT model has an integrated minority data
generator that can generate high-fidelity, adaptable synthetic tabular data.
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Figure 2. Dataset passes through an embedding layer which encodes non-numeric features commonly found
in tabular data and applies conditional filters. The generator component trains to generate high-quality records
similar to the dataset. The discriminator component learns to accurately identify if the record is synthetic or not.
An adversarial architecture is used to train both components concurrently, improving the performance of each.

3.2. Stratified Data Preparation for Balanced Batch Training

In the second stage, we employ a stratified data preparation strategy, combining real minority
data, synthetic minority data, and real majority data in configurable ratios.

According to empirical evidence, relying solely on synthetic data may result in inadequate
representations, especially when the generated samples lack inherent characteristics of real data. This
hybrid data preparation approach produces outstanding improvements in model accuracy across
both majority and minority classes. Stratified sampling reduces bias towards the majority class, while
incorporating synthetic minority data minimizes overfitting to limited real minority instances. This
results in balanced data batches Bbatch for every training epoch [28,29].

An example of the distribution of the classes in one training epoch is shown in Figure 3, demon-
strating an equal representation of both classes in the batch.

Figure 3. Class distribution in one data batch with rmaj = 3 and rsyn = 2, preparing a balanced dataset across both
classes.
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Let rmaj and rsyn denote configurable ratios relative to the number of real minority samples. For a
sample size N, this data preparation strategy is defined as:

nmin =
N

rmaj + rsyn + 1
,

nmaj = rmaj · nmin,

nsyn = rsyn · nmin,

Bbatch = nmin + nmaj + nsyn

3.3. FinBERT Classifier

In the classification stage, we utilize the transformer-based architecture FinBERT [30] as a robust
fraud detection classifier after preparing training data for each epoch. Because of its capacity for
bidirectional attention, FinBERT not only outperforms traditional transformers in NLP tasks but also
excels in tabular data by identifying subtle dependencies between features, regardless of feature order.
The model’s ability to adapt to tabular datasets makes it essential for fraud detection, as complicated
interactions between transaction attributes can reveal fraudulent activity. Refer to the FinBERT design
architecture in Figure 4.

Figure 4. Each data sample goes through an embedding layer, then is derived into the query Q, the key K, and the
value V. The transformer calculates a self-attention score for the encoded Q, K, and V. The neural network layers
learn intrinsic relationships and temporal factors by adjusting weights. The output passes through the decoder
layer to convert into class 0 (non-fraud) or class 1 (fraud).

For each input sample x ∈ Bbatch, an encoding layer maps each feature into a dense vector space
in order to capture key attributes while maintaining inter-feature relationships. The transformer then
derives three vectors for each sample: the query Q, the key K, and the value V, computed as:

Q = WQx, K = WKx, V = WV x

where WQ, WK, and WV are learned weight matrices specific to the query, key, and value transforma-
tions. This encoding allows the model to calculate the contextual relevance of each feature to other
elements in the transaction.
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Next, the self-attention score Attention(Q, K, V) is calculated by taking the dot product of Q and
K, scaling by

√
dk (the dimension of K), and normalizing attention weights using the softmax function:

Attention(Q, K, V) = softmax
(

QKT
√

dk

)
V

This softmax distribution dynamically adjusts the attention weights, enabling the model to highlight
features most indicative of fraud, effectively capturing relationships essential for identifying fraudulent
transactions.

Following the self-attention and transformation layers, the model’s decoding layers calculate the
final feature representations. For each sample xi in the batch, these representations are run through a
softmax layer to produce the probability of fraud (y = 1) and non-fraud (y = 0):

p(y = 1|xi) = softmax(W · hidden(xi) + b)

where hidden(xi) is the final hidden layer vector for xi, and the weight and bias terms of the final
classification layer are denoted by W and b.

To effectively fine-tune the GAN_BERT model, we apply categorical cross-entropy loss in order to
ensure an optimal performance when doing binary classification tasks. For a batch size N, the loss L is
given by:

L = − 1
N

N

∑
i=1

(
yi log(p(y = 1|xi))

+ (1 − yi) log(1 − p(y = 1|xi))
)

where yi is the true label for xi. We define the above loss function to accurately quantify the distance,
or error, between predicted labels and real ones. During the fine-tuning process, the transformer model
is able to update parameters according to the loss function in a backpropagation manner.

4. Experiments
4.1. Dataset and Baselines

In this research work, we utilize a comprehensive dataset of European cardholders’ credit card
transaction records which cover consecutive days in 2021 and additional supplemented records from
2013. Such a dataset has been widely adopted and proven to be reliable, diverse and representative in
many other noteworthy research works. There are a total of 287,221 transaction records, and two target
classes are identified as either fraud (1) or non-fraud (0). Among all transactions, only approximately
0.216%, 620 records, are the unusual fraud activities, which highlight the severe class imbalance issue
as mentioned earlier. (see Figure 5).

In terms of features, there are a total of 31 features in the dataset that have been pre-processed
with encoded feature labels. Each feature is generated from Principal Component Analysis (PCA)
techniques and labeled with an indicator V1 to V28 to comply with privacy regulations as well as
leverage usability. In addition, 3 special features are annotated with meanings. The ’Time’ feature
records the seconds elapsed between the initial transaction and each subsequent one, the ’Amount’
feature represents the monetary value of each transaction, and the ’Class’ feature denotes whether if a
transaction is fraud (1) or not (0).

Regarding baseline model comparison, we selected several state-of-the-art ML and DL models
which are known for their robust performance in tabular data classification tasks. Before experiments,
we thoroughly validate and fine-tune all baseline models under the same conditions as GAN_BERT.
All models are validated and fine-tuned under the same experimental conditions as GAN_BERT. The
baseline models we used include Light Gradient Boosting Machine (LightGBM), Tabular Network
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(TabNet), Natural Gradient Boosting (NGBoost), Ensemble Support Vector Machine (Ensemble SVM),
and Random Forest Classifier (RandomForest).

Figure 5. Class distribution in the dataset, showing a significant imbalance between non-fraudulent (99.78%) and
fraudulent (0.22%) transactions.

4.2. Outlier Detection

Outlier removal is crucial for guaranteeing robust model performance and improving data quality,
particularly in significantly imbalanced datasets. The dataset becomes more representative of the
underlying structure by removing noise and irrelevant points [31].

Isolation Forest (ISOForest) was used as the outlier detection technique in this study. ISOForest
works effectively with high-dimensional datasets by building random decision trees. Its robustness for
irrelevant features, scalability, and computational efficiency make it a reliable choice for this study [32].
A refined dataset of 284,359 records is obtained after we used ISOForest to find and remove about 1%
of outliers from the non-fraudulent class [33,34].

The effect of outlier removal is illustrated in Figure 6, which displays the PCA-based projections
before and after the outlier removal. The visualization shows how the majority (non-fraudulent) and
minority (fraudulent) classes are better clustered in reduced-dimensional space.

4.3. Experiment Setup

In this section, we interpret the metrics and experimental setup employed to evaluate
GAN_BERT’s performance and its comparison with baseline models.

Evaluation Metrics

The metrics of precision, recall, F1-score, accuracy, and Area Under the Curve (AUC) of the Re-
ceiver Operating Characteristic (ROC) curve are used to assess the model’s performance. These metrics
are widely used in cutting-edge research projects and cover comprehensive aspects of viewpoints in
classification evaluation.

• Precision: Precision measures the proportion of correctly identified positive cases among all cases
that are predicted as positive:

Precision =
TP

TP + FP

where TP and FP denote the number of true and false positives respectively. High precision
indicates few false positives, showing accurate positive identification.
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Figure 6. PCA-based visualization of the dataset before (top) and after (bottom) outlier removal. The two principal
components illustrate how data points are distributed in reduced-dimensional space.

• Recall: Recall, or sensitivity, is the proportion of correctly identified positive cases among all
actual positives:

Recall =
TP

TP + FN

where FN represents false negatives. High recall is critical in fraud detection, reducing the risk of
missed fraudulent cases.

• F1-Score: The F1-score, defined as the harmonic mean of precision and recall, balances these
metrics to evaluate model performance on imbalanced data:

F1-Score = 2 · Precision × Recall
Precision + Recall

• Accuracy: Accuracy, the ratio of correctly classified instances to total instances, provides an
overall performance measure:

Accuracy =
TP + TN

TP + TN + FP + FN

where TN represents true negatives.
• AUC-ROC Score: The AUC-ROC score represents the area under the ROC curve that plots the

true positive rate (recall) versus the false positive rate. It ranges from 0 to 1, a high AUC score
means the model can consistently separate fraudulent and non-fraudulent cases across all possible
classification thresholds. It is particularly useful when evaluating performance on an imbalanced
dataset.
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Experiment Conditions

For this experiment, the test dataset is randomly extracted in a stratified manner to preserve the
original majority-to-minority data ratio. This stratification ensures that the minority (fraudulent) and
majority (non-fraudulent) classes are represented proportionally to the original dataset.

There are two experimental conditions used for the test dataset: one with an imbalanced class
distribution reflecting the real-world data distribution, and one with a balanced class distribution. This
approach is crucial for achieving fairness and meaningful evaluation metrics for both classes. Studies
have shown that using a balanced test set is important for assessing model performance on minority
classes without being skewed by the majority class, particularly in highly imbalanced datasets [35].
Conversely, the imbalanced test set reveals the model’s effectiveness in real-world fraud detection
cases to be captured accurately. This combination of test conditions enables a thorough assessment of
each model’s strengths and weaknesses across both realistic and balanced data scenarios. Each of the
metrics is measured on a per-class basis, generating separate tables for class 0 and class 1 to analyze
model performance on the majority and minority classes respectively.

To ensure accurate performance estimates, all experiments are repeated 10 times with identical
configurations across all models. Average performance is recorded together with its standard deviation.

5. Main Results
The experimental results are presented in two groups: one for imbalanced test data, which mirrors

the real-world distribution of credit card transactions, and another for balanced test data to indicate
unbiased results for both classes.

In the scenario of imbalanced test data, we observe that all models exhibit exceptionally high
accuracy, precision, and recall for the majority class (Class 0). The outcome in Table 1 highlights
a common tendency in fraud detection models, where they prioritize accuracy for non-fraudulent
transactions due to their dominance in the dataset. The ROC curve in Figure 7 corroborates this
finding, with all models displaying strong discriminative power for the majority class. However,
when we examine the performance on the minority class (Class 1), a notable discrepancy emerges in
Table 2. Most models struggle to maintain high recall and F1-scores for fraudulent transactions. The
observation means the challenge of accurately identifying rare fraudulent events within an imbalanced
dataset.

Table 1. Performance Metrics for Class 0 (Imbalanced).

Model Precision Recall F1-Score Accuracy

GAN_BERT 0.998 ± 0.001 0.999 ± 0.001 0.999 ± 0.001 0.997 ± 0.001
LightGBM 0.999 ± 0.001 0.996 ± 0.001 0.997 ± 0.001 0.995 ± 0.001
TabNet 0.994 ± 0.001 0.999 ± 0.001 0.997 ± 0.001 0.994 ± 0.001
NGBoost 0.997 ± 0.001 0.999 ± 0.001 0.998 ± 0.001 0.995 ± 0.001
EnsembleSVM 0.997 ± 0.001 0.999 ± 0.001 0.998 ± 0.001 0.997 ± 0.001
RandomForest 0.998 ± 0.001 0.999 ± 0.001 0.999 ± 0.001 0.998 ± 0.001

Table 2. Performance Metrics for Class 1 (Imbalanced).

Model Precision Recall F1-Score Accuracy

GAN_BERT 0.901 ± 0.057 0.838 ± 0.027 0.862 ± 0.009 0.997 ± 0.001
LightGBM 0.672 ± 0.001 0.893 ± 0.001 0.767 ± 0.001 0.995 ± 0.001
TabNet 0.999 ± 0.001 0.387 ± 0.001 0.558 ± 0.001 0.994 ± 0.001
NGBoost 0.997 ± 0.001 0.683 ± 0.001 0.812 ± 0.001 0.995 ± 0.001
EnsembleSVM 0.999 ± 0.001 0.681 ± 0.006 0.809 ± 0.006 0.997 ± 0.001
RandomForest 0.999 ± 0.001 0.759 ± 0.001 0.873 ± 0.001 0.998 ± 0.001

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 13 June 2025 doi:10.20944/preprints202506.1138.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202506.1138.v1
http://creativecommons.org/licenses/by/4.0/


11 of 15

Figure 7. ROC curves for all models in imbalanced test data. Ensemble SVM not plotted due to package
unsupportability but AUC score is attached below the graph.

In the balanced test dataset, as shown in Tables 3 and 4, we are able to assess model effective-
ness in identifying each class without the influence of imbalanced distribution skewing the results.
Although the balanced dataset mitigates some of the challenges associated with minority class detec-
tion, GAN_BERT continues to outperform in precision and recall for fraudulent transactions, with a
precision of 0.978 and F1-score of 0.909. These results highlight GAN_BERT’s capability to generalize
well across different class distributions, which further proves GAN_BERT is a versatile model with
high classification integrity regardless of dataset imbalance [36].

Table 3. Performance Metrics for Class 0 (Balanced).

Model Precision Recall F1-Score Accuracy

GAN_BERT 0.860 ± 0.019 0.998 ± 0.002 0.929 ± 0.011 0.917 ± 0.014
LightGBM 0.896 ± 0.008 0.983 ± 0.008 0.938 ± 0.007 0.931 ± 0.001
TabNet 0.620 ± 0.001 0.999 ± 0.001 0.765 ± 0.001 0.694 ± 0.001
NGBoost 0.759 ± 0.001 0.999 ± 0.001 0.863 ± 0.001 0.841 ± 0.001
EnsembleSVM 0.750 ± 0.027 0.999 ± 0.001 0.854 ± 0.022 0.832 ± 0.024
RandomForest 0.818 ± 0.008 0.999 ± 0.001 0.900 ± 0.004 0.891 ± 0.006

Table 4. Performance Metrics for Class 1 (Balanced).

Model Precision Recall F1-Score Accuracy

GAN_BERT 0.978 ± 0.036 0.837 ± 0.027 0.909 ± 0.021 0.917 ± 0.014
LightGBM 0.887 ± 0.102 0.868 ± 0.016 0.878 ± 0.018 0.931 ± 0.001
TabNet 0.999 ± 0.001 0.387 ± 0.001 0.558 ± 0.001 0.694 ± 0.001
NGBoost 0.999 ± 0.001 0.683 ± 0.001 0.812 ± 0.001 0.841 ± 0.001
EnsembleSVM 0.999 ± 0.001 0.682 ± 0.023 0.798 ± 0.031 0.832 ± 0.024
RandomForest 0.999 ± 0.001 0.764 ± 0.014 0.874 ± 0.009 0.891 ± 0.006

The ROC curves in Figure 8 for the balanced test dataset reinforce GAN_BERT’s robustness. We
see high AUC score for both GAN_BERT and LightGBM, which signifies superior sensitivity and
specificity across all decision thresholds. In contrast, other models display flatter ROC curves, reflecting
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their relative difficulty in consistently distinguishing fraudulent from non-fraudulent transactions
when tested under balanced conditions [37].

Figure 8. ROC curves for all models in balanced test data. Ensemble SVM is not plotted due to package
unsupportability but AUC score is attached below the graph.

6. Conclusions
In conclusion, the experiment results highlight how GAN_BERT outperforms other baseline mod-

els on accurately identifying fraudulent transactions in both balanced and unbalanced scenarios [38].
Such expertise in classification, especially under a severely skewed dataset results from its innovative
architecture, which combines a synthetic data generator, advanced data sampling techniques, and a
powerful BERT transformer-based classifier together to train a powerful classifier on unbiased data
batches even though the dataset is imbalanced [39]. During the test analysis of non-fraudulent activi-
ties, although all baseline models achieve high accuracy, GAN_BERT consistently outperforms other
models with its higher precision and recall, which means a lower false-alarm rate while preserving
high fraud activity detection accuracy. Such robust performance is especially crucial for real case fraud
detection where even a minor improvement in identifying fraudulent transactions can prevent from
substantial financial loss [40,41].

The value of GAN_BERT architecture extends beyond just performance assessments [42]. Tar-
geting a few minority records, its hybrid architecture addresses fundamental challenges of highly
imbalanced datasets by effectively mitigating the skewed representation of fraudulent instances. In
our research work, the fraud transactions make up only 0.216% of the entire dataset thus leading to
the biased training and evaluating process for baseline models. Through rigorous and well-extended
experiment design, we demonstrate GAN_BERT ability to generalize across different test conditions
underlines its robustness and adaptability [43].

Overall, we introduce GAN_BERT as a breakthrough in fraud detection tasks. Its contributions
extend beyond the research field. In the financial sector, a less false alarm rate means that financial
institutions can significantly improve client experience and customer trust, thus building up a solid
customer group in the market. What’s more, the exceptional fraud detection accuracy of GAN_BERT
model helps fight against crime, protect financial assets, and contributes to a healthier economy in the
world. In terms of academic area, GAN_BERT neural network architecture introduces a transformative
approach by combining generative techniques for synthetic data generation with transformer-based
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models to address data imbalance. This scalable framework not only advances fraud detection but
also establishes a standard for managing imbalanced datasets across various domains.

Future Work: GAN_BERT demonstrates promising capabilities but comes with a high dependency
on training stability and parameter tuning. Instable behaviors are inherent from the adversarial nature
of GAN training, particularly when minority class samples are limited, where two neural networks are
trained against each other and expected to converge together. To this point, optimization techniques
can be further investigated to enhance training generalization and stability. Furthermore, we found
the possibility of automated hyperparameter tuning which could simplify the configuration procedure.
We will continuously enhance GAN_BERT’s stability and adaptability across different domains.
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