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Abstract: The paper discusses the design and modeling of a simple and illustrative hardware kit for
teaching the basics of quantum cryptography to engineering students. The novel solution differs
from those already on the market in that it is focused on familiarising trainees with the physical
principles of quantum key distribution, as well as with the basics of mathematical formalism in
quantum mechanics. This is achieved by using a minimally sufficient set of optical elements with a
simple mathematical description in the Jones formalism. This composition of the kit is targeted
mostly at engineering students and does not require advanced training in physics as a prerequisite.
The configurable architecture of the hardware educational kit contributes to the deeper involvement
of students. By independently changing the modular configuration of the system, students can
conduct experiments that were not directly provided by the developers. For instance, students can
assess the impact of choosing the basic settings of phase retarders on the course of a man-in-the-
middle attack. The proposed amount of mathematical and informational support, as well as ready-
made formal models, is sufficient to reasonably put forward hypotheses for experimental
verification and interpret the obtained empirical data. At this moment, the hardware kit is being
replicated, distributed and successfully applied at universities and companies in the
communications industry. The accumulated experience of educational use testifies to the high
efficiency of the kit as a tool for basic QKD training for people without prior knowledge of quantum
mechanics. A discrete event model simulating the operation of the hardware kit is implemented in
the non-commercial modeling software CPN Tools and is openly distributed.

Keywords: quantum key distribution; BB84; polarization encoding; quantum optics; hardware Kkit;
physics education; quantum skills shortage; Jones calculus

1. Introduction

Quantum information technologies, and quantum computing in particular, have been
developing rapidly in recent decades. [1] For this reason, cryptographic schemes with asymmetric
encryption, which became classic in the 1980s, are expected to lose relevance in the next few decades.
The well-known quantum Shore algorithm is able to provide exponential acceleration for solving
problems of factorization, discrete logarithm and discrete logarithm on elliptic curves, which
compromise almost all currently actively used public key cryptographic schemes as well as electronic
signatures. [2,3] Either reliance on the wider use of symmetric cryptographic schemes or the
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development of asymmetric encryption protocols based on new mathematical principles, such as
error-based learning or lattice-based cryptography, are considered possible solutions. [3,4]

It should be noted, however, that cryptographic attacks on symmetric encryption schemes will
also be affected by the emergence of quantum computers. In particular, the use of quantum search in
an unordered data storage, known as Grover's algorithm, makes it possible to significantly (O(n'?)
versus O(n) for classical algorithms) speed up key searching. [3] Nonetheless, it is possible to counter
this emerging advantage for the attacker by doubling the length of the encryption key. [5] The long-
standing tendency toward the gradual increase of telecommunications devices computing
capabilities leaves an inexhaustible potential to strengthen keys by this mean. [6] For this reason, even
in the context of the predicted leap in quantum computing, attacks on symmetric cryptographic
schemes will not become practical in the coming decades. [5,6]

The main problem in the practical application of symmetric cryptographic systems has always
been and still is the requirement to share a common secret between both parties in information
exchange. The only way to produce a shared secret that is simultaneously secure and practically
feasible is based on the physical principles of quantum mechanics. Quantum key distribution (QKD)
has been developed since the 1980s and is currently becoming an integral and critical element of the
security infrastructure of real-world communication systems. [7] In the near future, we can expect a
further increase in the coverage of quantum networks and an increase in their criticality, up to the
emergence of a global quantum telecommunications network Qinternet predicted in [8].

Despite the recent advances, the introduction of QKD systems into the existing
telecommunications infrastructure is associated with a multitude of challenges, such as technological
[9-12], organizational and economic [13,14]. One of the important challenges for upscaling quantum
networks today remains the lack of human resources capable of effectively running the quantum
communications infrastructure. Due to a lack of sufficient training in the field of theoretical physics,
the operation principles of QKD systems are often counterintuitive and difficult for specialists in
classical communication systems to understand. Lacking a thorough understanding of the physical
foundations behind the quantum protocols and the inherent drawbacks associated with their
implementation can be considered a factor that could affect the security of networks negatively. [10]

The problem described above in a broader context has been labelled the "quantum skills gap"
and is considered an urgent challenge in a number of global and national programs for the
development of quantum telecommunications. [15-17] The issue is exacerbated by the fact that
current telecommunications engineers typically do not receive adequate training in quantum theory
to comprehend the physical principles of quantum information systems. Recent years have seen an
increase in academic efforts focused on addressing the quantum skills gap, with the primary goal of
transforming engineering and technological education at the university level. [18,19] Despite the
necessity for such an approach to shape the future personnel landscape, its implementation will affect
the industry only after a fair amount of time. A possible auxiliary solution, suitable for the field of
quantum cryptography, would be focused ad-hoc training in the field of QKD for already enrolled
students and current telecommunications engineers. This article studies recently developed
educational technologies targeted at familiarizing various target groups with the principles of the
QKD as well as hardware QKD educational kits available on the market.

From our perspective, the range of QKD educational solutions is not complete for two reasons.
On the one hand, the majority of the training materials focus merely on the logical side of the
implementation of the basic QKD protocols, which is clearly separate from the physical information
transmission over a quantum channel. On the other hand, the remainder of the training and research
kits for the QKD are compact but functional systems, requiring extensive theoretical training to
operate effectively.

In this article, we propose an educational solution that, on the one hand, allows one to
conveniently and systematically familiarize themselves with the physical principles of QKD and the
mathematical formalism used to describe quantum optical systems and does not rely on complex
mathematics and quantum mechanics. We consider this solution primarily a tool for the initial
training of current telecommunications engineers, as well as engineering students, prior to practicing
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with more detailed QKD hardware. The experimental operation of the training kit in practical
conditions has proven its efficiency for training and certification exams for telecommunications
engineers without prior experience with quantum information systems.

The remainder of the paper is organized as follows. The next section briefly summarizes the
logical basics of the QKD (using the example of BB84), discusses the educational technologies
associated with the QKD training, and reviews a few well-known hardware QKD kits available on
the market. The third section provides a functional diagram of our hardware kit as well as a simple,
yet sufficient, formal description of its components based on Jones calculus. The fourth section
presents a mathematical justification for the selection of phase retarders consisting of sequentially
placed half-wave and quarter-wave plates, as well as describes the key design features of the
hardware kit. The fifth section discusses the competitive features of our solution and shares the
experience of its practical application in real-world cases. In the concluding section, we address the
prospects for further development of our solution as well as the problem of QKD education in
general.

2. Related Work

Specialized literature notes that despite all the accomplishments and undisputable success of
quantum theory over the past hundred years, it is still characterized by exceptional conceptual
complexity and is considered as a difficult thing to understand. [20-23] The systematic study of
quantum mechanics is usually done at the university level in a set of special science disciplines, and
is rarely done outside of them. This is becoming an urgent problem due to the drastic increase in the
applied value of quantum mechanics observed in recent decades.

The current progress in the field of quantum computing, since its first practical instantiation in
the late 1990s, has given impetus to the unprecedented development of quantum and post-quantum
cryptography. [24] At this moment, QKD systems are already in the phase of extensive introduction
into the current communication infrastructure. The rate and efficacy of the QKD system application
are contingent upon the proficiency of the engineering personnel accountable for the general
operation of communication systems. Eliminating the gap in the competencies of telecommunications
engineers in the field of quantum mechanics is a pressing problem that requires a comprehensive
approach to its solution. One of the key aspects of its solution is the development of new educational
technologies applicable to training both students and practitioners.

2.1. BB84 QKD Protocol

The first BB84 QKD protocol was proposed by Bennett and Brassard in 1984 in [25]. To date, it
is the most widely used both in practical applications [26] and in educational ones [27]. The advantage
of the BB84 protocol is the relative simplicity of the underlying formal model. A detailed description
of the protocol and the details of its practical implementation can be found in [28]. Further, we
provide only the basic information essential to describe and reproduce the physical transmission of
quantum states with polarization encoding.

The protocol uses four different quantum states of photon polarization. Further, these states are
provisionally designated as follows
e  horizontal polarization |H);

e  vertical polarization |V);
e diagonal polarization |D);
e anti-diagonal polarization |A).

These states are mutually orthogonal within a pair (|IH) and |V}, D) and |A)), conveying that they
can be reliably distinguished when selecting the correct analyzer. Each of the two analyzers used in
the protocol is characterized by a basis (HV or DA), which determines the quantum states that can be
reliably distinguished with it. The four operational polarization states are selected in a way that
makes it impossible to distinguish the orthogonal states within other pair when an incorrect analyzer
is used. That is, for instance, a transmitted photon in state |H) is equally likely to be registered with
the analyzer DA as a photon in state |[D) or as a photon in state |A). The last feature, in combination
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with the quantum no-cloning theorem, is the physical mechanism that ensures the security of data
transmission. [25]

The transmission of photons via a quantum communication channel is the capital stage in the
key distribution. A binary value is assigned to each of the polarization states of the received photons,
for instance, |H) and |D) can be registered as 0, and [V) and |A) as 1. The transmitting side (Alice)
sends a photon to the receiving side (Bob) in one of four possible polarization states. The choice of
four states implies that Alice chooses both the binary value and the basis of the analyzer, which Bob
should register the photon with. It is assumed that the state of the transmitted photon is randomly
selected by the sender. In his turn, Bob is independent of Alice and randomly selects one of the two
analyzers and registers the polarization state of the received photon. Depending on the choice of the
state of the transmitted photon by Alice and the choice of the analyzer by Bob, various situations are
possible, as shown in Table 1. Those accepted bits in which the bases of Alice and Bob coincide are
known to both participants of the exchange and will be used further to produce the key material.

Table 1. Possible scenarios for data transmitted and received via quantum channel in BB84.

Alice’s Choice Bob’s Choice Received State Received Bit Bases Compliance
|H) HV [H) 0 OK
(0B HV) DA |ID) or |A) Oorl X
V) HV V) 1 OK
(1BHV) DA ID) or |A) Oorl X
D) HV |H) or |V) Oor1l X
(0B DA) DA ID) 0 OK
|A) HV |H) or [V) Oorl X
(1B DA) DA |A) 1 OK

It should be noted that after the transmission of photons via the quantum channel, the data
exchange within the instance of the protocol does not end. The generation of the key material requires
a subsequent message exchange over the classical communication channel. In particular, in order to
sift through the bits in which the bases do not comply, both parties are having to share with a peer
the information regarding the bases they have chosen. Several more messages are used to estimate
the bit error rate in the sifted bits and reconcile the key material. There is no interest in the content of
messages transmitted over the classical channel and accompanying data processing in the framework
of this paper. [26,29]

2.2. QKD Education

Over the last few years, educational technologies aimed at honing students' quantum skills have
been intensively developed. The key trends in quantum education are the high interactivity of
educational materials and their visual clarity, which are required to reach an expanding audience of
trainees. To attain interactivity, both specially designed virtual environments [30-32] and physical
kits are used [33-36]. Research papers consider QKD as the main subject of study [31,32,35,36] and as
a demonstration of a real-world application of quantum mechanics, that is being studied in a broader
context [20,37,38]. A significant number of research is devoted to introducing the concepts of
quantum mechanics to an audience without a sufficient background in theoretical physics, including
high school students [20,31,35,36,38,39]. Nevertheless, some educational solutions are targeted at a
broader set of professionals, including those specializing in telecommunications and information
security. [27,30,37]

Primarily, the BB84 protocol or its variants are used in the reviewed studies. In almost all cases,
the formal aspect of the protocol (such as the choice of bases or message processing) remains
unchanged. The physical aspect of the protocol, namely the information exchange over a quantum
channel, could be implemented at different levels of detail. Thus, in [20] and [31,32] there was no
intention to reproduce the photon exchange in a physically accurate way. In [37], somewhat
simplified but physically accurate reproductions of real QKD systems are used. Intermediate
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solutions that imitate single photons with short light pulses are also widely presented. [33,35,36]
Despite the fact that, for obvious physical reasons, no cloning could not be reproduced for such
signals, it can be reproduced schematically or with a software in a lab kit. In [35], violations of this
physical principle are used to demonstrate a side channel attack. The works [34,38] use commercially
available QKD emulators, which are discussed further.

Along with the BB84 protocol, the E91 protocol [40], based on the effect of quantum
entanglement, is a popular educational implement. In case of E91 kits, the cryptographic system
usually serves as a visual demonstration for the Einstein-Podolsky-Rosen paradox. [30] As with BB84,
both virtual solutions [30] and more physically accurate kits with beta barium borate crystals are
available. [39]

We consider hardware kits imitating single photons with light pulses to be the most practical
solution to the problem of the basic preparation of specialists for their subsequent training with more
detailed QKD systems. An important prerequisite for such a conclusion was the fact that the physical
operation of such a hardware can be adequately described using mathematical formalism, which is
widely used in other engineering disciplines and is so familiar to trainees.

2.3. Hardware Educational Kits

The range of hardware kits available on the market, designed specifically for QKD education, is
limited at this time. As we have noted above, for this reason, virtual emulators and fully functional
equipment are widely used for training purposes.

The problem with the virtual solutions is that all physical processes are mathematically modeled,
often not in the most physically accurate way. At the same time, software visualization of physical
light transmission is not always graphical and clear, since it is considered mostly an addition to the
formal description of the system. The description itself is based on the notation of quantum
mechanics and is comprehensible only to a restricted audience with a background in theoretical
physics.

Hardware solutions based on telecommunication equipment usually utilize optical fiber lines
and operate at wavelengths beyond the visible spectrum. The latter has a negative impact on the
clarity of physical transmission for the audience. Due to the complexity of the full-featured practical
QKD equipment, in the educational settings it is often considered a black box by trainees, so it does
not make an efficient supplementary material to the basic training. From our perspective, such a class
of hardware is absolutely essential at the stage of honing practical skills for operating QKD systems,
but it is redundant and ineffective at the stage of mastering the physical basics of quantum
cryptography.

Rare exceptions that differ from the above-mentioned classes of education kits are represented
by the following solutions:

e EKPQC Quantum Cryptography Educational Kit by S-Fifteen Instruments [41],
e  quED-QKD by qutools [42]
¢ QC Analogy Demonstration Kit by ThorLabs [43].

ThorLabs kit uses pulses of visible light to simulate single photons in data exchange over a
quantum channel. It makes physics somewhat simplified but easy to comprehend and also makes
data transmission easy to follow. Another feature of the solution is that it is based on manual
configuration of optical components within the provided hardware set. On the one hand, this makes
solutions flexible and potentially fitting to a wide variety of educational tasks, however, on the other
hand, it requires qualified educators to design training activities and demonstration settings. The
latter somewhat limits its applicability to dedicated university courses.

The qutools kits differ from the ThorLabs kits in that they have software-controlled actuators
that allow one to automatically configure optical components for a basic set of training or
demonstration scenarios. Other features of this solution are that it reproduces physical processes with
very high accuracy and is able to produce entangled photon pairs. These merits make quED-QKD
one of the best commercially available educational kits that could be applied to academic research in


https://doi.org/10.20944/preprints202401.1754.v1

Preprints.org (Www.preprints.org) | NOT PEER-REVIEWED | Posted: 24 January 2024 doi:10.20944/preprints202401.1754.v1

the field of quantum cryptography. Nonetheless, the control tools and visualization tools are geared
towards specialists and thus pose a challenge for untrained students.

The S-Fifteen Instruments kit, as well as ThorLabs kit, simulates single photons with visible light
pulses. At the same time, just like quED-QHD, it has the means to automate the configuration of
optical components. A unique feature of the solution is that the classical channel is physically
implemented as an infrared interface within the hardware. This kit physically models data exchange
outside the initial photon exchange phase. That level of detail makes the solution restricted to the
simulation of the BB84 protocol. There is also no possibility of arranging changes to the set of states
of polarization used in exchange via the optical channel.

Figure 1. Commercially available hardware kits for QKD education: (a) EKPQC Quantum
Cryptography Educational Kit [41]; (b) quED-QKD [42]; (c) ThorLabs QC Analogy Demonstration Kit
[43].

3. Materials and Methods

When creating the educational kit, we elected a variant that simulates the transmission of
photons by light pulses (such as the QC Analogy Demonstration Kit or EKPQC Quantum
Cryptography Educational Kit). To manipulate the polarization, we used an optical system of two
wave plates proposed in [44]. Similar yet less complex hardware solutions were designed and studied
in [35,36] and [33]. Our QKD kit physically simulates the quantum channel of protocols with
polarization encoding.

The light pulses are formed by a monochromatic laser and propagate freely in the air. The
probability of bit error (BER) close to zero under normal operating conditions due to the small
distance between the laser and the photoreceivers and the excessive pulse energy. Since the hardware
has a training purpose, it cannot be considered a full-fledged QKD system. The optical pulses are not
secure from interception by an attacker using a translucent mirror, as well as from other basic attacks.
[45] The way the kit is designed allows one to simulate the impact of an active of passive attack, as
well as signal contamination within the optical path.
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3.1. Functional Diagram of the Hardware Kit

A functional diagram of the hardware is shown in Figure 2. In the two-party configuration, the
kit is composed of two nonidentical modules. Alice's module includes a laser with a linear polarizer
(LP) and polarization rotator (PRA). Bob's module includes an identical polarization rotator (PRB), a
polarization beam splitter (PBS), two diode detectors (VDA, VDA) in photovoltaic mode. The
polarization rotators consist of two wave plates used as phase retarders. The receiver and transmitter
are controlled by a shared microcontroller, which also performs the interfaces function to a personal
computer. The microcontroller initiates the emission of the laser pulses, manipulates both
polarization rotators and registers the electrical voltage on the receiver's photodiode. When
additional modules are introduced into the kit, for instance, one that simulates an active attack (Eva
module), it has a separate microcontroller that is linked to the primary one.

Photovoltaic converter A

to PC
(VDA)

|l> Microcontroller
Alice's Compound Bob's Compound
g : Polarization Rotator Polarization Rotator
Pulsed Laser  Linear Polarizer

(LS) (LP) (PRA) (PRB)

v

Polarizing Beam Splitter ~ Photovoltaic converter B

PBS; VDB
Half-wave Plates Quarter-wave Plates ( ) ( )

Figure 2. Functional diagram of the proposed hardware educational kit.

3.2. Jones Calculus

Jones calculus is a convenient mathematical tool that is used to formally define the principles of
optical signal transformation in an optical transmission channel. The foundation of this mathematical
approach was proposed by R. Clark Jones in back in 1941 and since is being actively developed. [46-
48] Currently it is applied in quantum cryptography [49] and beyond it [47,48,50]. To date, its
numerous extensions and generalizations are suggested as for light beams with inhomogeneous
polarization [47], or for vortex beam transformations [48].

We elected to use Jones calculus because of its relative simplicity, which makes the entry
threshold minimal for students. Classical Jones calculus is exclusively based on matrix algebra and
the formal analogy between complex numbers and planar rotating vectors. Such mathematical
concepts are widely used in various branches of engineering, in particular in electrical engineering,
control theory and communication theory, and are familiar to enrollees.

Widely known that light is a transverse electromagnetic wave. Considering monochromatic
wave, that means, the vector of the electric field E(t,z) with incrementing time ¢ draws some closed
shape in a plane z = zo perpendicular to the direction of wave propagation. The shape of this drawn
planar figure is uniquely determined by the intensity level of light and its polarization. [50] For
demonstration, the spatial trajectory drawn by the vector E and the corresponding projection shape
onto the transverse plane is shown in Figure 3.
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(a) (b)

Figure 3. Elliptically polarized monochromatic electromagnetic wave, which is defined by the Jones
vector J (o, Af), o = m/4, Af = n/4: (a) projection of the electric field on a transverse plain (z = zo); (b)
section of spatial trajectory of the electric field (t = to).

Formally, a monochromatic light wave that propagates in the positive direction along the z axis
can be defined as [51]

o 2
E -e%.e\°

E(t,z)= [&mﬂ] , 1)

iy,
Ey €% e

0

where Ex, Ey are components of the electric field vector in a transverse plane; ¢z, yare the initial phase
shifts of the components; o is the wave frequency; ¢ the speed of light.

The third dimensional coordinate in (1) is trivial and of no interest for further consideration.
Having excluded it, we transform (1) to the form

S0
E(t,z)=E-ei’(""°°")( cos (0 Je(” ], ()

sin(ot)- €™
where

E, =cos(a)-E,E, =sin(a)-E,

0,=0, ¢, =0+A¢.

The last multiplier in (2) is accountable for the spatial distribution of the oscillations. To formally
define polarization, it is enough to consider an arbitrary point on the trajectory, as z=0. For simplicity
of notation, we will also omit the multiplier e«. Then (2) will take the following form

E=E-e“”( cos(0) J 3)

sin(ot)- €

The last two-dimensional multiplier in (3) is fully responsible for the polarization state of the
wave and is named the Jones vector (J). [51] It is obvious that in the proposed form, the Jones vector
has a unit metric |J] = 1. In this case, the intensity of light I is exclusively determined through the
amplitude of the electric field E
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[ o< E?,

where symbol « denotes proportionality.

The coordinates of the Jones vector are associated with two invariant and extrinsic (relatively to
the hardware) principle states of polarization (PSP). Since PSPs form a basis in two-dimensional
space, any arbitrary Jones vector can be represented as a linear combination of PSPs

cos (o)
i-AQ

J(oc,A(p)z(

sin(ot)- ¢ J:COS(OL)'Jx"‘Sin(O‘)'ei'A(P'JYr 4)

where Jx, Jy are mutually orthogonal PSPs.
All basic optical transformations according to the Jones formalism are specified as multiplying
the transfer function of the TF4 transformation by the input electrical field vector Ein defined by (3)

Eout = TFA ><]Ein 4 (5)

TF, =k, M,, (6)

where ka is the scalar complex-valued factor; M is the complex-valued Jones matrix.

As far as the proposed kit uses polarization states for encoding, for the sake of simplicity of a
formal description, we further neglect alterations in intensity and phase shift within the optical
channel. Therefore, instead of (5), we will use

g, =M, xJ,

out in’

where Ji,, Jo: are the states of polarization of the input and output optical signals, respectively.

The sequence of consecutive transformations of the polarization state, which are described by
the series of Jones matrices Ma, Ms, Mc can be represented by one equivalent transformation with the
matrix Me

My =M.XM,xM,. (7)

All optical transformations used in Figure 2 could be divided into two classes: polarization
filtration and polarization alteration without introducing attenuation. In the latter case, the Mr
transformation matrix is unitary and satisfies the following equation

M, xM,=U, (8)

where symbol T denotes matrix conjugate transpose; U is the identity matrix.

The transfer functions of the basic optical components are well known and described, for
example, in [51]. In further sections, only the components that used in our solution are discussed in
the needed details.

3.3. Bases in Polarization Encoding

As we have addressed before, protocol BB84 with polarization encoding requires discriminating
four states of polarization |H), |V), |D), |[A) which constitute two bases (HV, DA) which are not
orthogonal one to another.

Let us assume that the "horizontal" polarization state |H) is described by the arbitrary Jones

vector
cos(t)
H)y=J, = N
| > " [sin(oc)-e"A‘pJ
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In this case, the befitting "vertical" polarization |V) can be determined with the condition of
vectors orthogonality
v|H)y=J,"xJ, =0.
So we have

)25 )

An appropriate non-orthogonal basis constituted of "diagonal" |D) and "antidiagonal" [A)
polarizations can be made based on the following equality

(o) =Ko=Kl )] =[] = V5 ©)

According to (9), the modules of all projections of the vectors Jp and J4 on the vectors Jy and Jy
are numerically equal. This means that the corresponding complex values of the projections are the
coordinates of the vectors Jp, J; in the basis of the vectors Jy, Jy. That is, up to a complex scalar
multiplier with a single module, representable as

|D)=%/§~|H)+%/§~e’”% vy,
4= Yl Y e )

where Qp, Qa are real values. In order for |D), |A) to form a basis, it is sufficient and required that the
representation of |D), |A) in the basis of |H), |V} are linearly independent. This means that condition
Qa=Qp + t must be true. Since any of the bases formed in this way is equally fitting, we are free to
assume that Qo = 0 for simplicity. In this case, (10) will take the form

|D>=%/§‘|H>+%/§'|V>'
|A>:%/§’|H>‘%/§'|V>'

Before proceeding to the definition of optical components and corresponding transformations
in the Jones formalism, it is essential to focus on the properties of polarization rotators which alter
states of polarization without introducing attenuation to the signal. As we have already noted, the
matrix Mr of such transformations satisfies (8), therefore, its columns are orthogonal vectors. [51]
That means that for PSPs Jy, Jy

(10)

(11)

J, %, =0, (12)

Jy =M, XJ,, J, =M, xJ,.

Using the linearity of matrix multiplication, as well as (12) and (4), we can easily show that the
transformations of polarization rotators preserve the mutual relation between the polarization states
represented at their inputs. Thus, the use of a polarizer to mutually orthogonal states |H), |V) will
result in another pair of mutually orthogonal states |H’), |V’). In the same way, that kind of
transformation will preserve ratios defined in (11) for all four possible states [H'), [V"), ID’), |A’).

3.4. Optical Components

The kit uses a linear polarizer (LP), a PBS, half-wave plates (HW), quarter-wave plates (QW). A
formal description of these components introduced further.
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3.4.1. Linear Polarizer

An LP is an optical filtering device capable of passing the polarization component that is parallel
to its optical axis and completely absorbing the orthogonal component. [51] For this reason, the state
of polarization of the optical signal at the output of an LP is determined exclusively by the properties
of the component itself and does not depend on the state of polarization of the input signal

; _(COS(@)J o
our — > IN s

sin(6)

where 0 is the angle between the axis of transmission in LP and the PSP Jx.
The light intensity at the output is dependent on both the input polarization and output
polarization. The complex attentuation rate is defined as the projection of Jour on Jiv

fyp = X g (13)
Considering (4), we transform (13) to
ky» = cos()-cos( o) +sin(6)-sin (o) - (cos(A) +i-sin(Ag)). (14)
If we bind the PSP Jx to the transmission axis of LP so (Jour = Jx), then (14) will be written as
keyp = cos (@) (15)

The LP in the scheme in Figure 2 is used to get rid of the possible deviation of the polarization
state of the light at the LS output. To estimate the pulse intensity lo after LP one can take pulse
intensity produced by LS as Irs and multiply by with (15)

Iy=kyp 1.

3.4.2. Polarizing Beam Splitter

The PBS partially transmits and partially reflects the light incident on it. The ratio between the
intensity of transmitted and reflected beams is determined by the polarization of the incident light.
Formally, this component can be defined as a pair of LPs placed on parallel branches in data flow
diagram. The transmission axes of the LPs are mutually orthogonal. Therefore, the PBS physically
decomposes the input Jones vector Jiv into the basis of linear polarizations J*our, Jfour

i cos(0) g —sin(0)
T sin(6) 7" | cos(8) )
where 0 is the angle between the transmission axis and PSP Jx. The corresponding attenuation rates
are defined by

kpgs = cos(8)-cos( o) +sin(6)-sin (o) (cos(A@) +i-sin(A)),
(16)
kour =—sin()-cos( o) +cos()-sin (o) (cos(Ap)+i-sin(A)) .

If we place PBS in a way that its axis transmission axis coincides with the transmission axis of
the LP, so Jour = Jx, JPour = Jy, then (16) will be written as

ks =cos(at), koyr =sin(oc)~(cos(A(p)+i-sin(A(p)) ) (17)

3.4.3. Half-Wave Plate

A HW plate is used to alter the polarization state without changing the intensity of the signal
itself. Here and after, we neglect the optical losses that appear due to reflection from the surface of
the plates' material. Structurally, HW plate is a thin piece of birefringence material. The difference in

doi:10.20944/preprints202401.1754.v1


https://doi.org/10.20944/preprints202401.1754.v1

Preprints.org (Www.preprints.org) | NOT PEER-REVIEWED | Posted: 24 January 2024 doi:10.20944/preprints202401.1754.v1

12

refractive indices associated with the two orthogonal axes within the plate introduces the phase shift
between the orthogonal components of the electric field. The latter leads to an alteration in the state
of polarization of the light on the backside of the plate.

The thickness of the HW plate is selected in such a way that the phase shift between the light
components polarized along the fast and slow axes of the element is equal to 7.

The transfer function of the HW plate is defined by the Jones matrix [51]

cos(2-0) sin(2-8) ]

Hw ( ):[sin(2~9) —cos(2-0) (18)

where 0 is the angle between the fast axis of the plate and PSP Jx.

Regardless of 0, the matrix (18) satisfies (8) and is unitary. Assuming that the light at the front
side of the plate is linearly polarized and its state of polarization is defined by Ji, then the light at
backside of the plate will also be linearly polarized, so

cos(2:0) sin(2-0) ]X(cos(a)],

JOUT:HW(G)XJIN:(SHI(Z'O) —COS(Z'O) SiH(OC)

o =[cos(2-e—a)]{cos(owz(e—a))} 19

sin(2-0—a) ) | sin(o+2(0-o))

3.4.4. Quarter-Wave Plate

A QW plate does not differ much from a HW plate in its design or principle of operation. The
only essential difference is that the plate thickness is selected in such a way that the phase shift
between the light components polarized along the fast and slow axes of the element is /2. That
normally means that QW plate is about two times thinner than HW plate. The transfer function of a
QW plate without considering a complex scalar is defined as [51]

cos’ (8)+i-sin’(0) (1—i)-sin(9)~cos(0)] )

(1—i)-sin(0)-cos(8) i-cos’(0)+sin’(0) (20)

QW(9)=[

where 0 is the angle between the fast axis of the plate and PSP Jx. Matrix (20) satisfies (8) and is
unitary.
3.5. Simulation of Detectors

To simulate the behavior of photon detectors in real-world system, we have used a pair of diodes
in photovoltaic mode (VDA and VDB in Figure 2). The energy of the light pulse after the PBS falls on
two photodiodes and is converted into an electric voltage by means of a transimpedance amplifier.
[52] The operating point of the photovoltaic output characteristic of the converters is selected in such
a way as to ensure the linear dependence between the voltage V and the intensity I of the received
light pulse

V=k,I.

Let us assume that the light intensity at the PBS is Irss, so we can estimate the voltage V4, V? at
the output of photovoltaic converters

2 2
vi= kp '|k;135| A s Ve = kp '|k1€33| A s - (21)
Considering (17), we then transform (21)
VA =k, -cos(0) - Lgg, V2 =k -sin () - L . (22)

The voltages V4, VB are supplied to analog-to-digital converters (ADCs) of the microcontroller.
Further, the following simple algorithm is used to determine the active detector:
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1. uniformly distributed U(0,1) real value R is randomly generated;
detector A is considered active when the following condition is true

VA

In terms introduced in Table 1, the triggering of detector A can be considered the registration of
a zero bit. Similarly, the triggering of detector B is the registration of a unit bit. From the equations
above, it is easy to show that

P(4) = cos () .’P%, P(B)=sin(a) .’P% . 23)

The last multiplier in (23) in the logic of the analogy can be interpreted as the probability of
"photon loss". The difference between Irss and lo may be due, for example, to the presence of an
eavesdropper in the channel executing a passive attack with a semitransparent mirror. In this
scenario, the voltage value kp-Io can be measured prior to the introduction of the attacker into the
model. In different cases, an alternative way to get the denominator kp-lo = VA+V? can be applied.

4. Modeling and Designing

This section discusses the principles of manipulating the states of polarization with compound
polarization rotators (PRA and PRB). In addition, we describe some essential aspects of the hardware
design of the kit and, in particular, the positioning technique for wave plates. The final part of the
section presents the virtual implementation of the described model in the CPN Tools simulation
environment.

4.1. Flow Diagram

Figure 4 shows a data flow diagram that uses the notation introduced in the previous section.
The PRA manipulates the polarization state of the transmitted light pulse. The LS signal is sent to the
PRA via an LP, and its state of polarization always corresponds to one of the PSPs. Within the
compound rotator PRA, there are two wave plates with electrical drives and angular position sensors
each. Both HW and QW plates are controlled independently. So the polarization of Alice's signal is
set by positioning the HW and QW within PRA at angles 04, ya correspondingly. Similarly, the choice
of the Bob's basis is made by rotating the PRB plates at angles 0s, ys. Then the signal is decomposed
by PBS into the PSP basis and converted to electrical voltage by VDA, VDB. Depending on the rising
at the output of the converters, the microcontroller registers one of the detectors as active.

Figure 4. Data flow diagram of the kit.

The control of the angular position of the plates during the transmission session, that is,
generating the setpoints for electrical drives, is carried out by the microcontroller in automatic mode
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or guided mode. The principal configuration, including the selection of polarization bases, is done by
the user via software on a personal computer.
4.2. Compound Rotators Transfer Function

The compound polarization rotators on the receiving and transmitting sides are comprised of
half-wave and quarter-wave plates sequentially placed in the path of light. According to (7), the
rotators transfer function can be defined as

PR(6,y)=0W (v)xHW (9). (24)

Since the states of polarization of the light at the frontside of PRA and at the backside of PRB are
unchanged and therefore bound to the PSPs, so it shall be

PR(8,,Y,)xXPR(0,,v,)=U, (25)

where 04, ya are angular positions of HW and QW plates at transmitting side; Os, ys are angular
positions of HW and QW plates at receiving side.

As long as matrices (18) and (20) are both unitary, so are their products. Therefore, for (25) we
have

PR(8,Y)" = PR(6,Y)".

In order to get the angular positions of the plates required to inverse the transformation, let us
make the equation

PR(6+A8,y+Ay) = PR(8,7)', (26)

where AO, Ay are extra rotations of HW and QW plates respectively.

Taking (26), we can produce a system of four equations by equating the corresponding elements
of the matrices. Using the symbolic processor of the Mathcad Prime 5 for trigonometric
transformations, one can verify that AO = n/2, Ay = 2+(0-y)+n/2 turn (25) into an identity.

Thus, in order to ensure (25), one only needs to select

0,=0,+1/2, v,=v,+2:(0,-7,)+n/2, VO,7,. (27)

4.3. Managing Bases in BB84

The implementation of the BB84 protocol with polarization encoding requires the choice of one
of the four polarization states by Alice and the choice of one of the two bases by Bob. In our scheme,
phase rotators are used to manipulate polarizations on both sides.

4.3.1. Manipulations with Rotator on Alice’s Side
State of polarization Ja of the light at the input of the optical channel is defined as
J,=0OW(v,)xHW(6,)xJ,.
Assuming 04 = 0o, ya =0 we consider
|H) = W ()< HW (8,)%J .
Therefore, considering (19), equation for |V) takes form
|V)=OW (,) < HW (8, +1/4)x.J , .
In the same fashion, we define |D) and |A)

| D) =0W (v, )< HW (8, +7/8)x.J

doi:10.20944/preprints202401.1754.v1
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| 4) = OW (v, )< HW (8, —1i/8)%J , .
The set of angular positions 04, ya applicable to use in BB84 is presented in Table 2.
4.3.2. Manipulations with Rotator on Bob’s Side
In order to set receiver’s analyzer to HV basis we can use (27) considering that 64 = 6o, ya = yo.
0,=6,+T/2, Y, =7,+2:(6,—v,)+7/2.
Similarly, to set analyzer to DA we use (27) considering 04 = Bo+n/4, ya=yo
0, =6,+5m/8, v, =Y, +2:(8,—7V,)+3n/4.

Angular positions Os, ys for use in BB84 are presented in Table 2.

Table 2. Angular positions of plates for BB84 (encoding with elliptical polarization states).

Alice’s Bob’s Alice’s Plates Bob’s Plates Active

Choice Choice Positions Positions Detector
|H) 04=00, YA=Y0 A
V) HY 0a=0o+7/4, ya=yo O =00+m/2, B
|D) 04 =00+m/8, ya=~o Y8 =Yo+2:(B0 —yo)+m/2 AorB
|A) 04 =00-m/8, ya=~o AorB
|H) 04=00, YA=Y0 AorB
V) DA 04 =00+m/4, ya=o O = 00+5m/8, AorB
D) 0a=00+7/8, ya=yo vB = Yo+2:(00— yo) +3n/4 A
|A) 04 =00—m/8, ya=vo B

4.3.3. Polarization Basses in Optical Path

The proposed scheme allows one to vary the polarization states of the light transmitted to the
optical channel. In general, with the few exceptions discussed below, those states of polarization are
elliptical. Proper operation of the optical channel requires consensus between parties regarding the
base angular positions 0o, yo. Manageable non-elliptical polarization states are presented in Table 3.

Table 3. Non-elliptical bases achievable with plates positions in Table 2.

Base HV  Base DA States of polarization Bo Yo

) <22

linear circular . o 20
cos(m/4) —sin(m/4)
|D>: . /2 ’|V>: in2 |2
sin(m/4)-e cos(m/4)-e
—sin(7/4) cos(1/4)
|H>:[cos(n/4).ef'”/zj’ V>:(Sin(n/4)_ei-ﬂ:/2 ,

circular linear . a 2o0-+m/4
—sin (o) cos (o)
D)= cos () |4)= sin(ot)
The method of manipulating the polarization state in Table 2 does not allow the use of linear
bases. However, this option could be applied with the proposed compound rotators. To do this, one

should select the angular positions according to Table 4. In the table below, a is the angle between
the polarization state |H) and the PSP.

doi:10.20944/preprints202401.1754.v1
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Table 4. Plates positions for BB84 implementation (encoding with linear polarization states).
Alice’s Bob’s Alice’s Plates Bob’s Plates Active
Choice Choice Positions Positions Detector
|H) Oa=0, ya=20 A
V) HY 0a=a+n/4, ya=2a+n/2 O =0a+m/2, B
|D) 0a=a+n/8, ya=2a+n/4 ve=0 AorB
|A) 0a=0a-n/8, ya=2a-n/4 AorB
|H) Oa=a, ya=2a AorB
V) DA 04 =o+n/4, ya=20+m7/2 O =a+57n/8, AorB
ID) 0a=a+n/8, ya=2a+n/4 ve=0 A
|A) 0a=a-n/8, ya=2a—-n/4 B

4.4. Hardware Implementation

The assembled hardware educational QKD kit is in Figure 5.

Phofon [ AEice ([, ! ook
source FP’“"O” | polarization M":FL?I‘;‘: M| polarization F'“mtg'fr’:!ec'
mount source module : module |

Photodeiec-
tors mount

PolETZing

W Folarizing
ﬁ?.:gupr:?te beam beam splitter
__splitter | mount

Figure 5. Proposed hardware QKD kit: Alice’s and Bob’s modules are present.

We developed the hardware, pursuing several criteria that are essential for its practical
operation. One of those criteria was the ability to keep the kit in a near-operational state during
transportation. It implies that the kit can be run out of the box without lengthy assembly, tuning and
testing. The latter is important because it eliminates the necessity for a qualified specialist to prepare
the kit on the spot, this task can be easily solved by a regular user.

With this in mind, we designed a solid frame to apply a rigid fixation to the optical components
and preserve the optical axis by this means. The frame is built with metal railings and supplementary
metal stiffeners to maintain an original shape under the pressure. To attach optical components
conveniently and reliably to the frame with bolt clamps, we designed stiffened mounts with original
construction. The frame design is shown in Figure 6a.

For greater clarity of the optical transmission taking place, we decided to use a light
monochromatic source operating in pulse mode (pulse width of 120 ms) at a wavelength of 523 nm
(green light). To avoid potential injuries in a classroom environment, we chose a compact, low-power
laser (up to 5 mW). To neglect the effect of the non-polarized component of the emitted light on
photodetectors and to make the solution robust to accidental rotations of the source, we placed an
additional liner polarizer on it. The design of the mount for the light source is shown in Figure 6b.
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Polarization encoding in QKD is executed by manipulating the angular positions of the wave
plates in the compound polarization rotators. An individual control circuits, comprised of stepper
motors and encoders, are used to set an angular position for each of the four plates. Stepper motors
provide the accuracy of angular positioning up to 0.3 degrees. The design of the mount for the wave
plates is shown in Figure 6c. The microcontroller takes the setpoint for each plate and their current
positions and then renders tasks for each of the motors. The setpoints are determined by the mode of
operation or selected by the user via the operator station, that is, a dedicated PC. Such an architecture
provides ease of operation on the one hand and, on the other hand, diversion and flexibility in
choosing the states of polarization used for encoding. These features distinguish our solution from
many analogues on the market.

In order to streamline the preparation of the kit for operation after its transportation, we have
introduced a special initialization algorithm into the software of the operator station. Our
observations have shown that during the relocation, the angular offset between the plates' optical
axes and the sensors' initial position is not always preserved. The initialization algorithm is triggered
at the first start and automatically updates the offset and stores it in the long-term memory for future
use. The algorithm utilizes exclusively optical channel and does not require any input from the user.

A PBS and a pair of photodetectors are used to detect the state of polarization of the received
light pulse. The exact position of the PBS on the optical axis of the kit, as well as the relative position
of the PBS and the photodetectors, are critical for the accuracy of operation. In order to ensure this,
we have designed a mount for these elements that makes their relative displacement virtually
impossible. The mounts for the PBS and the photodetectors in shown in Figure 6d.

(a) (b)

(©) (d)

Figure 6. 3D design sketches of the key assembly parts of the hardware kit created in KOMPAS-3D:
(a) metallic frame; (b) mount for the light source; (¢) mount for the waveplate with a stepper motor
and an angular position sensor; (d) mounts for the PBS and photodetectors.
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The PC is responsible for the interaction between a user and the hardware. All subsequent
phases of data processing included in the QKD protocol of choice are performed by the special
software installed on the PC. Data exchange over a classical channel is emulated virtually within the
software.

The overall dimensions of the frame were chosen in such a way as to leave the possibility of
including an extra module in the kit. These modules could imitate a passive or an active attacker. We
are currently finalizing design of the supplementary modules and studying the methods of their
seamless integration into the hardware kit. In the future, the proposed stand will allow not only to
teach the basics of QKD, but also to demonstrate how attacks on such systems occur and how can
they be countered.

4.5. Discrete-Event Model

As a supplement to the hardware kit, we have designed its software models. We have used this
virtual kit both for educational purposes and as a prototyping tool while designing a hardware kit.
For external use, we offer a discrete event model created in the openly distributed CPN Tools
environment.

The CPN Tools modeling software is licensed under the GNU General Public License v. 2 and is
available for free download on [53]. This tool is designed for discrete event modeling in the notation
of colored Petri nets. [54] The Standard Meta Language (SML) is used as the main programming
language. So the modeling environment combines imperative and declarative development
paradigms that makes it a lite, but effective tool to animate data flow diagrams. [53] This software
package has found academic recognition as a visual and simple tool for formal modeling of
telecommunications [55,56] and computing systems [57,58]. The merit of CPN Tools is the bulk of
open documentation provided by the developers. Beside the information, the software features a
configurable subsystem for automated distribution and assessment of student assignments.

The model in CPN Tools is shown in Figure 7. The Petri graph on the canvas indicates the signal
transformations according to the data flow diagram in Figure 4. The featured model is capable of
logging data and leaves an opportunity for exporting it. The mathematical transformations described
in section 3 are implemented as functions in the SML language and included in the model. With a
basic understanding of the Petri nets and a familiarity with SML, the user can make changes to the
virtual, for example, introduce Eve into the transmission channel.

if eval(j1)>f
jtfen(j,m1) then (i1+1) else w11_ 5

input (f,0);
output (m);
action input (f,9); input ();
(improd(Quartwave(q), JOSTR input (); output (m); output (m1,m2);
Halfwave(f)); output (m); action action
j2xy(jtfen(i,m)) action (improd(Quartwave(a), (LinPol(0.0),
= - (ModifyPol(UnityPol,1.0,0.0)); Halfwave(f))); LinPol(pi/2.0));

input ();
output (f);

action
(uniform(0.0,1.0));

Laser A ) i Alices |_itfen(i,m)

Polarizer
JOVEC

JOVEC
(£9) 1" (Hw,Qw)++
1" (HW+Di/4.0,QW)++ §

1" (HW+pi/8.0,QW)++ if (fF=HW+pi/2.0)
1" (HW-pi/8.0,QW) then hv

else da

P_LOW

1'(2.20784150377,1.4835298642)++ 1'(4.17133691227,5.28834763354)
1°(2.60054058547,1.4835298642)++
17(2.99323966717,1.4835298642)++
1°(3.38593874887,1.4835298642)

iy |
1'(4.56403599397,6.07374579694) | evallin)>

jtfen(j,m2;

if (f=HW+pi/8.0)
orelse (f=HW) 10
then true else false

1" (HW+pi/2.0, HOLES
QW+2.0* (HW-QW)+pi/2.0)++

BASID 1" (HW+5.0*pi/8.0,

QW+2.0* (HW-QW)+3.0*pi/4.0)

if (1.0-eval(j2)<f N

if (f=HW-+pi/8.0) then (i2+1) else i2

orelse (f=HW-pi/8.0)
then da else hv

BOOL

bA e
Loo I:
170,04+ Al :I b8 C Ve
1 (pi/2.0)++
1 (pi/4.0)+ BASID ins log {id=(i+1), Abit=bA, idg oo
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Figure 7. Discrete-event model of the kit in the CPN Tools.

5. Discussion

Our proposed solution has such merits as visual clarity of depicting the transmission via optical
channel, adequacy and simplicity of physical analogy, robustness of the design and ease of use, as
well as flexibility in training and demonstration scenarios. We believe that this kit has the qualities
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needed to create an interactive educational environment for basic QKD training of communication
engineers without any background in quantum mechanics. Our experience of its application in the
field indicates that in this role it is able to effectively replace more expensive and advanced QKD
systems, the use of which is more beneficial at subsequent stages of training.

5.1. Field Experience

As we have discussed above, the kit is dedicated to the training of future specialists in the fields
of information security and quantum communication. At this moment, the kit is actively used for
teaching the theoretical basis and core practical skills of QKD to the students with a major in
information security at our university. The hardware solution was introduced into the laboratory
workshop in spring 2023 and has since been used as a part of practical training. More than 40 students
specializing in information security in telecommunications have been trained there. The results of the
final exams of students who used this kit for training indicated a significant increase in academic
credentials relative to past students. According to our survey conducted among the students who
successfully passed the exam, "insufficient training in natural sciences" was noted as a key problem
by only 4 people (compared to 13 last year).

Excluding major university-level educational programs, we are also developing advanced
training courses in the field of quantum communications for telecommunication engineering
practitioners. Those courses are being designed to utilize the proposed kit. Trial executions of
individual disciplines focused on the practice with the QKD hardware have proven that no prior
training in quantum mechanics or theoretical physics is required for enrollees. In the following few
years, we plan to start QKD training courses for various target groups of practitioners.

Based on the national educational standard, we have developed a set of performance assessment
materials for verifying the qualifications of QKD specialists. The set included practical tasks, some of
which can be performed using the proposed kit. The assessment materials could be used by personnel
departments of industry organizations to independently confirm the qualifications of university
graduates and other job applicants for positions related to quantum communications.

Our solution was chosen by the community of professionals in the fields of information security
and telecommunications to be applied as a tool in the project of establishing a nation-wide exam for
independent assessment of quantum communications specialists. In the course of the project,
examination hubs have been established at several leading universities in the country. Those hubs
were institutionalized as subordinates of the center for qualification assessment of the council for
professional qualifications in the fields of telecommunications, postal communications and radio
engineering. To date, a series of pilot exams have been held, which were attended by about 50 people.
The pilot phase of the project has been acknowledged as successful and is planned to continue in the
future.

5.2. Availability of the Software Model

The up-to-date version of the CPN Tools model is available for free download via the
ResearchGate social network [59]. Further updating of the model is planned in the context of the
development of the project, and in the context of the introducing CPN IDE as a successor to CPN
Tools. We will be grateful if you leave a link to this article if you elect to use the model in your work
and find it satisfactory. The CPN Tools software for opening the model can be freely downloaded
from the official website [53].

6. Conclusions

Analysis of the trends in the development of quantum information technologies demonstrates
that in the coming years, the quantum skills gap will remain relevant at the national and global levels.
Quantum communications are by far the most widely adopted quantum information technology. The
high rate of introduction of QKD systems into existing communication infrastructure is justified by
the expectations of a leap in quantum computing in the near future. Advances in quantum computing
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will likely threaten existing asymmetric cryptographic systems, and this challenge is needs to be
addressed beforehand. To date, the application of QKD in symmetric cryptographic systems seems
to be the most practical response to the challenge from quantum computers. However, despite the
clear progress in quantum communications over the last five years, the wide introduction of QKD
into the practice accents the existing quantum skills gap.

One of the possible ways to solve this problem, at least in quantum communications, is the
retraining of telecommunication practitioners. However, since they usually lack any background in
quantum mechanics or theoretical physics, their training in QKD makes a non-trivial task. New
educational technologies should be developed and aimed at teaching a theoretical base of quantum
mechanics and providing a learning environment to practice skills of operating QKD systems to the
trainees without prior knowledge in the field. The QKD education kits already available on the
market do not always fit this purpose in the best possible way. We see their main problem in the fact
that they are not meet the right balance between the complexity of the solution and the accuracy of
representation of quantum transmission. In the most cases, educational kits lean towards complexity
and constitute virtually full-functional systems, suitable for limited industrial use. Those solutions
are difficult for untrained enrollees to master and therefore not efficient for a basic training.

We proposed a new hardware education QKD kit, that uses optical analogy to demonstrate and
study the basics of quantum communications. The merits of our solution are the high detail of the
simulation of the physical transmission process, with the relative simplicity of its formal description.
The mathematical formalism of our solution is Jones calculus, which is based on mathematical
concepts that are familiar to telecommunications engineers. To familiarize the audience with the
mathematical model of the kit, we created it in the free distributed discrete event modeling
environment CPN Tools.

When designing the hardware of the kit, we prioritized its reliability, safety, convenience, and
ease of use. The software is primarily focused on fully automated configuring the optical system on
the first run after its relocation. However, we also incorporate computer-aid managing the hardware
in educational and demonstration scenarios into the capabilities of the software. The rightness of the
choice of our design priorities was later confirmed during the operation of the kit.

The proposed kit has successfully passed practical testing in various educational tasks. We used
it to carry out practical classes within the framework of a few university courses, delivered for
information security students. Our experience indicated that using of the kit leads to improved
academic performance and partly eliminates the lack of training in fundamental physics among
students. At the national level, our solution was selected to be a hardware tool in a pilot project for
the instituting of certification exams for QKD specialists. The kit proven itself worth during a few
dozens of exam sessions, held in several universities across the country. The pilot project in general
was also designated as a success.

Thus, the field experience confirmed that our solution meets the requirements that we set for it
at the design stage. In the future, we plan to broaden the range of the hardware component by
providing modules that simulate attacks. In addition, we are readying new educational technologies
focused specifically at extra QKD training of practicing telecommunications engineers.
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