Pre prints.org

Article Not peer-reviewed version

An Anomaly Node Detection Method for
WSN Based on Deep Metric Learning
with Fusion of Spatial-Temporal
Features

Ziheng Wang , Miao Ye, Jin Cheng, Cheng_ Zhu i , Yong Wang

Posted Date: 25 March 2025
doi: 10.20944/preprints202503.1879.v1

Keywords: wireless sensor networks; anomaly detection; graph neural network; metric learning

Preprints.org is a free multidisciplinary platform providing preprint service
that is dedicated to making early versions of research outputs permanently
available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0
license, which permit the free download, distribution, and reuse, provided that the author
and preprint are cited in any reuse.



https://sciprofiles.com/profile/4334326
https://sciprofiles.com/profile/2161947
https://sciprofiles.com/profile/4289129
https://sciprofiles.com/profile/2552703

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 25 March 2025 d0i:10.20944/preprints202503.1879.v1

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and

contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Article

An Anomaly Node Detection Method for WSN Based
on Deep Metric Learning with Fusion of
Spatial-Temporal Features

Ziheng Wang !, Miao Ye }, Jin Cheng !, Cheng Zhu 2*and Yong Wang 3

1 School of Information and Communication, Guilin University of Electronic Technology,
Guilin 541000, China

2 Information Center, Guilin Medical University, Guilin 541000, China

3 School of Computer and Information Security, Guilin University of Electronic Technology,
Guilin 541000, China

* Correspondence: zhucheng@glmc.edu.cn

Abstract: Wireless Sensor Networks (WSNs) use distributed nodes for tasks such as environmental
monitoring and surveillance. Existing anomaly detection methods fail to fully capture correlations in
multi-node, multi-modal time series data, limiting their effectiveness. Additionally, they struggle
with small sample scenarios, because they do not effectively map features to classes. To address these
challenges, this paper presents an anomaly detection approach that integrates deep learning with
metric learning. A framework incorporating a Graph Attention Network (GAT) and Transformer is
developed to capture spatial and temporal features. A novel distance measurement module improves
similarity learning by considering both intra-class and inter-class relationships. Joint metric-
classification training improves model accuracy and generalization. Experiments conducted on
public datasets demonstrate that the proposed approach achieves an F1 score of 0.89, outperforming
existing approaches by 7%.

Keywords: wireless sensor networks; anomaly detection; graph neural network; metric learning

1. Introduction

Wireless Sensor Networks (WSN) are self-organizing networks [1] consisting of wireless
communication sensors that operate through multi-hop routing. They feature flexible network
topology and the ability to form networks autonomously [2,3]. It can detect and perceive multiple
modes of environmental information such as temperature, humidity and light intensity. It is
extensively applied in various fields, including military, industrial inspection [4,5], intelligent
agriculture [6], medical monitoring [7], and smart cities [8], among others.

Due to its use of wireless and multi-hop communication, the node energy is limited, and the
reliability of WSN is facing challenges. In the process of collecting data information transmission, it
is vulnerable to external intrusion, resulting in various anomalies [9] in the data. At the same time,
when the wireless sensor network is disturbed by the external environment, when the node itself
battery power supply, signal interference, software defects and other faults occur [10], the measured
data will also be abnormal [11] and there is a deviation between the real data. The detection and
location of these abnormal data is one of the key technologies to ensure the normal operation of
wireless sensor networks.

The data collected by wireless sensor network nodes can be represented as time series data in
mathematics, and multiple physical quantities collected by the same node correspond to multiple
time series data, which is also called multi-modal data [12] in literature. Not only there will be
correlation [13] between multi-modal time series data collected by the same node, but also there will
be correlation [14] between time series data collected by different sensor nodes. These correlations of
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sensor network data can be mathematically represented by attribute graphs, and the information of
each attribute graph node corresponds to the multi-modal time series data collected by sensor nodes.
The edge relationship between the nodes of the attributed graph is the connection relationship
between the sensor nodes. Node anomalies in WSN include point anomalies, context anomalies and
collective anomalies [15,16].

In the past, many researchers have tried to use traditional algorithms, i.e., non-deep learning
methods, to solve the problem of WSN anomaly detection. When processing time series data in WSN,
traditional models include the Moving Average (MA) model, Autoregressive (AR) model,
Autoregressive Moving Average (ARMA) model, and Autoregressive Integrated Moving Average
(ARIMA) model, etc. In literature [38], the wavelet transform is used to decomposition the traffic data
in the frequency domain dimension, and the multi-level feature representation of the series is
obtained by using the reconstruction method. At the same time, the sliding Windows of different
sizes are used to observe the characteristics of different scales of the sub-series. Literature [39] uses
spectrum method for anomaly detection of time series data, uses high-pass graph filter to extract high
frequency components of network signals, and locates anomalies by threshold judgment on specific
frequency components. However, traditional methods are difficult to comprehensively characterize
the spatio-temporal characteristics of network node attributes and structure, and the diversity of
spatio-temporal characteristics information in WSN also brings great challenges to the anomaly node
detection task.

Deep learning methods can effectively integrate network structure and node feature information
to capture the underlying features of the data, facilitating the extraction of complex hidden patterns
[40,41]. Literature [42] uses convolutional Neural Network (CNN) and Long Short-Term Memory
network (LSTM) to solve the problem of WSN anomaly detection. The model estimates the
probability of anomalies at subsequent moments by predicting the time series in subsequent
timestamps. Literature [43] introduces an anomaly detection method for adversarial network time
series using a variational autoencoder based on long short-term memory. In this approach, the
encoder transforms the input time series into a hidden representation, the generator reconstructs the
original time series, and the discriminator identifies anomalies. Compared with the anomaly
detection methods of traditional time series analysis, these methods can extract the temporal
correlation well, but they cannot extract the spatial correlation features between nodes well when
used for WSN node anomaly detection.

A favorable tool for extracting spatial correlation anomalies of WSN nodes is the anomaly
detection method based on graph neural network GNN. Literature [44] proposed a method to infer
the dynamic correlation between nodes through dynamic nodelevel input and fixed topology
information, and used adaptive propagation to change the topology structure and weight
representation between neighbor nodes in WSN, which improved the ability of the model to
accurately obtain feature information. The tGCN module designed by reference [45] combines GCN
and structural information, and uses the hidden layer representation as the input of the decoder to
obtain the reconstructed graph information, and calculates the reconstruction error to detect
anomalies. Literature [46] proposed an anomaly detection method combining GCN and non-negative
matrix factorization. This method used the information on neighbor nodes to extract the feature
expression of each node and completed matrix factorization, and then performed similarity grouping
by multi-layer Perceptron (MLP). Literature [47] proposed an end-to-end anomaly edge detection
framework based on extended temporal GCN and GRU with attention mechanism. Some researchers
use anomaly detection methods based on distance measurement. Literature [48] uses reconstruction
to obtain data information similar to the original data after decoding, and then presets a feature center
for clustering, maps the normal samples in the data to the location closer to the feature center, and
maps the abnormal samples to the location far from the feature center, so as to train the network.
However, this scheme only considers the degree of similarity between positive and negative samples.
In literature [49], the fully convolutional network is used to extract the feature information of the data,
and then the distance between the target sample and the normal sample is calculated as the standard
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to evaluate the abnormal degree of the sample. Metric learning is used for modeling and classification.
However, these methods have limitations. Traditional metric learning mostly uses linear mapping
for similarity modeling, which is difficult to capture the complex feature relationships of high-
dimensional nonlinear data, especially in small sample scenarios, the correspondence between
feature representation and classification target is prone to deviation. Secondly, the current similarity
learning methods based on the comparison of positive and negative examples only focus on the
binary discrimination of sample pairs, and lack of multi-level comparative analysis of the similarity
between samples from the same class and the difference between samples from different classes,
resulting in insufficient sensitivity to subtle feature changes. These problems restrict the
improvement of anomaly detection accuracy and model generalization ability.

Based on the existing research on WSN anomaly detection, this paper aims at the problems and
limitations of the existing work, and carries out the following work:

(1) This paper proposes an anomaly detection framework that integrates metric learning with
deep learning. Unlike traditional metric learning methods, which typically rely on linear mapping to
assess sample similarity, deep learning leverages nonlinear feature extraction to achieve more precise
similarity measurements for high-dimensional data. Compared with traditional deep learning
methods, this method can autonomously learn the similarity information for anomaly detection tasks,
and solve the problem that it is difficult to obtain the accurate correspondence between feature
information and information classification in small sample data. The accuracy and generalization
ability of the model for anomaly detection tasks are improved.

(2) Compared with the existing methods that use positive and negative examples to obtain
similarity, which lack the comparison learning of intra-class and inter-class similarity relationships,
this paper uses triplet loss for metric learning. By comparing the similarity of paired samples, the
model can learn better subtle features during training and improve the ability of the model to identify
abnormal node information.

2. Introduces Related Definitions and Techniques

2.1. Definition of Anomaly in Wireless Sensor Network (WSN) Anomaly Detection Problem

When the wireless sensor network (WSN) is affected by the external environment such as fire,
earthquake, air pollution, or hardware or software failures such as insufficient battery, signal
interference, software defects and so on, the measured data of the sensor node will deviate from the
real data, that is, the data is abnormal [55]. The data collected by the wireless sensor network nodes
and the relationship between the nodes can be represented by the attributed graph. The node
information of each node is the multimodal time series data collected by the sensor nodes, and the
connection relationship between the sensor nodes corresponds to the side information in the graph
data. Generally, for the multimodal time series data collected by sensor nodes, the anomaly detection
of node information includes the point anomaly, context anomaly, collective anomaly and correlation
anomaly [56,57] of single time series data. Point anomaly refers to the normal data in a single time
series data that significantly deviates from the original data set. The large difference between the
expression value in a certain scenario or time period and the previous time period is referred to as
context anomaly. This local anomaly can reflect the ability of anomaly detection model to learn
context information, which is more challenging. The exception set of a single data point is called a
collective or population exception, where a single data does not necessarily have an exception, but
when a collection of multiple similar data occurs, it is regarded as a collective exception.

The data collected by the nodes of the sensor network can be mathematically represented as time
series data over time, and the multiple physical quantity data collected by each sensor node
corresponds to multiple time series data, which is also called multi-modal data [12,13]. It is pointed
out that not only the multi-modal time series data collected by the same node may be correlated with
each other (which is a kind [14] of temporal correlation), but also the time series data collected by
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different sensor nodes may be correlated with each other (which is represented as the spatial location
correlation [14] of nodes).

Figure 1(a) shows the spatial position of some nodes. It is easy to find that the distance between
node 4 and node 2, 3, 5 and 6 is relatively close. When the humidity and other data of the four
surrounding nodes increase, the relevant value of node 4 will be affected to a certain extent. Temporal
correlation means that the data of different modes will affect each other and have correlation in the
process of changing with time. That is, the change of data information in a certain mode will affect
the change trend of data information in other modes. Figure 1(b) shows the synchronous change of
humidity and temperature in the time series data of wireless sensor network. Under normal
circumstances, as the temperature rises, the water vapor pressure in the air will increase when the
water vapor reaches saturation, and the relative humidity will decrease, that is, the temperature and
humidity are inversely proportional. When there is a violation of these normal correlations, it means
that there is an abnormal correlation in the sensor network.
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Figure 1. (a) Spatial location correlation example of nodes (b) Multi-modal data synchronization change in

wireless sensor networks.

2.2. Anomaly Detection Problem Description

In a wireless sensor network, if the sensor node is the node of the graph data, Since the topology
of the sensor network corresponds to the edges in graph data, the wireless sensor network can be
represented as an attributed graph G = (4,X), where, A is the adjacency matrix obtained by the
topology structure of the attribute graph G, and when the edge connecting the i — th node and the
j — th node exists, 4;; = 1; on the contrary, when the edge connecting the i — th node and the j —
th node does not exist, A;; = 0. The attribute matrix of attributed graph G contains multi-modal
and multi-node temporal information in sensor networks. X € R"*Pwhere N is the number of nodes
included in the network, and D is the dimension of each node's attribute feature vector.

The output label of the WSN anomaly detection model at time t is as follows.

ye = F(Xp, @) 1)

where, y, is the output label at time t, F is the mapping function of the anomaly detection model,
and @ is the parameter of the anomaly detection model. When the output label is 1, there is an
anomaly at time t; When the output label is 0, it is normal at time t. The text detects the anomaly of
the corresponding attribute graph of the wireless sensor network to determine whether there is a
spatio-temporal correlation anomaly in the wireless sensor network and the correlation anomaly
between multi-modal time series data.

2.3. Artificial Neural Network

As a complex and powerful network structure, Artificial Neural Networks (ANNs) are widely
used to solve various practical problems, which often involve the processing of multiple nodes and
multiple output points. Compared with the advantages of human brain in parallel information
processing, ANN is more inclined to adopt linear thinking mode for modeling. This way of thinking
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enables ANNs to perform better than humans in serial arithmetic tasks by performing fast and
accurate sequential numerical calculations.

The nonlinear characteristics of ANN give it the ability to perform complex logic operations and
realize nonlinear relationships, which makes it a powerful tool for dealing with various complex
problems. The whole network is composed of a large number of nodes (or neurons) connected to each
other, each node represents a specific output function, that is, an activation function. The connection
weights between nodes reflect the degree of association between them, and these weights are crucial
for ANN to simulate human memory. The final output of the network is not only affected by the
network structure and connection mode, but also by the comprehensive adjustment of weights and
activation functions, which makes the ANN better adapt to the needs of different problems and
provide more accurate output results.

As shown in Figure 2, an artificial neural network usually consists of an input layer, a hidden
layer, and an output layer. where is different from the input layer and the output layer, the number
of hidden layers is not limited to one. The input layer is used to obtain data information from outside
the network, where graph data information, timing information, user information, etc. The hidden
layer is used to analyze and learn these data information, and the output layer is used to generate
corresponding single or multiple output results. According to the complexity of the problem, we can
decide whether we need to add more than one hidden layer.

With the development of ANN, neural networks have been widely used in time series data and
graph data. The following is an introduction to some related artificial neural networks.

Figure 2. Artificial neural network structure diagram.

2.3.1. Graph Convolutional Neural Networks

Traditional models such as CNN and RNN are usually used to extract the image feature
information in image recognition or the information in natural language sequences. However, the
traditional methods do not make full use of the adjacency matrix and cannot combine the structural
information in graph data well. The Graph Convolutional Network (GCN) can associate the attribute
information and topological information in the graph data, and realize the end-to-end learning of the
inherent attributes of the objects in the graph and the topological information between the objects, so
that the two can affect the extraction of graph feature information and the learning of graph
information at the same time. GCN has better adaptability for graph learning tasks. For a GCN with
L layers, the feature of the i — th node v; inthe [ —th layeris denoted by h;", then the feature of
the [ layer is denoted by H® = (h, Y, n, Y, ...,hy®}, and N is the number of nodes. The input of
each layer is the adjacency matrix and the feature representation [58,59] of the previous layer. Then
the inter-layer propagation mode is as follows.

HO = ¢(AH-DW -D) (2)
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Where H® and H®Y are the feature representations of layer [ and layer [ — 1 respectively,
A represents the adjacency matrix of the graph, W represents the weight matrix, ®() is the
activation function, H® = X, and X is the attribute matrix.

In order to avoid the problem of changing the distribution of feature information and strengthen
the data stability during network learning, the adjacency matrix can be normalized. At the same time,
in order to retain the feature information of the node itself, the adjacency matrix can be normalized,
and the self-connection of the node can be added to the original adjacency matrix. Then the graph
convolutional layer can be expressed as follows.

HO = ¢ (5‘% T)‘%HU-DWU-U) 3)
Where, A=A +1, D is the corresponding degree matrix of A. And:
— Z Al] » i= k
Dy =14 4
0, i*k

2.3.2. Temporal Convolutional Networks

Temporal Convolutional Network (TCN) is a convolutional network algorithm for time series
processing tasks. On the basis of the traditional algorithm, TCN enlarged the receptive field, support
parallel computing ability, can effectively solve the lack of memory retention and gradient explosion
or disappear. A time series of time length T is set. In traditional convolution methods, the length of
the input sequence is limited by the size of the convolution kernel. As a convolutional network
algorithm for time series processing tasks, temporal convolutional network uses dilated convolution
to solve the problem that the length of the input sequence is limited by the size of the convolution
kernel [60,61]. Its expression formula is:

k-1
F(O = ) ) Xeas ©)
i=0
where, d is the expansion coefficient, k is the size of the convolution kernel, and filter F(t) =
(1, fa2, -, fi), then the size of the expansion between adjacent sampling points is d — 1. The receptive
field size S after expansion is:

S=K+d-1D*(k-1)=d*(k-1)+1 (6)

According to the formula, to obtain a larger receptive field, the size of the convolution kernel
can be increased, or the expansion coefficient can be increased to increase the distance between the
sampling points.

In TCN, sequence information can be transmitted through cross-layer, and its transmission
mode can be expressed as follows.

Z(x) = Relu(F(x) + x) )

Where, Z is the output of the entire convolutional network. In order to ensure that the size of
the input and output in the network module matches, an additional convolutional layer can be used
to process the sequence x to complete the cross-layer transmission.

2.3.3. Graph Attention Network

Graph Attention Networks (GAT) is a graph neural network based on attention mechanism.
Different from GCN and other graph neural networks mentioned above, GAT uses node features for
similarity calculation, and fully considers the correlation information between the target node and its
neighbor nodes. At the same time, using GAT node level tasks do not need to provide a complete
graph structures in advance, it can be neighbors when dealing with different sizes of neighborhood
domain of different nodes distribution is of great importance weights [64].
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For a GAT with L layers, the feature of the i —th node v; at the [ layer is denoted by hgl),

. SO -0 Oy O a
then the feature of the [ layer is denoted byH (l)={h1 Jhy s hy },hi eRrR™ , N is the number of

nodes. The output after the attention layer of the graph is H'(= {E’gl),ﬁ’gl), . E’S)}, i_l)’i(l) eR” ’(l).
Firstly, the input graph information is transformed into higher dimensional feature information,

that is, the information h; of node i is transformed. To initialize a weighting matrix, to map the

nodes characteristic dimension F to dimension F’, the self-attention on each node in the graph for

operation, to calculate weight concentration between any two nodes. The importance of node j to
node i computation formula is as follows:

eij = a(Whi, Wh]) (8)

Where, mapping a:R" x RF 5 R is used to combine the extracted high-dimensional feature
information through concatenation operation and then correspond to the low-dimensional
information. e;; represents the correlation coefficient between node i and node ;.

Secondly, for the sake of the correlation coefficient of different nodes in the same order of
magnitude range, improve the comparability between data, using regularization processing Softmax
coefficient to get attention.

= eXp(eij)

S Zke]\r(i) exp (ey) ©)

Where, N(i) indicates the neighbor node of node i. Attention mechanism is a single layer feed
forward neural network, using LeakyReLU activation function. Then the attention coefficient can be
expressed as follows.

exp (LeakyReLU((iT [Wh; ”WHJ']))

ai]-

= — (10)
Dken(i) €XP (LeakyReLU(aT [Whi ||th]))

Where, || indicates the concatenation operation. Finally, attention to the normalized coefficient
and the characteristics of linear combination of the corresponding processing, processing results as
the target node corresponding output characteristic information. The formula is as follows:

h =0 Z a;j Wﬁj (11)
JEN (D)

In order to make the GAT more stable, on the basis of the original network than increased
attention mechanism to obtain the output characteristic information.

As shown in Figures 2—4, there are 3 colored curves representing 3 different heads. Under the
different Head, nodes can learn different characteristics, said then said "these characteristics for
joining together to obtain the output information. Using K head attention mechanism of computation
formula is as follows:

=Ko Z ol WrE, (11)
&t
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Figure 3. Nodes of the bull attention here.

2.4. Metric Learning

Many algorithms in machine learning, need to use the distance as a metric to measure the
similarity degree of feature vector, and on the basis of the complete data classification, clustering,
dimension reduction, anomaly detection, such as similarity search task. Such as k-means (K - Means
algorithm, K nearest neighbor algorithm and density clustering algorithm, etc.

The purpose of metric learning is to obtain a metric matrix that can effectively represent the
similarity between data samples through training and learning. During training, the distance
between samples of the same class is reduced or limited, and the distance between samples of
different classes is increased, so that the same class samples in the new feature space are more
compact, and the different class samples are more distant. The parametric mapping function from
features to classes is learned autonomously from limited samples, which improves the ability of the
model to distinguish samples from different classes.

Traditional deep learning methods do not work well when the number of samples in a class is
small. Measurement study can solve the problem. The common method is to use deep learning to
extract the feature information of the original data and map it to the Euclidean space, and then train
the model to make the distance between samples of the same class small and the distance between
samples of different classes large [70].

For two input samples, the training process is as follows:

L= ydzb +(1- y)max(margin —dgp 0)2 (12)

Where, y is the label of the pair of samples. When y = 1, the two samples belong to the same
class; Conversely, when y =0, the two samples belong to different classes. d,;, refers to the
Euclidean distance between the two samples. margin is the threshold parameter.

On this basis, the similarity relationship of sample pairs of the same class can be further
considered, and three samples are needed to calculate the loss, which are called anchor samples,
positive samples and negative samples. Among them, the anchor sample is the sample we focus on,
the positive sample and the anchor sample have the same class label, and the negative sample and
the anchor sample have different class labels.

Suppose that the feature information expressions of the three samples are A (anchor sample), P
(positive sample) and N (negative sample) respectively, then the form of the loss function is:

L = max(dyp — dsy +margin, 0) (13)

3. WSN Anomaly Node Detection Method Based on Deep Metric Learning and
Spatio-Temporal Features Fusion

3.1. Deep Metric Learning Based Anomaly Node Detection Model in WSN
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The framework of the designed anomaly detection model (ST-DMLAD) is shown in Figure 4.
The model primarily consists of three modules: a feature extraction module, a distance measurement
module, and a classification module.

The model takes as input the attribute and structural information of the wireless sensor network,
specifically the attribute matrix and the adjacency matrix. Properties of matrix and adjacency matrix
input feature extraction by space and time feature extraction module of feature extraction module,
space features information and time information, the two dimension and characteristic information
fusion, the space-time characteristics of wireless sensor network information. Then, will the fusion
time and spatial characteristics of information as input of distance measurement module, said after
the sample similarity information obtained from distance measurement module, measurement study,
namely to study sample similarity features, at last, by judging anomaly node information
classification module.

The detailed description of each module in the proposed anomaly detection model framework
is outlined as follows.

| targetnodej  negative sample

. e m i m e — -
; A‘, | Positive intersample similarity
T | A h— h | (N !
‘ | e e | |
! GAT | targetnodei  poshive sample . . .
1 | ’ .
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. R
| Similarity between (- A} L.
BN positive and negative | W—{ =+
£ ' ! samples ! <R K
i \ P
> " A |- -
. , % L ZyX‘\ /
P ~q o v Y et /4
@] | Negative intersample similarity |
Transformer r: Transformer é I
Encoder =} =) Encoder ! N | Classifier
Lay or Layer H | < > L
Treel |
I
|
I
I
!
|

Distance Metric module

uonuopy

PEOH-NINKW
oziewoN
> gppy
MOMIBN h
premioy
pasy
azeULION K
> gppy !

Spatial Feature Extraction Module

Figure 4. ST - DMLAD model frame.

3.2. Feature Extraction Module

Feature extraction module for feature extraction by space and time feature extraction module,
joining together the characteristics of the two modules output information, obtain the characteristics
of space and time information for the matrix shape [N, M, 2W], among them, N represents the number
of nodes in the wireless sensor network (WSN), and M denotes the number of modalities in the
wireless sensor network, W for processing temporal data length of wireless sensor network. Then,
the space-time characteristic information matrix for dimension reduction operation, shape the matrix
of the dimension reduction for [N, M, W], as the output of the feature extraction module.

The specific content and structure of the spatial feature extraction module and the temporal
feature extraction module are shown in the following.

3.2.1. Spatial Feature Extraction Module

The spatial feature extraction module uses GAT to extract the spatial feature information of WSN
time series data. The spatial feature information captures the spatial relationship between the target
node and its neighboring nodes. The spatial feature extraction module receives as input both the
attribute matrix and the adjacency matrix of the wireless sensor network. The shape of the attribute
matrix X is [N, M, W], and the shape of the adjacency matrix A is [N, N]. In this paper, the Top-k
nearest neighbor method is used to obtain the adjacency matrix of the wireless sensor network, that
is, for the target node v;, the set of the Top-k nearest nodes is N(v;), and v; € N(v;), then node v;
and v; are regarded as connected, A;; = 1.0n the contrary, if not connected between node v; and
v;, Aijj = 0.
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As can be seen from the previous content, for the target node v;, its feature representation can
be obtained as:

Xi =0 Z a’ij WX] (14)
JEN(vy)
Where q;; is the attention coefficient between nodes v; and v;, and W is the weight matrix.
After adding the multi-head attention mechanism on this basis, the obtained features are
expressed as follows.

X; = X .o Z ak WEX, (15)
JENTD)

Output spatial feature information matrix, whose shape is [N,M,W].

3.2.2. Temporal Feature Extraction Module

This article designs a temporal feature extraction module based on the Transformer encoder
layer to extract time-based characteristics from wireless sensor network (WSN) time-series data. The
input to the temporal feature extraction module is the attribute matrix X of the WSN. As illustrated
in Figure 4, the attribute matrix passes through four Transformer encoder layers, each layer encoder
by long attention mechanism, the feedforward neural network and the residual connection. The
output of multi-head attention is:

Xyna = MultiHead(Q, K,V) = Concat (heady, ..., head ,)IW° (16)
The output of the Transformer encoder layer after layer [ is:

w

trans

X = TransfomerEncoderLayer (X(¢™D) 17)

X© s the time feature extraction module matrix X input attribute.

After the output of the feature extraction module passes through the Softmax function, the
resulting time feature information matrix has the shape [N, M, W]. This is then combined with the
spatial feature information matrix, which undergoes dimensionality reduction. The shape of the
resulting dimensionality-reduced feature information matrix is also [N, M, W].

3.3. Distance Metric Module

This module aims to learn the similarity between samples and differentiate positive sample pairs
from negative ones by forming sample pairs. Distance measurement module will feature extraction
module matrix as the input output characteristics of space and time information. For the target
sample v;, the trained model puts the target sample closer to the positive samples of the same
category, and farther away from the negative samples of different categories. In this process, the
target sample, positive sample and negative sample are regarded as a triple (x% xP,x"), and the
positive sample pair(x?,x?) and negative sample pair (x% x™) are constructed, where x® denotes
the target sample, x? denotes the positive sample and x™ denotes the negative sample. Then the
model is trained so that the distance between the sample points with the same class is close enough,
and the distance between the sample points with different classes is far enough, that is, the distance
between the target sample x* and the positive sample x™ is much smaller than the distance
between the target sample x“ and the negative sample x". This process can be expressed as follows.

If (x®) = FGPIZ +6 < |If (x®) — F(x™)||3
V(f (), f(xP), f(x™) €T

Where, 6 is the distance between positive and negative sample pairs, and T is the selected

(18)

triple in the data set.
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Learn more to make model anomaly information of different situation, this article design a
variety of abnormal information used in the injection way to enrich a triple loss to the negative
example of samples, that part of the specific operation can be artificial injection in the experimental
part of exception information related introduction.

3.4. Classification Module

Following metric learning in the distance measurement module, the information matrix is
categorized, with the target node being classified as either normal or abnormal based on similarity.
Specifically, the multilayer fully connected layer is used to map the feature information into high-
dimensional and low-dimensional spaces for classification.

The process can be represented as:

p = Softmax(f(f ... f(X))) (19)

Where, p is the classification probability that the target node is judged as normal or abnormal.

3.5. Loss Function

This section presents the model design, which utilizes two types of loss functions: triple damage
and loss. By combining these two loss functions, they are used together as the loss function to train
the model. The designed loss function is as follows:

Liripier = max{d(a,p) — d(a,n) + margin, 0} (20)
Laiscrim = —[plogp + (1 — p)log(1 — p)] 21)
Loss = Ltriplet + Laiscrim (22)

Where, Loss is the loss function used in the model designed in this paper, Ly, is the triplet
loss function, and Lg;s.rim is the classification loss function.

3.6. Experimental Results and Analysis

This section mainly describes the relevant experiments performed to verify the performance of
the model designed in this section. The content includes the real data set used in the experiment and
the processing of the data set, the method of manual exception injection, the indicators used to
evaluate the performance of the model, and the relevant comparison experiments. Linux system
version 5.4.0-148-generic was used to run the relevant code. Two cpus in the server model for the
Intel Xeon (R) (R) Gold 5218 @ 2.30 GHz CPU, memory size is 125 g, NVIDIA GPU type for NVIDIA
GeForce 3080 RTX, CUDA version 11.7. The code is in python language, and the versions of the
related module packages used are shown in Table 1.

Table 1. Module package versions.

Module package Version number
datashape 054
matplotlib 3.5.2

matplotlib-inline 0.1.6

numpy 1.21.5
pandas 1.4.4
pip 2222
scipy 1.9.1
torch 1.13.0
torchvision 0.14.0
tqdm 4.64.1
wheel 0.37.1

Zipp 3.8.0
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3.6.1. Experimental Datasets

The real Data set used in this chapter is the wireless Sensor network data set collected by Intel
Berkeley Research Lab field deployment. These data for 28 February 2004 solstice on April 5,
deployment related sensor locations for the Intel research Berkeley.

The data set includes humidity, temperature, light, and voltage values collected by 54 sensors
during that time period. Each sensor every 31 seconds a relevant environmental information
collection, and use based on TinyOS platform build TinyDB network query processing system to
collect data. The spatial location distribution map of the 54 sensors is shown in Figure 5.
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Figure 5. Map of sensor spatial location distribution for wireless sensor network dataset collected by Intel

Berkeley Lab field deployment.

After processing the original data set, the relevant node information with missing information
or obvious abnormal information record is analyzed. Therefore, the data set used in this section is
composed of partial data selected from the original data set. The experimental data set selects 51
sensor nodes, 12900 moments, and the sensor data of three modes: humidity, temperature and
voltage value. The Top-k nearest neighbor method is used to process the position coordinates of the
sensors recorded in the data set to generate its topology.

3.6.2. The Abnormal Mode Was Manually Injected

This section introduces the method of injecting anomaly information into the experimental data
set. The injected anomaly information specifically includes five different kinds of anomaly
information: point anomaly, context anomaly, collective anomaly, spatial correlation anomaly and
temporal correlation anomaly. In the experiment, different types of anomalies are randomly selected
to inject abnormal information, and the injected nodes, modes and moments are randomly generated
within a certain range.
¢  Point anomaly

Point anomaly refers to the data information of a single data point that is significantly different
from other data information. In this section, a number of time points are randomly selected in the
specified time window of injection anomaly, and the point anomaly is injected by scale
transformation. The specific transformation method of data at time t is publicly expressed as follows.

XPOM = (1+ a)*X, (23)

where, a is the multiple of the scale transformation, in this experiment a € {0.3,0.5,0.8}.

As shown in Figure 6, left is not injection point abnormal data, the right to infuse a little bit of
abnormal data, can obviously see a moment of data with other data, the moment can be a little bit of
abnormal.
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Figure 6. Comparison figure before and after point anomaly injection.

¢  Context anomalies

Context anomaly mainly refers to the abnormal sample whose value is normal, but it exists in
the context environment. The injection of context anomaly information is divided into two types:
upward trend and downward trend. That is, there is time t in the time window, including:

Xt(:ont — Xt—l i B(Xmax _ Xmin) (23)

Where X™@*, X™" refers to the maximum and minimum values of the data in the time
window respectively. t € [t,t + 7], 7 is the window length of the injected abnormal information
with an upward or downward trend, and f is the proportion coefficient of the context anomaly
offset.

Figure 7 for injected with the context of rising trend anomaly information of data comparison
with the original data. The original data is shown on the left, and the data with anomalies injected is
shown on the right.
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Figure 7. Comparison before and after injecting contextual anomalies with an upward trend.

e  Collective anomaly

In Figure 8, the red part shows the collective abnormal information injected manually. Collective
anomaly refers to multiple data collectively causing an anomaly. In collective anomaly, single data
information can not be regarded as abnormal information, but the set of multiple data information
can produce anomaly. Collective exceptions are injected as shown in the following public display:

XE =axsinf+b (24)

Where, t € [t,t + 7] and T are the length of the window in which the collective exception
information is injected. Both a and b are constants.
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Figure 8. Schematic of the injected collective exception.

e  Spatial correlation anomalies

There is correlation information between sensor nodes and their neighbor nodes. First, the
neighbor node j of target node i is obtained through the topology structure, and j € N(i), where
N(i) is the neighbor node set of target node i. The spatial correlation between target node i and
neighbor node j is calculated. In this section, we use the pearson correlation coefficient to calculate
the correlation coefficient, which is calculated as follows:

D =X iy = X
k=1

n _2 n _
Xii — Xi Z Xiej — X)?
k=1 k=1

Where C;; is the correlation coefficient between the timing information of node i and that of

Cy = (25)

node j.
After that, the time series data information of target node i is changed, and the time series data
of node i after change is as follows.

Xi, = xymax 4 ymin _ XL' (26)

Where, X™3%, X™Min respectively are the maximum and minimum values of the timing data
information of the target node i in the time window. Information is change after the target node and
the correlation of neighbor nodes and change in front of the target node information and its the
correlation of neighbor nodes is different, which won the injected with spatial correlation data
exception information.

e  Time correlation between abnormal

On the same sensor node, the temporal information of different modalities has temporal
correlation. First, calculating the same node different modal window temporal correlation
information in the same period of time. The corrcoef function is used to process the pair of time series
data. When the absolute value of the result is closer to 1, the degree of correlation is higher. On the
contrary, the absolute value of the result is closer to 0, the degree of correlation is lower. Then, the
timing data information of where is changed, and the changed timing data is as follows:

Xt’,t+1: = Xpppr — 2 % (Xt,t+1' = X) (27)

The correlation coefficient between the modes after the change is calculated and compared with
the correlation coefficient before the change. If the correlation coefficient between the modes is not
the same, the temporal correlation between the modes of the wireless sensor network is changed.
That is to say, the data injected with abnormal temporal correlation information is obtained.

3.6.3. Evaluation Index

The model evaluation metrics selected in this section are Precision, Recall, and F1 Score.
In the classification problem, there are two types of samples in the original data, normal samples
and abnormal samples. After the classification model is trained, there will be two results: the model
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prediction is correct and the model prediction is wrong. The number of different classification results
of the model can be recorded by counting. Therefore, four classification model evaluation indicators
of TP, TN, FP and FN are set. They represent the true class (TP) that is predicted as normal samples
but is actually normal samples, the true negative class (TN) that is predicted as abnormal samples
but is actually abnormal samples, the false positive class (FP) that is predicted as normal samples but
is actually abnormal samples, and the false negative class (FN) that is predicted as abnormal samples
but is actually normal samples. TP + FN represent actual for the number of samples of normal, TN +
FP represent actual for the number of abnormal samples, TP + FP is on behalf of the model prediction
for the number of normal samples, TN + FN is on behalf of the model prediction for the number of
abnormal samples.

The relevant probabilities can be calculated for training the model performance evaluation.

The precision, also known as the precision, is the proportion of normal samples that are correctly
predicted to be normal. The precision reflects the accuracy of the model in the case of normal samples,
which is more suitable for the scenario of focusing on the classification results of a certain class. Its
computation formula is:

TP

) . —
recision —TP T FP

(28)

Recall, also known as recall, differs from precision in that recall focuses more on the proportion
of the normal sample that is successfully predicted. In classification scenarios where misses have a
significant impact on risk, more attention is often paid to recall. It is calculated as follows.

TP
28
Recall—TP N (28)

When precision and recall are in conflict, we need a more balanced metric to evaluate model
performance. The F1 score can be designed by combining precision and recall. The core idea of the
F1 score is to maximize precision and recall while keeping the difference between them as small as
possible. It can be seen from the public that F1 score is positively correlated with precision and recall.

_ 2Precision * Recall

= — (29)
Precision + Recall

3.6.4. Ablation Experiments

In order to verify the performance and effect of the metric learning method and feature
extraction method designed in this paper, we conduct ablation experiments for these two modules.
The specific research contents are as follows:

In order to prove the superiority of the distance measuring module, a similarity score module is
designed to compare the degree of similarity between normal and abnormal samples, and get a
similar score, and will learn the target node information to the original target node, striving to get the
similarity degree of the two scores, and finally will get the positive case of the sample similarity, and
the negative case of the sample similarity is bad. Module structure as shown in Figure 9.

Mask the smilaity

target node GNN

t Positive example
information|

similarity score

Score=8_—-5_

Mask the

target node GNN Negative case
Extracted feature information P
» JE— similarity score

information

z

[
-]
|
I
‘B -]


https://doi.org/10.20944/preprints202503.1879.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 25 March 2025

16 of 24

Figure 9. Similarity score calculation module structure diagram.

The feature extraction module for normal and abnormal information begins with the input
information module. To prevent the target node's information from affecting that of other nodes, we
first preprocess the positive and negative examples by masking the target node's original data. In this
case, we use a zero vector to replace the original information of the target node v;:

X;[i:] =0 30
Xmask = Xi (30)

Secondly, GCN is used to learn the information expression of node v;:
H; = GCN(A, Xpmasio W) (31)

where, W represents the weight matrix of the GCN iteration layer. Additionally, from the initial
data, we have extracted the information of the node v; itself.:

X, = X[i:] (32)

Next, we employ a bilinear layer to create a contrast module that learns the similarity score
between thenode v; and the information of v;, which is obtained by aggregating data from the other
nodes:

S; = Bilinear(X;, H;) = o(X; - W; - H,) (33)

Where, W; is the learnable weight matrix and is the activation function. Finally, the anomaly
score was obtained by subtracting the similarity scores of positive and negative examples. In training
with the module of the model, basic principles for narrowing the distance when sample belong to the
same sample, when sample belong to different category enlarge the distance between the sample and
make the similar samples as far as possible away from close to instead of the same kind of sample.

This paper presents four proposed schemes. The first scheme utilizes a GCN-based feature
extraction method to extract graph data features, followed by a similarity score calculation module
to obtain the similarity score and perform anomaly detection. In the second scheme, the similarity
score calculation module is replaced with a distance measurement module, enabling anomaly
detection through metric learning. The third scheme introduces a feature extraction method
combining GCN, GAT, and Transformer modules. It uses the similarity score to fully extract feature
information from different categories of samples and detect anomalies. The fourth scheme combines
deep learning and metric learning with temporal feature information for anomaly detection.

Table 2 presents a comparison of model performance between the anomaly detection approach
using the similarity score calculation module and the WSN anomaly detection framework (ST-
DMAD) with temporal and spatial features, based on deep metric learning, introduced in this study.
From the analysis of the experimental results, it can be concluded that the feature extraction method
using GCN outperforms the Transformer-based feature extraction module in capturing more
information related to temporal and spatial correlations in the complete graph data. The experimental
results show that the F1 score ratio of three schemes has improved by 21%, and the F1 score of four
schemes has increased by 4% in the scheme 2 phase. This indicates that the feature extraction module
design proposed in this chapter is more efficient. In similarity information acquisition way of
comparison, the plan 2 compared to an F1 score rose 24%, while plan four compared with three F1
score rose 7%, suggesting that use of the positive and negative cases samples to measure learning
method can more accurately obtain the similarity between samples information said, Compared with
the similarity score calculation module which only considers the similarity difference between
positive samples and negative samples, the distance measurement module can more
comprehensively consider the similarity relationship between samples from the same class and
samples from different classes, and make a significant contribution to improving the performance of
the model.
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Table 2. Ablation experiment results.
Feature extraction method | Similarity acquisition method
Serial Similarity This design
This feature dist Prec Rec F1
score istance
number GCN extraction
calculation measurement
module
module module
1 \ \ 072 053 061
2 \ \ 097 076 0.85
3 \ \ 08 083 082
4 \ 095 0.84 0.89

3.6.5. Comparative Experiments

This study selected the scheme, put forward the following four algorithm based on the
comparative study and reconstruction mechanism of abnormal WSN node detection method and
model of design scheme comparing in this chapter.

e CNN-LSTM

This approach [71] primarily employs the Conv2D convolution module, ReLU activation
function, and the MaxPool2D pooling layer with the largest size, along with both short-term and
long-term memory components provided by the artificial neural network (LSTM) layer, all within
the model framework's fully connected structure. In the feature extraction phase, the framework of
the feature extraction module is built using a structure of Conv2D-MaxPool2D-ReLU-Conv2D-
MaxPool2D. The features extracted are then fed into the LSTM network, where the input parameters,
including the hidden layer state and unit state, are initialized. After LSTM obtain the characteristic
information output, LSTM finally a layer of hidden layers and unit state. Through full connection via
the double-layer classification, CNN is capable of extracting valuable feature information from local
data, particularly excelling at learning hidden features. On the other hand, LSTM offers long-term
memory capabilities, effectively addressing the issue of long-term dependencies that traditional RNN
networks face.

e GCN-LSTM

This scheme designs an anomaly detection model framework [75] combining GCN and LSTM
networks. In the framework USES the GCN can learn the characteristics of wireless sensor network
topology information, use GCN to build characteristic information extraction module, and then use
the LSTM handle multiple nodes GCN extraction modal characteristics of temporal information. This
approach eliminates the need to create multiple branches for handling multi-node and multi-modal
scenarios, thus avoiding the issue of increased training costs associated with larger model sizes.

e GAT-GRU

To capture the multi-node and multi-modal time series data feature information of WSN, the
approach [73] develops modules for extracting sensor node spatial position features, modal
correlation features, and time series data features. The detailed model framework is as follows: First,
the WSN data is organized according to the nodes, and then the time-series data from each node is
input into both the modal correlation feature extraction module and the time-series data feature
extraction module simultaneously. The modal characteristic information and time-series data feature
information are combined, and the relevant feature information is studied using a Graph Attention
Network (GAT). The key distinction is that the modal correlation feature extraction module calculates
the correlation coefficient between different modes of the time-series data using a formula, while the
time-series data feature extraction module employs a matrix of ones as the adjacency matrix. The
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assumption there is connection relationship between all nodes, and use map network attention since
the attention mechanism between the data information of autonomous learning for different time
attention weight coefficient. Next, the data from adjacent time points is aggregated based on the
attention weight coefficients. The multi-modal time-series data features from multiple nodes are then
combined and used as input for The sensor node spatial location feature extraction module employs
the matrix to capture the WSN's topology information and learns the spatial relationships between
the nodes.

e  GAT-Transformer

This approach [46] leverages a graph attention network and Transformer to create an anomaly
detection model. The process involves several steps: initially, a heterogeneous information network
is constructed using real-world datasets, where nodes and the relationships between them are
mapped onto the nodes and edges of a graph. Essentially, the heterogeneous information network is
treated as graph data. Next, a combination of graph convolutional networks and a non-negative
distance matrix is employed to learn the similarities within the graph data. The non-negative distance
matrix decomposes the low-dimensional output of the GCN into two status matrices, which helps
address the model's overfitting issue. Once the similarity grouping results are obtained through MLP,
the method integrates GAT and Transformer to extract the relationships between various variables
in the graph data. GAT is designed to capture spatial correlations, while Transformer is used to
embed contextual, or temporal, correlation information. This approach emphasizes the spatio-
temporal correlation in time series data, along with key location-specific details that are often
overlooked, effectively integrating similarity information with feature extraction. Unlike traditional
clustering methods, the proposed scheme is capable of capturing more comprehensive correlation
information.

Table 3 presents the comparative experimental results of various methods, including recall rate,
precision, and F1 score for the four schemes, with a focus on the WSN anomaly node detection
method based on contrastive learning and the reconstruction mechanism. The performance of the
proposed space-time feature WSN anomaly detection framework (st-dmad), which utilizes deep
metric learning, outperforms that of CNN-LSTM. Specifically, the accuracy, recall rate, and F1 score
of the st-dmad model are 20%, 24%, and 22% higher than those of CNN-LSTM, respectively. This
improvement is due to CNN-LSTM's failure to fully leverage the spatial and temporal correlations
within the WSN, its inability to extract feature information from graph data comprehensively, and
its neglect of the influence of neighboring and related information between target nodes. In contrast,
the graph neural network (GNN) is better at extracting complex features from graph data, effectively
capturing both temporal correlations in time series data and spatial correlations across multiple
nodes, which significantly enhances the model's feature extraction capabilities. Additionally, GNNs
are particularly effective at handling high-dimensional data.

Table 3. Comparison of experimental results.

Option Prec Rec F1
CNN-LSTM 0.75 0.6 0.67
GCN-LSTM 0.79 0.73 0.76

GAT-GRU 0.89 0.82 0.85
GAT-Transformer 0.95 0.71 0.81
ST-DMLAD 0.95 0.84 0.89

GCN-LSTM can effectively extract the spatial correlation feature information of wireless sensor
network time series data by using GCN. However, GCN uses the complete adjacency matrix to
calculate when transferring between layers, which makes GCN need more cost to update the full
graph information when processing large-scale data, and is prone to the problem of model overfitting.
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GAT-GRU, GAT-Transformer and ST-DMLAD can better extract the correlation information between
the target node and its neighbor nodes, and complete the parallel calculation without the need for a
fixed sampling window size, which improves the efficiency of the model. Compared with GCN-
LSTM, the F1 scores of GRU, GAT-Transformer and ST-DMLAD are improved by 9%, 5% and 13%,
respectively.

GAT-GRU divides the time series data of WSN into branches from the perspective of nodes,
which makes the model need to add a new branch to learn the relevant information expression of the
node after adding a new node. When there are a large number of nodes in the wireless sensor network,
the size of the model will swell a lot, which greatly affects the cost of training the model. Therefore,
using the spatial feature extraction module to extract the corresponding spatial features can avoid
the problem of too many branches.

GAT-Transformer combines GCN with a non-negative distance matrix to learn the similarity of
graph data, whereas the metric learning method more accurately captures the similarity relationships
and autonomously learns the approach to determine similarity. Additionally, GAT-Transformer only
focuses on the similarity between normal and abnormal samples, whereas ST-DMLAD takes into
account not only the similarity between samples of different classes but also the influence of similarity
within positive samples and between negative samples. Compared with the experimental results of GAT-
Transformer, the recall rate of ST-DMLAD is increased by 13%, and the F1 score is increased by 8%.

3.7. Summary of This Chapter

In this chapter, we introduce an anomaly detection framework for wireless sensor networks that
integrates metric learning with deep learning techniques. To comprehensively capture the multi-
node and multi-modal time series features in wireless sensor networks, we design a fusion spatio-
temporal feature extraction module. This module leverages Graph Attention Networks (GAT) and
transformers to efficiently extract both spatial and temporal correlation information, aiding in the
effective feature extraction of multi-node and multi-modal time series data. To address the challenge
of a limited number of samples, which prevents the establishment of a parameterized mapping from
features to categories, this paper integrates the strengths of metric learning and deep learning. Metric
learning enables the model to determine whether samples belong to the same class based on feature
distances, while deep learning effectively extracts feature representations in wireless sensor networks.
This combination enhances the model’s ability to differentiate between normal and anomalous
samples.

Additionally, a joint training approach incorporating both metric learning and classification is
employed to maximize the utilization of label information within the dataset. To thoroughly account
for intra-class and inter-class similarity, the proposed distance measurement module adopts the
triplet loss function. By introducing positive and negative sample pairs, the model ensures that
positive samples are positioned closer to the target sample, while negative samples are pushed farther
away. This design facilitates more effective learning of similarity relationships. Furthermore, the
training cost and computational complexity of the model can be further optimized.

4. Conclusions

4.1. Summary of Main Research Work

Wireless sensor networks with unlimited communication and multi-hop routing can greatly
reduce the security and reliability of the network, these sensors may fail at any given point in time,
or intruders may attack the nodes, thus deteriorating the network and causing problems in collecting
data from sensors. Especially in the process of information transmission, it is vulnerable to external
interference and intrusion, resulting in information leakage, network structure damage, and even
malicious nodes may be inserted to make the network unable to obtain the corresponding
information. The characteristics of wireless communication of WSN determine that it can not obtain
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the privacy of wired network. With the widespread use of WSN in more practical fields, WSN related
network data security issues must be paid more and more attention and attention.

The main research work of this paper is summarized as follows:

Aiming at the problems that the existing methods cannot accurately establish the parametric
mapping from features to categories and lack the similarity information between normal sample pairs
and abnormal sample pairs when facing a certain type of scene with a small amount of sample data,
this paper adopts GAT and the optimized Transformer to comprehensively extract the spatio-
temporal correlation information of graph data. This step fully extracts the multi-node and multi-
modal time series feature information of wireless sensor network time series data, which provides
sufficient feature information representation for metric learning and improves the ability of the
model to deal with complex data. Then, metric learning is used to train the model to obtain the
similarity relationship between samples. In this paper, positive sample pairs and negative sample
pairs are used as the input of metric learning, and the distance between positive samples and target
samples is much smaller than that between negative samples and target samples. Both the similarity
between the same class samples and the similarity between the different classes samples are
considered.

4.2. Prospects for Future Research

This paper has some research in the field of wireless sensor anomaly detection, and the
directions that can be explored in future research are as follows:

(I) However, there are a lot of application scenarios of dynamic graphs in reality. The data
volume of dynamic graphs is much larger than that of static graphs, and the data complexity is higher.
Moreover, the dynamic graph data is difficult to obtain, noisy, redundant and high sparsity. At the
same time, it has high research value.

(II) In this paper, the imbalance of data samples, the diversity of sample information feature
extraction and spatio-temporal correlation features are discussed, but the work basically belongs to
the discussion of time domain characteristics of data. For time series data collected by sensors, it is
also an effective method to analyze local information and global information from the perspective of
frequency domain. How to perform data augmentation and various correlation features extraction in
frequency domain analysis, as well as the design of updated generative model methods, combined
with the emerging large model generative artificial intelligence methods to design more efficient
information extraction strategies have important research significance for the field of wireless sensor
network anomaly detection.

(IT)In practical application scenarios, each data sample of each variable in time series data can
be regarded as a dimension. With the increase of the dimension of time series data, the size of the
data space will grow exponentially, which makes the data information become sparse. There are a
large number of missing values in sparse data, which makes the data information extremely
incomplete. These data are widely used in applications such as e-commerce, medical imaging,
questionnaires, and telephone surveys. Clustering and dimensionality reduction for sparse data is a
promising research direction.
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