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Highlights
What are the main findings?

e  Current governance frameworks for Digital Twins in critical infrastructure —including smart
city urban services, transportation, energy, and healthcare —remain predominantly procedural,
lacking institutionalized cognitive capacities for continuous validation, proactive harm
detection, and structured multi-actor deliberation.

e  The Skeptical Intelligence Framework (SIF) proposes three interdependent cognitive functions —
Validation (F1), Detection (F2), and Deliberation (F3) —supported by five operational principles,
concrete governance artifacts, and distributed accountability roles, developed through Design
Science Research and grounded in a systematic scoping review of 78 sources.

What are the implications of the main findings?

¢  Organizations deploying Digital Twins in multi-actor critical infrastructure —from port logistics
to smart city urban management—require a cognitive governance layer that institutionalizes
disciplined skepticism, epistemic humility, and structured contestation beyond compliance-
oriented approaches.

e  The SIF complements existing procedural frameworks (NIST AI RMF, EU AI Act) and recent
stage-gate governance models for municipal Al by providing the epistemic and deliberative
architecture that these frameworks leave unspecified.

Abstract

Digital twins are becoming vital decision-making infrastructures across critical infrastructure sectors
such as smart city urban services, transportation, energy, and healthcare. As digital twins become
autonomous and gain real-time intervention capabilities, their governance becomes increasingly
essential. Yet existing governance mechanisms remain largely procedural: they emphasize
compliance without operationalizing the cognitive practices required to question assumptions, detect
algorithmic harms, or support legitimate multi-actor deliberation. Drawing on a systematic scoping
review, this study synthesizes the literature on digital twin autonomy, algorithmic risks, epistemic
foundations, and governance mechanisms. The review reveals a fundamental gap: current
governance mechanisms lack institutionalized cognitive capacities for continuous validation,
proactive detection of emerging harms, and structured multi-stakeholder deliberation. To address
this gap, the paper proposes the skeptical intelligence framework, developed through design science
research. The framework integrates three cognitive functions: validation, detection, and deliberation
supported by operational principles, governance artifacts, and distributed accountability roles. The
framework advances digital twin governance beyond compliance toward a model rooted in critical
epistemology, reflexivity, transparency, and democratic legitimacy. It also lays the groundwork for
validation of the proposed framework through implementation across multi-actor digital twin
infrastructure contexts—including smart city governance, port logistics, and energy networks—
where DT-mediated decisions redistribute opportunities and risks across heterogeneous

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202605.2031.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 29 May 2026 d0i:10.20944/preprints202605.2031.v1

2 of 24
stakeholders. Empirical validation in an operational setting is planned as the next phase of this
research.

Keywords: digital twins; skeptical intelligence; adaptive governance; critical infrastructure; smart
city governance; urban digital twins; algorithmic accountability; design science research

1. Introduction

Digital twins (DTs) began as simulation tools — static representations that engineers consulted
to understand system behavior. That era is ending. Contemporary DTs integrate heterogeneous real-
time data streams, update system representations continuously, and execute forecasting and
optimization at a pace that exceeds human cognitive capacity [1,2]. The next generation goes further:
cognitive DTs adapt their own objectives, federated architectures coordinate decisions across
institutional boundaries without centralized human oversight, and autonomous twins in ports,
energy grids, and urban systems increasingly intervene directly in operational outcomes rather than
informing the humans who do [3-6]. This trajectory follows a pattern familiar from earlier
technological transitions. In algorithmic trading, autonomous vehicles, and smart grid management,
technical capability consistently outpaced the institutional arrangements designed to govern it. DTs
in critical infrastructure are following the same arc, and the governance lag is already visible.
Contemporary smart cities are increasingly understood not as municipal digitalization projects but
as interconnected ecosystems of critical infrastructures —ports, energy networks, mobility systems,
healthcare, urban services—whose operational coordination increasingly depends on DT-mediated
decision architectures. Governing these systems therefore requires frameworks that operate across
infrastructure boundaries, not within single sectors. Systems that once structured choices are now
making them, in real time, across organizations that do not share the same incentives or
accountability arrangements [7]. The assumptions, pipelines, proxy variables, and causal logics
driving those decisions frequently remain difficult to inspect, even for well-positioned stakeholders
[8,9]. When the system is hard to interrogate, safety is only part of the concern. Legitimacy becomes
fragile too, particularly in multi-actor environments where the burdens of DT-mediated decisions fall
unevenly and where the ability to contest decisions is itself unequally distributed [10-12].

A further complication is that DT “performance” can look impressive while harm accumulates
quietly. The broader algorithmic governance literature has shown how systems can deliver strong
aggregate metrics and still produce systematic disadvantage for particular groups, especially when
evaluation is not disaggregated and when proxies embed historical or structural bias [13-15]. In
multi-actor critical infrastructure contexts characterized by institutional fragmentation and
asymmetric power relations, this is not an abstract fairness debate. Disadvantages repeat, compound,
and gradually reshape participation and viability for smaller, less resourced, or less visible actors. In
parallel, the justification burden rises. Explanations may help, but high-stakes decision systems
increasingly require justifiability and contestability: reasons that can be challenged, revised, and,
when necessary, overridden through processes that are accountable [16].

This paper emphasizes a specific governance risk that follows from these dynamics: capability
erosion. A DT-enabled system may offer formal access to services, consultation channels, or appeals,
while still undermining the substantive freedoms needed to use those mechanisms meaningfully
[17,18]. In practical terms, a system can widen digital interfaces and narrow real agency at the same
time, particularly for stakeholders with lower institutional access, lower digital literacy, or fewer
resources to contest decisions [19].

Existing governance frameworks are indispensable, yet they often remain incomplete for
addressing capability erosion in multi-actor DT environments. Risk management standards and
regulatory regimes provide structural safeguards around documentation, risk categorization, and
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compliance boundaries [20', 212, 223]. Still, the literature on artificial intelligence (Al) governance
repeatedly indicates an operationalization gap: principles and procedures proliferate, while the
organizational routines that make contestation, learning, and revision real are less consistently
institutionalized [23]. Accountability faces a similar challenge. There is a difference between naming
a responsible party and building an accountability system that can trace decisions, requires
justification, allocates responsibility across the DT lifecycle, and imposes consequences when
governance fails [7].

The central argument of this study is that DT governance in multi-actor critical infrastructure
systems requires a cognitive layer. This layer institutionalizes vigilance that keeps assumptions
explicit, surfaces emerging distortions before they harden into structural exclusion, and enables
deliberation that can actually reshape objectives and constraints. To address this need, the paper
proposes Skeptical Intelligence (SI) as an integrated organizational capability. SI is not “skepticism”
that promotes resistance or delay. It is skepticism that promotes disciplined governance, expressed
through three mutually reinforcing functions (Validation, Detection, Deliberation), supported by
operational principles, and instantiated in concrete governance artifacts and accountable roles.

This work is carried out in two steps. First, a systematic scoping review synthesizes four
convergent strands of literature: DTs as policy machines, documented algorithmic harms, normative
foundations grounded in epistemology and human capabilities, and existing Al and DT governance
frameworks. Second, the study applies Design Science Research (DSR) to develop the Skeptical
Intelligence Framework (SIF) as a prescriptive governance artifact, explicitly designed to bridge the
gap identified in the review.

This paper advances DT governance by reframing it as a question of epistemic justice. That is
who gets to make authoritative knowledge claims, who can contest those claims, and whose
uncertainties are taken seriously in DT-mediated decision environments. Building on this view, the
paper introduces SI as a necessary organizational capability for governing DTs. SI supports
continuous validation of DT outputs, early identification of latent and unevenly distributed harms,
and structured deliberation that goes beyond procedural compliance. The paper contributes in three
ways: (i) theoretically, by grounding DT governance in critical epistemology and capabilities ethics;
(ii) methodologically, by demonstrating how DSR can translate normative principles into
implementable governance mechanisms; and (iii) practically, by proposing adaptable governance
artifacts and accountable roles that organizations can tailor to different multi-actor critical
infrastructural contexts.

The remainder of the article is structured as follows. Section 2 presents the research
methodology. Section 3 synthesizes the theoretical and empirical foundations of the study and
identifies the central governance gap. Section 4 introduces the SIF. Section 5 discusses implications,
limitations, and directions for future research. Finally, Section 6 concludes the paper.

2. Methodology

This study adopts a sequential research design combining systematic scoping review with DSR
to develop a governance framework for DTs in critical multi-actor infrastructure contexts. The
scoping review maps and consolidates interdisciplinary evidence across technical, socio-technical,
and normative literatures to uncover convergent governance gaps that reflect a broader structural
deficit. These gaps are then translated into explicit design requirements, which the DSR phase
operationalizes as a prescriptive governance artifact (the SIF). Section 2.1 presents research questions;
Section 2.2 details the scoping review approach, architecture, and execution; Section 2.3 describes the
DSR framework development process.

1 U.S. National Institute of Standards and Technology (NIST)
2 European Union Artificial Intelligence Act (EU AI Act)
3 General Data Protection Regulation (GDPR)
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2.1. Research Questions and Research Design

Consistent with Joanna Briggs Institute (JBI) guidance for scoping reviews [24], the research
questions (RQs) were formulated to remain intentionally broad and exploratory, aligning concept
(DT-mediated governance), context (multi-actor critical infrastructure), and affected actors. Four RQs
structure both the literature synthesis (Section 3) and the subsequent design effort (Section 4):

RQ1: What theoretical and governance frameworks currently exist for understanding DTs in critical
infrastructure contexts, and what challenges do they address or leave unresolved?

RQ2: What documented cases of algorithmic harm, bias, and systemic exclusion reveal governance
vulnerabilities in systems where DTs mediate coordination and decision-making?

RQ3: What normative foundations, grounded in epistemology, human capabilities, and democratic
legitimacy, are necessary for responsible and legitimate DT governance in multi-actor environments?
RQ4: What critical gaps persist between existing AI/DT governance frameworks and the cognitive
and deliberative capacities required for transparent, inclusive, and substantively legitimate
governance?

2.2. Systematic Scoping Review
2.2.1. Review Approach and Reporting Standard

A scoping review approach was selected because DT governance research is interdisciplinary
and methodologically heterogeneous, spanning engineering, information systems, public
administration, ethics, and socio-technical governance. In such contexts, a scoping review is
appropriate for mapping concepts, identifying patterns and tensions, and identifying governance
gaps rather than pursuing statistical aggregation. The review follows [24] guidance and is reported
using PRISMA-ScR as a transparency framework, designed to serve dual purposes: (1) map current
DT governance scholarship across disciplines, and (2) identify convergent gaps that will then inform
framework design requirements.

2.2.2. Two-Tier Literature Architecture

To address the dual requirement for systematic empirical evidence and normative theoretical
grounding, this study employs a two-tier literature architecture appropriate for DSR [25]. Tier 2
sources were not used to derive empirical claims, but to establish normative and epistemic evaluative
criteria against which DT governance approaches are assessed.

Tier 1 (Core Empirical Corpus, n=33) was identified through systematic scoping review
following PRISMA-ScR protocols, providing empirical evidence on DT implementations,
documented algorithmic harms, and existing governance approaches. Database searches with
explicit inclusion/exclusion criteria ensure reproducibility and minimize selection bias.

Tier 2 (Normative Foundations and Policy Instruments, n=45) was identified through
purposive selection based on four explicit inclusion rules: (1) canonical theoretical texts —seminal
works (500+ citations or field-defining status) establishing foundational concepts in epistemology,
capabilities ethics, or democratic theory; (2) authoritative policy instruments—official regulatory
frameworks and standards from recognized governance bodies (EU, NIST, ISO); (3) recent high-
impact publications—post-search publications in Q1 journals addressing gaps identified in core
corpus analysis; (4) cross-disciplinary bridging literature —methodological guidance enabling
synthesis across disciplines.

This approach is consistent with scoping review methodology [24] and DSR principles regarding
kernel theories grounding artifact design [25,26]. Systematic database searches are inappropriate for
Tier 2 literature because: (1) canonical works often predate digital indexing; (2) policy instruments
exist outside scholarly databases; and (3) normative philosophy literature is inconsistently indexed
in technical databases. The distinction between tiers reflects epistemological differences rather than
quality hierarchies. Tier 1 sources document what is (empirical reality); Tier 2 sources establish what
ought to be (normative criteria) and how to evaluate (conceptual frameworks).
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2.2.3. Cluster Derivation and Thematic Architecture

To operationalize the two-tier architecture within a tractable search strategy, the scoping review
employs ten a priori thematic clusters (C1-C10) derived from three foundational governance
requirements reflected in the RQs and literature synthesis: (1) epistemic adequacy (how DTs
represent reality and make claims), (2) harm prevention and detection (how DT-mediated decisions
affect stakeholders), and (3) democratic legitimacy (how governance processes enable contestation
and learning).

Each requirement necessitates coverage across multiple disciplinary domains. For instance,
epistemic adequacy cannot be addressed through technical literature alone as it requires engagement
with philosophy of science (C1), adaptive learning theory (C2), and validation methodologies (C7).
Similarly, harm detection requires empirical evidence of algorithmic failures (C3, C4, C5), normative
criteria for assessing harm (C10), and institutional mechanisms for redress (C6, C8, C9).

The 10 clusters structure this multi-dimensional coverage:

. Normative-Epistemic Foundations (C1, C2, C10): Establish criteria for what counts as adequate
knowledge, legitimate governance, and meaningful agency

e Empirical Evidence Base (C3, C4, C5, C9): Document how algorithmic systems produce harms,
biases, and exclusions in practice

e Technical-Operational Core (C7, C8): Characterize DT architectures and operational
deployment patterns

o Institutional-Regulatory Context (C6): Map existing governance frameworks and their
limitations

This architecture ensures the synthesis can answer all four RQs by providing both empirical
grounding (what problems exist) and normative foundations (what standards should govern
evaluation), consistent with scoping review guidance for complex socio-technical systems [24,27]. As
shown in Table 1, clusters differ in their evidentiary role: some provide empirical grounding by
documenting governance failures (C3-C5, C9), while others contribute normative foundations for
evaluating governance adequacy (C1, C2, C10).

Table 1. Cluster architecture showing theoretical derivation, RQ alignment, Section 3 mapping, and evidentiary

roles.
Cluster Cluster Label Primary Section 3 Evidence Role (Hybrid)
RQ(s) Subsection

C1 Epistemology & RQ3,RQ4 3.3 Normative Normative-epistemic foundation (model
scientific methodology foundations validity, falsifiability, uncertainty)

C2 Adaptive governance & RQ3, RQ4 3.3 Normative Normative-institutional foundation
learning foundations (learning, reflexivity, adaptation)

C3 Algorithmic bias & RQ2 3.2 Documented Empirical core evidence (documented
fairness harm & exclusion  harms and exclusion mechanisms)

C4 Generative Al & RQ2,RQ4 3.2 Documented Empirical supporting evidence (cognitive
cognitive processes harm & exclusion  and perception-related impacts)

C5 Human-automation =~ RQ2,RQ4 3.2 Documented Empirical supporting evidence
interaction & trust harm & exclusion  (automation bias, over-reliance, trust

dynamics)

Ceé Al regulation & RQ1, RQ4 3.4 Existing Institutional baseline (procedural

governance frameworks governance governance and compliance limits)
frameworks
Cc7 DTs — core technologies RQ1 3.1 DTs as policy  Technical-functional core (architectures
machines enabling real-time intervention)

C8 DTs — governance & RQ1,RQ4 31&34 Operational governance core (DTs as
operations decision infrastructures)

9 DT inclusivity & citizen RQ2, RQ3 3.2 & 3.3 Normative-empirical bridge

participation

(participation limits and legitimacy gaps)

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202605.2031.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 29 May 2026 d0i:10.20944/preprints202605.2031.v1

6 of 24

C10 Human development & RQ3 3.3 Normative Normative legitimacy foundation
agency (capabilities) foundations (capabilities, substantive freedom)

2.2.4. Search Strategy and Data Sources

Searches were conducted July-November 2025 in Scopus and SpringerLink, selected for
complementary disciplinary coverage: Scopus provides broad multidisciplinary indexing including
engineering and computer science; SpringerLink offers extensive coverage of governance, policy, and
social sciences. In Scopus, searches targeted TITLE-ABS-KEY fields, retrieving top-200 relevance-
ranked records per cluster (n=2,000). In SpringerLink, searches retrieved top-100 per cluster (n=1,000).
These cutoffs were determined through pilot testing (diminishing marginal returns beyond these
thresholds). Searches were restricted to English-language journal articles and scholarly books, with
no temporal limitation as normative foundations often derive from canonical pre-2000 works while
DT governance is an emerging field. Full Boolean search strings are in Appendix A. The combined
search yielded 3,000 records.

2.2.5. Screening and Inclusion Logic

After deduplication (269 duplicates removed), 2,731 records underwent three-stage screening
consistent with JBI guidance. Stage 1: All records underwent structured relevance assessment using
a Relevance-Alignment-Knowledge (RAK) scoring rubric (scale 1-10) evaluating alignment with the
review's conceptual scope, derived from the RQs (epistemology, governance, socio-technical systems,
human agency). The rubric assessed conceptual relevance to DT governance (0—4 points),
methodological contribution (0-3 points), and RQ alignment (0-3 points). Records scoring RAK <7
were excluded (n=2,570), as preliminary testing indicated scores of 8+ reliably identified sources with
substantive engagement with governance concepts, leaving 160 records. Stage 2: Title and abstract
screening excluded out-of-scope or predominantly descriptive publications (97 exclusions, 63
retained for full-text review). Stage 3: Full-text eligibility assessment excluded 30 records due to
limited analytical contribution, conceptual redundancy, or insufficient relevance, ensuring included
sources made substantive contributions to understanding DT governance issues and limitations
rather than merely describing technical implementations. In total, 33 studies were included from
database searching.

2.2.6. Synthesis Method

The 33 articles identified through database searching formed the core analytical corpus,
examined to identify how DTs, including their Al-based components, are conceptualized and
problematized in relation to governance, decision-making authority, accountability, and operational
use.

In addition to the core corpus, 45 Tier 2 sources were included following the purposive selection
rules detailed in Section 2.2.2: canonical theoretical texts (n=12), authoritative policy instruments
(n=8), recent high-impact publications (n=18), and cross-disciplinary methodological literature (n=7).
These sources provide the epistemological and normative grounding necessary for establishing
evaluative criteria.

The full corpus was examined through a narrative, concept-oriented synthesis. Sources were
analyzed for their conceptualization of DTs as governance instruments, documented governance
challenges, normative criteria for legitimate governance, and critiques of existing frameworks. This
analysis directly informed the four-strand structure of Section 3, with patterns emerging through
iterative engagement with the literature. This synthesis approach prioritizes conceptual coherence
and theoretical integration over systematic data extraction, enabling identification of convergent
patterns across methodologically heterogeneous literature that are appropriate for exploratory
scoping reviews [24]. The selection and inclusion process is summarized in Figure 1.
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Figure 1. PRISMA-ScR flow diagram of the two-stream scoping review process.

2.3. Design Science Research

The scoping review provides the evidential foundation for framework development but does
not by itself produce governance solutions. A second methodological step is therefore required:
translating the governance gaps identified in the literature into an institutional design that
organizations can implement. This study follows an institutional design reasoning approach, in
which empirical evidence and normative theory are used to derive explicit governance requirements,
which in turn inform the architecture of a prescriptive framework [25,28]. This approach is
appropriate because the study's contribution is not limited to diagnosing governance problems. It
specifies the functions, principles, roles, and artifacts that organizations need to govern autonomous
DTs legitimately and accountably in multi-actor infrastructure contexts.

The logic is explicitly traceable. The synthesis in Section 3 consolidates recurrent governance
failures, epistemic risks, and legitimacy deficits into three design requirements: continuous epistemic
validation, proactive harm detection, and structured deliberation with revision authority. These
requirements directly inform the three governance functions of the SIF developed in Section 4. Each
framework component is linked to the requirement it addresses and to the evidence strands that
motivate it. The framework is demonstrated through a port infrastructure application showing how
its functions would operate in practice. Formal empirical evaluation in a live infrastructure
environment is the logical next step and is planned as subsequent research.

3. Literature Review

This scoping review synthesizes multidisciplinary evidence on DT and Al governance in critical
infrastructures, following the two-tier literature architecture (Section 2.2.2) and cluster organization
(Section 2.2.3). The review addresses the four RQs through interconnected strands: Section 3.1
examines DTs as institutional decision systems in critical infrastructures (C7-C8, RQ1). Section 3.2
documents algorithmic harms and systemic exclusion (C3-C5, C9, RQ2). Section 3.3 establishes
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normative foundations from epistemology, capabilities, and adaptive governance (C1-C2, C10, RQ3).
Section 3.4 examines existing frameworks (C6, RQ4). Section 3.5 synthesizes convergent design
requirements informing framework development in Section 4.

3.1. Digital Twins as Institutional Decision Systems in Critical Infrastructures

DTs have evolved from passive simulation into dynamic systems integrating real-time data,
supporting predictive inference, and intervening in operational decisions [1,2]. Contemporary
implementations span from decision-support to cognitive DTs capable of adaptive optimization
[3,29], with federated architectures reflecting institutional fragmentation across multiple actors in
critical infrastructure contexts [1,5]. DTs deployed in urban infrastructure integrate 3D models,
geospatial data, sensors, and social sensing for planning, climate adaptation, and operational
management [19,30-32].

As DTs embed in operational routines, they function less as dashboards and more as allocators
and coordinators. Even when formal authority remains human, DTs structure choice spaces,
redistribute constraints, and shape collective trade-offs [4,33]. In urban and infrastructure contexts,
DTs operate as decision-shaping platforms influencing planning and resource allocation without
being formally recognized as decision-makers [34-36]. A DT supporting exploratory planning differs
fundamentally from one managing real-time allocations, where system outputs translate directly into
constraints on affected actors, thereby raising accountability questions even when decision authority
remains formally human [7].

DT-enabled systems increasingly function as epistemic infrastructures whose outputs shape
expectations, behavior, and responsibility. [37] show that algorithmically produced representations
do not merely inform decision-makers but actively reorganize strategic reasoning, accountability
relations, and democratic agency. In critical infrastructures, DT representations exert influence
through their capacity to stabilize particular interpretations of system behavior while sidelining
alternative readings. Although these works do not examine DTs directly, they reveal a recurring
structural pattern: when algorithmic representations acquire operational centrality and guide
collective action, governance gaps emerge unless legitimacy, accountability, and contestability are
institutionally articulated and maintained.

This evolution renders legitimacy operational. Hirschman's voice and exit concepts clarify that
affected actors require meaningful channels to contest decisions and withdraw from arrangements
that no longer serve them [10]. Bovens' accountability framework requires governance to
institutionalize obligations to explain, justify, and face consequences [11]. In high-stakes contexts,
explainability alone is insufficient without genuine contestation and trade-off justification [12,16].
Legal analyses show decision-support systems can engage rights even when authority remains
formally human, requiring explicit accountability clarification [38,39]. Technically, responsible
judgment presupposes epistemic robustness: verification, validation, and explicit uncertainty
treatment become prerequisites for trustworthy oversight [40].

These dynamics become particularly visible in port-based DT systems managing berth
allocation. Allocation decisions shape vessel schedules, fuel consumption, crew logistics, and supply-
chain timing. Delays absorbable by large carriers can be existential for smaller operators. Similar
patterns occur in urban mobility, energy networks, and emergency response where DT-mediated
prioritization redistributes costs, risks, and benefits unevenly. In such settings, DT-mediated resource
sequencing such as equipment deployment, labor scheduling, access prioritization, affects
employment stability, safety exposure, and operational resilience. Governance must protect voice,
exit, and accountability as substantive mechanisms enabling stakeholders to understand what is
optimized, contest trade-offs, and influence redesign [41]. Critical analyses emphasize that such
systems are not politically neutral: when organized around proprietary platforms, collective control
weakens unless governance addresses power concentration [42].

Technical integration typically advances faster than the institutional arrangements required to
manage responsibility, authority, and conflict across heterogeneous actors. This asymmetry helps
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explain why technically sophisticated DTs often remain fragile as decision infrastructures once they
are embedded in real operational settings.

While Al-enabled capabilities within DTs advance rapidly, governance arrangements for
responsible, accountable, and ethical use remain comparatively underdeveloped, particularly in
multi-actor infrastructure contexts characterized by competing interests and asymmetric power [34].
Recent studies have begun to examine the governance implications of DT deployment in complex
urban and infrastructural environments. For example, [6] propose a maturity model approach to
assess governance readiness for city DT technologies, emphasizing the importance of institutional
arrangements that support transparency, stakeholder participation, and accountability. Empirical
studies further indicate that institutions often rely heavily on algorithmic outputs without
establishing durable mechanisms for validation, challenge, and revision, while authority tends to
concentrate when explicit power-sharing arrangements are absent [43]. Together, these dynamics
help explain why organizations struggle to govern advanced DT systems in ways that are both
operationally effective and legitimately accountable across all actors.

Similarly, an exploratory study of 99 urban DTs across three continents found that more than
half had not reached series operation, and that governance capacity and authority involvement—
rather than technical maturity —were the strongest predictors of scalability [44].

3.2. Documented Algorithmic Harm and Systemic Exclusion

Algorithmic systems can appear neutral while producing systematic harm. Gender Shades
demonstrated stark intersectional disparities in facial recognition with errors distributed unequally
across demographics [13]. Such disparities are not merely technical failures; in consequential settings,
they translate into accountability gaps and liability risks [45].

For DTs in critical infrastructures, harms remain invisible when evaluation relies on aggregate
metrics, stakeholder groups are not disaggregated analytically, or decision logic remains opaque.
Opacity constitutes a control problem. When affected parties cannot understand, scrutinize, or
contest decision bases, disadvantage becomes difficult to demonstrate and harder to correct [8,46,47].

Bias exists at multiple lifecycle stages: data collection, sampling, measurement, modeling
choices, evaluation, deployment feedback loops [15]. Legal scholarship shows discrimination may
arise through apparently neutral technical proxies without explicit intent [14]. In city-scale DTs,
practitioners may address bias pragmatically rather than institutionalizing systematic
countermeasures [48]. Empirical evidence demonstrates exclusion persists even when fairness is a
stated objective. Disparities often are not monitored proactively, and corrective action relies on ad
hoc complaints rather than embedded detection and redress [49,50].

Studies examining participatory arrangements in DT initiatives reinforce this pattern. [51] find
that participatory mechanisms in smart-city DT initiatives remain largely consultative. Citizens may
express concerns, but systematic mechanisms ensuring that such input influences decisions remain
weak. Therefore, formal participation can coexist with substantive exclusion.

For example, a port DT allocating vessels using size, processing time, capacity utilization, and
equipment availability appears operationally neutral. Yet smaller operators may be systematically
deprioritized because vessels do not align with rewarded performance profiles. When ports report
only aggregate improvements such as overall utilization and average turnaround, effects remain
concealed. Detecting harms requires disaggregated outcome analysis and institutional pathways for
stakeholders to contest objectives and request revision. Contestation and redress are not optional but
core conditions for responsible governance where algorithmic decisions shape opportunities and
outcomes [41,52].

3.3. Normative Foundations: Epistemology, Capabilities, and Adaptive Governance

What counts as legitimate governance when DTs represent complex systems imperfectly and act
on those representations? Capability theory shifts attention from formal access to substantive
freedom. Sen and Nussbaum argue justice should be assessed by what people can actually do and
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be, not merely whether opportunities exist on paper [17,18]. In DT governance, "participation” can be
offered superficially while influence remains concentrated. Recent work emphasizes governance
oriented toward optimization alone may reinforce structural inequalities unless human capabilities,
distributive justice, and institutional capacity are treated as core objectives [53]. [54] show narrow
focus on aggregate utility sidelines distributional concerns and can legitimize substantial harm to
minorities. DT governance must validate not only whether aggregate performance improves but
whether systems preserve or erode human capabilities [43].

Epistemology sharpens implications. DT outputs are claims built on assumptions, boundaries,
proxies, and value-laden objectives. Popper's falsificationism foregrounds disciplined conjecture
testing [55]. Kuhn, Lakatos, and Feyerabend remind us that models drift, anomalies accumulate, and
progress often requires reframing [56-58]. Contemporary research emphasizes digital models do not
merely describe reality but actively shape it, making epistemic assumptions central to legitimacy [59].
This highlights the need for governance to interrogate the representational frames embedded in DT
models themselves [34].

Transparency is insufficient for legitimacy unless it supports justification, contestation, and
assumption revision [12,16]. Organizational learning and adaptive governance translate these
insights institutionally. Argyris and Schén's double-loop learning clarifies that governance must not
only optimize within existing objectives but question and revise those objectives [60]. Adaptive
governance research emphasizes institutions integrating diverse knowledge, managing uncertainty,
and enabling collective learning and revision over time [61,62]. Recent work frames legitimacy as an
ongoing, reflexive process requiring epistemic humility and revision capacity under uncertainty [63—
65].

Empirical work supports this: [66] demonstrate that structured collective reasoning can
significantly alter participants’ understanding, trust, and evaluative judgments regarding
algorithmic systems. Deliberation enhances legitimacy and informed contestation only when
participants have genuine epistemic access, meaningful opportunities for reasoning, and real
capacity to influence outcomes. These conditions remain rarely satisfied in current DT governance
mechanisms.

3.4. Existing Governance Frameworks: Procedural Strengths and Critical Gaps

Existing Al governance frameworks offer procedural robustness but lack mechanisms for
sustained epistemic interrogation, proactive harm detection, and consequential deliberation. NIST Al
Risk Management Framework [20] provides structured risk identification, assessment, and
mitigation, offering shared vocabulary and procedures. However, it does not specify how institutions
should continuously interrogate model assumptions, test validity under changing conditions, or
confront divergences between stated objectives and observed outcomes [50].

The EU Al Act [21] and the General Data Protection Regulation (GDPR) [22] establish
requirements for data protection, risk categorization, documentation, and compliance. These
instruments primarily specify what must be classified, documented, and audited, while offering
limited guidance on how institutions should sustain the ongoing interpretive, monitoring, and
intervention capacities required to govern DT systems effectively in real time. Existing governance
frameworks thus emphasize formal procedures, risk tiers, compliance checklists, and controls, but
provide little support for reassessing underlying assumptions, detecting unintended effects, or
intervening when adaptive systems drift [34,67]. Empirical studies further show that even when audit
mechanisms and oversight structures are in place, governance often remains performative, with
organizations complying procedurally without developing the capacity to question optimization
goals or revise decision criteria [47,68]. Recent reviews of urban DT deployments similarly highlight
the growing integration of participatory interfaces, sensing infrastructures, and simulation tools
within governance arrangements, while leaving largely unexamined whether such inputs
substantively influence decision-making or redistribute authority [69].
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Advanced proposals for lifecycle-oriented and adaptive governance frameworks explicitly
recognize these shortcomings [70]. While they introduce post-deployment monitoring, dynamic risk
categorization, and continuous oversight, they also demonstrate that existing standards remain
insufficient unless institutions possess the capacity to interpret signals, contest system behavior, and
revise governing assumptions over time [71,72].

Recent contributions within smart city and urban Al governance have begun to address this
operationalization challenge from complementary angles. [73] propose a stage-gate framework that
sequences municipal Al governance decisions across ten procedural checkpoints, explicitly
acknowledging that the framework has not been empirically tested and that its effectiveness depends
on organizational culture and leadership commitment. [74] develop a social DT framework
integrating participatory mechanisms and bottom-up governance roles for urban contexts. These
contributions advance the procedural and participatory dimensions of DT governance, respectively.
However, neither specifies the epistemic capacities — continuous assumption interrogation, proactive
disaggregated harm detection, and structured deliberation with revision authority —that would
make such governance substantive rather than performative.

This persistent “principles-to-practice” gap illustrates how organizations may endorse ethical
guidelines without developing the tools, incentives, or routines required to enact them operationally
[23]. Ecosystem-oriented approaches therefore stress that responsible governance cannot be achieved
through static regulatory frameworks alone. They require coordinated institutional roles, socio-
technical balance, and continuous adaptation across organizational boundaries [75,76]. Existing
governance frameworks thus offer procedural strength, yet remain ill-equipped for the cognitive,
institutional, and deliberative work required to govern adaptive DT systems [7]. Table 2 provides a
structured comparison of these frameworks across six governance dimensions, making this gap
explicit and setting the baseline against which the SIF is positioned in Section 4.

3.5. Synthesis: Three Design Requirements for DT Governance

Synthesizing the four strands yields three convergent design requirements for governing DTs in

~

S4. Limits of Existing
Governance Frameworks

multi-actor critical infrastructures contexts (Figure 2).

/

S1. Digital Twins as
Policy Machines

Four Strands for Inquiry

S3. Normative
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Legitimate Governance

S2. Documented
Algorithmic Harm &
Exclusion
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allocate resources and
shape real-world

Empirical evidence
highlights bias, systemic
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Epistemology, capability
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governance clarify
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uncertainty and plural
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compliance without
continuous scrutiny or

outcomes 3 revision
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/ Convergent Design Requirements for DT Governance
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objectives, and performance
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-

Figure 2. Convergent synthesis of literature strands and resulting design requirements for DT governance.
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Visible
Proactively detect latent harms
through disaggregated monitoring
and mechanism-oriented inquiry

R3. Embed Contestability and
Deliberation
Provide consequential channels to
challenge decisions, influence
revisions, and obtain redress
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First, DT governance must institutionalize continuous interrogation of assumptions, boundaries,
and objectives. As DTs increasingly function as decision-shaping systems (Section 3.1), their outputs
acquire epistemic authority that can harden through routine use. Epistemological analyses
demonstrate DT models embed value-laden assumptions, proxies, and simplifications that inevitably
drift as systems, data, and contexts evolve (Section 3.3). Without explicit mechanisms for verification,
validation, uncertainty management, and assumption testing, DTs risk becoming authoritative yet
epistemically fragile. Governance must ensure DT representations remain revisable under changing
conditions rather than stabilized through procedural compliance alone [55,60].

Second, DT governance must include proactive mechanisms for detecting latent harms and
systemic exclusion. Algorithmic bias literature shows optimization-driven systems can produce
unequal and exclusionary outcomes while appearing neutral at aggregate level (Section 3.2). Effective
governance requires institutionalized detection capacities that surface disparities early, trace how
harms emerge through modeling and deployment choices, and enable corrective intervention before
disadvantages entrench [8,14,15,47].

Third, DT governance must institutionalize meaningful deliberation, contestability, and revision
authority. As DTs redistribute constraints and opportunities across heterogeneous actors (Section
3.1), legitimacy depends not only on transparency or formal participation but on stakeholders'
substantive ability to challenge decisions, demand justification, and influence system redesign.
Normative scholarship emphasizes voice without consequence risks becoming consultative rather
than democratic, particularly with power asymmetries (Section 3.3). Governance must provide
structured pathways for contestation, justification, and redress, ensuring deliberation can reshape
objectives, metrics, and trade-offs [11,12,41,52].

These three requirements delineate a persistent governance gap. Existing frameworks provide
procedural scaffolding yet do not equip institutions with epistemic, organizational, and deliberative
capacities required to govern DTs as adaptive and consequential decision infrastructures [50]. These
requirements form the conceptual foundation for the SIF developed in Section 4.

4. Skeptical Intelligence Framework

Section 3 identifies a clear governance impasse: as DTs increasingly operate as decision-shaping
systems, existing governance approaches remain predominantly procedural and insufficient to
sustain continuous scrutiny, early harm detection, and consequential contestation. The issue is
therefore not whether such capacities are needed, but how organizations can institutionalize them as
effective governance practices.

The SIF responds to this gap by translating the convergent requirements identified in the
literature into an integrated governance architecture, developed through DSR. Rather than treating
DT outputs as authoritative signals to be managed through compliance mechanisms, the framework
explicitly conceptualizes them as fallible, revisable claims whose assumptions, effects, and
distributive consequences must remain open to interrogation over time.

The SIF is structured around three interdependent cognitive functions: Validation (F1),
Detection (F2), and Deliberation (F3), supported by five operational principles (P1-P5) and
instantiated through concrete governance artifacts and accountability roles. Its purpose is not to
extend existing risk management checklists, but to institutionalize structured skepticism as a
governance capability for DT systems operating under uncertainty and plural interests.

4.1. From Design Requirements to Framework Architecture

The design logic follows directly from the synthesis in Section 3. If DTs operate as policy
machines, then legitimacy must be actively produced and maintained through governance processes
that enable understanding, justification, and contestation [12,16]. If algorithmic harms can remain
hidden in aggregate metrics, then governance needs proactive detection capable of surfacing
distortions before they become entrenched [14,47]. If opacity undermines control, then governance
must treat interpretability and contestability as operational requirements, not optional transparency
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ideals [8]. Finally, if learning and revision are essential, then governance must create feedback
pathways that support double-loop learning: revision of objectives, metrics, and assumptions, not
only recalibration of parameters [55,60].

On this basis, the SI Framework operationalizes three requirements as an integrated architecture
with four linked layers:

e  Cognitive functions (F1-F3) specify what governance must continuously do;

e  Operational principles (P1-P5) specify how those functions are enacted consistently;

e  Governance artifacts specify what durable records and traces must exist to support scrutiny and
learning;

e Accountability roles specify who has mandate to trigger scrutiny, interpret evidence, deliberate
trade-offs, and authorize revisions.

This separation is deliberate: functions specify governance purposes; principles specify
enactment rules; artifacts and roles make both auditable and resistant to governance capture.

4.2. Core Cognitive Functions: Validation, Detection, and Deliberation

4.2.1. F1 — Validation: Epistemic Adequacy and Justified Alignment

Validation keeps the DT’s epistemic foundations contestable and revisable. It asks whether the
DT’s representational assumptions, data foundations, causal structure, and objectives remain
adequate for the decisions being made [9]. Importantly, validation here is not framed as a one-time
certification. In critical multi-actor infrastructure contexts, “correctness” is rarely a stable
achievement. What governance can insist upon, instead, is continuous, disciplined testing and
documented justification for why the current model, data, and objectives remain acceptable in light
of observed system behavior and decision consequences. This framing emphasizes validation as an
ongoing governance practice rather than a terminal act of verification.

Validation therefore combines scheduled reviews (e.g., annual assumption audits) with event-
triggered reviews when anomalies accumulate, when stakeholders raise credible concerns, or when
operational conditions shift materially. Testing, evaluation, verification, and validation approaches
implemented across the DT lifecycle — from design to operation — support this lifecycle orientation
[77]. SI extends that logic by tying validation explicitly to contestability and revision authority, so
that evidence can lead to change rather than merely documentation.

4.2.2. F2 — Detection : Harm Visibility and Early-Warning Governance

Detection searches deliberately for emerging harms, biases, and effects that may undermine
stakeholders’ capabilities in DT-mediated decisions. It does not wait for crises or complaints, partly
because many harms are diffuse and because less powerful stakeholders often lack the resources to
raise effective complaints. Detection operationalizes what the bias literature has long implied:
fairness failures are often invisible unless the institution chooses to look for them, with the right
disaggregation and the right questions [14,15,47].

Practically, detection treats DT decisions and outcomes as hypotheses about how the system
behaves and who benefits. It monitors outcomes across stakeholder categories and contexts (e.g., by
vessel size category, operator type, route class, or geography), and it investigates mechanisms that
link design choices (objective functions, weightings, constraints) to observed disparities. Opacity
becomes a detection risk: the more black-boxed the decision logic, the harder it is to diagnose
mechanisms and the easier it is for systematic disadvantage to persist without remedy [8].

4.2.3. F3 — Deliberation : Legitimacy, Contestability, and Redress

Deliberation provides the institutional arena where evidence and values are brought together to
interpret findings from validation and detection, negotiate trade-offs, and authorize revisions. This
isnot a consultation exercise. It is meant to be consequential. In the SIF, deliberation is the mechanism
that produces legitimacy under plural values and asymmetric power, by ensuring that affected
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stakeholders can understand the system’s rationale, contest objectives, and shape revisions when
harms or misalignments are identified [11].

Research on algorithmic governance and public decision-making highlights an important
legitimacy dynamic. Perceived legitimacy depends on how decisions are justified and whether such
justification is experienced as sufficient and fair, especially in public decision contexts [12]. Moreover,
in high-stakes systems, deliberation must support contestability, not merely explanation, aligning
with arguments that justifiability and contestability constitute core legitimacy requirements [16].
Finally, deliberation should not end at “discussion.” It requires pathways for redress so that
individuals and groups can contest harmful outcomes and obtain remedies, thereby strengthening
human agency in Al-mediated environments [39,52].

4.3. Operational Principles P1-P5

The SIF introduces five cross-cutting principles as design rules that make the three functions
operable as routine practice.

P1 explicit fidelity thresholds. Divergence between DT representations and observed system
behavior is treated as a governance trigger. This prevents institutions from normalizing anomalies as
“noise” when they may signal model drift or objective misalignment [77]. By formalizing thresholds
for acceptable divergence, P1 requires organizations to treat sustained discrepancies as actionable
signals that warrant investigation, justification, or intervention rather than routine exceptions to be
absorbed operationally.

P2 systematic assumption logging and interrogation. DT’s intellectual foundations are made durable,
inspectable, and revisable. Assumptions that disappear into code become politically and
operationally untouchable, and then governance becomes symbolic [9]. This failure mode is also
noted in responsible AI frameworks that stress documentation without sustained interpretive
capacity [50].

P3 structured stakeholder integration. Validation and detection processes incorporate diverse forms
of knowledge ensuring that deliberation extends beyond internal technical experts. Without such
integration, a system may remain technically sophisticated while drifting away from legitimate social
objectives and from the capabilities and interests of affected stakeholders [17,19,41].

P4 clear accountability and role distribution. ~Mandates are assigned, so no single actor
monopolizes validation, detection, and deliberation. This operationalizes accountability as a
structured practice distributed across the lifecycle rather than a label attached to one role [11], echoing
governance analyses that stress enforceable role differentiation as a condition for responsible Al
oversight [71].

P5 adaptive revision and learning. Findings lead to changes in models, objectives, metrics, and
routines. This implements double-loop learning and adaptive governance in DT contexts [60], and
aligns with recent DT governance frameworks emphasizing continuous revision rather than static
compliance [33].

Together these principles address a recurring Al governance failure mode: organizations adopt
ethical principles but struggle to translate them into implementable routines, tools, and incentives.
SI's operational principles layer is meant to be that translation bridge, consistent with critiques of the
“operationalization gap” in Al ethics practice [23,76]. In urban contexts, systematic reviews confirm
that DT governance remains weakly evidenced despite the rapid proliferation of smart city technical
deployments [78].

4.4. Governance Artifacts and Accountability Roles

To remain auditable and durable, the SIF is implemented through a limited set of governance
artifacts and roles that concretely embody its functions and principles.

e  Assumption Log: A structured version-controlled record of DT assumptions (boundaries, causal
relations, proxies, objectives, and constraints). It supports validation by keeping foundational
modeling choices visible, inspectable, and open to epistemic scrutiny, thereby preserving their
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revisability over time [9]. It also addresses failures where assumptions remain implicit and
effectively insulated from challenge [50].

e Bias and Impact Assessment Reports: Periodic syntheses of detection findings, including
disaggregated outcome patterns and plausible mechanisms generating systematic advantage or
disadvantage. Their purpose is to make harm visibility routine and to counter the tendency of
aggregate metrics to conceal unequal effects [14,47].

e The Decision Journal: A traceable record of significant DT-mediated decisions, including
options considered, evidence used, stakeholder inputs, and the reasons for final choices. This
supports accountability and institutional learning by enabling reconstruction and contestation
[11].

e Confidence Panel Dossiers: Evidence packages prepared for deliberative bodies, enabling
structured review and informed contestation. These dossiers are necessary where information is
technically dense or fragmented; under opacity, interpretive governance becomes fragile and
requires explicit mediating practices to sustain intelligibility and contestability [8].

e Accountability roles: Roles distribute responsibility and reduce capture by assigning explicit
institutional mandates to the framework’s three cognitive functions. A DT Owner maintains the
system technically and implements revisions authorized through governance processes. A
Cognitive Governor leads Validation (F1), convenes assumption reviews, and triggers deeper
scrutiny when fidelity thresholds are breached. A Bias and Impact Auditor leads Detection (F2)
and has authority to request additional analyses where disparities or risks are identified.
Stakeholder Representatives participate in Deliberation (F3) with a mandate that is
consequential rather than merely advisory. An External Reviewer periodically assesses the SI
process itself for blind spots and capture risk. Finally, a Governance Committee or Confidence
Panel serves as the institutional locus for deliberation and revision authority.

This role architecture operationalizes the separation between validation, detection, and
deliberation, ensuring that no single actor monopolizes epistemic, evaluative, and decision authority.
It aligns with Al governance scholars emphasizing that accountability requires structured oversight
and enforceable consequences rather than transparency claims alone [7]. Redress mechanisms can be
formalized so that contestation has practical effect and harms can be remedied [52].

Figure 3 provides a summary of the proposed SIF, and Table 2 provides a comparison between
SIF and existing governance frameworks.

Table 2. Comparative Analysis of Governance Frameworks.

Governance dimension NIST ALRMF EU Al Act GDPR SIF
[20] [21] [22]
Risk management & Regulatory classification Data protection & Cognitive capacity for

Primary focus & compliance

mitigation processes .
requirements

continuous structured

individual rights | .
interrogation

Limited; focuses on risk Minimal; assumes

identification not technical risk

assumption validation

Assumption interrogation

classification is sufficientis sufficient

Central; treats all
assumptions as falsifiable
conjectures requiring
continuous interrogation

Minimal; assumes
GDPR compliance

Mentioned but no
operational depth;
assumed risk
identification is
sufficient

Yes; prohibits high-risk
uses & requires impact
assessments but limited
ongoing detection

Algorithmic bias detection

Central; requires
proactive, disaggregated
detection & bias auditing
(F2)

Limited; focuses on
transparency &
notification, not

Limited; presupposes
consultation, not
deliberation with power

Stakeholder voice &
deliberation

to reshape governance

Data subject rights Central; enables genuine
& some deliberation with power to

deliberation with power rectification rights reshape governance (F3)

Prescriptive categories

Limited; assumes } .
don't easily

compliance suffices, not
fundamental learning

Adaptive revision of
objectives & governance

structure
change

accommodate paradigm

Minimal; assumes Central; treats anomalies
legal compliance as learning opportunities

suffices driving revision (P5)
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Figure 3. Skeptical intelligence framework for DT governance.

4.5. Application and Evaluation Strategy

Consistent with DSR, SI evaluation can be structured as a phased program: conceptual
evaluation (internal coherence and theoretical grounding), prototype implementation (feasibility,
usability, organizational fit), and outcome evaluation (observed changes in governance and
stakeholder outcomes). Outcome evaluation should combine quantitative indicators (distribution of
delays, incident rates, environmental compliance patterns) with qualitative evidence (stakeholder
perceptions of voice, fairness, and learning), reflecting the socio-technical character of legitimacy in
DT-mediated governance [12].

In a port context, a DT may generate berth and crane allocation recommendations throughout
the day. SI evaluation would proceed by (i) validating fidelity using prediction and override metrics,
with explicit thresholds triggering event-based review (F1); (ii) detecting distributional impacts
through disaggregated monitoring of waiting times and service levels across stakeholder categories
(F2); and (iii) assessing whether evidence leads to consequential revisions of objectives and
constraints through documented deliberation and stakeholder voice (F3). This operationalizes
evaluation beyond technical accuracy by directly examining harm visibility, contestability, and
revision behavior, consistent with the governance-quality emphasis.
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5. Discussion, Implications, and Future Research

Following the systematic scoping review (Sections 2-3) that identified three convergent design
requirements, Section 4 translated these into the SIF through DSR (Section 2.3). The framework
operationalizes structured skepticism through three interdependent functions (F1-F3), five principles
(P1-P5), and concrete governance artifacts and accountable roles. This section discusses theoretical
contributions, practical implications, limitations, and future research directions.

5.1. Theoretical Contributions

First, SI distinctively operationalizes epistemological traditions as organizational governance
commitments. Unlike existing frameworks that reference falsificationism, paradigm critique, and
research-program evaluation rhetorically [20,21], SI translates them into specific functions (F1
Validation), principles (P1 fidelity thresholds, P2 assumption logging), and artifacts (Assumption
Log). DT models and objectives become contestable conjectures requiring continuous stress-testing
rather than stabilization through routine use. These safeguards prevent organizations from confusing
model persistence with model adequacy. This approach also addresses epistemic opacity as a
governance hazard rather than technical inconvenience: opacity weakens institutions’ ability to
justify decisions, diagnose harms, and learn credibly from anomalies [8]. SI therefore emphasizes
deliberation as a cognitive governance function, not a communications layer. Without
interpretability, "participation" becomes decor and legitimacy becomes fragile.

Second, SI integrates empirical evidence on algorithmic harm with normative commitments to
capabilities and democratic legitimacy as a single governance problem. Detection (F2) surfaces latent
burdens and exclusions; Validation (F1) interrogates whether they originate in data
representativeness, boundary choices, or objective functions; Deliberation (F3) decides what should
change. This advances beyond transparency-focused legitimacy [12] by treating contestability as a
governance requirement with enforceable revision authority, not a desirable afterthought [16].

Third, SI advances adaptive governance theory by operationalizing adaptive operational
principles in technical systems. Multi-actor deliberation becomes constitutive of "good performance"
rather than consultative input about achieving pre-defined objectives. This matters because DTs
increasingly function as infrastructural decision devices, requiring governance capable of revising
objectives, constraints, and representations under uncertainty and conflict. The framework
decomposes accountability from desirable aspiration into auditable practice through enforceable
responsibilities and traceable artifacts (Assumption Log, Bias and Impact Reports, Decision Journal,
Confidence Panel Dossiers) that structure how responsibility is assigned, exercised, and reviewed.
This resonates with recent analyses of accountability in socio-technical and distributed Al systems
[7].

Positioned within recent governance scholarship on urban and critical infrastructure systems,
the SIF addresses a gap that adjacent contributions leave open. Stage-gate frameworks for municipal
Al governance provide procedural sequencing for responsible deployment but do not specify the
cognitive content—epistemic interrogation, disaggregated detection, consequential deliberation—
that each gate should enact [73]. Social DT frameworks integrate participatory mechanisms and
bottom-up governance roles but do not address how participation can be sustained when algorithmic
opacity limits what stakeholders can actually scrutinize [74]. The SIF contributes the epistemic and
deliberative architecture that makes both procedural sequencing and participatory inclusion
substantive rather than ceremonial.

5.2. Practical Implications

SI requires governance as integral to DT architecture and institutional design from inception,
not as post-deployment compliance. This reframes what implementation teams consider "core work":
governance becomes ongoing intellectual practice with dedicated authority and resourcing, not
periodic auditing.
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At the organizational level, the most immediate implication is role formalization. SI requires, at
minimum, a Cognitive Governor responsible for leading Validation (F1) and maintaining the
Assumption Log, and a Bias and Impact Auditor responsible for proactive Detection (F2) and
producing Bias and Impact Reports. These roles are not symbolic; they need explicit mandates, access
to decision forums, and authority to trigger reviews when thresholds are exceeded or harms detected.
P4 becomes crucial because it prevents governance capture by any single actor, particularly in settings
where operational incentives may favor throughput and stability over scrutiny and revision.

At the process level, SI implies three operational routines:

1. Routine validation and event-triggered review: Fidelity thresholds (P1) trigger structured validation
when model reality divergence becomes meaningful, preventing normalization as operational
noise.

2. Disaggregated monitoring as standing practice: Detection (F2) explicitly searches for systematic
advantage or disadvantage across stakeholder groups, time windows, and operational contexts
proactively, not reactively.

3. Deliberation with revision authority and redress: Deliberation (F3) operates through intelligible
evidence packages and documented decision pathways, with authority to mandate DT changes
to objectives, constraints, or data practices. Contestability requires credible redress mechanisms
preserving human agency when systems cause harm [52].

In port contexts, implications are especially concrete because DT-mediated decisions are
frequent and distributive. SI offers a way to institutionalize questions that otherwise remain informal
and politically awkward. Which stakeholder groups are systematically delayed? Which objective
weights drive those delays? Who has standing to challenge them? What would count as sufficient
justification for maintaining them?

The same governance questions apply in smart city contexts where urban DTs mediate resource
allocation, service prioritization, and planning decisions across populations with unequal access and
voice. Which neighborhoods receive slower emergency response because of how the DT weights
demand patterns? Which citizen groups are effectively excluded from participatory interfaces that
presuppose digital literacy? Do municipal authorities have structured mechanisms to detect these
disparities before they compound? SI provides the institutional architecture for posing and acting on
such questions systematically, regardless of the specific infrastructure domain.

SI also addresses the "operationalization gap" that many organizations encounter when
implementing Al ethics. In practice, principles proliferate while implementable routines remain thin.
SI's artifacts and roles design prevents that drift by turning ethical and legitimacy commitments into
inspectable, repeatable organizational work [50].

5.3. Limitations

The framework's primary limitation is that it is theoretically grounded but not yet empirically
validated in a real DT governance environment. Until SI is implemented in an operational DT within
a critical multi-actor infrastructure context, claims about effectiveness should be treated as plausible
but unproven. A second limitation concerns organizational capacity. SI demands skilled analytical
work, structured deliberation, and sustained attention to disaggregated impacts; some organizations
will simply lack the maturity, staffing, data access, or political latitude to do that consistently.

A methodological limitation concerns literature selection. While the systematic scoping review
followed explicit inclusion criteria (Section 2.2), the 45 Tier 2 sources were purposively selected based
on four explicit rules (Section 2.2.2), potentially introducing theoretical framing bias despite
transparency measures.

A third limitation is the opacity threshold problem. If key DT components are fundamentally
non-interpretable, governance can still operate through outcome monitoring and contestation, but
diagnosing mechanisms becomes harder and justification more fragile. This limitation is not merely
technical but institutional: opaque systems increase dependence on trust, and trust is exactly what
governance is supposed to avoid treating as an implicit default. Also, power asymmetries can deform
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deliberation. Even well-designed structures for voice may be undermined if dominant actors control
what evidence is surfaced, what revisions are acceptable, or what counts as "reasonable" dissent.

Finally, generalizability is bounded. The framework is designed for critical multi-actor
infrastructure contexts where DT-mediated decisions have significant distributive and accountability
implications. Applying SI to smaller-scale DT deployments will likely require adaptation,
particularly regarding the scope and intensity of deliberation and external review.

5.4. Future Research Directions

Future research should treat the SIF as the starting point of an empirical and comparative
program. The immediate next step is implementation in an operational port DT environment, with
iterative refinement based on observed friction points, institutional resistance, and stakeholder
dynamics. This step is foundational: it allows researchers to determine whether the framework's three
governance functions operate as designed or degrade into performative rituals under operational
pressure. This is a risk that governance research on comparable technological transitions has
repeatedly documented.

The natural extension of this implementation lies in federating the port Digital Twin with the
city's in a sustainable mobility perspective. Congestion generated by freight transport serving the
port is a shared governance challenge, involving common infrastructures—road corridors, rail
networks, periurban logistics zones —whose coordination exceeds the institutional boundaries of the
port authority. This transition to a federated port-city architecture represents a privileged testbed for
the SIF: it confronts the framework's three cognitive functions with actors holding distinct mandates,
temporalities, and legitimacies, and allows researchers to assess whether skeptical intelligence
mechanisms transfer beyond the organizational perimeter of a single actor.

A third direction concerns how governance demands evolve as DT autonomy deepens. Current
deployments already strain existing institutional arrangements. As cognitive twins adapt their own
objectives and federated architectures coordinate decisions across organizational boundaries, the
pressure on governance mechanisms will intensify. Research should treat governance capacity as a
moving target rather than a fixed design problem.

A fourth direction concerns cross-sector transfer beyond the port-city continuum: energy
systems, healthcare systems, and supply chains. Comparative analysis should identify which
governance design elements remain stable across sectors and which require context-specific
adaptation, building toward a generalizable theory of institutional capacity for autonomous
infrastructure governance.

Finally, the framework raises measurement questions that warrant dedicated methodological
attention. How do we distinguish genuine validation from ceremonial compliance? What evidence
demonstrates that detection surfaces harms that would otherwise remain hidden? How can
deliberation be shown to be consequential rather than legitimacy theatre? Answering these questions
requires mixed-method designs combining process tracing, disaggregated distributive metrics, and
qualitative legitimacy indicators, as well as quasi-experimental comparisons across sites
implementing different subsets of SI mechanisms.

6. Conclusions

DTs are moving from analytical representations to operational decision-shaping systems whose
outputs redistribute time, risk, and opportunity across stakeholders with unequal voice and power.
In such settings, governance cannot be reduced to procedural compliance or technical performance.
What is needed is an institutional capacity for structured skepticism in the form of continuous
validation of assumptions and objectives, proactive detection of latent harms and exclusions, and
deliberation that is both meaningful and capable of mandating revision.

This paper proposed the SIF as a governance framework designed to meet that need. By
integrating epistemological rigor with empirical sensitivity to algorithmic harms and a commitment
to democratic legitimacy, SI specifies how organizations can make DT governance auditable,
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contestable, and adaptive over time. The framework’s central claim is not that skepticism solves
governance. It is that skepticism can be designed, resourced, and institutionalized so that DTs remain
revisable when evidence changes, when harms emerge, and when stakeholders contest the meaning
of “good performance.”

The work now needs to be moved into empirical testing. If SI is implemented across critical
multi-actor infrastructure contexts and evaluated rigorously, it can help shift DT governance from
documentation-heavy procedures toward practices that are epistemically disciplined, socially
legitimate, and institutionally accountable. The framework’s applicability extends across critical
multi-actor infrastructure contexts—from port logistics to smart city governance and energy
networks —wherever DT-mediated decisions shape outcomes for stakeholders with unequal voice
and power.
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Appendix A. Thematic Clusters (C1-C10) and Search Queries

C1: Epistemology & Scientific Methodology

("design science" OR "scientific discovery" OR "logic") AND

("research” OR "information systems" OR "epistemology") AND
("methodology" OR "validation")

C2: Adaptive Governance & Learning

("adaptive governance" OR "adaptive management" OR "accountability") AND
("social-ecological systems" OR "conceptual framework" OR "governance framework") AND
("resilience" OR "responsibility" OR "learning")

C3: Algorithmic Bias & Fairness

("algorithmic bias" OR "unfairness" OR "gender bias") AND

("machine learning" OR "data" OR "Al systems") AND

("accuracy" OR "fairness" OR "intersectionality” OR "discrimination")

C4: Generative Al & Cognitive Processes

("generative AI" OR "AI chatbot" OR "large language models") AND

("cognitive processes” OR "digital well-being" OR "mental health") AND
("perception” OR "impact" OR "implications" OR "students" OR "psychological")
C5: Human-Automation Interaction & Trust

("human-automation” OR "human-machine" OR "human-Al interaction") AND
("trust" OR "trustworthiness" OR "automation bias") AND

("reliance” OR "acceptance" OR "digital twins")

Cé6: Al Regulation & Governance Frameworks

("artificial intelligence” OR "AI") AND

("regulation” OR "risk management" OR "governance") AND

("framework" OR "compliance” OR "trustworthy AI" OR "responsible AI")

C7: Digital Twins - Core Technologies

("digital twins" OR "virtual twins") AND

("decentralized" OR "complex dynamical systems" OR "complex systems") AND
("architecture” OR "modeling" OR "systems design")

C8: Digital Twins - Governance & Operations

("digital twins" OR "digital twin") AND

("governance" OR "governance framework" OR "regulation") AND
("autonomous" OR "cognitive" OR "human in the loop" OR "supply chain" OR 'city" OR
"policymakers")

C9: Digital Twins - Inclusivity & Citizen Participation
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("digital twins" OR "urban digital") AND

("invisible citizens" OR "inclusivity" OR "urban") AND
("futures” OR "rethinking" OR "citizens")

C10: Human Development & Agency

("development as freedom" OR "human development" OR "capabilities approach") AND
("society 5.0" OR "open models" OR "decision-making") AND
("digital twins" OR "agency" OR "well-being" OR "governance")
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