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10 Abstract: The aim of this Irish study was to develop, implement and evaluate a new auxiliary risk
11  management framework and process to serve as an enabler to the global ISO 31000 [5] risk
12 framework and ISO 31010 processes [38]. This framework has been designed particularly for use
13 within high-risk environments and those characterized by volatility, uncertainty, complexity
14 and ambiguity (VUCA). The key objective was optimization of structured sharing and grass-root
I5  management of all available risk-information which have assessed potential to develop into a future
16  identifiable risk. The author introduces new risk terminology including risk-sentience, risk-sentience
17  information and risk-sentience management. The process involved development of the Theory of
18  Risk-Sentience (ToRS), Risk-Sentience Auxiliary Framework (RSAF) and a risk-sentience
19  management process referred to as LUOMEAR (Learning from Uncertainties, Others Mistakes,
20  Experiences and Anecdotal Reporting). Manchester Patient Safety Framework (MaPSaF) [32], SWOT
21  analysis and a newly developed Risk-Sentience Fertility Checklist were used to conduct pre and
22 post-trial evaluations. The findings include positive adjustments in safety culture components of
23 commitment to quality, communication and team-working around safety issues, access to evolving
24 risk-information and efficient sharing and management of recorded risk-information with potential
25  to develop into a future identifiable risk. Recommendations are made for more extensive
26 applications of both the proposed auxiliary risk framework and process within high-risk sectors to
27 further explore its effectiveness and scope.

28 Keywords: uncertainty management; risk management; safety; ISO 31000:2009; ISO 31010:2009;
29 risk management framework; risk-sentience; safety culture; risk culture

30

31 1. Introduction

32 It would be considered a rational argument to state that the focus of organizations possessing
33 either pro-active or generative safety culture would be on early and robust risk management, rather
34 than by merely prioritizing incident management processes post-occurrence of incidents. However,
35  such an argument would be based on the presupposition that it is generally acceptable to wait for
36  the prospect of an event or uncertainty to evolve into the form of an identifiable risk before
37  effectively addressing it. However, within the context of high risk and volatile environments (eg.
38  counter-terrorism, oil rigging, complex surgery etc.) this waiting period of inaction could be the
39  incubation stage of rapidly evolving risk-information which could potentially result in severe and
40  long-lasting consequences. The question arises then, can evolving risk-information be better
41  addressed at grass-root level even prior to becoming an identifiable risk? It has also been observed in
42  organizations that risk management procedures fail to achieve complete buy-in from
43  non-management workers due to a variety of reasons: ineffective communication from senior
44  management, difficulty in establishing a risk-based work culture or uncertainty over reasons why
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they should participate in risk management processes [1]. While the senior management employee’s
role is clearly established within the ISO framework, the role of non-management employees is not
specified at all. Furthermore, the absence of personal values and ethics within the ISO framework,
though they are recognized to have a bearing on risk-perception [34, 35] gives credence to the
possibility that the framework has further scope to be improved on. The ISO 31000: 2009 which sets
out the global best-practice standard in organizational risk management appears to have covered
several aspects of efficient risk management in theory. In practice however, it has been open to
debate whether its approach relating to the concept of uncertainty is appropriate [2] (p.p 5-8), and
whether the potential for achieving buy-in and feeling of ownership of the risk-management process
within the non-management employee category is realistic within this framework. According to the
ISO 31000, risk is defined as the effect of uncertainty on objectives [6]. With uncertainties being
identified as the singular causative factor for all risk, it would be a reasonable expectation that
addressing uncertainties would feature prominently within the core ISO framework, but that is not
the case. It is worth reflection that uncertainties and other risk-information which can be addressed
are only those which we are made aware of, indicating the vital need for a robust process to obtain
such evolving information on an ongoing basis.

The aim of this study was to develop, implement and evaluate a new auxiliary risk management
framework and process to serve as an enabler to the ISO 31000 framework and ISO 31010 processes.
This was envisaged to occur by optimizing structured sharing and management of all evolving
risk-information which had identified potential to develop into a future risk, with secondary
objectives of improved safety culture and engagement from non-management employees within the
auxiliary risk-management process. The context of this study was in a community Occupational
therapy department within a major Irish public health service organization which had adopted the
ISO 31000 and ISO 31010 risk standards. The community occupational therapists included in this
study were exposed frequently to issues of high-risk such as pressure ulcer development, serious
incidents relating to use of hoists/ wheelchairs and complex seating assessments, all within the
context of lone working in the community.

2. Literature Review

An extensive literature review was conducted to ascertain the current schools of thought in
relation to global risk management strategies, frameworks and processes. This information was
utilized to develop and design a supplementary risk-framework and process by building on the
experiences and critique of the current ISO 31000 risk framework.

2.1 Managing uncertainties in risk management

Some challenges relating to ISO 31000’s handling of the concept of uncertainty are based on
prominent author Frank Knight's analysis within his seminal work ‘Risk, Uncertainty and Profit’ in
1921. He established the foundational differences between uncertainty and risks by pointing out that
while in the case of risks the distribution of outcome in a group of instances is known, for
uncertainties it is impossible to form a group of instances as the situation dealt with is unique to a
high degree. He differentiated risk as measurable uncertainty with objective probability and
uncertainty as immeasurable uncertainty with subjective probability [6]. However, this opinion is
not embraced by all as some believe that many uncertainties are measurable, although some are not
[7]. Over the past nearly 100 years since Knight arguably established these classic distinctions
between risk and uncertainty, these two sibling factors appear to have merged dangerously close to
each other, with these terms even used interchangeably within the context of risk management [8]
(p. 75).

In 1961, Ellsberg added the concept of ambiguity within the specific context of establishing
subjective probability, by suggesting that the quality of information (amount, type, reliability and
unanimity) has a direct bearing on our confidence in the knowledge we utilize to establish subjective
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95  probabilities [9]. Combining the works of Knight and Ellsberg, John Prpic summarized the key
96  differences between risk and uncertainty and defined risk as a situation where the probability and
97  impact estimates of an event are objectively known, and the confidence in the quality of the
98  information used to construct these estimates is very high. He further defined uncertainty as a
99  situation where the probability and impact estimates of an event are subjectively determined, and
100  the confidence in the quality of information used to construct these estimates varies from low to high
101 [2]. But as the ISO definition points out, the crucial determinant in identifying uncertainty is its
102 potential to eventually lead to an effect on objectives, thereby causing a risk. However, this does not
103 seem to be captured within Prpic’s definition. Moreover, Hillson points out that not all uncertainties
104 are relevant within the context of risk management except the uncertainties that matter, which is that
105  on occurrence, will have either a positive or negative effect on objectives. The remaining
106  uncertainties are irrelevant and do not need to be addressed under risk management [10] (pp. 6-7).
107 Combining the knowledge base mentioned, the author proposes an inclusive definition of risk
108  as a situation where the probability and impact estimates of an event are objectively known, the confidence in
109 the quality of the information used to construct these estimates is high and where there is a mandatory effect
110 (positive or negative) on objectives. The author further proposes that uncertainty be defined as a
111 situation where the probability and impact estimates of an event are subjectively concluded; the confidence in
112 the quality of information used to construct these estimates is highly variable, and has confirmed potential to
113 become a risk only when its occurrence will have an effect (positive or negative) on objectives. These
114 definitions highlight that not all uncertainties result in a risk. Due to these established differences
115  between risk and uncertainty, there could be an opportunity for introduction of uncertainty
116  management capable of identifying and managing several sources of uncertainty which give rise to
117  and shape our perceptions of threats and opportunities. Such a strategy would need an uncertainty
118  identification process with more open-ended, neutral description of factors, facilitating a less
119  constrained consideration of response options [11].
120 The authors of an international perspective paper report that measurement of uncertainty
121 within risk assessment can be varied; subjective probability, non-probabilistic representations with
122 interpretations as lower and upper probabilities, non-probabilistic representations with other
123 representations such as degree of belief, degree of possibility, hybrid combinations of probabilistic
124 and non-probabilistic representations and semi-quantitative approaches. They also suggest that
125  where risk analysis of large uncertainties is conducted, probabilities may not reflect the knowledge
126  or information available and recommend the need for an extended framework for risk assessment
127  which reflects the separation that exists between the analyst and decision-maker [12]. The choice of
128  the method of measurement of uncertainty would be dependent on which risk theory each risk-
129 analyst adheres to. For example, adhering to the Theory of Statistical Decision of 1951, the analyst
130 could treat all uncertainties as risks, evaluating them with a subjective probability measure [13],
131  whereas following the logical-relationist theory of Keynes, one would consider uncertainties as a
132 state in which it is impossible to attribute a reasonably definite probability to the expected outcome
133 [14] (p. 31).
134 While sensitivity evaluation experiments on the measurement of subjective probability seem to
135  suggest that numeric measures outperform other scales [15], in some situations single-valued
136  probability is not considered adequate to represent uncertainty and non-probabilistic measures
137  interpreted as lower and upper probabilities are seen as more appropriate [12] (p.1201). It has also
138  been observed that certain uncertainties in scientific advice to policy-makers are not caused by
139 probabilistic predictions, but could originate from a fundamental lack of understanding of new
140  phenomena at or beyond the frontiers of present knowledge [16] (p.891). Concerning uncertainty
141  management, apart from rational strategies (calculation of probabilities, weighing pros and cons
142 etc.) and irrational strategies (faith, hope etc.), it has also been argued that the reality of human
143 decision-making influenced by ‘in-between strategies’ which may have some features of rational (may
144 rely on use of knowledge but not scientific knowledge) and features of irrational (influence of
145  personal context, feelings or beliefs), including the use of trust, intuition and emotion is vital [17]
146  (pp.439-450).
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147 The identification of risks are not always straightforward as they can be a borderless
148  phenomenon, cutting across boundaries such as sociotechnical, geopolitical, organizational, cultural,
149  physical or health related across a range of tangible and intangible borders [18] (p.3). The
150  post-modern reality of the transcending of risks further into known uncertainty, unknown
151  uncertainty (where one is missing information that others may possess) and even unknowable
152 uncertainty (where others also lack information about the probability and thus perceived to be in the
153 same boat) would require a more perceptive framework to address uncertainties at its evolving
154 stages. The distinction between the unknown and unknowable uncertainty is said to depend on the
155  assumption that a subject makes about the availability of information [19] (p.136).

156 Prpic states, within the context of project risk management, that uncertainty should not be
157  conceptualized as a dimension of risk but as a separate phenomenon that can and does occur
158  simultaneously with risk, and that project risk management is in effect about the management of
159  risk, uncertainty and information confidence. He aptly suggests adding an information-confidence
160  element to the subjective estimates of probability and impact to drive uncertainty management and
161  states that many such errors and omissions also exist in the ISO 31000 framework [2]. The perception
162 of uncertainty depends on personal skills, intuition and judgement and though uncertainty cannot
163 be eliminated, continuous reflective learning and information sharing can reduce it to manageable
164 levels [8] (p.77). The explicit treatment and communication of uncertainty is stressed as critical to the
165  credibility of risk assessments by the 1989 U.S National Research Council report which stated that
166  risk messages and supporting materials should not minimize the existence of uncertainty and that
167  data gaps and areas of significant disagreement among experts should be disclosed. It also
168  recommended that some indication of the level of confidence of estimates and the significance of
169  scientific uncertainty needs to be conveyed [20].

170 2.2 Limitations and deficiencies within the ISO 31000:2009 framework

171 The benefits of the introduction of the ISO universal risk framework designed to be applicable
172 to all industries has been lauded and supported by several risk management experts and
173 commentators [21,22,23,24,25,26]. However, there have also been a steady flow of authors pointing
174 out several components within the framework which they identify as possible deficiencies [3,4,5,2].
175  The absence of principles relating to the importance of a staff development program and
176  establishing a system to acknowledge employees who detect risks early are pointed as limitations,
177  and suggestions include the possible use of subjectivity, intuition, past experiences and motivation
178  to enable efficient use of this standard [4] (p.278).

179 2.3 Risk perceptions and the determinants of risk-taking behaviour

180 There are several factors which can influence the development of risk perception from
181  childhood into adulthood. In a study involving 10-12 year olds, children were able to identify and
182  relate to risks presented by linking it to their own personal experiences or an observation about
183 others who were engaged in a similar activity like crossing at an intersection, using a sharp knife etc.
184  [27]. Risk-taking behaviour is said to be influenced by characteristics of the person, the situation and
185  whether affect is involved, and also the ‘who and when’ interact relating to the familiarity with a risk
186  domain [28]. People with higher risk-perception as adults have a higher intention to engage in
187  risk-reducing strategies, and a person who is more willing to take risks will have a lower subjective
188  perception of risk. Empirically supported key determinants of risk-taking behaviour in children
189  were identified as individual characteristics including age, sex, behavioural attributes, experience
190  with activity, personal values and temperament, family/parent factors including socialization and
191  teaching practices, parent modeling, style and attributes, sibling effects, socio-situational factors
192 including persuasion influences, observational influences and situation-driven motivations.

193 The literature review thus reinforces the perspective that the foundational differences between
194 the concepts of risk and uncertainty may not be fully appreciated within the ISO 31000 model. Also,
195  there appears to be a valid case for the introduction of a dedicated uncertainty management
196  component within the risk management framework, and where numerical probabilities are not


http://dx.doi.org/10.20944/preprints201710.0041.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 9 October 2017 d0i:10.20944/preprints201710.0041.v1

197  appropriate as an uncertainty measure, non-probabilistic measure with upper and lower
198  probabilities may be necessary. Information sharing is identified as the key to manage uncertainties,
199  and credibility given to the suggestion that ‘information confidence’ may need to be added to the
200  subjective estimates of probability and impact concerning uncertainty management. Deficiencies
201 within the ISO framework have been identified from various quarters, with further need for
202  organizational staff members to be involved within the risk process in early detection of risks and
203  further training programs. Furthermore, risk-perception is said to be directly impacted by risk
204  attitudes and the key determinants of risk-taking behaviour have been identified from social
205  developmental research. These factors would have immense potential to be harnessed together to
206  create a powerful tool for uncertainty identification.

207 3. The Theory of Risk-Sentience (ToRS)

208 While a healthy organizational safety or risk culture requires early and effective identification
209  of risks, the author observed a difficulty in organizational staff applying this in everyday practice.
210  There appeared to be a process missing in the sequence of effectively identifying evolving risks.

211

212 Sentience is a term which appears to have no universally accepted definition [30], with some
213 defining a ‘sentient being’ as someone who has the ability to evaluate the action of others in relation
214 to itself or third parties, to remember its own actions and consequences, to assess risks and benefits,
215  to possess degree of feelings and awareness [31]. The term ‘sentience’ is generally considered as the
216  ability to feel, perceive, or experience subjectively. It has also been defined as the ability to evaluate
217  the actions of others in relation to itself and third parties, to remember some of its own actions and
218 their consequences, to assess risk, to have some feelings and to have some degree of awareness [36].
219 The author introduces a new risk terminology referred to as ‘risk-sentience’ and defined as the ability
220  to perceive, feel or experience subjectively the positive or negative deviation as a result of uncertainty on
221 objectives. This is hypothesized to develop by a continual process involving sharing of uncertainties
222 (unknown probability of occurrence), other’s mistakes, experiences (personal and others) and
223 anecdotal reporting of events. For example, children develop their risk-sentience relating to crossing
224 aroad from a complex amalgamation of information weaved naturally together from the following:
225  their doubts on how to cross safely, hearing their friend’s experience or mistakes relating to crossing
226  roads, their own past experience, and their parents or school teachers warning them of potential
227  dangers. It is also proposed that safety or risk-culture will not be easy to cultivate in an organization
228  until its precursor risk-sentience, being a natural and innate skill, is well-watered and nurtured first.
229 While uncertainty has been defined as the state, even partial, of deficiency of information
230  related to, understanding or knowledge of, an event, its consequence, or likelihood, risk is defined as
231  the effect of uncertainty on objectives [5]. The effect referred to is a deviation from the expected -
232 positive and/or negative. A cumulative analysis would thus infer risk is a result arising only in the
233 situation where there exists a deficiency of information related to, understanding or knowledge of,
234 an event, its consequence, or likelihood which causes a positive or negative deviation from an
235  objective. But there appears to be a missing component, as there also is in existence emerging
236 risk-information which may not have identifiable deficiency in reference to the currently available
237  knowledge pool and the likelihood that its own effect could cause a positive or negative deviation
238  from an objective may be a reasonable certainty.

239 In the ISO Guide-73, a risk source is defined as an element which alone or in combination has
240  the intrinsic potential to give rise to risk [37].The author suggests that uncertainty is not the sole
241  potential owner to be a risk source as the ISO definition suggests, but can be so when combined with
242 all risk-sentience information. The term ‘risk-sentience information’ is defined by the author as all
243 relevant emerging risk-information which may or may not have identifiable deficiency with reference to all
244 goailable body of knowledge, and its likelihood that its effect will cause a positive or negative deviation from an
245 objective includes a reasonable certainty, with the source of such information mainly originating from personal
246  or others experiences, mistakes, anecdotal reporting and includes reports of uncertainties. Risk-sentience
247  management can be defined as the process of management of all risk-sentience information, including


http://dx.doi.org/10.20944/preprints201710.0041.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 9 October 2017 d0i:10.20944/preprints201710.0041.v1

248  uncertainties, with the core objective of preventing them from attaining the state of an identifiable risk. The
249  theory of risk-sentience initially overlaps certain characteristics of a safety/risk culture within an
250  organization, but then demarcates itself completely by going much further in its demand for
251  developing an organizational consciousness which is able to pro-actively seek out and eliminate any
252 uncertainties or evolving risk-information in an ongoing and robust manner.

253

254 4. The Risk-Sentience Auxiliary Framework (RSAF)

255

256 The Risk-Sentience Auxiliary Framework (RSAF) is thus a supplementary risk management

257 framework to the ISO 31000, designed specifically for environments characterized by high risk and components
258  of volatility, uncertainty, complexity and ambiguity (VUCA), incorporating aspects of effective management
259  of both risk-sentience information and uncertainties with the core objective of preventing them from attaining
260  the state of an identifiable risk. The RSAF framework developed (Figure-1) was specifically designed to
261  serve as an auxiliary component to further supplement the efficiency of the current ISO framework,
262  and not to undo or make impotent any of the components which constitute the organization’s
263  currently adopted risk management framework. The components identified for inclusion were
264  non-management commitment and pro-active engagement, appropriate risk attitude and behaviour,
265  continual risk-sentience development and strategy, transparent, anonymous and timely recording of
266  risk-sentience data and blame-free culture to bad news and mistakes. Personal values and ethics
267  were assigned the central position within the framework, to convey their influence as a key driver of
268  the framework.
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270 Figure-1: Risk-Sentience Auxiliary Framework

271

272 The framework was designed as a planetary cog-wheel system with high personal values and

273  ethics as the sun and also conveying the interdependency of each of the risk-sentience components
274  towards powering the ISO 31000 framework. The author aimed to design and develop a new
275  risk-sentience management process aligned least 80% to key domains of empirically supported
276  determinants of children's risk decisions. Three core domains of empirically supported determinants
277  of development of risk awareness were identified as individual characteristics, family/parent factors,
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and social-situational factors [29]. The new process designed was named as LUOMEAR (Figure-2)
and consisted of the following components; learning from uncertainties, other’s mistakes,
experiences and anecdotal reporting. As demonstrated (Table-1), 80% of the risk determinant
components were successfully integrated into the LUOMEAR process.

Determinant factors Points LUOMEAR process Points
Individual Learning from...
characteristics

Age 1 Personal experiences il

Sex 1 Personal experiences a1l

Behavioral attributes e [o]

Experience with activity 1 Personal experience 1

Personal experience & Values 1 Values & ethics 1

Temperament 1 e o]
Family/ parent
factors

Socialization practices 1 Other’s mistakes 1

Teaching practices 1 + 1

Parent modeling 1 Personal experiences 1

Parenting style 1 + 1

Parenting attributes 1 Anecdotal reporting 1

Sibling effects 1
Social-situational
factors

Oral-persuasion influences 1 Anecdotal reporting 1

Observational influences 1 Personal experiences 1

Situational motivations 1 Personal experiences 1

Total 15 (100%) Total 12 (80%)

Table-1 Integration of risk-determinants into LUOMEAR
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RISK-SENTIENCE MANAGEMENT PROCESS
(INCORPORATING UNCERTAINTY MANAGEMENT AND CORE DETERMINANTS OF RISK-TAKING BEHAVIOUR)

STEP-1: CREATE PATHWAY TO RECORD RISK-INFORMATION FROM NON-MAMAGEMENT
EMPLOYEES UNDER EACH PROCESS CATEGORIES OF LUOMEAR (LEARNING FROM UNCERTAINTIES, OTHERS
MISTAKES, EXPERIENCES AND ANECDOTAL REPORTING)

EMPLOYEES CONTRIBUTE
ANONYMOUSLY INTO SHARED REPOSITORY

STEP-2: ALL RISK INFORMATION RECORDED ARE ASSIGMNED SUBJECTIVE,
PROBABILITY X IMPACT (P X I) RATING OF LOW, MEDIUM OR HIGH
BY THE SUBMITTER

S5TER-3:
MODERATOR OF REFOSITORY

TO REMOVE OR FORWARD
INAPPROPRIATE CONTENT

STEP 4: CONFIDENCE EVALUATION
ACTION LEARNING SET (ALS) CONMDUCTED
WITH BOTH MANAGEMENT & NOMN-MANAGEMENT EMPLOYEES
TO DETERMINE
A) CONFIDEMCE IN QUALITY OF INFORMATION RECORDED
B) POTENTIAL THAT OCCURENCE WILL HAVE AN EFFECT
OM OBJECTIVES

STEP-5:
RISK INFORMATION CATEGORISED THROUGH ALS
INTO LOW, MEDIUM OR HIGH PRIORITY RATING

AND ACTIONS RECOMMENDED TO CONTAIN THEM

FROM EVOLVING INTO AN IDENTIFIABLE RISK

IN THE RUTURE

PROCESSED RISK-INFORMATION
FORWARDED TO MANAGEMENT

WITH RECOMMENDED ACTIONS

REQUIRED

STEP-6: MANAGEMENT TAKES ACTION FOR RECOMMENDATIONS
THROUGH ALS

STEP-7: OUTCOME
RISK INFORMATION DEEMED AS CONTAINED
AS MUCH AS REASONABLY
POSSIBLE FROM EVOLVING INTO A FUTURE RISK, OR

286 REFERRED FOR REVIEW BACK TO ALS AS REQUIRED
287
288 Figure-2: LUOMEAR - Risk-Sentience Management Process

289
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290 The author also aimed to develop a Risk-Sentience Fertility Checklist incorporating key
291  indicators of healthy risk culture. Four key indicators were identified as tone at the top, governance,
292 competency and decision-making [33]. The Risk-Sentience Fertility Checklist (Table 3.1 and 3.2) was
293 developed to serve as a health indicator of the level of risk-sentience culture within any organization
294  or enterprise. Eleven of the eighteen statements forming the newly developed Risk-Sentience
295  Fertility Checklist (Table-2) were aligned to the components of the risk culture model.

296

IRM Risk Culture Points Risk- Points
Sentience
Checklist
Tone at the
Top
Risk leadership-Clarity of direction 1 Statement-2 1
Organisation response to bad news 1 Statements- 1
3,6,7
Governance
Clarity of accountability for managing risk 1 Statement-9 1
Transparency and timeliness of risk information 1 Statements- 1
6,7
Competency
Status, resources and empowerment of risk function 1 Statements- 1
4,17
Embedding of risk management skills 1 Statements- 1
1,12,15
Decision
making
Well informed risk decisions 1 Statements- 1
11,12,13,14
Appropriate risk taking rewarded 1 Statement-5 1
Total 8 Total 8

297
298 Table-2 Integration of key risk culture indicators into Risk-Sentience Fertility Checklist

299

RISK-SENTIENCE FERTILITY (RSF) CHECKLIST

Yes = This is definitely the case in my institution (Score =1)
? = Don’t know, Maybe, or Could be partially true (Score = 0.5)
No = This is definitely not the case in my institution (Score = 0)
Statement Yes 2 No

1) Risk Management is clearly recognized within the entire
organization as a shared responsibility of each and every
employee, and not just that of the senior/ risk management
team.

2) The organization has the leadership and openness to
acknowledge its failures, to apologize for them, and to
reassure that the lessons learned from past errors will help
prevent their recurrence.

3) After an adverse event, the senior management attempts to
learn from it rather than try to attribute blame on the person
reporting it.

4) Staff from a wide variety of departments and levels
(eg.porters) regularly attend meetings together related to risk
management.

5) Appropriate and prudent risk-taking behaviours are rewarded
and encouraged and inappropriate behaviours challenged and
receive sanction.

6) There is a very transparent and risk-information flow within
the organization with bad news rapidly communicated
without any fear of blame.

7) The organization always encourages anyone to raise safety
concerns and risk issues. Messengers and whistleblowers are
encouraged and rewarded, not dismissed or discredited.

8) The organization relies on building trust and transparency
with its workforce with full realization that a robust risk
management reporting system will not survive without it.

9) Accountability- each employee within the organization is fully
aware of the risks for which they take full ownership and how
to escalate risks which they have identified.

10) Effective challenge- Alternate views, opinions and debates on
current risk management systems and their effectiveness are

300 encouraged and facilitated in an ongoing manner.

301 Table-3.1 Risk-Sentience Fertility Checklist
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Statement Yes ? | No

11) A secure organizational database is present with collection of
all identified risks (eg.Risk Register),with full access to all staff
members and continuously updated.

12) Access to evolving risk-information: All staff members are
given full access to anonymously add valuable evolving risk-
related information into the database without any fear of
repercussions or blame.

13) Experiences: Relevant personal experiences which have
potential to evolve into risks have a dedicated system/process
to be shared, discussed and addressed to prevent/ contain
them developing into identified risks.

14) Anecdotal Reporting: Third party reporting of evolving risks
have a dedicated system/process to be shared, discussed and
addressed to prevent/ contain them developing into identified
risks.

15) There is a robust, separate and ongoing non-management
powered risk management process, which blends in without
conflict to the senior management-driven mandate towards
risk-management.

16) Risk management is seen widely in the organization not as a
top-down approach rather as a side-side approach with every
worker equally valued and involved in this process.

17) Risk management has a feeling of genuine ownership by most
of the non-management staff members.

18) High personal values and ethics are seen as the core drivers of
an organizational Risk Management framework.

INTERPRETING YOUR SCORE ON RISK —SENTIENCE FERTILITY

16 — 18 | Excellent, but keep the learning on!

11— 15 | Good, but don’t get complacent

6 — 10 | Developing, but needs more focus and planning
0—S5 Primitive level, needs major policy changes!

GUIDANCE NOTES

Being a checklist, the scores are only indicators of what is working well and areas to
develop on. The results are merely meant to be a focus-point to generate meaningful

302 debate and discussion in improving the Risk-sentience culture within an organization.
303 Table-3.2 Risk-Sentience Fertility Checklist
304

305 5. Ethical approval and LUOMEAR process implementation

306 The participant pool was limited to all the Community Occupational therapy staff, excluding
307  the department manager and the author. Royal College of Surgeons in Ireland (RCSI) Ethics
308  Committee approval was received covering the entire scope of this study and data collection (RCSI
309 Reference Number: REC 1162).

310

311  Overall, the five participants were required to participate in four different processes:

312 (1) Pre-trial evaluation: Consisting of the Manchester Patient Safety Assessment Framework
313 (MaPSaF) [32], SWOT analysis and Risk-Sentience Fertility Checklist with a total time
314 commitment of an hour.

315 (2) LUOMEAR process (Figure-2): The participants were also given the opportunity to trial
316 the LUOMEAR computer program (Figure-3) which ran for a period of three months. The
317 records created by the participants were categorized under: a) Uncertainties b) Other’s
318 Mistakes c) Experiences d) Anecdotal Reporting. Under each of the above classification
319 they were able to add information under: 1) Category (eg. Identify as mistake/ experience
320 etc.) 2) Brief description 3) Potential to develop into future risk- as low/ medium/ high. 4)
321 Suggested solution/ how to address it. Electronic data collection by participants within
322 LUOMEAR computer program occurred on an ongoing basis only during office hours and

323 accessed through a secure shared drive.
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325 Figure-3: Screenshot of ‘About LUOMEAR’ page from pilot trial

326 The author customized the LUOMEAR repository computer program using free tree-based
327 database software available on the internet. Terms and conditions were developed within the
328 LUOMEAR program to ensure that the scope and purpose of the project was understood and
329 strictly adhered to by the participants, and to limit inappropriate content being submitted into
330 the computer program. At the end of the trial period, a total of 14 separate records were created
331 by the participants.

332 (3) Action learning Sets: Two half-hour Action Learning Sets (ALS) meetings were held
333 during each monthly staff peer-support meeting. In each peer-support meeting within the
334 3-month period, each ALS session included a participant reading out anonymously
335 submitted risk-sentience information. The ALS group members, who included both
336 participants and non-participants, subjectively rated their confidence in the quality of the
337 information recorded and assigned a rating of low, medium and high potential to evolve
338 into a future identifiable risk through collective agreement. A recommended action was
339 formulated by the group and forwarded to the department manager for action if required;
340 otherwise, the learning from the records was disseminated within the group.

341 (4) Post-trial evaluation: Consisted of the Manchester Patient Safety Assessment Framework
342 (MaPSaF), SWOT analysis and Risk-Sentience Fertility Checklist with time commitment of
343 an hour.

344 The project had been deliberately designed to limit identification of participants and ensured

345  collection of anonymous electronic and hand-written data, with identifiable components limited as
346  much as reasonably possible. During pre-trial and post-trial evaluation only computer typed or “tick’
347  responses on paper was collected, and during the three-month trial of the LUOMEAR program only
348  anonymous electronic data was collected. All written data was scanned and uploaded into a secure
349  and encrypted RCSI Ethics Committee drive, while electronic data was directly stored into the same
350  drive for period of 5 years in compliance with the RCSI Ethics Committee requirements. Data
351  collected in the study site was reviewed by the designated gatekeeper and the hard copy of the data
352 collected, once scanned and stored in RCSI Ethics Committee secure drive, was destroyed through
353  the organization’s secure shredding disposal system. The total time commitment required from each
354  participant was approximately 3 hours over a period of 5 months, excluding the individual time
355  involved in their separate contributions into the program in creating anonymous records. After the
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356  pilot implementation and evaluations, the author liaised with the department manager and
357  discussed the improvements evidenced through the collected data. It was agreed that the actions
358  recommended from the ALS sessions relating to the records created through the LUOMEAR process
359  would be addressed through formal procedures as appropriate.

360 6. Evaluation

361  The system evaluation involved pre and post-trial completion of 3 tools; the MaPSaF (Tables 4.1 and
362  4.2), SWOT analysis and the Risk-Sentience Checklist (Tables 5.1 and 5.2). Risk-sentience

363  information were recorded from all the available categories of LUOMEAR as follows: One record
364  relating to policies and protocols in the category of Uncertainty, two records relating to pressure
365  ulcer prevention and prescription of aids /appliances recorded under the category of Mistakes, seven
366  records relating to hoist assessment and prescription, wheelchairs, pressure ulcers and aids and
367  appliances recorded under the category of Experiences and four records relating to pressure ulcers,
368  aids and appliances, hoist assessment/ prescription and manual handling recorded under the

369  category of Anecdotal reporting. Action was either initiated or completed for twelve of the fourteen
370  risk-sentience information records created within the LUOMEAR process, thus containing their

371  potential from developing further into an identifiable risk. The potential for two of the risk-sentience
372 information records to develop into a future identifiable risk were assessed as within acceptable
373 levels, and action was confirmed as unnecessary by the department manager. A significant and

374  direct outcome of the trial was the development and implementation of a new departmental policy
375  relating to the half-yearly review of potentially high-risk medical equipment.

376
MANCHESTER PATIENT SAFETY FRAMEWORK (MAPSAF) - PRIMARY CARE EVALUATION
DATA COMPILATION
1.Commitment to quality A B C D E
Pre-trial (Team) 2 o il 1 1
Post-trial (Team) o 1 1 2 1
Pre-trial (Organisation) o 1 3 1 o
Post-trial (Organisation) o 2 2 1 o
2. Priority to patient safety A B C D E
Pre-trial (Team) o o 2 1.5 1.5
Post-trial (Team) o 1 o 2 2
Pre-trial (Organisation) o il 2 NS, 0.5
Post-trial (Organisation) [e] 2 1 (o] 2
3.Perception to causes A B c D E
of patient Safety Incidents
& their identification
Pre-trial (Team) (o] (o] 4 1 o
Post-trial (Team) o [e] 1 4 (o]
Pre-trial (Organisation) (o] (o] q 1 o
Post-trial (Organisation) o o] 2 3 o
4. Investigating patient A B c D E
safety incidents
Pre-trial (Team) o o) 2 255 0.5
Post-trial (Team) o 1. o 4 o
Pre-trial (Organisation) o o 4 0.5 0.5
Post-trial (Organisation) [e] [e] 2 3 [e]
5. Organisational learning A B C D E
following a patient safety incident
Pre-trial (Team) o o 295 1.5 o
Post-trial (Team) o o 3 1 1
Pre-trial (Organisation) o o 4.5 0.5 o
Post-trial (Organisation) o o 2 3 o

377

378 Table 4.1 MaPSaF Data Compilation
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379
380

6. Communication about safety issues A B C D E
Pre-trial (Team) 0 0.5 35 1 0]
Post-trial (Team) 0 0 2 2 1
Pre-trial (Organisation) 0 1.5 35 0 0
Post-trial (Organisation) 0 1 3 1 0
7.Personnel management & A B c D E
Safety issues

Pre-trial (Team)* 0 0 3 1 0
Post-trial (Team) 0 0 2 3 0
Pre-trial (Organisation) 0.5 0.5 2 2 0
Post-trial (Organisation) 0 1 0 3 1

[*- One participant did not apply a rating for team patient safety culture in this evaluation
by error]

8. Staff education and training A B C D E
about safety issues

Pre-trial (Team)* 0 0 2 1 1
Post-trial (Team) 0 1 2 2 0
Pre-trial (Organisation) 0 0 3 2 0
Post-trial (Organisation) 0 0 4 1 0

*- One participant did not apply a rating for team patient safety culture in this evaluation
by error.

9. Team working around A B c D E
Safety issues

Pre-trial (Team) 0 25 L5 1 0
Post-trial (Team) 0 1 1 2 1
Pre-trial (Organisation) 0 1 3 1 0
Post-trial (Organisation) 0 1 2 2 0

Table 4.2 MaPSaF Data Compilation
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RISK-SENTIENCE FERTILITY CHECKLIST - COLLECTED DATA

Statement Yes | ? | No

1) Risk Management is clearly recognized within the entire Pre- |2 2 1
organization as a shared responsibility of each and every employee, | trial
and not just that of the senior/ risk management team.

Post | 5 0 0

trial
2) The organization has the leadership and openness to acknowledge its | Pre- | 1 3 1
failures, to apologize for them, and to reassure that the lessons trial
learned from past errors will help prevent their recurrence.
Post | 2 3 0
trial
3) After an adverse event, the senior management attempts to learn Pre- | 2 2 1
from it rather than try to attribute blame on the person reporting it. trial
Post | 3 2 0
trial
4)  Staff from a wide variety of departments and levels (eg.porters, Pre- | 0 2 3
doctors) regularly attend meetings together related to risk trial
management.
Post | 1 3 1
trial
5) Appropriate and prudent risk-taking behaviours are rewarded and Pre- | 0 4 1
encouraged and inappropriate behaviours challenged and receive trial
sanction.
Post | 3 2 0
trial
6) There is a very transparent and risk-information flow within the Pre- | 2 3 0
organization with bad news rapidly communicated without any fear | trial
of blame.

Post | 2 1 2
trial

7) The organization always encourages anyone to raise safety concems | Pre- | 2 3 0
and risk issues. Messengers and whistleblowers are encouraged and | trial
rewarded, not dismissed or discredited.
Post | 3 1 1
trial
8) The organization relies on building trust and transparency with its Pre- | 1 4 0
workforce with full realization that a robust risk management trial

reporting system will not survive without it.

Post | 3 2 0
trial
9) Accountability- each employee within the organization is fully aware | Pre- | 2
of the risks for which they take full ownership and how to escalate trial
risks which they have identified.

[9%]
(=)

Post | 2 2 1

trial
10) Effective challenge- Alternate views, opinions and debates on Pre- | 0 2 3
current risk management systems and their effectiveness are trial

encouraged and facilitated in an ongoing manner.

Post | 1 3 1
3 8 1 trial

382 Table 5.1 Risk-Sentience Checklist — Collected Data
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383
384

385
386
387
388
389
390
391
392
393
394

Statement Yes | ? | No
11) A secure organizational database is present with collection of all Pre- | 1 3 1
identified risks (eg.Risk Register), with full access to all staff trial
members and continuously updated.
Post | 3 2 0
trial
12) Access to evolving risk-information: All staff members are given Pre- [0 1 4
full access to anonymously add valuable evolving risk-related trial
information into the database without any fear of repercussions or
blame.
Post | 3 2 0
trial
13) Experiences: Relevant personal experiences which have potential to | Pre- | 0 4 1
evolve into risks have a dedicated system/process to be shared, trial
discussed and addressed to prevent/ contain them developing into
identified risks.
Post | 3 2 0
trial
14) Anecdotal Reporting: Third party reporting of evolving risks havea | Pre- | 0 2 3
dedicated system/process to be shared, discussed and addressed to trial
prevent/ contain them developing into identified risks.
Post | 3 2 0
trial
15) There is a robust, separate and ongoing non-management powered Pre- | O 3 2
risk management process, which blends in without conflict to the trial
senior management-driven mandate towards risk-management.
Post | 1 3 1
trial
16) Risk management is seen widely in the organization not as a top- Pre- | 0 1 4
down approach rather as a side-side approach with every worker trial

equally valued and involved in this process.

Post | 0 4 1
trial
17) Risk management has a feeling of genuine ownership by most of the | Pre- | 1

non-management staff members. trial
Post | 0 5 0
trial
18) High personal values and ethics are seen as the core drivers of an Pre- | 1

organizational Risk Management framework. trial
Post | 0 5 0
trial

w
—

w
—

INTERPRETING YOUR SCORE ON RISK —SENTIENCE FERTILITY

Yes = This is definitely the case in my institution (score = 1)
? =Don’t know, Maybe, or Could be partially true (score = 0.5)
No = This is definitely not the case in my institution (score = 0)

16 — 18 | Excellent, but keep the learning on!

11— 15 | Good, but don’t get complacent

6 — 10 | Developing, but needs more focus and planning
0—5 Primitive level, needs major policy changes.

Table 5.2 Risk-Sentience Checklist — Collected Data

7. Discussions

The Manchester Patient Safety framework (MaPSaF) data analysis recorded positive variances
in the safety culture components of commitment to quality, communication about safety issues, and
team working around safety issues with progress into the pro-active and generative safety culture
levels (Figures 4,5,6). It is to be noted that some participants chose to assign the T (Team) score across
two culture components and in a few cases did not assign a score. Considering the 3-month
implementation of this pilot trial, this positive, yet modest shift is notable. Due to participant error
during the pre-trial evaluation, the rating of personnel management and safety issues and staff
education and training about safety issues could not be analyzed.
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395
396
397
398
399
400
401
402
403

404
405

406
407

The post-trial SWOT analysis revealed the benefit themes realized by the participants in
employing the RSAF framework and process were blame-free learning, positive learning experience
and ease of use. The weakness themes were identified as too much data, security of data and
subjectivity of information which could potentially lead to misinterpretation of results. The themes
under opportunities were identified as possible potential to develop further, potential game-changer
for future risk management and it’s adaptability for multi-disciplinary teams. The possible threat
themes were identified as poor buy-in from staff, increased work-load and the possibility that some
managers may not be open to receiving feedback.

MaPSaF 1.Commitment to quality

M Pre trial

Number of ratings assigned for
each culture level

m Post trial

Pathological
Reactive

Bureaucratic

Proactive
Generative

Team patient safety culture levels

Figure-4 MaPSaF Commitment to Quality

MaPSaF 6. Communication about safety issues

each culture level

W Pre trial

Number of ratings assigned for

W Post trial

Pathological

Reactive
Bureaucratic

Proactive
Generative

Team patient safety culture levels

Figure-5 Communication about safety issues


http://dx.doi.org/10.20944/preprints201710.0041.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 9 October 2017 d0i:10.20944/preprints201710.0041.v1

MaPSaF 9. Teamworking around safety issues

25

N~

1.5

M Pre trial

Number of ratings assigned for
each culture level

M Post trial

0.5

Pathological

Reactive
Bureaucratic
Proactive

Generative

Team patient safety culture levels

408
409 Figure-6 Team working around safety issues
410 The Risk-Sentience Fertility Checklist data analysis recorded improvements in risk

411  management seen as a shared responsibility, building trust and transparency, accessing evolving
412 risk-information, personal experiences/ anecdotal reporting having a dedicated process to be shared
413  and addressed and in robust non-management powered risk-management process. Subtle
414  improvements were recorded post-trial period in risk-management being perceived as a side-side
415  approach rather than top-down approach, genuine feeling of ownership of risk management
416  experienced by non-management employees and personal values and ethics being perceived as
417  drivers of the risk management framework. While the newly developed checklist was designed
418  merely as an indicator of the current risk-sentience culture within a specific organization, it would
419  also be beneficial in facilitating thought and discussions on possible areas of improvement.

420 The improvements recorded by the participants highlight opportunities presented to high-risk
421  environments in the area of risk-sentience information and uncertainty management.

422 8. Potential applications of the RSAF framework

423 The key strength of the RSAF and process at preliminary examination appears to be its concentrated
424 ability to impact on the safety culture of the staff members within shortest possible timeframes. Also
425  the ease of flow of risk-sentience information propelled by the anonymous component of the process
426  appeared to encourage a more open willingness to share information without fear of blame or

427  gossip. The scope of applying the risk-sentience management to contain evolving risk-information is
428  potentially vast.

429  In the financial institutions sector, the LUOMEAR process sections under the main categories of
430  Uncertainties, Others Mistakes, Experiences and Anecdotal Reporting could include credit, liquidity,
431  interest rate, operational including mistakes and fraud committed by staff members, technology
432  including those relating to power and equipment failures leading to data loss, product innovation,
433 regulation and competition. In the education sector, the sections could include political interference,
434  patronage networks, weak sector institutions, inefficient systems, governance, accountability and
435  resource management. In the oil and gas sector, the sections could include political, geological, price,
436  supply and demand and cost. In the insurance sector, the sections could relate to cost of capital and
437  availability, tax and accounting changes, corporate governance, regulation, talent recruiting skills,
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438  data security, reputational risk, macroeconomic trends, eurozone debt crisis and operational issues.
439 In the retail sector, the sections could relate to consumer trends, regulation, general economic

440  conditions, credit markets and availability of finances, labour, legal proceedings and competition
441  and consolidation. In the energy sector, the sections could be compliance and regulation, climate
442 policy and carbon pricing, commodity price volatility, managing planning and public acceptance of
443 risks, talent, renewable subsidies, low-carbon technologies, economic shocks, political intervention
444 and accessibility of capital. The applicability potential thus of the ToRS, the RSAF and the

445  LUOMEAR within high-risk and volatile environments is said to be extremely high and needs to be
446  aggresively exploited.

447 9. Limitations of the study

448 The participant pool was less than expected and was a key limitation of this pilot
449  implementation. The clinical work-load held by the participants also affected their ability to
450  contribute into the LUOMEAR repository on a regular basis and this could possibly be a future
451  challenge when it is rolled out on a wider scale. There is also potential that the relevance of some of
452  the risk-sentience records created could become obsolete due to time-related advancements in
453  technology, work practices or changes in legislation and the possible need to invest in information
454 technology (IT) infrastructure. However, such challenges will be similarly experienced by managers
455  of conventional risk registers, who also require investment in IT and adequate time to administer,
456  monitor and analyze the data collected.

457  10. Conclusions and Recommendations

458 The author would recommend and invite more research in the area of uncertainty and
459  risk-sentience management and the proposed RSAF’s effectiveness in various other sectors
460  incorporating risk management such as; security, engineering, energy, financial portfolios, project
461  management, industrial process and public health and safety. Considering that the ISO global risk
462  standard is still in its early stage of dissemination, there is immense scope and appetite within the
463  international risk communities for a robust and comprehensive debate on its effectiveness in practice
464  and to discuss any viable proposals and opportunities for improvement within the model. It is
465  envisaged that the RSAF and process will maintain its relevance and applicability within the
466  forthcoming second edition of ISO 31000 framework.

467 This pilot trial strived to highlight untapped opportunities by demonstrating with preliminary
468  evidence that by utilizing the newly proposed RSAF and LUOMEAR process, the objective of
469  grass-root containment of evolving risk-sentience information can be realistically achieved by
470  halting or slowing their progress into an identifiable risk. The study has also demonstrated that the
471  expected secondary benefits of the proposed framework and process could also be improved safety
472  culture and increased non-management staff engagement in the overall risk-management process.
473 Considering that our understanding of the concepts of uncertainty and risk and their effective
474  management is a continuously evolving process, our vision should not be to merely adopt a globally
475  accepted standard but to continually test and further enhance its efficacy with other combinations of
476  evidence-based, innovative risk concepts embedded with effective scientific strategies.

477 Conflict of Interest: The author declares no conflict of interest. This study did not require or use any funding

478 source.
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